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Abstract—Vehicular ad hoc networks (VANETs) have stimu-
lated interest in both academic and industry settings because, once
deployed, they would bring a new driving experience to drivers.
However, communicating in an open-access environment makes
security and privacy issues a real challenge, which may affect the
large-scale deployment of VANETs. Researchers have proposed
many solutions to these issues. We start this paper by provid-
ing background information of VANETs and classifying security
threats that challenge VANETs. After clarifying the requirements
that the proposed solutions to security and privacy problems in
VANETs should meet, on the one hand, we present the general
secure process and point out authentication methods involved in
these processes. Detailed survey of these authentication algorithms
followed by discussions comes afterward. On the other hand, pri-
vacy preserving methods are reviewed, and the tradeoff between
security and privacy is discussed. Finally, we provide an outlook
on how to detect and revoke malicious nodes more efficiently and
challenges that have yet been solved.

Index Terms—VANETs, security, privacy, survey.

I. INTRODUCTION

V EHICULAR ad hoc networks (VANETs) are distributed,
self-organized networks built up by many high-speed

vehicles. All vehicles in the network would install onboard
units (OBU), which would integrate the vehicles’ wireless com-
munications, micro-sensors, embedded systems, and Global
Positioning System (GPS) [1]. These smart vehicles could then
communicate with each other as well as with roadside units
(RSU), such as traffic lights or traffic signs, which would then
improve the driving experience and make driving safer [2]–[4].
For example, vehicles could exchange messages concerning
real-time traffic conditions so that drivers would be more aware
of their driving environment and take early action in response
to an unusual situation [5].

Despite these advantages, VANETs come with their own set
of challenges, particularly in the aspects of security and privacy.
Lack of authenticated information shared in the network may
lead to malicious attacks and service abuses, which could pose
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great threats to drivers [6], [7]. In addition, unlike traditional
wired networks which are protected by several lines of de-
fense such as firewalls and gateways, security attacks on such
wireless networks could come from various sources and target
all nodes [8], [9]. Furthermore, VANETs are an example of
mobile ad hoc networks (MANETs) [7], which means they not
only inherit all the known and unknown security weaknesses
associated with MANETs [10], but due to the unique features of
these types of networks, such as the high mobility of the nodes
and the large scale of the network, VANETs are more challeng-
ing [5], [11]. Therefore, a novel mechanism to guarantee the
primary security requirements, such as authentication, integrity,
and nonrepudiation needs to be developed before VANETs can
be practically launched [12].

However, authentication in this mobile environment poses a
privacy risk to the users. During authentication, the network can
be aware of the whereabouts of a specific user at a specific
time [6], [13]. Malicious vehicles could trace the targeted
driver’s activities based on the information provided for au-
thentication. Hubaux et al. [14] tried to address these privacy
problems by using anonymity schemes and, relying on tem-
porary pseudonyms. However, with these privacy preserving
proposals [15], [16], malicious vehicles could still be anony-
mous, which would make it difficult for the trusted authority,
such as vehicle administration office, to track the malicious
vehicles and revoke their access. To overcome these problems,
the concept of conditional privacy preservation was proposed.
Lin et al. [17] introduced a secure and conditional privacy
preserving protocol for VANETs by integrating the techniques
of group signature and identity-based signature. The authorities
were able to reveal the real identities of malicious vehicles
and update the certificate revocation list accordingly. However,
these mechanisms fell short since they required a vast amount of
storage space for anonymous keys and safety message anony-
mous authentication. Although researchers came up with ideas
to address this problem [18], [19], most of the schemes relied
heavily on tamper-proof devices (TPDs), which if attacked and
cracked, the whole system would be compromised. Recently,
Horng et al. [20] provided a software-based solution to reduce
verification time and alleviate the computational workload of
RSUs, which will be described in more detail in Section III.

From previous parts we could see that, to enlighten the
readers, we should first familiarize them with the background
knowledge of VANETs such as the requirements, challenges,
types of attackers involved in security and privacy preserving
solutions. After the goals of the solutions are explicit to readers,
technologies involved are categorized and their advantages
and disadvantages are discussed to provide some ideas for
researchers when they try to optimize their algorithms. Further,
we provide an outlook on how to detect and revoke malicious
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nodes more efficiently and challenges that have yet been solved.
In summary, our paper could provide a framework for future
research. Many surveys about VANETs have been written.
Richard et al. [21] summarized channel characteristics and
challenges in VANETs and then presented solutions to security
and privacy problems respectively. We give supplementary in-
formation in the part of solutions proposed to ensure security by
categorizing algorithms of digital signature involved in various
security models and analyzing several models, including their
modifications of the original algorithms and effects, in the same
category. The part of solutions to ensure privacy in our paper
is organized by presenting three commonly used anonymous
authentication methods. We also point out problems that still
exist to be solved in both parts. Shidrokh et al. [22] reviewed
a sufficient number of articles to obtain the threats, challenges
and security models in VANETs. The paper presented security
models chronologically in a table. Since the deployment of
VANETs in reality needs to ensure security, in the meanwhile,
preserve the driver’s privacy, we consider privacy issues along
with security problems in VANETs. Ghassan et al. [23] summa-
rized solutions to the security problems using VPKI (Vehicular
Public Key Infrastructure) and analyzed the advantages and
disadvantages of these methods. However, the models and ref-
erences the paper introduced were not sufficient. Furthermore,
they failed to address VANET privacy issues either. Saif et al.
[24] provided a comprehensive survey about VANETs, which
encompassed the network architecture, wireless access tech-
nologies, security challenges and simulation tools. This survey
gave an overview of VANETs but did not focus on security and
privacy issues.

Unlike these surveys, we not only analyze the security and
conditional privacy preserving models based on 114 related
articles published between 2004 and 2014, we present these
models in a clear and extensive design: we first introduce
the basic ideas of most of the security models and point out
the parts that will be different. Then, we classify the security
models according to the cryptography algorithms involved. Fur-
thermore, we discuss the tradeoff between security and privacy
in VANETs, while emphasizing a compromise in devising a
security scheme.

The rest of paper is organized in the following way: Section II
presents the threats, challenges and requirements of VANETs,
Section III introduces the basic ideas and technologies involved
in existing security models from 2004–2014 publications,
Section IV presents the privacy issues and existing solutions,
Section V discusses the tradeoff between security and privacy,
and Section VI concludes the review.

II. THREATS, CHALLENGES, AND

REQUIREMENTS IN VANETS

In this section, we first define the types of attackers. It is
important because different types may need different methods
to avoid their malicious attacks. Then we clarify the require-
ments that the security and privacy preserving protocols should
meet. The more and more stringent requirements proposed by
the complicated real life situation represent one of the driving
forces that motivate researchers to come up with new methods.

The U.S. Federal Communications Commission (FCC) has
allocated 75 MHz of Dedicated Short-Range Communications
(DSRC) spectrum at 5.9 GHz to be used for V2V and V2R
communications [25]. DSRC is a wireless protocol which al-
lows data to be easily monitored, altered and forged, including
sensitive data information concerning the drivers’ privacy [26].
Therefore, how to secure information exchanged in VANETs
and keep the user’ privacy have become two big challenges
which set back the large scale deployment of VANETs. Re-
searchers have been dedicated to solving these problems, and
many novel models have been proposed. Before investigating
the security models of VANETs, we should first identify the
threats and requirements of security.

A. Threats

Raya et al. [27] categorized attackers into four basic types:
outsiders versus insiders, malicious versus rational, active ver-
sus passive, and local versus extended. Outsiders differ from
insiders in the aspect of network authentications. Outsiders are
not authenticated while insiders are. Malicious attackers differ
from rational attackers in the aspect of intentions. Malicious
attackers cause accidents just for fun, while rational attackers
do so for specific purposes. Active attackers differ from passive
attackers in the aspect of behaviors. Active attackers send fake
or modified messages to other vehicles, while passive attackers
only monitor the network and eavesdrop on communications
between other nodes to collect useful information for future
attacks. Local attackers differ from extended attackers in the
aspect of the scope the attackers could control. Local attack-
ers only perpetrate attacks in a limited range while extended
attackers attack across the network.

We will now provide a general classification of attacks. The
basic types of attacks adversaries could perpetrate are briefly
summarized in Table I and detail descriptions are as follows:

a) Bogus information: This attack happens when information
sent by the adversaries, including certificates, warnings,
security messages, and identities [23], is not true. The
adversaries may alter or even fake data, or send data cap-
tured earlier in time, to confuse other drivers. For example,
a sybil attack [28], [29], an attack that happens when
the adversaries create a large number of pseudonymous,
and acts like they are more than a hundred vehicles, may
tell other vehicles that there is traffic jam ahead, and force
them to take alternate routes, even though there is no
traffic jam.

b) Denial of service: This attack happens when adversaries
send irrelevant bulk messages in order to jam the com-
munication channel used in VANETs and consume the
computational resources of the other nodes [17]. The
goal behind this kind of attack is to bring the network
down, consequently rendering the VANET unavailable
[21], which could have fatal consequences to drivers if an
emergency occurred.

c) Impersonate: This attack happens when the adversaries
pretend to be authenticated vehicles or RSUs [30]. The
adversaries use the legitimate identities they hacked into to
insert malicious information in the network, which would
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TABLE I
BASIC TYPES OF ATTACKS IN VANETS

not only fool other vehicles but also make the innocent
drivers whose identities were taken be removed from the
network and denied service.

d) Eavesdropping: This attack happens when an attacker is
located in a vehicle, be it stopped or moving, or in a false
RSU [21].The collection of vehicle-specific information
from overheard vehicular communications is easy in a
wireless network. The attackers obtain the target vehicles’
confidential data, including the drivers real identities, their
preferences or even their credit card codes, which seri-
ously violates the privacy of the drivers.

e) Message suspension: This attack happens when adversaries
hold onto messages before sending them. An attacker
selectively drop packets of messages from the network,
which may hold critical information for the intended re-
ceiver, and the attacker suppresses these packets and can
use them again in the future. One goal of such an attack
would be to prevent registration and insurance authorities
from learning about collisions involving the attacker’s
vehicle and/or to avoid delivering collision reports to
roadside access points.

f) Hardware tampering: This attack happens when the sen-
sors, other on board hardware RSUs [31] are manipulated
by adversaries. For example, an adversary can relocate
a tampered RSU to launch a malicious attack, such as
tampering the traffic lights to always be green when the
malicious attack is approaching an intersection.

B. Requirements

Jean et al. [14] discussed the security and privacy issues
in VANETs, and pointed out that the primary requirements to
secure VANETs were: message integrity, source authentication
and vehicle anonymity. Sha et al. [15] presented scalability
as a further supplement to these requirements. Given that
drivers should be informed of emergencies as early as possible,
since the driver who receives a warning message must have
sufficient time to react, time constraints were also suggested

as requirement [32], [33]. In the past few years, considerable
research effort has been made into VANET security protocols.
In summary, the primary requirements for security in VANETs
are as follows:

a) Integrated messages as well as efficiently authenticated
sources: First, the senders of broadcast messages should
be authenticated as legitimate nodes, which could effi-
ciently prevent outsider attacks [34]. Secondly, messages
collected should be consistent with the raw data from
the road, which would mean that information shared in
the VANETs is not maliciously fabricated, and is instead
unmodified and consistent with similar data generated in
close space and time. Furthermore, since authentication
needs to be performed before data can be collected and
the service delivered, the latency of authentication should
be as short as possible [35], [36].

b) Confidentiality and non-repudiation: Confidentiality in
VANETs protects the confidential information of drivers,
such as their real identity. All sensitive information should
be encrypted and not available to adversaries. However,
confidentiality is conditional. For those malicious adver-
saries, privacy could be revoked and their real identities
would be broadcast to all the vehicles in VANETs. Further-
more, a sender should not be able to deny the transmission
of a message. One of the applications of VANETs is
tracking the responsible car in case of an accident. It
may be crucial for an accident investigation to determine
the correct sequence and content of messages exchanged
before an accident to determine the fault and the cause.

c) Availability and scalability: Communication in VANETs
should be supported by alternative means when the
communication channel breaks down. During traffic con-
gestion, there may be a large number of authentication re-
quests delivered to the authentication server. The network
may then be brought down, and to ensure the ongoing
communication between vehicles and vehicles to infras-
tructures, an alternative channel should be provided.
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Fig. 1. System architecture in VANETs.

III. BASIC IDEAS AND SOLUTIONS TO SECURITY ISSUES

Many solutions have been proposed in the literature to ad-
dress the security problems of VANETs. Some mechanisms
propose a solution for one or more of the security requirements.
In this section, we first introduce the security architecture which
serves as the basic block of solution models, and then explain
the general secure process in Vehicle to Vehicle (V2V) and Ve-
hicle to Infrastructure (V2I) communication scenarios respec-
tively, and point out technologies involved in these processes.
After the processes are clear to readers, readers could have the
concept of authentication and know the function of authentica-
tion algorithms. Thus, in the following part, we further analyze
in details these algorithms, including their classifications, ad-
vantages and disadvantages and modifications of the original
algorithms to fit the security requirements in VANETs. We then
present several solutions which combined two or more specific
algorithms to meet higher security level.

A. Security Architecture

The VANETs consist of three components (see Fig. 1):
a trusted third party, roadside infrastructures, and vehicles
[37]–[40].

a) Trusted third party: a trusted third party (TTP), which
refers to a trusted administration with sufficient compu-
tational and storage resources where all vehicles register
and get their certificates for VANET usage, is responsible
to hold the credentials and the identities of vehicles and to
reveal the real identities of nodes whose certifications have
been revoked. In addition, they are also in charge of RSUs.
TTPs are fully trusted by all entities [42]. In reality, a large
number of TTPs exist and each one of them is responsible
for a specific geographical region. Each vehicle and RSU
should be registered with exactly one TTP.

b) Roadside units: RSUs are infrastructures fixed on the road-
side, which are fully controlled by TTPs. RSUs are quite
vulnerable because they are easily exposed to attackers, so
we must put minimal trust in RSUs. For enhanced security,
RSUs could directly communicate with TTP and if TTP
considers that a specific RSU has been compromised, it
could revoke the RSU’s access.

Fig. 2. The format of messages delivered in V2V scenario.

c) Vehicles: Vehicles are the moving nodes in the network,
which are loaded with an OBU and a tamper-proof de-
vice. The OBU is used to enable vehicles to wirelessly
communicate with each other and RSUs, and the TPD is
used to store cryptographic materials, such as an Elec-
tronic License Plate (ELP) that is installed on every new
vehicle and provides a unique ID number, and process
cryptographic operations. TPD is a good second defense
layer but should not be exclusively relied upon.

B. Basic Ideas

Though various schemes have been proposed, the basic
ideas in securing VANETs have many similarities. In VANETs,
communication can be divided into two scenarios: vehicle-to-
vehicle communication and vehicle-to-infrastructure commu-
nication. In both scenarios, the first step is for vehicles to
physically provide the required identity information, including
their ELPs, drivers’ identities, home addresses, etc., to the TTP
as part of the registration process. The registration of each
vehicle in TTP is necessary because the service is only to
be provided to valid clients and is the initial protection step.
TTP then assigns the private and public key pairs, along with
the vehicle’s certificate, to each vehicle with a valid identity.
This procedure involves the generation of key pairs, which
usually utilizes digital signature algorithms (algorithms will be
detailed in the next part. This process may differ across models,
since some models propose employing RSU-aided message
authentication schemes [43]–[45]. In these schemes, vehicles
get their authentications from nearby RSUs instead of TTP.

In V2V communication scenario, vehicles could communi-
cate with each other when in a wireless range or in a multi-hop
mode, exchanging road condition information such as emer-
gencies, accidents or congestions [46], [47]. Before sending
a message, a vehicle should first digitally sign the message to
avoid being exposed directly to attackers while simultaneously
helping protect their privacy. This procedure involves digital
signature schemes that will be analyzed in detail in next part.
The format of a message is defined by the researchers in the
reviewed papers, but some critical elements should always be
included, such as the vehicle’s signature and/or certificates,
message payload and timestamp (see Fig. 2). In [17], the
message periodically broadcast by the OBU encompasses five
components: group ID, message payload, timestamp, OBU’s
signature and valid time. Group ID is used to identify to
which group the individual vehicle belongs to. The message
payload is traffic-related messages, such as speed, direction,
position, current time, brake status, steering angle, acceleration
or deceleration, traffic conditions, traffic events, etc., which
could help other drivers be aware of the road condition and take
early actions to respond to an emergency. Timestamp is used
to prevent the message replay attack. OBU’s signature is used
to help others validate the integrity of the message. Valid time
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Fig. 3. The process of vehicles requiring services from the nearest RSU.

is defined as the time the message would be last in VANETs.
Once the message is received, the receiving vehicle should first
verify the validity of the message by checking the signatures of
the safety message, in order to ensure that the message is sent
by valid vehicles and is not altered during transmission. This
procedure involves the verification techniques.

In V2I scenarios, vehicles send requests to the nearest RSU
when the vehicles want to get access to services provided by
the RSU, such as Internet service or, information about the
nearest restaurant. Fig. 3 presented the process of vehicles
requiring services from the nearest RSU. In many schemes [48],
[49], vehicles should first authenticate themselves with RSU
to get permission to allow them to broadcast messages. When
a vehicle passes by the RSU, it should also authenticate the
validity of the RSU in case it is a fake RSU. Once the RSU is
authenticated, the vehicle sends the encrypted request messages
and its certificate to the RSU. The RSU decrypts the request
and then looks up the newly updated revocation list retrieved
from TTP to check whether the vehicle is entitled to obtain
the service. If the certificate is on the revocation list, the RSU
rejects the request, otherwise the vehicle is authenticated. If
the vehicle is authenticated, the RSU sends the response back
to the vehicle and provide the service request. The vehicle
should also check the validity of response after receiving it.
Note that, the certificate revocation list (CRL) is a commonly
used scheme to revoke the access of malicious nodes. The
IEEE 1609.2 standard [50] states that VANETs will depend on
such certificate revocation lists to ensure revocation of these
nodes to VANETs. However, CRL has a significant drawback
[51]–[53]. Specifically the list becomes increasingly larger with
the increasing number of revoked nodes, and therefore the

storage needs increase and the time delay to check the list in-
creases. Furthermore, the timely distribution of the CRL is also
a challenge. Thus, various alternative key revocation schemes
and CRL dissemination schemes have been devised [54]–[57].

Raya et al. [58] devised compressed CRLs using bloom
filters, which are also used in [59] in common scenarios to dra-
matically reduce storage requirements, to revoke TPD’s access
when all certificates of a given vehicle need to be revoked and
to distribute revocation protocol for a temporary revocation of
an attacker. Kenneth et al. [60] proposed incremental updates
to a CRL and an epidemic fashion propagation scheme, where
the TTP distributes the newly update CRL to a small number of
RSUs in high vehicle density locations and the RSU then infects
each passing vehicle with the CRL update. Each infected vehi-
cle then infects every vehicle it encounters. Papadimitratos et al.
[16] took advantage of the regional TTPs’ setup to decrease the
size of the CRLs. Regional TTPs will only manage the certifi-
cates of vehicles in their region. The scheme Wang et al. pre-
sented in [61] utilized TPDs to revoke vehicles, which release
vehicles from maintaining a huge CRL to record the revoked ve-
hicles. When the TTP wants to revoke a node Vi, it broadcasts the
node’s original pseudo-identity. Once Vi receives the pseudo-
identity, the TPD of Vi deletes all the cryptographic material
stored on the TPD to make the TPD invalid. As a result, Vi’s
access is revoked and it can no longer generate traffic messages.

C. Technologies for Security Improvement

Authentication is a cryptographic primitive process that al-
lows the receiver of a message to ascertain that the contents of
a message were not modified during transmission, and to deter-
mine the source of the message. An authentication scheme fails
if it fails to detect adversaries pretending to be another entity or
modifying messages sent by others. In order to achieve broad-
cast authentication in VANETs, the use of a public key infras-
tructure (PKI) is commonly adopted, including by IEEE1609.2.
A PKI uses a public and a private cryptographic key pair to
secure the exchange data in the network. However, conventional
PKI cannot satisfy the requirements of VANETs, as it cannot
preserve conditional privacy of drivers and the verification time
is too long.

Digital signature is a common way to enhance the security of
VANETs based on PKI. Digital signature schemes are designed
to provide the electronic counterpart to handwritten signatures, to
ensure the origin authenticity, the integrity and non-repudiation
of messages. Digital signatures are easily transportable, cannot
be imitated, and can be automatically time-stamped. A digital
signature scheme typically is compromised of three functions:
a) generating public and private key pairs, b) ensuring confiden-
tiality by encrypting and decrypting messages, and c) ensuring
authenticity by creating and verifying the signature. However,
one digital signature scheme on its own would not satisfy all the
requirements in VANETs, such as short verification time and
light computation overhead. Thus, security schemes usually
involve more than one digital signature algorithm, which would
be explained in detail in what follows in this section.

Digital signatures could be implemented by various algo-
rithms. The choice of algorithms in VANETs should be based
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Fig. 4. Algorithms of digital signature.

on two principles: a) rapid execution speed of the signature
generation and verification operations, and b) small size of the
key, signature, and certificate. Algorithms could then be catego-
rized into two classes: symmetric cryptography and asymmetric
cryptography (see Fig. 4).

Symmetric cryptography, which is also known as private-
key cryptography, uses the same cryptographic keys for both
encryption of plaintext and decryption of ciphertext. The keys
may be identical or there may be a simple transformation to
go between the two keys. Xi et al. [6] proposed the symmetric
random key-set approach to reduce OBU’s overhead. In their
scheme, symmetric random key-sets are sets of symmetric keys
drawn from a shared key pool and one key is shared by a set of
members. The key set is installed in the TPD when the vehicle
registers with the TTP. However, symmetric cryptography has
the main drawback of not being able to ensure non-repudiation.
Thus, despite the simple algorithm of symmetric cryptography,
researchers seldom adopt symmetric cryptography on its own.

Asymmetric cryptography, which is also known as public-
key cryptography, uses a pair of keys (public and private key
pairs) to encrypt and decrypt a message to ensure data security.
The public key is used to encrypt plaintext or to verify a digital
signature; whereas the private key is used to decrypt ciphertext
or to create a digital signature. The public key and private
key are mathematically linked. Identity-based cryptography
(IBC) is a type of asymmetric cryptography, and identity-based
signature is based on this type of cryptography. The biggest
advantage of identity-based signature is that the public key of
an entity could be derived from its public identity information,
such as name, e-mail address, etc, which avoids the use of
certificates for public key verification in the conventional PKI
scheme. Most existing algorithms of IBC are based on the bilin-
ear pairing in a pairing domain where the Discrete Logarithm
Problem (DLP) for pairing in groups is difficult. Pairing-based
cryptography is pairing elements of two cryptographic groups
to a third group to therefore construct cryptographic systems,
which is beyond scope of this review and we will not describe
this pairing theory. Several researchers have proposed security
solutions using IBCs. Li et al. [62] proposed a scheme that uses
identity based signature to authenticate V2I and I2V commu-
nication. Sun et al. [63] proposed a scheme that uses identity
based encryption for encryption, authentication and nonrepu-
diation. Considering that the IBC infrastructure avoids the use
of certificates for public key verification and the exchange of
public keys, this greatly improves the computation and commu-
nication efficiency. Furthermore, Li et al. [8] proposed a non-
interactive ID-based scheme which uses members’identities to
establish a secure trust relationship in V2V communication.

RSA, Elliptic Curve Cryptography (ECC) and Elliptic Curve
Digital Signature Algorithm (ECDSA) are three commonly
adopted asymmetric algorithms. In RSA, the public key con-
tains a large non-prime number, the RSA modulus, which is
chosen as the product of two large primes. The security of RSA
is based on the difficulty of the integer factorization problem.
The size of an RSA key refers to the bit-length of the RSA
modulus [64]. Due to the efficiency of RSA, the generation of
key pairs and the public-key based pseudonym in the current
public key in [62] was implemented by an RSA algorithm.

ECC is an approach based on the algebraic structure of
elliptic curves over finite fields [65]. The entire security of
ECC depends on the ability to compute a point multiplica-
tion and the inability to compute the multiplication given the
original and product points. ECC algorithm has the advantage
of providing much shorter key sizes and system parameters
than RSA. Huang et al. [18] proposed a scheme inspired by
the concept of batch verification to simultaneously authenticate
multiple requests sent from different vehicles using ECC. In the
scheme, the TPD is responsible in generating pseudo identity
and corresponding private key based on ECC using the system
parameters issued by the TTP. However, the size of digital
signatures is typically very large, which would greatly affect
the authentication and verification efficiency.

ECDSA is the elliptic curve analog of the digital signature
algorithm (DSA) [64]. IEEE 1609.2 [50] proposed the use of
ECDSA to verify messages [66]. Ahren et al. [67] used a
combination of TESLA++ and ECDSA based digital signature
scheme to ensure security in VANETs. The sender broadcasts
an authenticated message and receivers perform two types of ver-
ification: a TESLA++ verification, as well as a digital signa-
ture verification when the application requires non-repudiation.
In addition to the commonly used aforementioned signature
algorithms, Sun et al. [68] proposed an efficient pseudonymous
authentication scheme based on hash chains, bilinear parings
[69]–[71] and the Schnorr signature algorithm. The Schnorr
signature algorithm is used when the TTP generates a signature.

Compared with symmetric cryptography, asymmetric cryp-
tography is slower because of the complexity of its algorithm.
However, as stated previously, symmetric cryptography has the
problem that if the key is discovered or intercepted by oth-
ers, messages can easily be decrypted. Therefore, asymmetric
cryptography is more likely to be used to enhance security
regardless of its computation overhead. However, symmetric
cryptography is still utilized in some models as an assistant
to asymmetric cryptography. Specifically, in [72], researchers
proposed a mechanism denoted as TESLA [73], which uses
symmetric cryptography, delay key disclosure and time syn-
chronization to provide the necessary asymmetry for broadcast
authentication [67]. Applying TESLA to VANETs could reduce
the overhead associated with authentication. Burmester et al.
[74] proposed another hybrid scheme, which employed sym-
metric and public key operations to authenticate messages and
use pseudonyms to enhance privacy. Klaus et al. [75] also de-
vised a hybrid scheme, which used asymmetric cryptography to
secure messages involved in road safety while other messages
such as the periodically broadcast telematic messages, are
protected using symmetric cryptography.
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As stated previously, a single digital signature scheme
would not satisfy the requirements in VANETs, such as non-
repudiation, short verification time, and light computation
overhead. Li et al. [8] proposed a non-interactive ID-based
scheme which uses member’ identities to establish a secure
trust relationship between communicating vehicles, and uses
a blind signature-based scheme for vehicle-to-roadside device
communication, allowing authorized vehicles to anonymously
interact with RSUs. This scheme has minimum storage needs
because the service provider does not need to maintain autho-
rized credentials per user. Li et al. [62] proposed a different
scheme that utilized RSA, because of its rapid computational
rate, to generate each vehicle’s pseudonyms. In this scheme
the generation of pseudonyms does not affect the efficiency of
authentication during communication, employs ECC-based ID-
based online/offline signatures in intervehicle communication
and uses ECC-based signature to further reduce the compu-
tation overhead. Together, this speeds up the authentication
process and identity-based signature in vehicle-to roadside
communication. A further proposal by Lin et al. [17] used
group signature to secure the communication between vehicles,
where messages can anonymously be signed by the sender and
their real identity only available to authorities. In this scheme,
RSUs could digitally sign each message launched by the RSUs
using an identity based signature, which would greatly reduce
signature overhead.

Signature verification is likely to be used much more often
than signature generation, as certificates and signed documents
are circulated over networks. To further enhance the efficiency
of signature verification, batch verification is a commonly
adopted scheme [76]. Batch verification significantly increase
the speed of signature verification and alleviates the computa-
tional workload of the RSUs by authenticating multiple signa-
tures at the same time rather than one by one. Zhang et al. [12]
employed an identity-based batch verification (IBV) scheme for
communications between vehicles and RSUs. The IBV scheme
enhances the system’s performance by allowing RSUs to verify
a large number of messages at once instead of verifying them
one by one. However, the proposed scheme relies heavily
on TPDs and furthermore, if one signature is inaccurate, the
whole batch will be dropped, which is very inefficient. Another
batch verification method was proposed by Horng et al. [20].
The authors proposed a software-based solution to satisfy the
security and privacy requirements in VANETs. Several other
papers also detail schemes using batch verification to meet the
stringent verification requirements of VANETs [45], [76], [77].
By using batch verification, lower message overhead and higher
success rates would be achieved in VANETs.

Considering the privacy requirements in VANETs, conven-
tional digital signatures may not protect the drivers’ privacy
because other nodes could discover the identity of the mes-
sage sender. Therefore, anonymous digital signature has been
proposed. Anonymous digital signature is a special type of
digital signature [79], [78]. In an anonymous digital signature
scheme, given a digital signature, an unauthorized entity, cannot
determine the signer’s identifier. An anonymous signature using
a group public key is commonly known as a group signature
[80], [81]. Valid group members could anonymously sign an

arbitrary number of messages on behalf of the group, and it
would then be computationally difficult to identify the actual
sender by anyone other than the group manager. There are also
many other signature schemes used in securing VANETs, such
as blind signature and ID-based signature. Different signature
schemes are employed based on different requirements. Fur-
thermore, combining digital signature with hash function and
message authentication codes could enhance the security level
in VANETs and help mitigate specific types of attacks. For
example, Karlof et al. proposed the use of distillation codes to
mitigate computational DoS attacks in broadcast authentication
where malicious parties insert spurious data in an attempt
to interfere with error correction. Additionally, Li et al. [8]
employed a one-way hash chain [68], [82] to enhance efficiency
in computation. In summary, solutions to security problems in
VANETs tend to use digital signatures as a basic solution.

IV. PRIVACY PRESERVING SOLUTIONS

Keep the privacy of authenticated users is another aspect
to be considered along with security problems. The major
principle is to make authentication process anonymous. In this
section, we present two commonly used anonymous authenti-
cation methods and analyze several proposed solutions utilized
these methods to achieve privacy. Problems remain to be solved
are also discussed.

In both wired and wireless networks, privacy has always been
a key concern, and many researchers have devoted decades
of work to tackling this problem. Even so, while the level of
privacy could be enhanced, the most ideal situation where the
users’ information could never be traced, may never come to
fruition. Given the large scale and frequent usage of the Internet
and cellular networks, small little flaws in the aspect of privacy
seem to be acceptable. Still, privacy is a decisive factor in
the public’s acceptance of and the commercial deployment of
VANETs [22]. Leaking drivers’ private profiles could lead to
serious consequences. For example, location tracking of any
vehicle provides access to past and current locations of the
vehicle [83]. Once the location history has been accumulated,
adversaries could infer the driver’s personal interests and daily
routine by combining these data with additional information.
The information could then be misused for crimes, such as
abductions or automobile thefts.

Security has been one of the most challenging problems
in VANETs and should be considered along with privacy. To
secure the communication in VANETs, the data must be au-
thenticated. Through authentication, the network can be aware
of the precise location of a specific user at a specific time, which
ensures that the TTP could intervene in the vehicle when an
issue arises. For example, when a vehicle has an accident on
the road and leaves the scene, the TTP could reveal the real
identity of the vehicle and track it until the police were able to
catch up with the responsible vehicle. However, some drivers
are not willing to let the TTP have access to their confidential
information. Therefore, how to preserve privacy while still
enabling authentication has become one of the main challenges
of implementing VANETs [6]. The tradeoff between security
and privacy will be explained in detail in Section V.
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Anonymous authentication is a very active topic for securing
VANETs and can be roughly divided into three categories
namely, the group-signature-based schemes, pseudonymous au-
thentication schemes, and hybrids schemes. Another privacy-
related study in VANETs focused on strengthening the location
privacy of drivers [68]. Users’ privacy mainly refer to their iden-
tity privacy and location privacy. The basic ideas of the schemes
are to use group signature and pseudonymous authentication to
hide the vehicles’ real identity to adversaries and not allow them
to be traced. Group-signature-based schemes achieve these
goals by permitting valid group members to anonymously sign
an arbitrary number of messages on behalf of the group, which
is then computationally difficult to identify the actual sender
by anyone but group manager. Lin et al. [17] proposed a con-
ditional privacy-preserving protocol for VANETs. This paper
utilized short group signature to sign the messages sent by ve-
hicles, which provides anonymity of the signers and could meet
the anonymity and traceability requirements of VANETs imple-
mentation. But the group signature verification is usually time
consuming, which make it unsuitable for some time-stringent
VANET applications. In [17], the time to verify the safety mes-
sage grew linearly with the number of revoked nodes in the re-
vocation list, which led to more time being consumed when the
revocation list grew even larger. Based on this observation, the
efficient conditional privacy preservation protocol was devised
by Lu et al. [45]. When a vehicle passes by an RSU, it asks the
RSU for a short-time anonymous key certificate, which would
be constructed by employing group signature based on bilinear
pairing. The vehicle could then broadcast messages within the
valid time defined in the messages, so it would then become
unnecessary for the vehicles to have a copy of the CRL. Note
that the identity-based signature is used in the process of the
verification, which reduces the storage overhead and verifica-
tion time. But there is no efficient revocation scheme in ECPP.

Pseudonymous authentication schemes achieve privacy pre-
serving by frequently changing the pseudonyms and having
random silent periods [84]. How to generate such a large num-
ber of pseudonyms and what triggers the pseudonyms updates,
has raised the attention of many researchers. The methods to
provide each vehicle with continuously changing pseudonyms
could be summarized as follows:

a) Preload pseudonyms in TPDs: preloading each vehicle
with multiple pseudonyms/certificates obtained from the
TTP is useful, since signing different messages with dif-
ferent keys makes it difficult for an attacker to link these
messages to one particular vehicle. Raya et al. [27] pro-
posed preloading anonymous keys, the TTP’s public key
and the electronic license plate on the vehicle. A vehicle
should then change its anonymous key after having used
it to sign message for the time period of one minute, and
each vehicle should be preloaded with 43800 anonymous
keys per year. Sun et al. proposed a different prestored
strategy, where each vehicle could obtain a large set of
pseudonymous certificates from the TTP during the vehi-
cle’s inspection. However, we could infer that these mech-
anisms are far from efficient, because each vehicle would
need a large storage capacity to store the certificates, and
once a malicious node is detected, the authority would

have to exhaustively search a large database to find the ID
related to the misbehaving anonymous public key.

b) Getting pseudonyms with the assistance of RSUs: When
a vehicle is new in the network, or its pseudonym has
expired, it could send a request to the RSU for a Short
Time Pseudonym (STP), thus avoiding the overhead and
delay caused by OBU pseudonyms storage management.
Zhang et al. [43] proposed an RSU-aided message authen-
tication scheme. A vehicle contacts the nearest RSU to
get the symmetric secret key and pseudo ID. Note that the
pseudo ID is shared with several vehicles so that the route
of a specific vehicle cannot be traced. In the meantime,
the RSU could still identify a specific vehicle by finding
the symmetric key shared with the vehicle. However, the
scheme requires frequent pseudonym requests between a
node and the RSU, and considering the limited wireless
channel bandwidth, it is inefficient and difficult for an RSU
to transmit hundreds of certificates for each passing vehi-
cle while providing infotainment dissemination services at
the same time, especially when the vehicle density is high.

c) Generating pseudonyms by vehicles: Huang et al. [78]
devised a pseudonymous authentication with a conditional
privacy scheme, which does not need to preload numerous
pseudonym certificates in the TPD or provide identity
certificates to the RSU. The vehicle instead uses the ticket
issued by TTP to authenticate itself with the RSU and ob-
tains a pseudonym tokens. Then the vehicle could generate
its pseudonyms with the token. This process would utilize
the BLS short signature schemes.

Although the pseudonym mechanism theoretically can ensure
that the relationship between a pseudonym and the vehicle’s
real identity would not be revealed, however, an attacker could
still learn the true identity of the node by analyzing the log infor-
mation. Thus, changing the pseudonyms with some frequency
has been proposed. Ideally, a vehicle would switch its pseudonym
after every message; however this is not plausible, as the set
of stored pseudonyms would be quickly exhausted. Frequently
changing pseudonyms, along with random silent period, there-
fore becomes a way to enhance the reliability of the pseudonym
implementation. Random silent period means a time period
during which a vehicle does not do any operation requiring
VANETs, then replaces its pseudonym. When the silence ends,
the vehicle will carry out activities with a new pseudonym. In
this case, random has two meanings: the duration of silence is
random and the quiet time is also random. Thus, the appropriate
condition to change pseudonyms needs to be well designed.
Brijesh et al. [85] proposed a privacy sustaining strategy based
on an appropriate pseudonym update. They found that time and
place for pseudonym updates are affected by several factors:
the amount of neighborhood traffic, the rate of neighborhood
traffic change and the capabilities of the adversaries.

V. THE TRADEOFF BETWEEN SECURITY AND PRIVACY

In this section, the tradeoff between security and privacy is
discussed because how to keep a balance when security and
privacy cannot be met satisfactorily at the same time is an
important topic for discussion.
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The tradeoff between security and privacy in VANETs should
be discussed in regard to 3 aspects:

First, authentication used to secure VANETs may pose a
privacy risk to the users. Through authentication, the network
is aware of the precise location of a specific user at a specific
time to ensure that the TTP could intervene in the vehicle when
an issue arises. However, some drivers may not want to be mon-
itored by the TTP since it would seem to violate their privacy.

Secondly, many privacy preserving protocols enhance the
level of privacy in the cost of safety. For example, researchers
utilize random silent period to achieve unlinkabililty. However,
traditional safety message broadcast period of hundreds of
milliseconds cannot assure unlinkability. An increase in the ran-
dom silent period enlarges the safety message period, and the
resulting location privacy is obtained at the cost of safety [83].

Thirdly, CRL is the traditional way to revoke malicious
nodes, and requires a large storage space due to the scale of
VANETs. Researchers have proposed many other revocation
mechanisms, which take advantage of caching strategies com-
bined with hashing techniques to enhance the availability of
the revocation service. However, the process of checking the
certificate status would be more likely to leak users privacy
information compared with the traditional CRL approach.

VI. CONCLUSION AND FUTURE WORK

From the body of this paper, we can clearly conclude that with
increasingly stringent security requirements, such as less verifi-
cation time, less computational load and less reliance on temper-
proof hardware, the technologies involved in the solution of
VANETs security and privacy become much more complex,
from one pure digital signature algorithm to different algorithms.
In addition, security and privacy preserving should be achieved
at the same time, which brings to light the tradeoff between
security and privacy that researchers must take into account.

To familiarize the readers with the background knowledge of
VANETs, we first present the architecture of VANETs, threats
and requirements for the security issues in this field. Then we
further deepen our review by providing the general authen-
tication processes in V2V and V2I communication scenarios
and pointing out algorithms involved in these processes. The
algorithms are categorized and discussed in details afterward.
Furthermore, conditional privacy preserving methods and the
tradeoff between security and privacy are provided.

Researchers are devoted to putting forward efficient authenti-
cation schemes to further reduce the great time and computation
cost in the process of verification and revocation. On the one
hand, researchers need to enhance the certificate revocation
process to revoke illegal nodes. Instead of focusing on reducing
the cost of refreshing the CRL, researches could turn to other
fast revocation check schemes, which release vehicles from
maintaining a huge CRL to record the revoked vehicles. On
the other hand, researchers could detect legitimate vehicles that
have a great chance to become malicious in advance based
on their physical motion patterns, which could minimize their
possible security attacks. In addition, up to now, most of the se-
curity models fail to resist adversaries inside the network which
could not be ignored if deploy VANETs in reality. For example,

the communication of legitimate vehicles could not be traced
even when the responsible RSUs have been compromised by
adversaries.

Further, according to simulation results of most of the pro-
posed security and privacy preserving schemes, the message
loss ratio is near 0 and end-to-end delay is lower than 20ms,
which are quite desirable. More performance evaluation of
these schemes should be conducted on a large-scale VANET,
with varying vehicle mobility models, like creating a stronger
threat model in which an adversary can utilize more character
factors to track a vehicle.
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