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ABSTRACT

Existing 3D lighting consistency based forensic methods have

some practical problems. They usually require additional im-

ages and human labor to reconstruct the 3D face model for

lighting estimation, and furthermore, they cannot deal with

expressional faces effectively. These drawbacks make them

unusable in many practical cases. In this paper, we propose

a more practical 3D lighting based forensic method by incor-

porating a facial landmark based 3D morphable model to effi-

ciently fit the face shape. We also introduce a residual error

based algorithm to automatically exclude outliers in lighting

estimation. Our proposed method is fully automatic and very

efficient compared to previous ones. Also, it does not de-

pend on additional images and has better performance for ex-

pressional faces. Experiments on a realistic face dataset with

variational lighting conditions indicate the efficacy and super-

iority of our method.

Index Terms— Image forensics, face splicing, lighting

consistency, 3D morphable model

1. INTRODUCTION

Image forgery is becoming a growing threat to information

credibility. The flourish of digital images brings along the

fast development of easy-to-use image editing softwares -

Adobe Photoshop, GIMP and ACDSee to name a few. These

tools can easily touch up or even alter the content of an

image. Among all kinds of image forgeries, face splicing

has attracted great attention, because human faces are very

common and important elements in images, and forgeries

involving faces have very serious impacts. In this paper, we

are particularly interested in face splicing forgeries involving
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multiple people. This kind of forgery usually splices multiple

faces in originally different images into the same image, thus

it can badly mislead people.

To detect this kind of face splicing forgery, different

forensic methods were proposed [1–5]. In [1], the authors

propose to detect photographic composites of people by es-

timating the camera principal points from limbus images of

human eyes and then checking their consistency. The work

[2] estimates the direction of the light source from the spec-

ular highlights on human eyes and uses the consistency of

light source directions as the clue. Both [1] and [2] depend on

clear eye images to perform normally, and when the eye im-

age resolution is low, they will fail. The method in [3] targets

on face areas. It extracts features related to illumination color

from different persons’ faces and uses a classifier to predict

whether or not the illumination colors are consistent. In [4],

the authors propose to first reconstruct the 3D models of the

faces. Then, the 3D lighting environment is estimated from

each person’s face image. The consistency between the 3D

lightings for different faces indicates whether the image is

authentic or spliced. In a following up study [5], we relaxed

the convex and untextured assumptions about the faces made

by [4] and improved the splicing detection performance.

Although the methods in [4, 5] are very effective, they

depend on FaceGen [6] to reconstruct the 3D face model in

an offline way. This procedure is slow, laboursome and not

automatic. FaceGen requires at least one ID-photo-style front

image of the person to fit the 3D face model. When the face in

the questioned image has non-frontal poses, it will require the

inspector to collect an additional front image, which may be

time-consuming or even impossible if the involved people in

the questioned image are not famous. Besides, an additional

profile image is usually required to get better reconstruction

results. After collecting the additional images, FaceGen re-

quires labeling some facial landmarks manually, and the final

fitting procedure is not efficient. Another drawback is that

the output 3D face is a neutral one, so when the face in the

questioned image has some expressions, the shape mismatch



Fig. 1. The workflow of the proposed method. For each face, 68 facial landmarks are first detected. The L3DMM is then applied

to obtain the 3D shape of the face. We can then get some sampling surface normals and sampling image intensities, from which

we compute the lighting coefficients. Finally, the distance between the estimated lighting coefficients from different faces is

compared to a threshold to determine the lighting consistency. The last two images show the estimated lighting environment

and the 3D face rendered using the fitted 3D shape and the estimated lighting environment.

and alignment error will influence the performance to some

extent. To summarize, we can see that the previous 3D face

fitting procedure suffers from the problem of requiring addi-

tional images, requiring human labour, low fitting efficiency

and inapplicability for expressions. All these problems make

the methods in [4, 5] less practical in realistic applications.

In this paper, we propose a fully automatic 3D lighting

consistency based forensic method by incorporating a land-

mark based 3D morphable model (L3DMM). It can effec-

tively fit the 3D face model from a single input image which

has potential facial expressions and non-frontal poses, and it

does not require any additional images. The adopted L3DMM

is based on some detected facial landmarks [7], therefore it

is very efficient and fully automatic. This model also in-

cludes expressional variations and can deal with expressional

faces better. We also propose a residual error based method

to automatically exclude outliers that do not conform with the

assumptions to further improve the lighting estimation perfor-

mance. As a result, the proposed method is more efficient and

robust compared to [4], and it is fully automatic. In the ex-

periment part, we tested our method on a realistic face dataset

from Multi-PIE [8] to validate its efficacy in realistic scenar-

ios. The workflow of our method is shown in Fig. 1.

2. LANDMARK BASED 3D MORPHABLE MODEL

To estimate the 3D lighting environment from a person’s face,

the first step is to obtain the 3D shape of the face. To over-

come the disadvantages of the 3D face fitting procedure in

[4, 5], as we have described above, in this paper, we propose

to employ a landmark based 3D Morphable Model (L3DMM)

[7] to automatically and efficiently fit the 3D face from a

single uncontrolled image. Blanz and Thomas [9] first pro-

pose to estimate the 3D face model from a single image using

an analysis-by-synthesis strategy. A 3DMM is constructed

by principal component analysis of face shapes and textures.

Later, in [10], the authors propose to use multiple image fea-

tures to improve the convergence property of the 3DMM fit-

ting algorithm, and it achieves a better precision level. How-

ever, both these two methods have a very low efficiency. An-

other kind of 3DMM fitting method based on landmarks [7,

11] can efficiently fit the 3D face shape from the correspon-

dences of 3D and 2D facial landmarks, and it can obtain sat-

isfying fitting accuracy.

According to the 3DMM, the shape of an expressional

face can be represented as [12]:

S = S +Aidαid +Aexpαexp (1)

where S is the average shape vector, matrix Aid and Aexp

respectively contains the principle components of the shape

variations related to identity and expression, and αid and αexp

are the weight coefficients. The core idea of this landmark

based fitting method is to morph the 3DMM to minimize the

distance between the projected 3D facial landmarks and their

corresponding 2D ones. The objective function is as follows:

J(θ) = ‖st land − sland(θ)‖ (2)

where st land is the position of groundtruth 2D facial land-

marks detected from the image using the explicit shape re-

gression method [13]. sland(θ) is the projected position of the

morphable model’s 3D facial landmarks, which is obtained

by:

sland(θ) = PR(Sland + t) (3)

Here, R and t are respectively the rotation matrix and the

translation vector of the 3D facial landmarks Sland. For sim-

plicity, we assume weak projective projection of the camera

and also assume the principle point is at image center, which

gives P as

(
f 0 0
0 f 0

)
where f is a scaling factor. The

parameters θ = {f,R, t, αid, αexp} in the objective func-

tion (2) are optimized in an iterative manner. More specifi-

cally, the pose parameters {f,R, t} and the shape parameters

{αid, αexp} are optimized iteratively while keeping the other

group fixed. There is also a 3D landmark shifting step as de-

scribed in [7]. Because this method only uses the landmark



position information in the optimization, the fitting procedure

is very efficient. Some L3DMM fitting results are shown in

Fig. 2. We can see that this L3DMM method can effectively

estimate the 3D face shape of different identities and express-

ions under non-frontal poses.

Fig. 2. The fitting results of the L3DMM on two example

images from the Multi-PIE database. The left column are

the original images with 68 detected 2D facial landmarks, the

middle column shows the L3DMM fitting results by project-

ing the estimated 3D face with average texture onto the image

plane, and the right column are the estimated 3D face shapes

with the corresponding 3D facial landmarks.

3. ROBUST 3D LIGHTING ESTIMATION
WITH OUTLIER EXCLUSION

In this section we describe how to estimate the 3D lighting en-

vironment using Spherical Harmonics (SH) [4, 14]. We also

introduce a residual error based method to automatically ex-

clude outlier sampling points to improve the robustness of the

lighting estimation method.

We adopt the same light reflection model used in [4, 14]

for simplicity, which is a simple reflection model for convex

and untextured Lambertian surface. Although in [5], we have

proposed a more sophisticated and realistic reflection model

to relax two assumptions and improve the accuracy, it is not

the main focus of this paper, and the new method takes larger

computational cost. Therefore, here we just use the simple

reflection model and focus on the benefits brought by the

L3DMM. The image intensity at a sampling point x on the

face is modeled as [14]:

I(x) =

∫
Ωi

L(ωi)max(< ωi ·N(X) >, 0) dωi (4)

where L,N, ωi respectively denotes the lighting function, the

surface normal direction and the incident light direction. X
is the position of the corresponding 3D sampling point to x.

The integration is over the entire unit spherical surface Ωi.

< · > represents inner product, and ωi and N have unit

length. Then, by representing both the lighting function and

the clamped cosine function using Spherical Harmonics (SH),

the image intensities at some sampling points can be approx-

imated by the first 2 orders of SH coefficients as:

⎡
⎢⎢⎣
t0,0(N(X1)) · · · t2,+2(N(X1))
t0,0(N(X2)) · · · t2,+2(N(X2))

...
. . .

...

t0,0(N(Xq)) · · · t2,+2(N(Xq))

⎤
⎥⎥⎦

⎡
⎢⎢⎣

l0,0
l1,−1

...

l2,+2

⎤
⎥⎥⎦ =

⎡
⎢⎢⎢⎣
I(x1)
I(x2)

...

I(xq)

⎤
⎥⎥⎥⎦

T �l = �I (5)

Here, q is the number of sampling points. T is a q by 9 ma-

trix containing the so called transfer coefficients [5]. �l is a

dimension 9 lighting coefficients vector, and �I is a dimension

q image intensity vector. In our experiment, we just use the

green channel for image intensity. After fitting the 3D shape

of the face, the surface normal at each sampling point can be

easily computed to obtain the transfer coefficients in T accor-

ding to [14]. Then the closed-form solution of the linear least

square problem (5) can be obtained as:

�l = (TTT )−1TT �I (6)

However, if we simply use Eqn. (6) to estimate the light-

ing coefficients, the accuracy may be affected by outliers.

The outliers are the facial areas that do not conform with the

assumptions of the reflection model (4). Some typical outliers

include areas of different albedo (See Fig. 3), highly spec-

ular areas and areas with cast shadows. Although we have

excluded some common outlier areas like the eyes, lips and

eyebrows by trimming the 3D mesh of the 3DMM, other out-

liers like the facial hair and eyeglasses frames may still appear

in some images. Here, we propose to automatically exclude

the outliers based on the residual error. After computing the

lighting coefficients using Eqn. (6), we recompute the image

intensity at the sampling points with Eqn. (5). This will result

in the rendered face shown in Fig. 1. We then subtract the ren-

dered face from the observed image to compute the residual

error as:

�r = �I − T�l (7)

The outliers are defined as the sampling points with a resid-

ual error larger than a certain threshold Th, which is set to 50

for the 256 grey level images in our experiments. Note that

this threshold is chosen by experience, and when some out-

liers have very similar intensity with the skin, they cannot be

detected easily. Finally, we exclude these outliers and only

use the left sampling points to re-estimate the lighting coeffi-

cients. The effect of this method is shown in Fig. 3.

4. EXPERIMENTS

Different from the previous work [4], where only a small

number of synthetic data is used to test the quantitive perfor-

mance of the method, in this paper we propose to use a larger

and realistic face dataset to conduct the experiments. This is

more close to practical use, and it is also more convincing.



Fig. 3. Left: a face from Multi-PIE, whose forehead is cov-

ered by her hair. Middle: the sampling points in the red circle

are outliers, because they have different albedo from the rest

of the skin area. Right: after applying our outlier excluding

algorithm, the hair area is automatically excluded.

Here we choose the Multi-PIE [8] database, which has pose,

illumination direction and expression variations. This dataset

is commonly used for face recognition. We take 20 subjects

from the Multi-PIE database for experiment and for each sub-

ject, we choose 3 expressional recordings, i.e. neutral, smile

and surprise to test the method’s robustness to expressional

images. In each recording, we take 18 different lighting con-

figurations, in which a directional light and the ambient light

are on. Since there is an ambient light, the intensity varia-

tion is not that prominent, hence it is more close to real life

lighting. For all subjects, we just use the frontal view images.

Therefore, there are totally 20× 3× 18 = 1080 images, and

we estimate the lighting coefficients for each of them.

Although this dataset has 1080 images, there are only 18

distinct lighting conditions. We can randomly take a pair of

images and hypothetically splice them together. If the two im-

ages come from the same lighting condition, the groundtruth

label is set to “authentic”, and the label is “fake” on the other

hand. By computing the distance between the two estimated

lighting coefficients and comparing it with a threshold, we

can obtain the predicted label of either “authentic” or “fake”.

The same distance measure as in [14] is used to compute the

distance between two lighting coefficients. By taking many

random pairs and varying the threshold, we can compute the

ROC curve of the method’s discriminative power.

As a comparison, we also manually fit the 3D face mod-

els of the 20 subjects using FaceGen (Kee & Farid’s [4]). To

do so, we use a frontal high resolution image and a profile

image of each subject available in the Multi-PIE database for

the FaceGen fitting. Note that thanks to the availability of

the additional images in the Multi-PIE database, the 3D face

fitting of [4] is made possible, while for other realistic sce-

narios, this would have been very intractable. Also note that

besides the manual selection procedure of frontal and profile

feature points, the fitting time for each subject is more than

40 seconds on our i7 core, 12GB memory computer. On the

contrary, the L3DMM used in our method requires less than

1 second to fit the 3D face, and it is fully automatic.

For each expression, we randomly sample 10000 pairs of

the same and different lighting images to compute the ROC

Table 1. AUC for different expressions
Neutral Smile Surprise All

Kee & Farid’s [4] 0.9075 0.8722 0.8614 0.8633

Proposed L3DMM 0.9155 0.9110 0.8890 0.9016

L3DMM + Outlier 0.9263 0.9228 0.8957 0.9101
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Fig. 4. Overall ROC curves of different methods.

curves. The Area Under Curve (AUC) values for different ex-

pressions are shown in Tab. 1 and the ROC curves for overall

performances of these methods are shown in Fig. 4. We can

see that, besides the efficiency, the overall splicing detection

performance is also improved by incorporating the L3DMM.

As shown in Tab. 1, the proposed L3DMM based method

outperforms Kee & Farid’s for all the expressions, and our

method is also more robust for expressional faces. Because

of the shape mismatch and alignment error, Kee & Farid’s

method has a clear performance drop for expressional faces.

On the other hand, our method has better performance on ex-

pressional faces, especially the smiling expression, while the

improvement on the surprise expression is not that prominent

because of the intense expressional extent. Also, by excluding

outliers, the performance is further improved, which indicates

the efficacy of the robust lighting estimation method. This ex-

periment shows that the proposed fully automatic method is

more efficient and tractable compared to [4] and it can also

achieve better discriminative performance, especially for ex-

pressional faces.

5. CONCLUSIONS

In this paper, we introduced a fully automatic 3D lighting in-
consistencies detection method to detect face splicing forg-
eries. By incorporating a landmark based 3DMM fitting al-
gorithm, the proposed method can efficiently estimate the 3D
lighting environment from a single questioned image of the
faces, which may have potential expressions and non-frontal
poses. It does not require additional images and can also deal
with expressional faces more effectively. This is a signifi-
cant step forward for practical applications like automatic on-
line splicing detection. We also introduced a residual error
based method for excluding outlier sampling points to further
improve the performance. Future work includes testing the
method on more realistic in-the-wild group photos and im-
proving the performance for more complex natural lighting.
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