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ABSTRACT

Current work on steganalysis for digital images is focused on the construction of complex handcrafted features.
This paper proposes a new paradigm for steganalysis to learn features automatically via deep learning models.
We novelly propose a customized Convolutional Neural Network for steganalysis. The proposed model can
capture the complex dependencies that are useful for steganalysis. Compared with existing schemes, this model
can automatically learn feature representations with several convolutional layers. The feature extraction and
classification steps are unified under a single architecture, which means the guidance of classification can be used
during the feature extraction step. We demonstrate the effectiveness of the proposed model on three state-of-the-
art spatial domain steganographic algorithms - HUGO, WOW, and S-UNIWARD. Compared to the Spatial Rich
Model (SRM), our model achieves comparable performance on BOSSbase and the realistic and large ImageNet
database.

Keywords: Steganalysis, Deep Learning, Feature Learning, Convolutional Neural Networks, Gaussian Non-
linearity

1. INTRODUCTION

Steganalysis has been extensively studied in the last decade. Its main purpose is to detect the presence of secret
messages in digital covers such as digital images coming from a known source. Usually, this task is formulated as
a binary classification problem to distinguish between cover and stego objects. Under this case, existing methods
mainly build steganalysis detectors in two steps: feature extraction and classification. In the feature extraction
step, a set of handcrafted features is extracted from each image to capture the impact of embedding operations.
The success of steganalysis generally depends on the feature design. However, the lack of accurate models
of natural images complicates this work. Hence, various heuristic methods are proposed. The most reliable
feature design paradigm starts with computing a noise residual and then models the residual using conditional
or joint probability distributions of adjacent elements.1 With the increased sophistication of steganography
methods, more complex statistical dependencies among individual elements are considered. In recent years,
researchers utilize more kinds of noise residuals to obtain rich image representations.2–5 To summarize, to obtain
a more accurate detection on complex image sources, high-dimensional representation is necessary in modern
steganalysis, which makes feature design more and more difficult.

In the classification step, classifiers such as SVM or ensemble classifiers are learned based on the extracted
features. Since the feature extraction and classification steps are separated, they cannot be optimized simulta-
neously. This means the guidance of classification cannot be utilized to capture useful information in the feature
extraction step.

All the issues discussed above motivate us to learn feature representations for steganalysis instead of spending
time trying to engineer new features by hand. Deep learning models are such a class of machines that can learn
feature representations automatically. Inspired by the fact that human brain processes information in hierarchical
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ways with a deep architecture, researchers had expected for decades to train deep multi-layer neural networks.
But no success was reported until 2006, when a breakthrough was initiated by Geoff Hinton.6 In that work,
Hinton introduced Deep Belief Networks (DBNs) with a greedy layerwise unsupervised pre-training procedure
that can learn a hierarchy of features one level at a time. Many other deep learning models were proposed with
the similar manner, such as Deep Boltzmann Machines,7 deep autoencoders,8 and Convolutional Neural Networks
(CNNs).9 Those models have deep architectures that consist of multiple levels of non-linear operations and can
be trained using either supervised or unsupervised approaches to learn hierarchical representations by building
high-level features from low level ones. Generally, deep architectures are able to represent some functions which
are not efficiently representable by shallow architectures. They have practically proved to be more powerful
learning schemes for many artificial intelligence (AI) tasks such as object recognition9–11 and natural language
processing.12

However the steganalysis task is quite different from these AI ones. In fact, the stego noise to deal with in
steganalysis is a kind of very weak signal which usually cannot be perceived by the human perceptual system,
and this kind of noise is ignored in AI tasks. Thus, the feature representation in steganalysis should be quite
different from that in traditional AI tasks. Actually, we have tested the existing CNN models developed for
AI tasks as steganalysis models. But it turns out to be a failure, which means these CNN models are hard
to capture the stego signal that is important for steganalysis. Therefore, in the framework of deep learning,
we propose a customized CNN model called Gaussian-Neuron CNN (GNCNN) for steganalysis purpose. The
primary contributions are outlined as below.

1. This paper introduces deep learning for steganalysis, and we consider feature learning for steganalysis as a
brand new paradigm.

2. We propose a customized CNN model called GNCNN which considers some special traces caused by
steganography. It and can learn feature representations for steganalysis. Additionally, the guidance of
classification can be utilized in the feature extraction step by unifying both steps under a single architecture.

3. We demonstrate that, by using feature representations learned automatically from a deep learning model, we
are able to get comparable performance with current state-of-the-art detection methods using sophisticated
handcrafted features.

The rest of the paper is organized as follows. After a briefly review of CNNs, in Section 2, we describe the
proposed GNCNN model for steganalysis. In Section 3, we present experimental results. Conclusions are drawn
in Section 4.

2. THE GNCNN MODEL FOR STEGANALYSIS

As one of the most representative deep learning models, CNNs are hierarchical neural networks in which train-
able filters and pooling operations are applied alternatingly to the raw input images, resulting in increasingly
hierarchical complex feature representations. They have been applied to objection recognition11 and image
classification tasks,13 and achieved superior performance.

CNNs combine three architectural ideas as shown in Fig. 1: local regions, shared weights, and pooling.9

Compared to standard feedforward neural networks with similar size layers, CNNs have much fewer connections
and parameters. Hence, they are much easier to train, while theoretically-best performance is likely to be only
slightly worse.13 A typical CNN is composed of two kinds of layers: convolutional layer, which usually follows
a pooling operation, and classification layer. They vary in how convolution and pooling operations are realized
and how the nets are trained.14

In our work, we take CNNs as the basic framework for our steganalysis model for certain considerations.
First, CNNs can take raw data as inputs without the need for a feature extraction step. In fact, in CNNs,
the feature extraction and classification steps are unified under a single framework. This directly satisfies our
purpose that learning feature representations from images instead of treating a CNN as yet another classifier
built on existing steganalyis features such as the SRM. Second, CNNs are supervised models. Different from
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Figure 1. One typical layer of a CNN with convolution and pooling operation. This architecture shows the three basic
ideas: local regions, shared weights, and pooling.

some AI tasks, labeled data is quite easy to obtain in steganalysis. Covers and stegos can be regarded as positive
and negative samples respectively. In this case, we want to take advantage of such a priori knowledge. Third,
with a convolutional learning approach, we are able to train the models on relative large scale images (e.g.
256x256 pixels). In AI tasks, images can be subsampled to small ones (e.g. 32x32 pixels) to make learning
computationally tractable. However, this operation erases the stego noise, hence makes detection impossible. So
we need a kind of deep learning model that can deal with large scale images.

Though having been successfully applied to some AI tasks, current CNNs do not consider the statistical
properties that are important for steganalysis. To effectively capture the useful statistical information for ste-
ganalysis, we propose the GNCNN model, a customized deep CNN model. The architecture of our network
is summarized in Fig. 2 (right). The left of the figure shows flowchart of traditional steganalysis schemes for
comparison. This model takes pixels as inputs, and it is composed of three kind of layers: a image processing
layer, several convolutional layers for feature representation, and several fully connected layers for classification.
Different from traditional schemes, the parameters are learned automatically.

2.1 Image Processing Layer

The image processing layer is employed to encode our prior knowledge on the design of the network. In this layer,
we make a filtering operation with a predefined high-pass filter that are kept fixed during training. Generally, the
high frequency stego noise added to the cover is a kind of very weak signal, which is greatly impacted by image
content. Hence, with the high pass filtering operation, we aim to strengthen the weak stego signal and reduce
the impact of image content. This can provide a good initialization to driven the whole network, hence achieve
good performance as compared to random initialization. Actually, this is a commonly used preprocessing skill in
traditional steganalysis schemes as mentioned in the introduction. Here we denote I as image, R as image after
high-pass filtering (usually referred to as residual image). Mathematically, R can be expressed as below.

R = K ∗ I, (1)

where the symbol ∗ denotes convolution, and K is a shift-invariant finite-impulse response linear filter to compute
the residual.

In our framework, instead of the entire family of noise residuals used in current state-of-the-art feature sets
such as SRM and PSRM, only one of the relevant filters is used. However, it will be proved that the learned
feature representation is comparable to the high dimensional feature sets.

Typically, in our work, the KV kernel shown as below is used.

Kkv =
1

12


−1 2 −2 2 −1
2 −6 8 −6 2

−2 8 −12 8 −2
2 −6 8 −6 2

−1 2 −2 2 −1

 (2)
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Figure 2. The GNCNN model (right) and traditional steganalysis architecture based on hand-crafted features (left). The
up and down arrows in the right flowchart show forward and back propagation directions.

2.2 Convolutional Layer

After applying a preprocessing operation to strengthen the stego signal in the image processing layer, we then
hierarchically aggregate the response of stego signal from local to global in the convolutional layers.

The input and output of each convolutional layer are sets of arrays called feature maps. At the output, each
feature map is a particular feature representation extracted at all locations on the input. At a convolutional layer,
three kinds of operations, which are convolution, non-linearity, and pooling, are usually applied sequentially as
expressed below.

X l
j = pool(f(

∑
i

X l−1
i ∗Kl

ij + blj)), (3)

where f() denotes non-linearity operation, pool() denotes pooling, X l
j is the j-th feature map in layer l, X l−1

i is
the i-th feature map in layer l − 1, Kij is the trainable convolution kernel connecting the j-th output map and
the i-th input map, blj is an trainable bias parameter for the j-th output map.

For the convolution operation, each output feature map usually combines convolutions with multiple input
feature maps. The convolutional structure involves the ideas of local regions and shared weights. With local
regions, each low level feature will be computed from only a subset of the input such as a neighborhood of a
pixel at a given position of an image. Such a local feature extractor shares the same parameters when applied
at different neighboring input locations which is equivalent a convolution of the image pixel values with a kernel
comprising the weight parameters. The share of parameters produces a shift-invariant operation, and also reduces
the number of free variables, hence increases the generalization performance of the network.15

In steganalysis, it is considered that, for natural images, subsequent in-camera processing during image
acquisition, such as color interpolation, denoising, color correction, and filtering, introduces complex dependencies
into noise component of neighboring pixels. But the stego noise caused by steganographic embedding will violate
these dependencies. Indeed, most steganalysis methods try to utilize these dependencies to detect the presence
of the stego noise. Heuristically, it is supposed that, because of the complex dependencies, a good estimate
of the central pixel can be obtained from the neighboring pixels, excluding the pixel being estimated. Then
by subtracting the true value of the central pixel from the estimated one, the prediction error value can be
obtained, which directly reflects whether the pixel is changed or not. Currently, the successful predictors which
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Figure 3. A simple example illustrating why Gaussian activation works for steganalysis in the proposed model. Gaussian
activation can distinguish between stego signal and cover signal from the prediction error values.

are usually some shift-invariant filters are hand-designed. In the framework of feature learning, we suppose to
learn the predictors automatically. Considering that the filtering operation in the image processing layer has
generated a initial noise residual, the convolution operation in each convolutional layer is to hierarchically capture
dependencies among a larger neighborhood and to make the prediction more accurate.

Then a non-linear activation function is applied element-wise to the output of convolution operation. The
non-linear activation function has the effect of limiting the amplitude of the output. More importantly, for
multi-layer networks, it makes possible the solution of some problems that are not possible with linear ones.
The choice of activation function is important. It is determined by the nature of the data and the assumed
distribution of target variables.16 Generally, it is chosen to be a sigmoidal function such as the logistic sigmoid
or the tanh() sigmoid function in traditional CNNs for AI tasks. But in our work, for steganalysis, we use the
Gaussian function, which can be express as

f(x) = e−
x2

σ2 , (4)

where σ is a parameter that determines the width of the curve. A neuron with this activation function will
produce a significant positive response only when the input falls into a small interval around zero. Particularly,
the maximum response will be obtained at the center zero. To our best knowledge, it is the first time that
Gaussian function is used as activation function in deep CNNs, and we call this kind of CNN as Gaussian-
Neuron CNN (GNCNN).

As has mentioned, the aim of convolution operation is to compute prediction error values by exploiting the
dependencies among neighboring elements. The motivation behind Gaussian non-linearity is that it is better to
distinguish between stego signal and cover signal from the prediction error values compared to the sigmoidal one.
Fig. 3 gives a simple example of why Gaussian activation works. Ideally, it is supposed that there should be three
kinds of prediction error values: 1, -1 and 0. The values 1 and -1 means that the pixel is modified by embedding
operation, and we consider there is a stego signal here. The value 0 means that the pixel is unchanged, and
we consider there is a cover signal. With Gaussian activation, the prediction error values that corresponding to
cover or stego signal will be transformed to 0 or 1 respectively. Hence the cover and stego signal are separated.
In actual practice, it is hard to obtain such precise discrete prediction values for every pixel to make a “yes” or
“no” decision. Actually, the prediction error values in our framework are continuous, which reflects the strength
of stego signal at corresponding positions. With the Gaussian activation function, the values that far away from
zero, which are more relevant to stego signal, are transformed to around 0. Meanwhile, the values around zero,
which are more relevant to cover signal, are transformed to around 1. Hence, the use of Gaussian activation
function provides a novel regularization to enforce the network to learn good predictors for steganalysis.

The resulting activations are then passed to the pooling part of the layer. Pooling operation aims to transform
the low level feature representation into a more usable one which preserves important information and discards
irrelevant details.17 In general, higher-level feature representations need information from progressively large
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Figure 4. Components of convolutional layer in our model, including convolution, Gaussian non-linearity, and average
pooling.

input regions.18 Pooling has the effect of merging the information within a set of small local regions while
reducing computation time. In a pooling operation, the outputs of neighboring groups of neurons in the same
feature map are summarized.

Generally, there are two conventional choices for pooling: average pooling and max pooling. The former
takes the average value within the pooling region:

pool(Rj) =
1

|Rj |
∑
i∈Rj

ai, (5)

while the max pooling operation selects the maximum value:

pool(Rj) = max
i∈Rj

ai, (6)

where Rj is pooling region j in a feature map, ai is the i-th element within it.

Max pooling only captures the strongest activation within the pooling region. It is well suited to the the kind
of feature representation that are very sparse (i.e. have a very low probability of being active).17 However for
steganalysis, with this kind of operation, some useful information may be lost. The stego signal is a kind of very
weak signal, and we consider it not enough to make a accurate prediction when just relying on responses from
individual elements. In our proposed model, rather than max pooling, we use average pooling. In average pooling,
all the activations in the pooling region are taken into account, which is supposed to discard the distributions
caused by individual elements. By merging all the signal within the pooling region, the stego signal on the whole
region is strengthen. Actually, in our work, we have tried both pooling operations. The results support our
assumption that average pooling has a much better performance than max pooling.

The designed structure in each convolutional layer is summarized in Fig. 4. Each convolutional layer extracts
features from all the maps in the previous layer. As the network goes deeper, more complex and higher-level
dependencies are modeled by progressively involving large input regions. Hence, the stego signal are aggregated
hierarchically from local to global. These high level features learned make it possible for the neurons in the top
layer to predict the high-level concept of whether the input region is modified or not.

2.3 Classification Layer

The classification module consists of several fully connected layers. The learned features are passed to these
layers. On the top layer, a softmax activation function is used to produce a distribution over all the class labels.
In our network, a two-way softmax is used as below.
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Figure 5. The GNCNN architecture settings in our experiments. This architecture consists of one image processing layer,
five convolutional layers, and three fully connected layers. The form “a@b ∗ b” means the number of feature maps a and
resolution b ∗ b of the corresponding layer. Other detailed descriptions are given in the text.

yi =
exi∑2
j=1 e

xj

, (7)

for i = 1, 2, where xi is the total input to the neuron i in the top layer, and yi is its output.

To reduce the problem of overfitting, a recently proposed technique called “dropout” is applied for regularizing
fully connected layers.19 When training with dropout, the output of each neuron in corresponding layers is set
to zero with probability 0.5. This technique improves the network’s generalization ability and gives an improved
test performance.

The GNCNN is trained by minimizing−logyt, where t ∈ {1, 2} denotes the target class, using backpropagation
algorithm. Error propagation and weight adaptation in convolutional and fully connected layers follow the
standard procedure. Details of the procedure are given in Ref. 9. In a word, all the parameters in feature
extraction layers and classification layers are jointly optimized.

3. EXPERIMENTS

In this section, we first describe the settings of the architecture. In this architecture depicted in Fig. 5, we
consider an image of size 256×256 as input to the GNCNN model. The first convolutional layer filters the input
image with a kernel of size 5×5. The second convolutional layer takes the output of the first layer as input
and filters it with 16 kernels of size 5×5. The third, fourth, and fifth convolutional layers apply convolutions
with 16 kernels of size 3×3 respectively, while the sixth convolutional layer with 16 kernels of size 5×5. The
Gaussian non-linearity is applied to every output of the second to sixth convolutional layers. Meanwhile, each
of the second to sixth convolutional layers is followed by an overlapping average pooling operation with window
size 3×3 and step size 2, which operates on each of the feature maps in corresponding convolutional layer and
leads to the same number of feature maps with reduced spatial resolution.

Finally, the extracted 256 features are passed to the classification module that consists of three fully connected
layers. The first two fully connected layers have 128 neurons each. The output of each neuron in the first
two fully connected layers of GNCNN is activated by a recent implemented non-saturating non-linearity, the
Rectified Linear Units (ReLUs) non-linearity f(x) = max(0, x).20 CNNs with ReLUs train several times than
their equivalents with tanh units.13 The last fully connected layer has two neurons, and its output is fed to a
two-way softmax.

Despite the fact that the proposed GNCNN has much fewer connections and parameters which makes it easier
to train, it has still been expensive to apply to high-resolution images. However, recent GPU implementation
of convolution has managed to facilitate the training of interestingly large CNNs. All our experiments were
conducted using a powerful C++ GPU convolution library,21 which allowed for rapid experimentation.

In this paper, experiments were carried out on two image sources. The first comes from the standardized
database called BOSSbase 1.01.22 This database contains 10,000 images acquired by seven digital cameras in
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Table 1. Detection error of GNCNN model vs. the SRM set implemented with Ensemble classifiers and the SPAM set im-
plemented with a Gaussian SVM for three state-of-the-art spatial domain steganographic algorithms. The dimensionality
of corresponding feature set is given in the third row.

bpp
HUGO WOW S-UNIWARD

GNCNN SRM SPAM GNCNN SRM SPAM GNCNN SRM SPAM
(256D) (34,671D) (686D) (256D) (34,671D) (686D) (256D) (34,671D) (686D)

BOSSbase
0.3 33.8% 29.6% 42.9% 34.3% 31.2% 42.2% 35.9% 31.5% 40.0%
0.4 28.9% 25.2% 39.1% 29.3% 25.7% 38.2% 30.9% 26.3% 35.1%
0.5 25.7% 21.4% 35.7% 24.8% 22.1% 34.9% 26.3% 21.4% 30.6%

ImageNet
0.4 33.6% 32.5% - 34.1% 34.7% - 34.7% 34.4% -

Raw format and subsequently processed to the size of 512×512 pixels. In our experiments, we further resized the
images to the size of 256×256 pixels. This processing of resizing is only due to the limitation of our computational
capabilities. The second image source was obtained from ImageNet, a data set of over 15 million high-resolution
images collected from the web. We randomly selected 100,000 images, the shorter side of which is over length
256, from ImageNet. Then we converted them to 8-bit grayscale, followed by resizing so that the smaller side
is 256 pixels, and finally cropped out the central 256×256 patches from the resulting images. Compared to the
first image source, the second is a highly realistic data set.

To evaluate the effectiveness of the developed model for steganalysis, we ran experiments on three state-of-
the-art spatial domain steganographic algorithms: HUGO,23 WOW,24 and S-UNIWARD.25 For the BOSSbase
image source, we evaluated the performance of all methods on three payloads: 0.3, 0.4, and 0.5 bits per pixel
(bpp). For the larger ImageNet data set, on which the training ran much slower, we evaluated the performance
of all methods on payload 0.4 bpp for representation. We picked the trained GNCNN model with the lowest
validation error, and evaluated it on the test set. The detection errors are reported in Table 1.

We contrasted the results against two representative handcrafted feature sets: the low-dimensional SPAM
set1 implemented with a Gaussian SVM, and the high-dimensional SRM set,2 one of the current state-of-the-art
feature set, implemented with Ensemble classifiers. All the experiments using traditional handcrafted feature
sets for comparison were carried out on the same database we have described before.

Table 1 shows the results of all experiments on both databases. For BOSSbase, across all three embedding
algorithms and payloads, our method achieves a much lower detection error than the SPAM set implemented
with a Gaussian SVM. When compared to the SRM set implemented with ensemble classifiers, the detection
error is just about 2%− 5% higher depending on the payload. Experiments on ImageNet show that our method
achieves a close detection error to the SRM set. Compared to BOSSbase, ImageNet images are collected from
the Internet, thus they have much more diversity. However, the data driven deep architecture of our model has
the advantage of handling large scale data of great diversity. Since the result on BOSSbase has shown that the
detection error for SPAM is much higher than the other two methods and the training time of Gaussian SVM
on the large ImageNet would be too long , we did not use SPAM for comparison on ImageNet. All the results of
these experiments confirm that the learned feature representations are effective with our model.

In the last part of this section, we discuss the computational cost on training the network. Our network was
trained on a PC with Intel Xeon E5-2650 2.0GHz CPU and Tesla K40 12G GPU. The average training time on
BOSSbase is about 2 hours. While on the larger ImageNet data set, the average training time is about 52 hours.
It is expected that, with multiple GPUs, the training time can be greatly reduced.
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4. CONCLUSION

In this paper, we introduce deep learning for steganalysis to learn feature representations automatically. Based
on the frame work of CNNs, we have proposed a customized deep model called GNCNN for steganalysis. The
proposed model can capture the complex dependencies that are useful for steganalysis, and learn feature rep-
resentations with several convolutional layers. As the network goes deeper, more complex dependencies are
modeled by progressively involving large input regions. Hence, higher level features are obtained. Additionally,
both feature extraction and classification are unified under a single network architecture which manages to utilize
the guidance of classification by jointly optimizing all the parameters. The final learned representation is a set of
256 features. We have evaluated the performance of our model using BOSSbase and ImageNet data sets. Results
show the effectiveness of the GNCNN model on BOSSbase and the realistic and large ImageNet database by
achieving a comparable performance compared to the SRM feature set, which demonstrates that the feature rep-
resentations learned from a deep learning model can achieve competitive performance with handcrafted features.
We believe that, by exploring more steganalysis properties, better performance can be achieved.
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