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Abstract. Rational dither modulation (RDM) watermarking was presented to re-
sist amplitude scaling attack. This property is achieved by quantizing the ratio of
consecutive samples instead of samples themselves. In this paper, we improve
the performance of basic RDM watermarking to resist more types of watermark-
ing attacks. We improve the robustness of our modified RDM watermarking by
the following three aspects: 1) The quantization step size is increased by modi-
fying two coefficients instead of only one coefficient in the basic RDM method,
2) Several modification rules are defined to reduce embedding distortion, and 3)
The coefficients with larger magnitudes in the lowest sub-band in DWT domain
are selected to embed watermark. A variety of attacks are implemented to eval-
uate the performance of our method. Experimental results demonstrate that our
method outperforms the basic RDM method and two state-of-the-art watermark-
ing methods over a wide range of attacks and it also has good imperceptibility.
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1 Introduction

Digital watermarking has always drawn extensive attention for digital copyright pro-
tection since it was born. So far, many watermarking schemes have been proposed in
the literature. One of the most popular algorithms is quantization based watermarking
scheme [1]. The main idea of quantization based watermarking is that the host data
is quantized into different quantization intervals according to different watermark in-
formation. Chen and Wornell [1] proposed a quantization based watermarking scheme
which they called quantization index modulation (QIM). Chen [2] quantized the mean
of a set of wavelet coefficients to embed watermark. Lin [3] embedded watermark by
quantizing the local maximum coefficients in mid-frequency wavelet sub-band. Chen
and Horng [4] embedded watermark by modulating the wavelet coefficients.

The main weakness of QIM based watermarking is that it is very sensitive to am-
plitude scaling attack. Therefore, many watermarking schemes have been proposed to
deal with this problem in recent years. Shterev [5] proposed a maximum likelihood
technique to estimate the amplitude scale in the watermark extraction process. Some
researchers made use of amplitude-scale invariant codes to combat amplitude scaling
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attack [6,7]. Moreover, some amplitude-scale invariant features were used to embed
watermark. In the angle QIM (AQIM) [8], the angle of a vector of image samples
was quantized. Zhu introduced a normalized dither modulation (NDM) [9]. The main
idea of NDM was to construct a gain-invariant vector with zero mean for quantization.
Nezhadarya proposed the gradient direction watermarking (GDWM) [10], where the
direction of gradient vectors was uniformly quantized.

Fernando proposed an alternative QIM method [11], called rational dither modula-
tion (RDM), where a gain-invariant adaptive quantization step size at both embedder
and decoder was used to against gain attacks. Inspired by their previous work, we pro-
pose an improved version of the basic RDM in DWT domain to obtain better robustness,
because robustness is a basic requirement for watermarking used for copyright protec-
tion. To this aim, we improve the basic RMD watermarking algorithm mainly in the
following three aspects: First, two coefficients instead of only one coefficient in the
basic RDM are modified to embed watermark, then the allowed quantization step size
can be increased. Second, several modification rules are defined to reduce embedding
distortion and to improve robustness. In addition, significant coefficients in DWT do-
main are selected to embed watermark, because they are more robust to resist various
kinds of attacks. A wide range of attacks are tested to evaluate the performance of our
method, such as amplitude scaling, image filtering, JPEG compression, noise addition,
rotation and resizing. We can see that our method is not only robust to amplitude scal-
ing attack but also robust to common signal processing attacks. We compare our method
with the basic RDM watermarking method [11] and two state-of-the-art watermarking
methods proposed in [10] and [13]. Experimental results demonstrate that our method
outperforms the three compared watermarking methods.

The rest of this paper is structured as follows. Section 2 introduces the details of
RDM watermarking method. Section 3 presents the proposed watermarking method.
Then, experimental results are shown in Section 4. Conclusions are given in Section 5.

2 Improved RDM Watermarking

2.1 Basic RDM Watermarking

RDM watermarking as a QIM approach was first proposed by Gonzalez [11] to against
amplitude scaling attack. The quantization step size of RDM can be seen as a variable
step quantizer, whose size is a function of several past watermarked samples. In this
paper, samples denote as coefficients in the lowest sub-band in DWT domain. Then a
gain invariant adaptive quantization step size is obtained at both embedder and decoder.

In the basic RDM, the set of rational functions g : RL — R, L > 1 are used, which
have the property that:

9(py) = pg(y), for all p > 0, y € R, (1)

Given a host signal vector, x = (x;...xy) and a watermarked signal vector, y =
(y1..-yar), then the kth bit my € {0, 1} of a watermark message is embedded in the
Lth-order RDM as: -

2
g(yk:},)) @

Yk = (yk L)ka(
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where y,’j:i denotes the set of watermarked samples (yx—_r,...yx—1) and L is the num-
ber of previous watermarked samples used to calculate the function g(), the function
Qm, (.) is the standard quantization operation, so that the quantized samples belong to

the shifted lattices:
2AZ ifmg =0
)= 3
@i (1) {2AZ+A if my, =1 )

where A is the fixed quantization step size.
At the decoding side, suppose zj is a possibly distorted sample. The hidden bit is
recovered by applying standard quantization decoding procedure to the ratio between

2y, and its previous samples z’g:i:

my, = arg mmH = Qmy ( I, my € {0,1} 4)
g(zk L) g(zk L)

As to the choice of g(), a very large possible functions can be chosen, including the
l,—norms, given by:

L
=(; ; lyk—i|P)/P 5)
In this paper, the /; norm is considered, as in [11] and [12].

2.2 Improved RDM Watermarking

A weakness of the basic RDM algorithm is that attacking noise has big influence on the
decoding quantization step size, though the influence can be decreased by increasing
L. Hence, we modify the basic RDM algorithm to increase the quantization step size,
then better robustness can be obtained. In the basic RDM algorithm, a ratio is computed
using a un-watermarked sample and several past watermarked samples, thus only the
un-watermarked sample can be modified. Different from the basic RDM method, we
compute a ratio of two un-watermarked samples, thus two samples can be modified
simultaneously to embed watermark, which increases the quantization step size.
Let z; € R, = 1,2 be two samples, the ratio of them 7, is computed as:
- min(z1, 22) ©)
max(x1, 2)

Obviously, 7, is in the range of 0 and 1. The watermarked ratio r, is quantized as
follow:

T'y = ka (Tm)amk S {Oa 1} (7)
where Q) (.) is the quantization function, which is defined as:
Al"z] if mod([";],2) = my
Alz]+ A ifmod(['}],2) # my and
ka(rz) - A[ ] Z Ty O Ty = 0 (8)

Al"z]— A ifmod([";],2) # my and
Azl <rgorry =1
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where [.] is the round function, and mod(.) denotes the modulo function. It is easy to
see that the watermarked ratio 7, is an even or odd multiple of A.

To get the watermarked ratio r,, we modify x; and x2 to y; and y respectively.
Suppose zs is larger than x1, then the following equation must be satisfied:

y1 w1 +d;

— 9
Y2 T2 +dg ®)

Ty =
where d; and d» are the modification strength of 1 and x4, respectively.

In watermarking algorithms, robustness and transparency are always two conflicting
factors. It is generally accepted that high transparency will decrease robustness and
high robustness will limit transparency on the other hand. So there must be a tradeoff
between the two factors. In our scheme, at a given quantization step size, we want that
the embedding distortion which results from the sample modification will be as small
as possible. To this aim, we define several modification rules as follows:

— Decrease x> and increase x4, if 7y is larger than r;
— Increase x2 and decrease w1, if ry, is smaller than 7;
— The amount of modification of x5 should be larger than the modification of ;.

Because it is widely accepted that larger coefficients allow greater modification
strength.

To satisfy the above modification rules, we let d; and dy meet the following equation:

dy = —"tdy (10)
T2

Combined with (9) and (10), d; and ds can be calculated as:

d1 _ _x%—xlxgry’ d2 _ 1313?2—%‘%7“3! (11)
T1 + x2ry T1 + x2ry
Afterwards watermarked samples y; are obtained. At the decoding end, the water-
marked signal y may be attacked and changed to z. The watermark bit 7, is decoded
by the minimal distance decoder:

my = arg n;bnzkn llr: — Qm, (12)]], mi € {0,1}. (12)

Now, let us see why our method can increase the quantization step size. As previously
said, only one sample can be modified in the basic RDM algorithm, but two samples
can be modified in our method. Without loss of generality, we suppose that x1, z2, d1,
dz meet the following conditions:

Ty = X2, di = —dp (13)

As [; norm is used, we can suppose that the function of past watermarked samples
g(yf:i) is approximately equal to 2. It is clear that the following inequality is satis-
fied:

r1+di a1 ‘$1+d1_l‘1‘w|9€1+d1_ T | (14)
Tyt dy o T2 T2 9= 9wiTL)

Thus the quantization step size in our method is larger than that of the basic RDM
watermarking method.
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3 Proposed Watermarking Methods

We implement our improved method in wavelet domain. The lowest frequency sub-band
is selected, because it is the perceptually significant region which is robust enough to
resist various attacks. The following are the details.

1)Preprocessing: The significant coefficients, which have large magnitude, are cho-
sen to embed watermark, because they are more robust and the allowed modification
strength of them is larger, which makes the embedding more robust to attacks. In our
scheme, we divide the lowest frequency sub-band into non-overlapping blocks, and se-
lect the largest two coefficients from each block to embed one bit. However, in natural
images, some parts do not contain any significant coefficient, which are improper for
embedding, or some parts contain more than two significant coefficients, which may
cause a waste. In other words, the significant coefficients are not uniformly distributed.
To settle this problem, before partitioning the lowest sub-band into blocks, we first
scramble the selected sub-band, so that the order of the coefficients will be disrupted
and significant coefficients are distributed more uniformly.

2) Watermark embedding: The watermark embedding procedure is illustrated in Fig.
1, which can be described as following steps:

. D level DWT is applied on the host image.

. The lowest frequency sub-band is selected and scrambled using a secret key K.

. Divide the scrambled sub-band into non-overlapping blocks with size of w.

. Select the largest two coefficients from each block, then quantize the ratio of them

to embed a watermark bit as introduced in Section 2.2.
5. Finally, the scrambled sub-band is descrambled and inverse discrete wavelet trans-

form is applied, then the watermarked image is generated.

%DW T'K Scrambling

Select two significant Partition LL,

LN =

Host Image

’ . Parntmn LL,
DWT -{ LL, }»K{ Scramblmg into blocks
Embed the watermark Select two significant
Watermark e :
by quantizing the ratio coefficients from each block coefficients from each blnck into blocks

) v
. ‘Watermarked ‘Watermark Extracted
Descrambling }—'{ IDWT H Image ‘ Decoder Watermark

Fig. 1. Flowchart of watermark embedding Fig. 2. Flowchart of watermark decoding

3)Watermark decoding: The process of watermark decoding is illustrated in Fig. 2,
which can be described as follows:

1. The watermarked image is decomposed with D level discrete wavelet transform,
then the lowest frequency sub-band is scrambled with the secret key K and divided
into non-overlapping blocks with size of w, as described in the first three steps in

the watermark embedding process.
2. Select the largest two coefficients from each block, denoted as z; and z5. Then

decode the watermarked bit by Equation (12).
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4 Experimental Results

In our experiments, various attacks are tested to evaluate the robustness of our method,
including amplitude scaling, image filtering, adding noise, rotation and resizing. All the
test images are of size 512 x 512 and in gray-scale. All test images are decomposed with
three level wavelets, and the block size w is 4. The peak signal-to-noise ratio (PSNR)
is used to measure the similarity of the original image to the watermarked image. And
the bit error rate (BER) is used to judge the existence of the watermark.

4.1 Comparison with Basic RDM

In this section, we compare the improved RDM algorithm with the basic RDM method.
We denote the basic RDM algorithm as RDM-Basic. The RDM-Basic is implemented
with 10th, 30th and 50th order respectively. The watermark is a 1024 bits Gaussian
pseudo-random sequence. To fill up the capacity, the watermark is embedded with four
times repeatedly in RDM-Basic method, while in the proposed improved RDM method,
the watermark is embedded only once. The test images are ”Peppers,” ”"Baboon,” ”Bar-
bara,” and ”"Lena.” For fair comparison, the PSNR values of all the images are kept
consistent (about 42dB) for the two watermarking algorithms. We repeat our method
100 times with 100 different pseudo-random binary watermarks. The BER is calculated
by averaging the results of 100 times of the four test images. Fig. 3 shows two water-
marked images of the proposed watermarking algorithm. From the figure, we can see
that there is no visual distortion of the watermarked images.

Lossy JPEG compression is the most commonly image process in applications. The
results of robustness comparison against this attack are shown in Fig.4. It is clearly
demonstrated that the proposed improved RDM method outperforms RDM-Basic
method under JPEG compression attack, especially when the quality factor belows 30.

Fig. 5 shows the BER comparison under amplitude scaling attack. It can be seen that
both our proposed method and the RDM-Basic method are very robust to this attack
as expected. The nonlinear amplitude scaling, gamma correction, is also tested. The
results are shown in Table 1. It can be seen that the proposed improved RDM method
can significantly improve the performance against gamma correction.

(a) Original Barbara (b) Original Lena (c) Embedded Barbara (d) Embedded Lena

Fig. 3. Test images
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x1=Proposed x1=Proposed
- == x2=RDM-Basic10 0.018 —=hk— x2=RDM-Basic10
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Bit Error Rate(BER)
Bit Error Rate(BER)
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JPEG Quality Factor Scaling Factor
Fig. 4. BER under JPEG compression Fig. 5. BER under amplitude scaling attacks

Table 1. BER under gamma correction

Gamma correction Proposed RDM-Basicl0 RDM-Basic30 RDM-Basic50
v=0.9 0.2160 0.4201 0.5629 0.6271
y=1.1 0.2007 0.4416 0.6086 0.6651

The BER results under image filtering attacks are shown in Table 2. Three filters are
used with size of s x s, where s € {3,5}. We can see that the proposed method shows
a little better performance than RDM-Basic under the three image filtering attacks.

Additive white Gaussian noise (AWGN) and Salt&Pepper noise are the most com-
monly used noises in image processing. The watermarked images are distorted by
AWGN with standard deviation o € {10, 20} (in the range of [0, 255]), and salt&pepper
noise with probability p € {0.01,0.02}. The results of the two watermarking methods
against noise addition shown in Table 3 demonstrate that the improved RDM method
significantly outperforms the basic RDM method under AWGN addition. It is worth
noting that the median filter is used before watermark decoding for the Salt&Pepper
noise addition attack.

Table 2. BER under image filtering

Image filtering Proposed RDM-Basicl0 RDM-Basic30 RDM-Basic50
Average filtering (3 x 3) 0.0159 0.0233 0.0173 0.0150
Average filtering (5 X 5) 0.1159 0.1484 0.1413 0.1361
Median filtering (3 x 3) 0.0473 0.0623 0.0650 0.0562
Median filtering (5 X 5) 0.1363 0.1421 0.1491 0.1309
Wiener filtering (3 X 3) 0.0018 0.0046 0.0023 0.0019
Wiener filtering (5 X 5) 0.0435 0.1064 0.0885 0.0843

Geometric attacks always have significant effects on watermarking, while do not
cause serious visual distortion of images. Hence, geometric attack is a big challenge
for watermarking. Table 4 shows the BER results under rotation and resizing. In our
implementation, the rotated images are not rotated back to its original direction. It can
be seen that our method performs better than the basic RDM method to resist rotation
and resizing attacks.
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Table 3. BER under noise addition

Noise addition Proposed RDM-Basicl0 RDM-Basic30 RDM-Basic50
Gaussian noise (o = 10) 0.0323 0.1249 0.0942 0.0804
Gaussian noise (o = 20) 0.2401 0.4344 0.4405 0.4400
Salt&Pepper (p = 0.01) 0.0512 0.0642 0.0662 0.0579
Salt&Pepper (p = 0.02) 0.0562 0.0660 0.0699 0.0608

Table 4. BER under geometric attacks

Attacks Proposed RDM-Basicl0 RDM-Basic30 RDM-Basic50
Rotation (0.5°) 0.3142 0.3367 0.3667 0.3629
Rotation (—0.5°) 0.3123 0.3511 0.3801 0.3763
Resizing (256 x 256) 0.0037 0.0079 0.0056 0.0050
Resizing (128 x 128) 0.0603 0.0814 0.0699 0.0676

Table 5. BER comparison between the proposed method and MWT-EMD [13]

Attacks Proposed MWT-EMD Attacks Proposed MWT-EMD
Median filtering (5 X 5)  0.0046 0.0975 JPEG (Q=10) 0 0
Median filtering (7 x 7)  0.0353 0.1094 JPEG (Q=20) 0 0
Median filtering (9 x 9)  0.0896 0.6524  Rotation (1.0°)  0.3250 0.5469

Average filtering 0 - Rotation (0.5°)  0.1009 0.4492

3 x3)

Average filtering 0 - Rotation 0.1110 0.4414

(5 x 5) (—0.5°)

Gaussian filtering 0 0 Rotation 0.2873 0.5703

B x3) (—=1.0°)

Gaussian filtering 0 0.0156 Salt&Pepper 0 0.0284

(5 x 5) (p =0.08)

4.2 Comparison with Other Watermarking Methods

In order to further evaluate the performance of the improved RDM method, we also
compare it with two watermarking methods MWT-EMD [13] and GDWM [10]. MWT-
EMD is the state-of-the-art method in spread spectrum watermarking and GDWM is
one of the state-of-the-art methods in quantization-based watermarking.

Table 5 compares the BER results of the improved RDM method with MWT-EMD
method. As in [13], the test images are “Baboon,” ”Goldhill,” ”Lena,” and “Pepper”
and a 64-bit message is embedded in each image with the PSNR of about 42dB. The
results of our method are the averaged BERs obtained from embedding 100 different
watermarks in each image. It can be seen that our method outperforms MWT-EMD
under all the considered attacks.

Table 6 compares the BER results of the improved RDM method with GDWM
method. As in [10], the test images are "Baboon,” "Barbara,” ”Lena,” and "Pepper” and
a 256-bit message is embedded in each image with the PSNR of 43.29dB, 42.70dB,
43.54dB and 43.06dB respectively. We can see that our method is more robust than
GDWM in general.
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Table 6. BER comparison between the proposed method and GDWM [10]

Attacks Proposed GDWM Attacks Proposed GDWM
JPEG (Q=20) 0.0018 0.0154 Rotation (0.5°) 0.2154 0.3715
JPEG (Q=30) 0 0.0034 Rotation (—0.5°) 0.2307 0.3785
JPEG (Q=40) 0 0.0013 Average filtering 0 -

3 x 3)
Gaussian noise 0 0.0146 Average filtering 0.0164 -
(o =10) (5 x 5)
Gaussian noise ~ 0.1433 0.1309 Gaussian filtering 0 0
(o =20) 3 x 3)
Salt&Pepper 0.0064 0.0021 Gaussian filtering 0.0104 0.0046
(p =0.01) (5 x 5)
Salt&Pepper 0.0080 0.0088 Median filtering (3 x 3)  0.0051 0.0182
(p =0.02)

Salt&Pepper 0.0199 0.0310 Median filtering (5 x 5)  0.0613 0.1041
(p =0.04)

5 Conclusion

In this paper, we have proposed an improved RDM watermarking method. Three as-
pects are applied to improve the robustness of our algorithm: 1) We increase the quan-
tization step size by modifying two coefficients instead of only one coefficient in the
basic RDM method. In this way, the quantization step size is increased. 2) Several mod-
ification rules are defined to reduce embedding distortion and to improve robustness.
For example, we modify the coefficients according to their magnitude and the relation-
ship between the original ratio and its watermarked ratio. 3) Significant coefficients are
selected to embed watermark, because they are more robust and can resist various at-
tacks. A wide range of attacks are tested. Experimental results have verified that our
method is not only robust to amplitude scaling attack but also robust to common sig-
nal processing attacks. Experiments have also demonstrated that our method has better
robustness than the basic RDM and two state-of-the-art watermarking methods, though
the capacity of our method is less than that of the basic RDM method. Hence, when
considering a robust watermarking, our method is a better choice.
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