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ABSTRACT

Most of the quantization based watermarking algorithms
are very sensitive to valumetric distortions, while these dis-
tortions are regarded as common processing in audio/video
analysis. In recent years, watermarking methods which can
resist this kind of distortions have attracted a lot of interests.
But still many proposed methods can only deal with one
certain kind of valumetric distortion as amplitude scaling,
and fail in other kinds of valumetric distortions like constant
change attack or gamma correction. In this paper, we propose
a very simple method to tackle all the three kinds of valumet-
ric distortions. A constant change invariant domain is first
constructed by spread transform, in which the watermark is
embedded using a certain amplitude scaling invariant based
watermarking scheme. Several typical watermarking meth-
ods and attacks have been implemented in our experiments to
demonstrate the effectiveness of the proposed method.

Index Terms— QIM, watermarking, valumetric distor-
tions, amplitude scaling

1. INTRODUCTION

Digital watermarking has always drawn extensive attention
for digital copyright protection since it was born. So far, many
watermarking schemes have been proposed in the literature.
The class of Quantization Index Modulation (QIM) algo-
rithms [1] is one of the most popular watermarking schemes
because of its robustness to the AWGN (Additive White
Gaussian Noise) channel and high capacity. As many re-
searchers have addressed, the main weakness of QIM based
watermarking is its sensitivity to valumetric distortions (i.e.,
any kind of amplitude scaling or gamma compensation) [2].
These kinds of distortions are rather common in audio or
video processing. For instance, non-linear valumetric correc-
tion is used for better CRT display or the contrast of an image
may be adjusted to improve the visual effect. Valumetric
distortions usually have small impact on the quality of the
attacked media, but they can dramatically degrade the perfor-
mance of quantization based watermarking schemes because
of the mismatch of quantization step between the encoder and
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decoder. Hence, researching watermarking methods which
can be robust to valumetric distortions has great significance.

In general, valumetric distortions can be classified into
linear valumetric distortions and non-linear valumetric distor-
tions. Linear valumetric distortions include amplitude scaling
and constant change distortion. A typical example of non-
linear valumetric distortion is gamma-correction. Let x =
{21, 3...x,} be the host signal vector in which we wish to
embed watermark andy = {y1, y2...yn } be the corresponding
watermarked signal vector. Amplitude scaling attack means
that y is scaled by a factor p, i.e., Z = p -y, and z is the at-
tacked version of y. Constant change distortion means that
a constant change value c is added on y, ie., Z = y + c.
In the last few years, a lot of quantization based watermark-
ing schemes have been proposed to deal with this problem
[2, 3, 4, 5, 6,7, 8], but these methods can only tackle the
amplitude scaling attack. In [9], Pietro et al. made use of
proper mapping of the pixel values from the Cartesian to hy-
perbolic coordinates to solve the amplitude scaling and non-
linear valumetric distortion, but this method ignores the con-
stant change attack. In this paper, we propose a solution to
consider all the three attacks. Our approach is that: a constant
change invariant domain is first constructed by spread trans-
form, in which an amplitude scaling invariant watermarking
scheme is applied to obtain both amplitude scaling and con-
stant change invariant properties. Several typical amplitude
scaling invariant watermarking schemes are implemented in
our experiments. Experimental results demonstrate that our
method not only solves their drawbacks of sensitivity to con-
stant change attack, but also has better performance to resist
non-linear valumetric distortion. What is more, our method
has very small effect on their robustness to other common at-
tacks.

The rest of this paper is structured as follows. Section
2 gives an overview of related work. Section 3 presents our
watermarking method. Then, experimental results are shown
in Section 4. Conclusions are given in Section 5.

2. RELATED WORK

There has been a wide research on the watermarking schemes
robust to valumetric distortions. Amplitude scaling invariant
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watermarking schemes have attracted many attentions, which
can be divided into four categories as follows.

1) Estimating amplitude scaling parameter: Egger [10]
embedded an auxiliary pilot signal to be used by the decoder
to estimate the amplitude scaling parameter. The disadvan-
tage of this scheme is that it reduces the embedding capacity
and decreases the algorithm security [2]. Shterev [4] proposed
a maximum likelihood technique to estimate the amplitude
scale in the watermark extraction process. The problem of
this kind of scheme is its high computational complexity.

2) Using spherical codewords: In [11], Miller embedded
watermark by using the lattice codes, which is inherently ro-
bust to amplitude scaling. This scheme also has high compu-
tational complexity.

3) Adaptive quantization step: Fernando proposed the
rational dither modulation (RDM) watermarking method,
where an amplitude scaling invariant adaptive quantization
step size at both embedder and decoder was used. Li et al.
[12] proposed an improved version of the RDM.

4) Constructing amplitude scaling invariant features: In
the angle QIM (AQIM) [6], the angle of a vector of image
samples was quantized. In the recent two years, Zhu [7] em-
bedded watermark by quantizing the normalized cross corre-
lation between the host signal vector and a random vector. In
[8], the ratio of the root mean square of two host signal vec-
tors was constructed to embed watermark.

As we have mentioned above, most of the amplitude scal-
ing invariant watermarking methods ignore constant change
attack and non-linear valumetric distortions, so we propose a
method against all the three kinds of distortions in this paper.

3. PROPOSED METHOD

As stated earlier, our approach is a projection based method
that satisfies certain constraint. A constant change invariant
domain is constructed to embed watermark in our approach.
This can be seen as a preprocessing before watermark em-
bedding. Let x € R be a vector extracted from host signal
samples and u € R’ be a spread vector which is randomly
obtained by a key k,. The key idea is to project x onto u
to obtain a domain which is intrinsically invariant to constant
change distortion. The projection of x onto u is defined as:

L
fo=x"u="miu,. ey
i=1

When a constant change value c is added on x, f, is changed
to f,:

L L
fo=(x+c)Tu= inui—i—cZui. 2
i=1 i=1

Our aim is to eliminate the effect of the constant change value
c. In other words, f; should be equal to f, after c is added
on Xx. Combined with Equation 1 and Equation 2, we notice
that if f; is equal to f, the sum of the elements of the spread
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vector u must be zero. Hence, in order to construct a constant
change invariant domain, the spread vector u must satisfy the
following constraint:

L
i=1

In addition to the constant change invariant property, the
projection also holds the property of multiplication as illus-
trated by the following equations:

L
fg/E:(p-X)Tu:p-Zwiui:p-fm “)
i=1
which means that if the vector x is scaled by p the projection
fz will also be scaled by p. As amplitude scaling invariant
watermarking schemes, such as RDM, AQIM and NCDM,
are invariant to this kind of amplitude change, therefore when
such a watermarking scheme is applied on the constructed
constant change invariant domain, both constant change and
amplitude scaling invariant properties can be obtained.

For gamma correction, suppose a signal sample x is cor-
rected by a gamma factor +, it will be changed to 7. The
difference of them is d(z) = a7 — x, which can be repre-
sented by the Taylor expansion at value a as follows:

d(w) = d(a) +d (a)(x — a) + R (x)

=(1—7)a" + (ya" ' = Da + Ry(x).
where R (z) is the remainder of the Taylor expansion. It can
be seen that d(x) is composed of three parts: the first part is
a constant value (1 — 7)a”, the second part is (ya? ™ — 1)z
which can be viewed as an amplitude scaling version of z,
and the third part is the remainder R (x) which is a function
correlated with . In other words, gamma correction can be
seen as a combination of three kinds of distortions: constant
change distortion, amplitude scaling attack and random am-
plitude distortion. As our method is invariant to the first two
kinds of attacks, hence the performance of the watermarking
methods to resist gamma correction can be improved.

Fig. 1 illustrates the flowchart of our approach, where m
denotes the embedded watermark information. The details are
described in the following.

&)

1. Host signal vector x is first projected on a spread vector
u, which satisfies certain constraint. Then a constant
change invariant domain f, is obtained.

2. Watermark m is embedded by an amplitude scal-
ing invariant watermarking scheme on f,, such as
RDM, AQIM, NCDM or Zareian’s method. Then f, is
changed to f;.

3. The watermarked vector y is constructed according to

for

4. In the transmission process, y may be attacked by pi-
rates and changed to z. Before watermark decoding, the
receiver performs the projection using the same vector
u to recover the hidden information m .
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To describe how the watermarked vector y is constructed,
we let f, = y'u. Combined with Equation 1, we can easily
get the following equation:

’

Ja
(FFx—y)u=0. (6)
fa
Denote v as Zex — y, hence vector v and u are orthogonal

with each other. Here we let v be a zero vector for simplicity,
therefore y is obtained by:

Spread
x transform
Watermark|f Spread
decoder transform

Fig. 1. Flowchart of our approach.

’

y= &Xo (N

Inverse
spread
transform

Watermark £y
embeddlng

4. EXPERIMENTAL RESULTS

In this section, some experimental results will be shown to
demonstrate the effectiveness of our method. Four different
QIM based techniques, RDM, AQIM, NCDM and Zareian’s
method, are implemented. RDM and AQIM are two typical
QIM based techniques which are invariant to amplitude scal-
ing distortion, and NCDM and Zareian’s method are proposed
in the recent two years. We collect 100 test images with size
of 512 x 512 in gray-scale. Fig. 2 shows ten typical test im-
ages of them. All the methods are applied on the approximate
sub-band with three level wavelet decomposition. PSNR val-
ues of all the watermarked test images are set to 42dB. Vector
length L is set to 2 and the watermark capacity is 256 bits. For
fair comparison, the 256 bits watermark is embedded repeat-
edly for the four original watermarking methods. To reduce
correlations between image blocks, we pseudo-randomly se-
lect low frequency coefficients to construct the sample vector.

Fig. 2. Ten test samples of size 512 x 912.
To evaluate the effectiveness of our method,
attacks are implemented, such as constant change attack,
gamma correction, amplitude scaling, JPEG compression and
Gaussian noise addition. All the results are obtained by the
mean of the results of 100 test images.

several
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Fig. 3 shows BERs of different methods against con-
stant change attack. The dashed lines indicate BERs of four
original methods, and the corresponding solid lines represent
BERs of the four methods applied on our constant change in-
variant domain. It can be seen that with our approach, the
BERs of the four methods are significantly decreased as ex-
pected.

BERSs of different methods against constant change attack
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Fig. 3. BERs comparison of four methods with and without
our approach under constant change attack.

Gamma correction is the non-linear valumetric distortion.
Fig. 4 shows the BERs against gamma correction. We can
notice that BERs of the four methods are decreased with dif-
ferent levels as we have analyzed in Section 3.

BERs of different methods against gamma correction
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Fig. 4. BERs comparison of four methods with and without
our approach under gamma correction.

The four test methods are all intrinsically invariant to am-
plitude scaling attack. We also test the effect of our method
under this kind of distortions. The comparison results are de-
picted in Fig. 5. Experimental results show that our approach
has very small influence on the performance of the original
methods to against amplitude scaling attack.

Lossy JPEG compression with different quality factors is
tested in our experiments, as exhibited in Fig. 6. Experimen-
tal results reveal that our method has little effect on the ro-
bustness of the original methods against JPEG compression.
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BERs of different methods against amplitude scaling attack
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Fig. 5. BERs comparison of four methods with and without
our approach under amplitude scaling attack.

BERs of different methods against JPEG compression
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Fig. 6. BERs comparison of four methods with and without
our approach under JPEG compression.

Finally we have compared the results under the addition of
white Gaussian noise. The watermarked images are distorted
by AWGN with standard deviation from 10 to 60 (in the range
of [0,255]). The results are illustrated in Fig. 7. We can see
that all the methods can get better results in our framework
except Zareian’s method. This may be benefited from the use
of spread transform in our method.

At last, we investigate the effect of the spread vector
length and watermark capacity on the performance of the
watermarking schemes. Without loss of generality, we take
NCDM watermarking method as an example, and the results
are depicted in Table 1. The vector length L varies from 2
to 4 and watermark capacity C' changes from 256 to 128.
Experimental results show that L has small influence on the
performance of the watermarking method. But the longer
the length of spread vector, the smaller the size of the invari-
ant domain we construct, then the smaller of the watermark
capacity. Hence, In practical applications we set L = 2.
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BERs of different methods against gaussian noise attack
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Fig. 7. BERs comparison of four methods with and without
our approach under gaussian noise addition.

Table 1. BERs under different vector length and watermark
capacity

L=2 L=3 L=4
Attacks/BER C=256 C=170 C=128
Constant change(C' = —30) 0.0020 0.0024 0.0016
Constant change(C' = 30) 0.0012 0 0
Amplitude scaling(p = 0.7) 0.0012  0.0018 0.0016
Amplitude scaling(p = 1.3) 0.0934  0.0988 0.0813
Gamma correction(y = 0.7) 0.0531 0.0541 0.0352
Gamma correction(y = 1.3) 0.0410 0.0453 0.0273
Gaussian noise(o = 30) 0.0930 0.1288 0.0516
JPEG compression() = 20) 0.0082  0.0059 0.0039

5. CONCLUSIONS

In this paper, we have presented a simple but effective wa-
termarking method to resist constant change and non-linear
valumetric distortions. To this aim, we first construct a con-
stant change invariant domain by spread transform that sat-
isfies certain constraint. Then an amplitude scaling invari-
ant watermarking method is used to embed watermark on the
domain. Four different watermarking schemes and several
attacks are implemented to evaluate the effectiveness of our
method, including valumetric distortion attacks and common
image processing attacks. Experimental results demonstrate
that: 1) Our approach can solve the drawback of the com-
pared watermarking methods which is very sensitive to con-
stant change attack; 2) Our method has better performance
than the compared watermarking methods to resist gamma
correction; 3) Our method has very small influence on the ro-
bustness of original methods and even get better performance
in some cases to resist common image processing attacks.
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