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Abstract
The RFID system application environment may be different, this have huge influence to the RFID system reliability. This paper
presents a data-driven model to evaluate the reliability of RFID systems by analyzing the factors that affect RFID system
reliability. We construct free-space and semi-closed metal environment two scenarios by using the proposed model to determine
the reliable reference parameter range in these scenarios. The experimental results show that the proposed model can evaluate the
reliability of RFID system easily and quickly in different application scenarios.
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1. Introduction
RFID as an automatic identification technology, has been widely used in security, asset tracking, supply chain
management and other fields[1]. With the concept of the Internet of Things, Intelligent Manufacturing, Made in
China 2025 proposed, RFID technology will be more widely used and development. RFID system consists of reader,
tags, antenna and the application software. The application software sends a command to the reader to send the
electromagnetic wave modulated with data information to the tag. Then the tag acquires the electromagnetic wave
energy and is activated to write the corresponding data information, and returns the information required by the
reader to in the form of electromagnetic wave. Such a system with high data density, fast reading, anti-pollution,
anti-humidity and other functions. But the RFID system is also affected by many factors, such as RF power, the
speed of tag, target size, shape, material, surface structure. Among many factors, many researchers have done a lot
of research to eliminate the interference of these factors to improve the RFID system read rate. M. Periyasamy
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evaluated and analyzed the performance of the RFID system in metal and liquid environments and found that the
material and orientation in the environment had a significant effect on the read rate of the RFID system[2];
Xianming Qing found that because of the near-field effect of the metal environment, the size and orientation of the
metal plate has a large effect on the reading range[3].
Scholars in these studies have made great breakthroughs, and makes the read rate and read range of RFID
system improve in a certain range. However, these studies are specific to the application scenarios, if the appropriate
changes happen in these scenarios, the results will be very different. Moreover, with the large number of commercial
reader applied, we need a method to test the reliability of a general-purpose RFID system. Joshua studied the four
link budgets of the backscatter channel transmission mechanism and analyzed the method of maximizing the
performance of the RFID system[4]. In order to solve the over-estimation problem of free-range read range, Antonio
proposed a multi-path read range estimation method[5]. ZhuZhiyuan aiming at the problem that the distance between
the RFID reader and the reader is often changed at different speeds, a dynamic RFID performance test system is
proposed in his paper[6]. Xiaofeng Ning designed a new model for the influence of the conveyor system on the
performance of the RFID system[7]. Test the device, and design the system according to the test results. From these
studies, we found that most scholars from theory or experiment to evaluate the performance of RFID systems, rarely
driven by data to evaluate the RFID system. In this paper, we will study the factors that affect the RFID system, and
propose a novel data-driven RFID system reliability evaluation method.
The paper is organized as follows: The next section will mainly describe the electromagnetic propagation
theory and electromagnetic wave propagation in all aspects of the factors. Section III describes the proposed
evaluation method; Section IV uses the proposed evaluation method for different environments to evaluate RFID
system performance; the final section V to make a summary.
2. Electromagnetic propagation theory and factors
UHF RFID system is through the UHF electromagnetic wave in the way of backscatter to carry out energy
transmission and data transfer. The communication between the reader and the tag consists of two links, one is the
Power-Up link to activate the passive radio-frequency tag, and the other is the backscatter link for tag-to-reader data
exchange. According to the electromagnetic wave propagation theory, the Power-Up link can be described as
follows:
ܲ௧ ൌ

்ܲ ܩ ்ܩ௧ ߣଶ ܺ߬
Ł
ሺͶߨݎሻଶ ȣܨܤ

Where ܲ௧ is the received power of the tag, ்ܲ is the reader transmit power,  ்ܩis the transmit antenna gain, ܩ௧
is the tag antenna gain, λ is the carrier wavelength, X is the plan match, τ is the power transfer parameter, and r is
the tag to the reader Distance, Θ is the gain penalty of the tag antenna on the attachment, B is the path obstacle loss,
and F is the unidirectional active power attenuation.
The backscatter link can be described as follows:
ܲோ ൌ
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Where, ܲோ is the reader-side antenna reverse receive power, M is the modulation factor, ்ܩோ is the receiver
antenna gain, ܨଶ is the single-station attenuation.
From the formula, we can see that the power in the transmission process by a variety of factors, including
antenna gain, carrier wavelength, polarization matching, attachments, and path obstacles. In particular, the final
received power is inversely proportional to the ݎସ in free space. The above equation is the received power of a
single-station backscatter link. In a single-station mode, the reader-writer transmit and receive antennas share, The
transmit and receive gains are the same, which is also used in most commercial readers. Since the commercial RFID
reader system is evaluated in this paper, the commercial reader is used, so the received power model is applied as
described in the formula.
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3. Proposed method
Table 1.the parameters of RFID system
்ܲ

்ܩோ

ܩ௧
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In the previous section, we know that the energy in the transmission engineering will be affected by factors
such as the antenna gain, carrier wavelength, plan matching, attachments and path obstacles. If data analysis is
needed to effectively evaluate the performance of an RFID system, it is necessary to be able to quickly calculate the
final received power for each factor to evaluate. However, in addition to RFID system inherent attributes,
polarization matching will be with the tag of the paste, the placement of objects and other factors, and in the process
of tag may be attached to the metal or non-metallic objects, path obstacles Will change due to different
environments. This leads me to be unable to calculate by specific parameters. Considering this situation, we ignore
the influence of these factors and provide compensation through a large number of experimental data, and get an
evaluation model without detailed understanding of these parameters. The experimental parameters are shown in
Table 1.
ܲோ ൌ
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The above formula for the estimated received power, by ignoring the X, M, Θ, B, F parameters to simplify the
calculation of the estimated received power, the formula only need to consider the reader to the tag distance  ݎସ .
There is expected to receive power, we need to compensate to achieve the results of compensation closer to the
actual test results. The model is as follows:
ܲோ ሺͳ െ ߙሻ  ݀ߚ  ߝߛ ൌ ݕ

(4)

Where ܲோ is the estimated received power, d is the distance from the reader antenna to the tag, ε is a random
number between [0,1], y is the measured received power, α is the system reliability factor, β is the distance
Compensation factor, γ for the impact of compensation factor.
When the model is adopted, the power radiation is not necessarily radiated by the circle in the actual RFID
system. Therefore, the power compensation according to the distance, the actual influence factor of the open rate
and the compensation of the influence are carried out, and finally the result is close to the measured result. Then in
the evaluation of RFID systems, we only need to have multiple sets of experimental data containing distance and
actual received power. Suppose
ݔ ൌ ሾെܲோ  ǡ ݀ ǡ ߝ ሿˈ
ݕ ൌ  െ ܲோ ,
 ൌ ሾݔଵ ǡ  ڮǡ ݔ ሿ் ,
 ൌ ሾݕଵ ǡ  ڮǡ ݕ ሿ் ˈ
 ൌ ሾȽǡ Ⱦǡ ɀሿ்
then there are:
 ൌ 

(5)

Using the least squares can get w,
 ൌ ሺܺ ் ܺሻିଵ ܺ ் ܻ(6)

For different systems, the stability of the system can be determined by the value of α, β and γ. The larger the
value of α, the greater the influence of the factors to the RFID system.
4. Experiments setup
The proposed method can be used to test the performance of a single tag in the system and to test the
performance of a multi-tag RFID system. As a result, we designed two experiments for this situation.
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Experiment 1: The tags put in the free space, change the distance between the tag and the antenna, measure
receive power of the reader antenna. As shown in Fig. 1.
Experiment 2: The tags put in the semi-Closed metal environment, arrange a number of tags in different
locations at the same time, measure the receive power of reader antenna for each tag. As shown in Fig. 2.

In Experiment 1, the tool was placed in free space, and the received power of the reader antenna was measured
by changing the position of the tool one by one using a single tool, the same placement posture, and the position was
recorded. In Experiment 2, the tool is placed in a drawer, creating a semi-closed metal environment, placing
multiple tools in the drawer, measuring their position, and recording the reader's Received power.

Fig. 1. free space experiment device

Fig. 2 semi-Closed metal environment experiment device

In the two experiments, we tested two different environments, in all the tags can be read, the test data will be
applied to our model, calculated in both cases, And the range of values of α , β and γ is as follows:
Table 2. the range of variables α , β and γ
Environment

Ƚ

Ⱦ

ɀ

Free space

ͲǤͲͺ̱ͲǤʹͷ

ͲǤͳ̱ͲǤʹͷ

ͲǤͲͷ̱ͲǤͳͷ

Semi-Closed Metal

ͲǤʹʹ̱ͲǤͷ

ͲǤͲͺ̱ͲǤ͵ʹ

ͲǤʹ̱ͲǤͶͷ

The test results show that in the free space, the range of α is closer to 0, which means that in the free space, the
tag is less affected by other factors and has no great influence on the reading of the tag. In the semi-closed metal
environment, the value of α becomes larger, the range of β does not change much, and the value of γ changes a lot,
which means that in the metal environment, the reading of tag is influenced largely by other factors, because there is
a significant increase in compensation due to other factors. After obtaining these three parameters, we can design the
system by judging whether the three parameter values of the designed system are in the corresponding interval. If
the system is not reliable, make the adjustment to the system so that the system can achieve to a reliable level.
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5. Conclusion
This paper presents a method to evaluate the reliability of RFID systems, and constructs two different
application environments to test. At the same time, for two different application environments, we give the
reliability parameter range of the system through the experiment test, which makes the RFID system reliability test
more convenient and understandable. These can provide the reference for the reliability of RFID system in large
scale application. In future research, the test method can be extended to a wider range of environment, and the
parameters of different environments range for different environments can provide more reliability reference.
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