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Abstract. As a new image copyright protection technique, a novel image fingerprinting algorithm
based on improved image normalization and DFT is proposed in this paper. We first research the DFT
amplitude coefficients deeply and improve the traditional image normalization method to fit for more
general images, including aspect ratio and rotated angle estimation and correction schemes before
normalizing the image. Then combine the improved image normalization method and DFT together
to extract the image fingerprint according to the DFT amplitude coefficients. Compared with others’
achievements, our method performs better in resisting common image processing attacks and
geometric distortions, also some kinds of combined distortions.
Introduction
With the rapid development of multimedia, there are a large amount of digital media on the
internet and mobile terminals. The digital media copyright protection technique seems more and more
important. Media fingerprinting (also be called hashing or zero watermarking) is a novel technique in
this area, which is different from encryption and watermarking.
Nowadays, image fingerprinting becomes more and more popular. It extracts a specific feature
vector which can stands for the whole image content, and use this extracted vector (called image
fingerprint) to declare the copyright of the image with the help of the third party registration organ.
When design the image fingerprint extraction methods, as in watermarking, we should pay the
most of attention to their resistant to the common image processing attacks and geometric distortions,
such as JPEG compression, low pass filtering, noise adding, rotation, scaling, flip, etc. That means,
we should try our best to extract the similar fingerprints from the original and disturbed images.
Considering the robustness in resisting these attacks, the current image fingerprinting algorithms can
be classified to the following five categories.
Firstly, the image statistical properties based methods [1,2]. Researchers tried to find the useful
statistical properties (such as image histogram) of the image pixels or colors and generate the
fingerprint according to these. This kind of methods can resist several kinds of processing or
geometric distortions, but can be attacked by establishing the same statistical properties using
different images, which may leads the algorithms to failure.
Secondly, the image transforms based methods [3,4], such as Discrete Cosine Transform (DCT),
Discrete Fourier Transform (DFT), Discrete Wavelet Transform (DWT), etc. They transformed the
image to its frequency domain and extract the fingerprint by analyzing the transform coefficients. This
kind of methods can’t resist geometric distortions without the help of other operations.
Thirdly, the geometric invariant domains based methods [5,6,7], such as Fourier Mellin Transform
(FMT) domain, Radon Transform domain, Image Normalization. They transformed the image to a
geometric invariant domain and extract the fingerprint there. Many of these methods can get good
performance based on the square images but not rectangle ones.
Fourthly, the matrix decompositions based methods [8,9], such as Singular Value Decomposition
(SVD), Non-Negative Matrix Factorization (NMF). These decomposition coefficients can be
disturbed by the image processing and geometric attacks seriously and seems not very stable.
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Finally, the feature points based methods [10]. The image fingerprint is extracted based on the
feature points and local areas. The correctness is dependent on the size of the local area closely, which
can’t resist the image scaling distortion. In another aspect, the image fingerprint extraction methods in
this category are often used in the image retrieval but not copyright protection.
According to the five kinds of image fingerprinting algorithms, we analyze these methods deeply
and try to combine the geometric invariant domain based method and image transform based method
together to design a new fingerprint extraction algorithm based on improved image normalization and
DFT, aiming to enhance the robustness to image processing and geometric distortions.
The rest of this paper is organized as follows: we demonstrate our proposed algorithm and the
experimental results in the next two sections and draw the conclusions in the last section.
Image Fingerprinting Algorithm
In this section, we demonstrate the useful DFT property first and use this to improve the traditional
image normalization method, and then, combine the improved image normalization method and DFT
together to extract the image fingerprint.
The significant property of DFT.
According to [11], we find that, if we pad the image with zero to a larger fixed size, the DFT
amplitudes of the padded images demonstrate the corresponding transforms when image being
rotated and scaled. We can see these intuitively in Fig.1.

(a)

(b)

(c)
(d)
(e)
(f)
Fig.1 Images and their DFT amplitudes
We can see from (b) (d) (f) in Fig.1 that there are two bright lines in the DFT amplitude images
which indicate the image edges. If the rotation occurs, we can estimate the rotated angle using these
two lines in Fig.1(d). If the rotation and aspect ratio changing scaling occur at the same time, we can
estimate the aspect ratio according to the included angle between the two bright lines in Fig.1(f).
In Fig.1(d), to estimate the rotated angle, we can find the two bright lines in (d) according to the
statistical property of coefficients and calculate the included angles δ1 and δ2 between each line and
the horizontal direction respectively, each one of the two angles can be treated as the estimated one,
the estimated error can be compensated by the image normalization discussed in the next part.
In Fig.1(f), to estimate the aspect ratio, we get the angles δ1 and δ2 first and use these angles to
calculate the aspect ratio. We suppose the height and width of the original image are H0 and W0, the
height and width of the rotated image with rotated angle θ are H1 and W1, we can get:
H1=H0cosθ+W0sinθ, W1=H0sinθ+W0cosθ.

(1)

If the scale factors in height and width directions of Fig.1(e) are α and β respectively, we can get the
height and width of the scaled image in Fig.1(e) are:
H2=αH1=αH0cosθ+αW0sinθ, W2=βW1=βH0sinθ+βW0cosθ.

(2)

We can know from the above process that, δ1∈[0,π/2) and δ2∈[π/2,π), we let θ1=δ1 and θ2=δ2-π/2,
we can know θ1, θ2∈[0,π/2) and according to Fig. 1 (c)-(f) we can get:
tanθ1=[(W1/2)tanθ(1/α)]/[(W1/2) (1/β)]=(β/α) tanθ.

(3)

tanθ2=[(H1/2)tanθ(1/β)]/[(H1/2) (1/α)]=(α/β) tanθ.

(4)
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We then can calculate the aspect ratio as follows:
ρ=β/α=sqrt(tanθ1/tanθ2)=sqrt[tanδ1/tan(δ2-π/2)].

(5)

Here, sqrt(·) is the root square operation. We can use the estimated δ1 and δ2 to calculate the aspect
ratio and can correct this kind of distortion with the aspect ratio equals to 1/ρ.
Image fingerprint extraction algorithm based on improved image normalization and DFT.
We find there are some disadvantages in the traditional image normalization method [7], the most
significant one is that, it can’t attain the good performance when normalize the images which have
been scaled with the aspect ratio changing or normalize the rectangle images. We improve this
weakness based on the image DFT amplitude. The main steps are as Fig.2 shows and the following:

Fig.2 Improved image normalization and DFT based algorithm diagram
step 1: Pad the original image to a fixed size (in our experiment is 1024×1024), and apply the DFT
to the padded image to get more smooth amplitude coefficients. Find the two bright lines in the
amplitude image and determine whether the image has been rotated or not as discussed in the above
part. If so, switch to step 2; otherwise, switch to step 5 directly.
step 2: Analyze the two bright lines in amplitude image obtained in step 1 to see whether the two
lines are orthogonal to each other or not. If so, there is no aspect ratio changing distortion, switch to
step 4; else, there is an aspect ratio changing to the rotated image, switch to step 3.
step 3: Use Eq.5 to get the ratio between the height and width scale factors. And then apply the
inverse aspect ratio changing distortion to correct this kind of distortion.
step 4: Apply the DFT to the corrected image and analyze the amplitude image again to estimate
the rotated angle the image has gone through. Apply the inverse rotation to correct it.
step 5: Scale the image to a specific size (in our experiment is 512×512).
step 6: Normalize the scaled image using the image normalization method in [7], including
translation, scaling, rotation and flip normalizations. In flip normalization step, we use five order
moments instead of one order moments to keep the numbers’ signs more stable. Here, we get the
normalized image with the size equals to 512×512.
step 7: Apply the global DFT to the normalized image and get the amplitude coefficient matrix
with the low frequency coefficients locate at the central part of the image. Use a secret key to select
several pairs of coefficients from the fixed circular ring in the amplitude domain (in our experiment,
we assign the inner and external diameters of the circular ring to be 20% and 40% of the image size,
respectively). The number of coefficient pairs is equal to the length of the extracted fingerprint.
step 8: Compare the sum values S0 and S1 of every coefficient pair’s 8-neighbourhoods, and
generate the extracted fingerprint vector F=[F0,F1,…,FL-1] using all the selected coefficient pairs.
If S0<S1, Fi=0; otherwise Fi=1; i=0,1,…,L-1.

(6)

In this section, be different from others, we combined the geometric invariant domain based and
image transform based algorithms together to propose a new scheme based on improved image
normalization and DFT. We research the traditional image normalization method deeply, find and try
to improve the weakness based on image DFT amplitude coefficients. We will see that our method
can attain good performance in resisting many kinds of distortions in the next section.
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Experimental Results
In this section, we verify the robustness of the fingerprint. In order to highlight the advantage of our
algorithm to both the images with square and rectangle shapes, we choose 85 rectangle images with
different sizes from [20] and 15 square images which are used frequently in image processing area as
the test image set. We choose the typical hierarchical histogram based image hashing [2] and FMT
based image hashing [5] as the comparisons. We extract 128 bits fingerprint from each image.
To measure the fingerprint robustness of different methods, we first perform several kinds of
common image processing attacks to the images. Take Fig.3 for example, including (a) JPEG
Compression with the quality factor 60%; (b) Gauss Noise with the noise variance 0.01; (c) Average
Filtering with the window size 3×3; (d) Median Filtering with the window size 3×3. We measure the
robustness according to the Normalized Hamming Distance (NHD) between the extracted
fingerprints from the original and disturbed images. The definition of NHD is as follows:
NHD=∑σi/M, where σi=0 when αi=βi and otherwise σi=1, i=0,1,…,M-1.

(7)

Here, [α0,α1,…,αM-1] and [β0,β1,…,βM-1] stand for two 0/1 fingerprints with length equals to M.

(a)
(b)
(c)
(d)
Fig.3 Images distorted by common image processing attacks
Fig.4 shows the NHDs curves under JPEG compression and Gauss noise. From the two groups of
curves we can see that, our proposed method performs the best in these tests, the main improvement is
the image normalization and the selection of DFT amplitude coefficients. Other typical algorithms
can resist these kinds of attacks to some extent, but comparing with ours, they seem a little weaker.
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Fig.4 Comparison of NHDs under JPEG compression and Gauss noise
Table 1 shows the NHDs under average and median filtering with different window sizes. We can
see that, our proposed method also performs the best.
Table 1 Comparisons of NHDs under low pass filtering
Attacks
Our proposed method
Method in [2]
Average filtering 3×3
0.04
0.15
Average filtering 5×5
0.08
0.19
Median filtering 3×3
0.06
0.11
Median filtering 5×5
0.11
0.15

Method in [5]
0.22
0.26
0.27
0.25

Applied Mechanics and Materials Vols. 556-562

4763

In another aspect, we perform some kinds of geometric distortions to the images. Take Fig.5 for
example, including (a) Rotation with the angle 30 degree; (b) Scaling with the factor 0.75; (c) Aspect
Ratio changed to 0.8×1.2; (d) Flip in horizontal direction; (e) Flip in vertical direction. We also use
NHD to measure the fingerprint robustness.

(a)

(b)
(c)
(d)
(e)
Fig.5 Images distorted by geometric distortions

Fig.6 shows the NHDs under image rotation and scaling attacks. We can see the two comparing
methods can’t resist rotation and scaling distortions well, but our method can resist these kinds of
attacks with the NHDs below 0.1 with the help of proposed rotated angle estimation and correction
schemes.
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Fig.6 Comparison of NHDs under rotation and scaling distortions
Table 2 demenstrates the performances of these methods under aspect ratio changing and flip
distortions, we can see that, our method can resist aspect ratio changing attacks very well with the
help of aspect ratio estimation and correction schemes we proposed, other methods can not perform
very well. Additionally, our method can also resist image flip very well with the NHDs below 0.05.
Table 2 Comparisons of NHDs under aspect ratio changing and flip distortions
Attacks
Our proposed method
Method in [2]
Method in [5]
Aspect Ratio 0.7×0.8
0.03
0.14
0.21
Aspect Ratio 0.8×1.4
0.06
0.12
0.22
Horizontal flip
0.03
0.00
0.00
Vertical flip
0.03
0.00
0.00
Besides these attacks, we also combine different attacks together to generate more complex ones,
we show the NHDs under these attacks in Table 3. We can see that, if the different attacks occur at the
same time, the images will be disturbed more seriously. In this condition, our method can also extract
the fingerprints with the NHDs below 0.1, while other methods attain the NHDs larger than 0.15.
Table 3 Comparisons of NHDs under combined distortions
Attacks
Our proposed method Method in [2]
Rotation 150 + Scaling 0.8
0.08
0.17
Rotation 60 + Aspect Ratio 0.9×1.6
0.09
0.16
Scaling 1.3 + Rotation 60
0.06
0.14
Aspect Ratio 1.3×0.7 + Rotation 120
0.06
0.16
Scaling 0.75 + Gauss 0.01
0.11
0.26

Method in [5]
0.28
0.30
0.31
0.29
0.24
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Rotation 90 + Gauss 0.01
Scaling 0.8 + JPEG 80%
Rotation 180 + JPEG 70%

0.10
0.03
0.04

0.25
0.15
0.15

0.20
0.23
0.10

Conclusions
We present a novel digital image fingerprinting algorithm based on improved image normalization
and DFT. We analyze the image DFT amplitude coefficients and propose the image rotated angle and
aspect ratio estimation and correction schemes to improve the traditional image normalization
scheme in order to get better performance in resisting rectangle image rotation, aspect ratio changing
distortions and their normalizations. Comparing with other methods, our algorithm can not only resist
the image processing attacks, but also can resist geometric distortions and some kinds of combined
transforms.
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