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Abstract-Modern power grid is a typical multi-level complex 

giant system. The conventional analytical methods based on 
reductionism can't provide sufficient guidance for its operation 
and management. Complex system theory, based on holism, has 
its specific advantages in power grid's research. But, it has some 
limitations. In this article, we improve complex grid by 

introducing new parameters which can describe the grid's 
characters better and using multi-agent theory. As an application, 
the complex power grid constructed with actual data from North 
China grid is constructed and its vulnerability has been 
simulated and analyzed under different attacks. 
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I. INTRODUCTION 

With the interconnection of regional power networks, 
modem power grid has already become a man-made multi
level complex giant system with the widest coverage and more 
and more complex structure [1]. It can improve operation 
efficiency, promote the optimal resource distribution. On the 
other hand, the increasing operation uncertainty and other 
elements like climatic influence and terrorist attacks give new 
challenges [2]. In recent years, many large-scale blackouts in 
different countries have happened and caused enormous social 
and economic losses [2]. 

Recently, the theory of complex networks is increasingly 
being exploited to tackle some sorts of complex issues, which 
presents a new point of view which is profitable for us to 
investigate the complexity of grids [3-10]. The most 
applications of complex network concepts to power grids are 
aimed at understanding the behavior of power grids both in 
case of accidental failures and malicious attacks. 

However, there are some limitations, for example, the 
network statuses can only reflect the power grid's performance 
from the perspective of network connectivity and can't reflect 
the power grid's own characteristics well; the influences of 
various factors are not considered; the direction of current is 
not considered. To solve these problems, in this article, we 
improve the theory of complex network in two aspects: 
improve the description of topology structure and the 
parameters meaning of actual grid; introduce multi-agent 
theory to construct multi-agent complex network model [11-
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14]. The interaction among complex network and agents can 
realize the control target of the power grid system. At last, we 
construct a complex grid with actual data from North China 
grid multi-agent complex network and its vulnerability has 
been simulated and analyzed under different attacks. 

The rest context is organized as follows: Section II 
introduces the complex network theory, the complexity of 
power grid and some research results on power grid; The 
regular construction, improvement and simulation and analysis 
of complex power grid's vulnerability are shown in Section III; 
Conclusions are drawn out in Section IV. 

II. COMPLEXITY OF POWER GRlD 

A. Complex Grid Theory 

Most of the complex systems in the world can be described 
in the form of complex networks. At the primary stage of 
complex network research, the connection topology was 
assumed to be completely regular, but regular net model is not 
sufficient to describe the networks in the real world. In 1959, 
Erdos and Renyi put forward the concept of random network 
that greatly promoted the network research [15]. Watts and 
Strogatz proposed the Small-World network model in 1998 and 
analyzes the complexity of power grid [3]. In 1999, Barabasi 
and Albert revealed the Scale-Free characteristic [16]. These 
advances overcome the shortage of random networks and 
revealed many characteristics of complex networks. 

For a complex network G with N nodes and M edges, its 
parameters of the structural characteristics are as follow: 

1) Degree, Average Degree and Degree Distribution: The 
degree ki of node i is the edge's number connecting to 

the node. It can indicate the node's importance to some 
extent. The average degree <k> of the network is defmed 
as the average value of all nodes' degree, where 
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< k >= I:l k; . The degree distribution P(k) is defined 
N 

as the probability that a randomly chosen node has 
degree k. P(k) describes the degree distribution of all 

nodes, and indicates the topological characterization of 
systems. 



2) Shortest paths: Among all paths, the path with smallest 
weight (or the least nodes) from the specific starting node 
to the specific end node. 

3) Distance and Average Path Length: The distance dij 
between the node i and j is defmed as the number of the 
edges which compose the shortest path connecting node i 

and j. If the node i and j are unconnected, then dij = N; 
The average shortest path length L is defined as the mean 
of geodesic lengths over all couples of nodes: 

L = 
1 

�N d .. N(N - 1) L· '-1 .�. 
IJ 

IJ- ,I"'J 
4) Network diameter: the maximal distance between any 

pair of its nodes, in other words, it is the scale of the 
whole network. 

5) Clustering coefficient: Assuming the degree of node i is 
ki' these ki nodes are called the node i's neighbors. Ei 
is defined as the actual edge among these ki nodes. The 
possible maximum number of links among the nodei's 

neighboring nodes is kiCki-1). The clustering coefficient 2 
Ci is defmed as 

2Ei 
C· = -:--::-:------:-:-

1 ki(ki -1) 
It is an important parameter to measure agglomeration 
degree among nodes. The clustering coefficient of the 
whole network is the average value of clustering 
coefficient of all nodes: 

C = .!. �N Ci N Li=l 
6) Betweenness: Line betweenness Bij is defmed as the 

times of being passed through the line (i,j) by the 
shortest paths between nodes in G. Node betweenness Bi 
is defmed as the times of being passed through the node i 

by the shortest paths between nodes in G. The 
betweenness indicates the importance of node or line in 
the network. Larger betweenness of the node or line is 
more important, because the shortest paths are passing 
through them. 

7) Giant component size: the number of nodes in the biggest 
connected subgraph. 

8) Network redundancy: the shortest path length of the two 
nodes after removing the edges of any two nodes which 
are connected directly. If no path, then let it infmity. 

With the development of power grids, their nodes and 
edges become more and more complex, and the network 
topological structure and main parameters have tremendous 
changes. 

B. Complexity of Power grid 

For a long time, research on power grid, people often 
consider natural environmental factors, equipment, 
manipulation factors analyzing the root, but rarely analyzing 
from the whole power grid characteristic. Traditional analysis 
method often pay attention to all parts' individual dynamic 
characteristics, implementation of power grid dynamic 
behavior analysis are through modeling simulation method to 

solve giant dimensional differential-algebraic equations, in 
essence, this method is still reductionism, it is difficult to 
reveal the whole system dynamic behavior characteristics. In 
fact, power grid topology structure is a power grid's internal 
and essential characteristics, once established, will produce a 
profound impact on power grid performance [4-6]. 

Power grid is one of the biggest man-made projects, which 
is a multi-dimensional, linear, time-varying and large-scale 
system. Its nonlinearity, variety, hierarchy, integrity, statistics, 
self-similarity, self-organization and criticality, all satisfy the 
general characteristics of complex systems. Power grid also has 
the general characteristics of complex networks: such as large
scale and dynamic behavior complexity of network nodes, 
sparse and structure complexity of the network connections, 
unpredictability and complexity of network spatial-temporal 
evolution, and so on [3-10]. 

Power Grid is a strongly large scale nonlinear dynamic 
system, it can be considered as a complex network constructed 
by power station, transformer substation and high-voltage 
transmission lines with different connection modes. Complex 
network theory and method based on holism, such as structure 
characteristics, transmission dynamics and synchronous' theory 
development, can provide a new thought and way for power 
grid. It can scan the whole dynamic characteristics of complex 
power grids from a new angle, and provide a new idea for all 
kinds complexity characteristics and evolution laws of complex 
power grid [4-10]. 

C. Research of the Power grid Based on Complex Network 
Theory 

Many researchers have established their complex network 
models to study the actual power grid based on actual power 
grid's data. Recent research proves that power grid also has 
characteristics of complex network, summarized as follows [3-
10]: 

1) 

2) 

3) 

4) 

5) 

Power grids have often been self-organized to critical 
state in different evolution models; 

Power grids generally have small world properties; 

Power grids have different levels scale-free properties; 

Small-world networks' specific high clustering 
parameters and low characteristic path length are easy to 
expand cascading failures' breadth and depth, which are 
easier to cause blackouts; 

Small-world grid's average interruption times and sizes 
are more than scale-free networks; 

6) Scale-free networks are easily causing small circuit 
breaking chains, but the losses are smaller, but lines 
breaking release the pressure, so as to reduce the massive 
outage probability. Scale-free electric power network can 
release pressure through small power outages. 
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III. CONSTRUCTION OF COMPLEX POWER GRID BASED ON 

MULTI-AGENT COMPLEX NETWORK 

A. Construction of Complex Power grid Based on Complex 
Network Theory 

Based on characteristics of complex network and ones of 
power grids, complex network topology model of power grid 
can be established. Concrete algorithm is as follows [4-8]: 

1) The nodes of power grid models include power plants, 
substations and transformers, regardless ground zero 
points, all nodes are considered consistent with no 
difference; 

2) High-voltage transmission lines and transformer branches 
are edges, and all edges are undirected; 

3) Only considering the high-voltage transmission networks, 
not considering main connections of distribution networks, 
power plants and substations; 

4) Topological properties of all lines are considered to be the 
same. The differences of the characteristic parameters of 
transmission lines and transmission voltage are not taken 
into consideration; 

5) Merging the power transmission lines on the same tower, 
branch parallel capacitor is excluded for removing self 
loop and multiple edge, so the model becomes the 
simplified graph; 

6) Only considering power transmission network, not 
considering the effects of distribution networks; 

7) Ignoring the physical structures of different transmission 
lines and the differences of electric parameters, so the 
model becomes undirected graph. 

B. Research of the Power grid Based on multi-agent Complex 
Network 

Introducing physical parameters to describe power grid 
characteristics, the characteristics of the power grid itself can 
be reflected in complex network models. However, the existing 
network statuses can only reflect the power grid's performance 
from the perspective of network connectivity and can't reflect 
the power grid's own characteristics well. For example, the 
difference of nodes are not considered, node might be power 
stations, substations or transformers, might also be other high
voltage load; various factors such as political, society, 
economy, geography, environment, weather, equipment and 
human effect's influences are not considered, which are 
dynamic, complicated, variable, and may produce more 
influence than the power grid itself. 

The characteristics of the power grid itself can be reflected 
in complex network models by introducing physical parameters. 
However, the existing network statuses can only reflect the 
power grid's performance from the perspective of network 
connectivity and can't reflect the power grid's own 
characteristics well. For example, the difference of nodes are 
not considered, node might be power stations, substations, 
transformers, or other high-voltage load; The influences of 
various factors, such as political, society, economy, geography, 
environment, weather, equipment and human effect's which 

are dynamic, complicated, variable, and may produce more 
influence than the power grid itself, are not considered. 

In order to solve the above problems, there are two aspects 
of work to do. On the one hand, the description of topology 
structure and the parameters meaning of actual power grid 
should be improved. For example, some new parameters are 
introduced to describe the characteristics of power grid, such as 
net-ability, path redundancy, survivability, entropic degree and 
transmission betweenness etc.; and the complex network model 
can be improved to become the weighted directed graph so that 
current transfer can be calculated better [10]. On the other hand, 
agent theory is introduced to construct multi-agent complex 
network model. Agent theory is the newest development in the 
field of artificial intelligence. The agent, with its 
responsiveness, initiation and sociality, can apperceive its 
environment and take independent action to achieve its design 
targets [11-14]. 

The agent structure is shown in Fig. 1. The relationships 
among an agent's all parts are as following: 

External 

environment 
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support 
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++ Inference 

rtJieS 

i4-+ Internal 
state 

Figure I. The structure of Agent of complex power grid 

1) Sensing module detects the information transmitted from 
external environment; 

2) Data processing and decision support module receive the 
information from Sensing module, and then makes its 
decision-making plan by combing the information with 
agent's own internal state, knowledge base and inference 
rules. 

3) Communication Modules can transfer the decision -making 
plan to affect the external environment, and directly receive 
the information from the sensing modules, simply process 
the execution information and apply it into external 
environment. 

Compared with traditional modeling and simulation, agent
based modeling and simulation can not only provide more 
realistic modeling method, but also get the emerging 
characteristics of complex system from micro to macro 
behaviors, and reveal the inner micro mechanism of complex 
system's macroscopic characteristics. Complex network theory 
and agent-based simulation can provide more satisfactory 
reality, more effective modeling means and guidance theory to 
describe and study complex power grid, which can greatly 
enhance the capacities of understanding, research and control 
of complex power grid. Therefore, complex power grid is 
established according to multi-agent complex network theory, 
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which integrates the advantages of agent theory and complex 
network, and so can reflect the essential characteristics of 
actual power grid. 

The construction of Multi-agent complex power grid: 

1) Construct the regular complex network (See Part A Section 
III); 

2) The nodes of network are agents; 

3) The network is directed; 

4) Simplify the structure of Agent, because the number of a 
grid's nodes is very large; 

5) The agents of this network can only communicate to the 
near nodes; 

6) Limit the communication in the connection and direction of 
node 

C. Validation a/Multi-agent Complex Power grid 

The complex power grid model of North China power grid 
is built according to the methods of improved complex network 
and multi-agent theory. The model is built by the actual data, 
represents the power grid as a network of 2556 nodes and 2892 
edges (See Fig. 2). The vulnerability indexes are attained, and 
then the vulnerability of the North China power grid under 
different attack modes is analyzed in this section (See Fig. 3). 

In order to test the electric betweenness' status, three 
different attack modes were combined to launch a chain of 
attacks. To prove high electric betweenness circuit is very 
fragile under attack. The modes are shown below: 

1) Random attacks 

Delete some nodes or lines; 

2) Static attacks 

Range the circuits by electric betweenness of lines or nodes, 
let every line failures happens in sequence from large to small. 

3) Dynamic attacks 

Similar to static attack, but recalculate the rest of nodes and 
lines' betweenness and degrees after each attacks. 

".6 
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Figure 2. North China power grid 
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Figure 3. Different attack of complex power grid 

The complex power grid's efficiency after the random, 
static and dynamic attacks is shown in Fig. 7, and following 
conclusions can be drawn: 

1) As far as actual power grid's operation, transmission lines 
and substations at 500kV play the roles of transmitting and 
distributing high power capacity, they are much more 
important than other substations. It is also validated that the 
proposed vulnerability indexes meet with the actual power 
grid's operation condition. 

2) It should be noted that the system is very robust against 
random attacks. Under random attacks, the curve changes 
slowly, which indicate that the power grid has stronger anti
attack ability. 

3) Under dynamic and random attacks, those nodes and lines 
with a high betweenness weight are removed, the network 
performance decreases drastically to about 20% and 40% of 
the performance after the attacks on systems. This shows 
that these nodes and lines with higher betweenness weight 
assure the convexity, but at the same time, accelerate the 
faults' spread if they are cut off. Cascading failures scale 
will be enlarged rapidly if failures occur at these nodes and 
lines, sometimes this kind of failures can result in large 
scale blackout eventually. 

4) Both after under dynamic and random attacks, the network 
performance after the attack to lines decreases more 
drastically than nodes. In other words, the lines with high 
betweeness are sensitive than the same nodes which implies 
that lines may be important in the security of power grid. 

In summary, the system is very robust against random 
attacks. But, when the nodes or lines with highest betweenness 
are maliciously attacked, the system will suffer worse 
destruction than random attack's damage. These nodes and 
lines' fault chain reaction should be avoided to decrease the 
occurrence probability of massive chain reaction. The topology 
structures of power grid have important influence on its 
vulnerability; high betweenness paths and high betweenness 
nodes have important influence on the system's vulnerability. 
Therefore, in order to increase the whole gird's reliability, the 
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key parts, especially high betweenness lines, must be enhanced 
to avoid the fault chain reaction of these parts, then to decrease 
the occurrence probability of massive accidents. 
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Figure 4. The efficiency of the complex power grid of North China grid 
under different attacks 

IV. CONCLUSION 

Modem power grid is a typical multi-level complex giant 
system. The conventional analytical methods can't provide 
sufficient guidance for its operation and management. 

Complex system theory based on holism and, has its 
specific advantages in the research on power grid. But, it has 
many limitations. In this article, we improve complex grid by 
introducing new parameters which can describe the grid's 
characters and using multi-agent. As an application, the 
complex power grid constructed with actual data from North 
China power grid is simulated and analyzed under different 
attacks. The analytical results show that the power grid is very 
robust against random attacks; but, when the nodes or lines 
with highest betweenness are maliciously attacked, the system 
will suffer worse destruction than random attack's damage. 
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