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Abstract—Video surveillance systems play an important role in
public safety monitoring and intelligent management of the sub-
way system. In this paper, we take the video surveillance system in
Suzhou Subway Line 1 as the application background and develop
a comprehensive video surveillance and management platform.
According to the hierarchical architecture of hardware devices
in the video surveillance system, the design and implementation of
this software platform in B/S framework are presented in detail.
Our platform is composed of five primitive functional modules:
video surveillance, device management, device alarm managemen-
t, storage management, and user management. These modules not
only cover the functions which are fundamental in conventional
video surveillance platform, but also include some special services
that are related to specific hardware devices. Through our video
surveillance and management platform, various resources in the
network can be uniformly integrated and controlled to realize
the convenient management and flexible operation.

Keywords—subway systems, video surveillance and manage-
ment platform, video management server

I. INTRODUCTION

Owing to the advantages of rapid speed, large capacity,
timely arrival, and low pollution, subway transportation sys-
tems become more and more popular for traffic congestion
alleviation and travel condition improvement in the cities of
China [1][2][3]. As one famous economic, industrial, commer-
cial and cultural center of Jiangsu province in China, Suzhou
also pays attention to the construction of subway in recent
years. The first subway line in Suzhou has been finished and
put into use in 2012. It crosses 6 districts with 24 stations
throughout the main body of the urban area. The successful
operation of the subway will greatly promote the development
of the city.

In the complete composition of subway construction, video
surveillance system is a fundamental and important component
[4]. Mounting the cameras on several sites in subway stations,
we can obtain real-time video to observe the current platform
environment of trains and passengers. The operation status of
trains and some devices are monitored to provide information
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for intelligent coordination and operation. In addition, timely
emergencies can be caught to make effective guidance for
public security.

In order to make the entire surveillance system more
convenient to operate, a comprehensive video surveillance
management platform is necessary [5][6]. Through this soft-
ware platform, diverse resources including hardware devices,
multimedia data, and other related information for manage-
ment can be integrated via the network. Hence, it is the core
of the entire video surveillance system.

For the networked video surveillance and management plat-
form applied in practical Suzhou subway line 1, its design and
implementation is a challenging task. Firstly, each subway sta-
tion has its independent video surveillance subsystem, which
is equipped with lots of hardware devices, such as cameras
and encoders. These devices should be managed uniformly in
a wide range. Secondly, except for the conventional users in
subway stations, other higher level users in local police stations
and public security bureau are also included in the whole
subway management system. Their different requirements on
video surveillance and management should be satisfied in
one integrated platform. Thirdly, in such a complex video
surveillance network, rapid device fault detection and alarm
prompt are important for maintenance. The running status for
a large amount of devices should be completely monitored.
Besides, various alarm information must be collected and
managed in a reasonable strategy.

In this paper, we deeply analyze the hardware topology
and functional requirements of the video surveillance system
in Suzhou subway line 1. Then, one comprehensive networked
video surveillance and management platform is developed
based on the analysis. Through this software platform, de-
mands from different user levels are satisfied to realize the
intelligent operation and management of subways. Compared
with traditional platforms, our system provide not only the
fundamental functions, such as real-time video surveillance,
video search and download, and PTZ control, but also many
services that are related to the hardware devices, such as
automatic fault detection and device map visualization.
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Fig. 1. Hardware architecture of the video surveillance system in Suzhou Subway Line 1.

The platform is developed in a Browser/Server (B/S)
architecture. Thus, all users on the network can access to
these services with Web browsers without limitation on operat-
ing systems. Compared with conventional Client/Server (C/S)
software, another advantage of B/S-based software is that all
the functions are configured and published in the Web server,
which leads to more convenient update and maintenance.

The remainder of this paper is described as below. Section
II introduces the hardware architecture of the entire video
surveillance system. Functions of some important devices are
simply presented in this section. Section III gives a general
description of the functional design and framework of the
networked video surveillance and management platform. Core
modules and their implementation are detailed in the Section
IV. At last, we make the conclusion of this paper in the Section
V.

II. HARDWARE ARCHITECTURE

The hardware architecture of the network video surveil-
lance system for Suzhou Subway Line 1 is shown in Fig.
1. We observe that the whole topology is hierarchical with
three levels, which cover 24 subway stations, two local police
stations, and one public security bureau. One local police
station governs 12 subway stations. Our networked video

surveillance and management platform is installed in the Web
server of Guangji Road police station.

Different devices are equipped according to the property
and responsibility of different levels. Devices of subway sta-
tions mainly correspond to the specific video collection. The
captured video from an individual camera is encoded to stream
format firstly. Then, stream data are transmitted via the optical
fiber to the video storage server in the related subway station.
The local police station is generally equipped with devices for
management. The video management server in police station
controls all the devices of subway station within its governing
scope. The explanations about some important devices are
briefly described below.

(1) IP camera

IP cameras are video capture devices in the video surveil-
lance system. Large amount of IP cameras are installed in key
positions for security monitoring of all the subway stations.
Two kinds of IP cameras are applied for different surveillance
target, i.e., PTZ cameras and stationary cameras. In this sys-
tem, all the collected real-time video is encoded into the data
stream with H.264 format. Then, these data are transmitted to
video management servers both in subway stations and police
stations.

(2) Video management server
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Video management server is a computer to directly control
all kinds of resources within the surveillance network. It is
the most crucial devices for general management and is the
primary target devices of our developed software platform. By
executing certain instructions, the video management server
can realize the video compression, storage and transmission
and control the activity of large number of cameras. Hard-
ware devices and other information in the local network are
uniformly managed via this server. In this system, we use the
H3C VM8000 as the chief video management server in the
police station. VM5000 is applied as the video management
server in the subway station.

(3) Video storage server

Video storage server is controlled by the video manage-
ment server and provide the basic storage services of the
collected video data. If certain storage plans are configured
in the video management server, the video storage server will
be arranged to receive relevant video streams and save them
into the specified hard disk.

III. SOFTWARE PLATFORM DESIGN

A. Functional Design

Our networked video surveillance and management plat-
form is developed based on the hardware architecture in the
Section II. The general goal of this platform is to uniformly
manage all the resources in the hierarchical video surveillance
network, and finally meet the requirements of safe operation
and convenient maintenance of subway systems. According to
the special characteristics of the whole surveillance system, we
analyze that the platform should have the following important
features and functions:

(1) Real-time video surveillance and camera control

This is the most basic function that any video surveillance
platform should have. Users can watch the real-time video
from of any camera terminal in the surveillance network.
What’s more, for the PTZ cameras, remote PTZ actions can be
directly controlled to increase the surveillance coverage area
and flexibility.

(2) Hierarchical device management

A complete video surveillance system contains various
and numerous hardware devices. These resources should be
managed and controlled in a uniform way. When status of
some equipments in the network are changed, such as adding
or removing equipment, equipment information supplement
and modification, the information should be rapidly and con-
veniently updated, At the same time, remote configuration
and maintenance to some key devices are also necessary. It
is better for device management to be visualized in a variety
of ways, such as resource list, graphical interface and icon,
and equipment map.

(3) Timely fault detection and alarm

The video surveillance system works well based on the
mutual cooperation and support of lots of hardware devices
and resources. If some important devices break down, the
surveillance task of the related subway station may not be
successfully fulfilled. Therefore, in practical applications, it is

necessary to monitor the operation status of all devices in the
surveillance network. Once an exception occurs in equipment,
the fault as well as its accurate location should be immediately
detected in the network. Then, alarms in form of sound, light,
or other ways are sent out to inform the managers.

(4) Flexible management on video storage

Considering the functions of ensuring public safety, the
public security departments need to save some historical
surveillance video in special moments as the evidences.
Through this platform, the flexible daily storage plan should
be made for any surveillance camera. Then, according to the
configured storage plan, the video management server can be
customized to store corresponding period video data. These
video resources can be convenient and flexible accessed and
transferred through the software platform.

(5) Hierarchical user level

Users must login the system with a specific account to use
various functions of the software platform. Considering that
the video surveillance network is organized with a hierarchical
structure, users should be assigned to different roles accord-
ing to their work and responsibilities. Some adjustment and
changes are also applied in the user interface with different
user types.

B. System Framework

According to the above features, modular design is adopted
in implementation of the system software, which consists of
several independent functional modules. Thus, the platform
development can be distributed to a group of persons and
the subsequent maintenance also becomes more convenient.
The division of functional modules in this software platform
is shown in Fig. 2. The five main modules correspond to the
basic requirements in the above analysis. All the functional
modules in the platform are released with the form of Web
services. Users only need to browse the web site and log in
the system with special identification messages to operate in
related modules.

This platform is developed based on the Model-View-
Controller (MVC) architecture of J2EE, which is illustrated in
Fig. 3. In MVC, the system is divided into three decoupled ob-
jects: model, view and controller. Spring + Struts + Hibernate
(SSH), which is a popular lightweight design framework with
MVC structure, is introduced in the practical implementation.
The view layer represents the user interfaces to demonstrate
specific information. Technologies of Ajax and JSP combined
with other tools like Flex and JQuery are mainly utilized in
our implementation to enrich the display effect. The control
layer processes the requirements from user interfaces and maps
them into corresponding actions for certain Web services. This
is implemented with Struts 2.0 framework. The encapsulation
of service-related data and their interactive actions with the
database is completed in the model layer. The Hibernate
framework is utilized for Data Access Operation (DAO) to
map the data object into the data base.

We deploy the MySQL database [7] to store the large
number of information in the network platform. Since MySQL
has the advantages of small volume, rapid speed, and low cost,
it has become one of the most popular lightweight database
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for medium or small Web application. In our task, except for
the large volume video data that are stored in extra storage
devices, the database only needs to manage the information
about devices, alarms, users, and so on. MySQL is sufficient
and appropriate to satisfy our management requirements.

IV. IMPLEMENTATION OF MAIN MODULES

In this section, we give a detail description of each
functional module in our networked video surveillance and
management platform. Some examples of the software inter-
face are illustrated in Fig. 4. Among the five core modules,
modules of video surveillance, storage management, and alarm
management are mainly applied to frequently operate on
the hardware devices in the network and communicate data
among them, especially video management servers. Most of
the operations on devices are realized by programming with
the help of several Application Programming Interfaces (API),
which are provided by device manufactures and embedded
in the Software Development Kit (SDK) with the format of

Dynamic Link Library (DLL). It is noted that all the needed
library files in our platform are realized with C++ language.
In order to make them easily be employed by backstage Java
programs in our web project, the Java Native Interface (JNI) [8]
is utilized based on the original API to generate new libraries
that can be directly called by Java.

(1) Video surveillance module

This module is to display the complete camera list and
show the real-time surveillance video from the selected cam-
eras. Movement control of cameras is also implemented in this
module. The main interface page is shown in Fig. 4(c)

All the cameras are listed as the tree structure that is con-
sistent the topology of hardware device distribution. Camera
names that are displayed in the leaf nodes of the tree can
be modified in the device management module. If we aim to
watch the real-time surveillance video of a camera or control
it, we need to click the camera node firstly. The IP address
and camera code can be obtained to locate the exact camera.

In order to complete the function of real-time video surveil-
lance based on web platform, the special ActiveX control is
developed based on the SDK of video management server.
ActiveX control is a component or object that is programmed
to conveniently realize some special customized functions. It is
similar to a plug-in to be embedded in the web pages to enrich
the contents and performance. We called related API to decode
the video stream data in ActiveX control to get the original
video frame. The complete image data of each frame are
obtained for display in software windows or further process.
For example, intelligent computer vision and image processing
algorithms can be introduced for automatic passenger flow
estimation and event analysis based on real-time video [9][10].

(2) Device management module

All the hardware devices in the whole video surveillance
network are uniformly checked, configured, and managed in
this module. The basic function is using the traditional list
form to show all the devices and their detailed information,
which are stored in the database of the Web server, as in Fig.
4(d). Thus, the fundamental operations on addition, deletion,
modification, and inquiries of device data items are completed
through this platform. In addition, remote configurations of
different types of devices are realized by integrating their
respective configuration channels.

One of the special functions of our platform is the device
electronic map based on Geographic Information Systems
(GIS), which give an intuition of their spatial locations and
relationships. Electronic map is a space analysis and repre-
sentation technology based on the combination of mapping
topography and computer science to show the geographic
information. The electronic map is divided into two layers:
the base map layer and the device map layer. The base map
layer is drawn with the real geographic position information
to depict subway stations and local police stations. The device
map layer shows the device according to the existing device
information and their coordinations in map.

Considering the wide experience and strong technique basis
in application fields of the electronic map, we use related
products of ArcGIS [11] for our developed platform, including
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Fig. 4. Software interface examples of the video surveillance and management platform. (a) The login page. (b) The welcome page that shows device alarms
of subway stations and police stations. (c) Real-time video surveillance in video surveillance module. (d) Device list in device management module. (e) GIS
electronic map in device management module. (f) Alarm information list in alarm management module. (g) Historical video search and play in video management
module. (h) User information list in user management module. (i) User role configuration in user management module

ArcGIS Server and ArcGIS API for Flex. With the help of the
ArcGIS map, the device addition can be realized by directly
dragging the specific device icon to a certain site in the map.
Then, this device item is saved to the database after its basic
information has been completed. Users can click any device
icon in the map to check its detailed information. Even the real-
time surveillance video can be showed in this way if the icon
denotes a camera, as in Fig. 4(e). Compared with traditional list
format, the device electronic map provides better interactive
interface for information demonstration and operation.

(3) Alarm management module

This module is to collect and manage the fault alarms
from all the hardware devices. The backstage processes of
fault detection and alarm release are controlled by the video
management server. Thus, we develop our platform with the
specific API to collect these alarm information.

The comprehensive alarm pattern is designed to alert users
for their attentions. When something goes wrong with a device
or network is disconnected, our platform will receive the
alarm information as soon as possible. Then, an alarm dialog
will appear to show the device with fault and its location.
Meanwhile, the visual alarm lamp in the page turns to red
with special sounds. All the alarm information are stored in
database. Recovery information of devices are also recorded in

this platform for further inquiry. The alarms that have not been
processed will repeat to alert the users. Specially, we design
several alarm lamps that represent subway stations along the
subway line in the map, as in Fig. 4(b). Thus, a global alarm
situation is given to users once they log in the system.

Furthermore, multiple alarm levels and rules are defined
for certain alarm types and channels. In this way, some low-
level and frequent alarms can be neglected by the alarm level
configuration.

(4) Storage management module

This module mainly focuses on the management and op-
eration for video storage. As in Fig. 4(g), the main page is
similar to that of the video surveillance module, but the tools
for historical video retrieval and download are added. Any
surveillance camera can be selected to play its historical video
with the similar technology in real-time video surveillance.
The moveable cursors are designed to choose arbitrary time
range of the playback video. These video can be compressed
and downloaded to the local storage devices with the format
of FLV.

The storage plan can be configured to save the video
data based on special requirements. A detailed plan mainly
concerns the start and end time of the video storage for each
day of a week. Each camera can be assigned with different
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storage plan for better flexibility.

(5) User management module

The operation and configuration functions that are related
to system users are contained in this module. The user list
is shown in pages of Fig. 4(h). We define three user levels
corresponding to the hardware device topology. According to
their different duty on video surveillance and management, we
specially strengthen or weaken some certain functions in above
modules. Thus, the role management function is developed to
freely customize and generate all kinds of user authorities, as
shown in Fig. 4(i). The detailed explanation of three typical
users is listed as follows.

• Subway station users. They have the lowest authority
to manage various resources only within their own sta-
tion. However, the device alarm management function
should be emphasized for their requirements for the
most rapid and complete alarm information.

• Police station users. They can control all the resources
under their governing scope. While police station users
have higher authority than the subway station users,
they need not know the device status of each subway
station. Thus, the device alarm module is omitted for
police station users.

• Public security bureau users. The function module
composition of public security bureau users is similar
to the police station users. The difference is that
they broaden their scope of management to all of the
subway stations. In addition, since they have minimal
requirements on device configuration, some functions
that relate to device management can be removed.

V. CONCLUSION

In this paper, we present the design and implementation for
a comprehensive video surveillance and management platform,
which is based on the practical video surveillance system
in Suzhou Subway Line 1. According to the hierarchical
hardware device topology and the special requirements, this
software platform is developed with B/S architecture and
modular design. Five primitive modules are included in this
platform: video surveillance, device management, device alarm
management, storage management, and user management. The
proposed platform not only complete the traditional functions
of platform for conventional video surveillance and manage-
ment, but also contain some services that relate to hardware
devices, such as automatic fault detection in network and GIS
electronic map for devices. At present, this video surveillance
and management platform is successfully applied in the op-
eration of Suzhou Subway Line 1 to uniformly control and
integrate the various resources in the network. In the future,
the advanced computer vision algorithms can be embedded
into the system to realize the intelligent surveillance of the
subway platform.
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