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14.1  Introduction

Electric power is the backbone of a national economy and the basis for the normal operation 
of social life, economic prosperity, national security, and social stability. Communities 
that lack electric power, even for short periods, have trouble meeting basic needs for food, 
shelter, water, law, and order. With the interconnection of regional power networks, modern 
power grids have already become multilevel complex giant systems consisting of physical 
infrastructures, human operators, and financial resources, involving natural, political, 
economic, social, ecological, climatic, and human factors, and man-made systems with 
the widest coverage and more and more complex structures (Wang, Zhao, & Lun, 2008). 
Modern power grids can improve their operation efficiency and promote the optimal resource 
distribution. On the other hand, the increasing system scope and complexity present new 
challenges (Zhao, 2009). In recent years, many large-scale blackouts in different countries 
have happened and caused enormous social and economic losses (Zhao, 2009).

Smart grids, i.e., intellectualization of power grids, integrate advanced sensors, measurement, 
information, computer, and control and decision support subsystems into current power grids, 
to form a new type of intelligent power grids. They can fully meet specific demands of power 
consumers, optimize power resources, ensure the security, reliability, quality, and economy of 
power supply, satisfy the constraints of environmental protection, and adapt to developments 
and changes in the power market (Wang, Scaglione, & Thomas, 2010). The key features of 
smart grids include self-healing, interactivity, optimization, integration, safety, compatibility, 
and high quality. They will not only significantly change existing power grids, but also generate 
in-depth influences on various aspects such as power generation, transmission, distribution, and 
user demand. They also allow the internal and external factors of power grids to be coupled 
more closely in multiple dimensions, such as time, space, object, objective, and information 

CHAPTER 14

Construction of Artificial Grid Systems 
Based on ACP Approach

Xisong Dong, Gang Xiong, and Jiachen Hou
State Key Laboratory of Management and Control for Complex Systems,  

Institute of Automation, Chinese Academy of Sciences, Beijing, China

Service Science, Management, and Engineering.
Copyright © 2012 Elsevier Inc. All rights reserved.

DOI: 10.1016/B978-0-12-397037-4.00014-4

http://dx.doi.org/10.1016/B978-0-12-397037-4.00014-4


286  Chapter 14

www.academicpress.com

(Metke & Ekl, 2010). Various parameter indexes, such as topology structure and network 
characteristics, will also be changed significantly.

With the development of power grids and smart grids, their intelligent and emergency management 
needs to consider engineering, social, natural, and human factors at the same time. Unfortunately, 
there are no systematic and accurate models in these cases, which is a new challenge for theoretical 
analysis and simulation research of modern power grids and smart grids:

1. The existing control theories and methods of power grids, based on  reductionism, can-
not provide good enough guidance for their operation and management or give scientific 
theoretical explanations and analytical methods for various complex  phenomena, such as 
evolution characteristics and consequent accident development mechanisms.

2. For power grids themselves, traditional simulation methods have many limitations: their 
accuracy and reliability are difficult to maintain along with the increase of complexity, and 
the power products have specific characteristics, such as nonstorage, intangible, uncertain 
random demand, and price diversity, and areas affected by power load changes include 
weather, holidays, society, economy, politics, and so on (Wang et al., 2008).

3. The conventional power simulation systems are built with physical models or  natural 
phenomena, without deep consideration of the influences of human behavior, the natural 
environment, and social factors. It is difficult to carry out the operation  assessments and 
adequate guidance for operation and management of modern power grids.  Historic statistics 
given in Table 14.1 shows that the main reasons for blackouts are natural disasters, social 
factors, and human factors, which are all beyond power grids  themselves (Zhao, 2009).

4. Future smart grids are a major advance from traditional power grids, with more complex 
configurations (see Fig. 14.1). Their complexity will be more obvious and serious, and 
traditional theoretical analysis methods cannot be applied in this area of research.

Table 14.1: The statistics of root causes of 110 blackouts.

Fault Type Number Proportion Total Proportion

 Storm 13 23.03  
 Wind 33 55.93

Natural disaster Lighting 6 10.17 53.64
 Others 7 11.86  

Human factors Protection 2 20.00
Misoperations 5 50.00  9.09

 Others 3 30.00  

Equipment failure Lines 12 41.38
Stations 15 51.72 26.36
Others 2  6.90

Energy crises 4  100  3.64
Unknown factors 8  100  7.27
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In summary: (i) the development of power grids makes their operation and management more 
and more complex; (ii) the interaction between power grids and their social, natural, and 
engineering factors becomes closer and closer; (iii) existing research theories and methods 
are inadequate for a thorough study of power grids. In most cases, it is impossible to establish 
systematic, sufficient, and accurate models, and reductionist methods cannot effectively 
achieve this. Hence, new solutions need to be sought, new concepts and methods need to be 
introduced, and new theoretical systems need to be set up.

To overcome the limitations of traditional theories and methods, this chapter presents a novel 
solution based on the ACP approach and complex system theory, which is integrated with 
complex network theory and multiagent methods. The solution can establish artificial grid 
systems, which are “equivalent” to actual power grids, and realize such functions as control 
and management, experiment and evaluation, learning and training, fault diagnosis and 
optimization, and then discover an effective way to realize the optimal operation of power 
grids in normal conditions and emergency management in abnormal conditions. The solution 
can also research characteristics of smart grids, such as self-healing and strong resistance, to 
provide theoretical support and reference for their development.

Figure 14.1: From traditional power grid to future smart grid.
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The remainder of the text is organized as follows: Section 14.2 introduces the ACP approach; 
Section 14.3 gives complex network characteristics of power grids and the construction of 
a complex power grid network model; Section 14.4 presents the design, construction, and 
case study of the artificial grid systems, which are based on multiagent complex networks; 
Section 14.5 gives a case study; conclusions are drawn in Section 14.6.

14.2  ACP Approach

ACP means Artificial systems (A), Computational experiments (C), and Parallel execution (P), 
where “A” is the base and core and a virtual world corresponding to a real system is created based 
on modeling and simulation, “C” is the methods and means, and “P” is the purpose. The ACP 
approach allows us to construct artificial systems running parallel to the actual system, through 
parallel execution of these two systems and computational experiments in artificial systems, to 
provide a qualitative and quantitative basis for decision making, and to control and manage the 
actual systems better (Wang & Ranson, 2004). In fact, classical control theories and modern 
control theories are all versions of the ACP approach (Wang, 2007b). The ACP approach is more 
advantageous because it provides a new way of thinking and a different perspective for complex 
systems (Wang, 2004c). Based on traditional “small” closed-loop control, social and human 
factors are added to form “large” closed-loop control. On the basis of this, the actual systems 
and their “equivalent” artificial systems can construct double closed-loop control systems (see 
Fig. 14.2). The first characteristic of the ACP approach is to change the nondominant position 
of artificial systems. It can change their roles from passive to active, from static to dynamic, 

Figure 14.2: The basic framework of the ACP approach.
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from offline to online. Finally, they would have equal status with actual systems. Thus, artificial 
systems can play their roles fully in the control of actual systems (Wang, 2004a).

Considering all factors such as engineering, society, human, and environment, the ACP 
approach combines theoretical modeling, experience modeling, and data-driven modeling 
to overcome the limitations of traditional methods of modeling complex actual systems. 
Then, artificial systems “equivalent” to actual systems can be developed. The interactions 
among various factors of actual systems and their evolution laws under normal and abnormal 
conditions can be studied by computational experiments or “trials” based on artificial systems 
(Wang, 2004a). The understanding from artificial systems is ensured to be “equivalent” to 
that from actual systems (Wang, 2004b; Wang et al., 2008). In addition, actual systems and 
artificial systems can be compared and analyzed through their connections, and “reference” 
and “estimation” of their future status can be studied. Then, their control and management 
methods can be adjusted accordingly. Finally, parallel execution can be implemented by 
the following laws: in normal circumstances, artificial systems are used to understand 
various evolution laws of actual systems, then their control objectives can be continuously 
optimized, and the possibility of abnormal situations occurring can be reduced; in abnormal 
circumstances, emergency control methods of actual systems can quickly recover to their 
normal state, so as to reduce their losses (Wang, 2004a, 2006).

14.2.1  Artificial Systems

In the ACP approach, “A” denotes development of artificial systems “equivalent” to actual 
systems. The accuracy of approximation to an actual system is important in traditional computer 
simulations. However, it is no longer the only objective of an artificial systems approach. Instead, 
the system represented by the artificial system is considered “real,” i.e., another possible reality 
of the target system. Based on this assumption, the real system is just one of all possible realities 
of artificial systems, and the behaviors of the real system and artificial system are different but 
are considered to be “equivalent” for their evaluation and analysis (Wang, 2006).

There are no effective and widely accepted modeling methods for complex systems, especially 
those involving human behaviors and social organizations. Artificial systems could be the 
most promising methods among the new modeling approaches.

14.2.2  Computational Experiments

Traditionally, the research on complex systems has been very difficult. For example, the 
tests of research objects are usually impossible because of factors such as nature, economics, 
laws, and ethics. The research on complex systems often uses passive observations and 
statistical methods, because active tests, active evaluations, and repeatable experiments are 
difficult to carry out. Even though some experiments have been done, too many subjective, 
uncontrollable, and unobservable process factors have affected the validation and usage of 
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the results and conclusions. Because analytical reasoning can only solve a limited number 
of problems, it is critical to find an effective way to conduct experiments for further research 
into complex systems (Wang, 2004b).

Modeling based on artificial systems shows promise for this purpose. Using artificial systems, 
the behavior of complex systems can be predicted and analyzed. Controllable experiments that 
are easy to manipulate and repeat can be designed and conducted. The various factors involved 
in computational experiments, which are a natural extension of computer simulations, can be 
evaluated and quantitatively analyzed. They require attention to basic design issues relevant to 
calibration, analysis, and verification. They also follow design principles such as replication, 
randomization, and blocking, similar to those experiments done in the physical world. A comp- 
arison between normal power simulation and an artificial grid system is shown in Table 14.2.

14.2.3  Parallel Execution

Parallel execution of actual systems and artificial systems can be implemented by using the 
results of computational experiments. On the one hand, the goals of actual systems can be 
achieved when they are guided by various results of computational experiments. On the 

Table 14.2: Comparison between normal power simulation and computational experiments 
based on artificial grid systems.

Normal Power Simulation
Computing Experiments Based on Artificial 

Grid Systems

Object Physical power system Physical power system, its society and people

Modeling method Mechanism modeling Mechanism, data and experience modeling

Modeling scope Engineering complexity, such as 
equipment and process

Engineering complexity, social complexity

Simulation type Simulation and real-time 
simulation

Real-time simulation and super-real-time simulation 
(predict)

Dynamics type Transient Transient, medium- and long-term dynamics

Object scale Small scale Large scale

Object scope Specific local part (plant, 
transformer substation, etc.)

Whole power system

Object involved Physical power system only Physical power system, its natural, economic, social, 
and human factors

Control means Plan response Scenario response

Control manner Prior plans Active defense and prevention

Control format Offline plan Online response

Control methods Simulate actual situation Computational experiments based on artificial grid 
systems
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other hand, the implementation results of actual systems are fed back to artificial systems 
for amendment. Then, artificial systems and actual systems can progress and improve at the 
same time (Wang, 2004a).

Parallel execution means one or more artificial systems run simultaneously with actual 
systems, and they provide a control and management mechanism of complex systems through 
comparison, evaluation, and interaction with their artificial systems. Parallel execution can 
also apply those methods and algorithms developed in simulation-based optimization and 
adaptive control (Wang, 2006).

At present, the ACP approach has been successfully applied in the control and management 
of emergencies (Wang, 2007a), traffic systems (Wang, 2010; Wang & Tang, 2004; Xiong, 
Wang, Zou, Cheng, & Li, 2010), and ethylene production (Xiong, Wang, Zhu, & Cheng, 
2010). Among them, PtMs (parallel traffic management system) has been successfully 
applied in TaiCang and the 16th Asian Games held in Guangzhou, China (Wang, 2010).

14.3  Complex Network Characteristics of Power Grids

Over a long period, in the research of power grids, researchers often only considered natural 
environmental factors, equipment factors, and manipulation factors, but rarely analyzed the 
characteristics of the whole power grids. Traditional analytical methods often pay attention to 
individual dynamic characteristics of all parts, and the dynamic behaviors of the power grids 
are analyzed through modeling simulation methods or multidimensional partial differential 
algebraic equations. In essence, these methods, which are still reductionist, do not reveal the 
grids’ whole dynamic behavioral characteristics.

Power grids have many typical characteristics of complex systems and complex networks. 
The novel complex network theory provides a new perspective in the research of grids 
(Rosas-Casals, 2010; Watts & Strogatz, 1998; Xu, Zhou, Li, & Yang, 2009, Yu, Dwivedi, & 
Sokolowski, 2009).

14.3.1  Complex Network Theory

The most complex systems in the world can be described in the form of complex networks. At 
the primary stage of complex network research, the connection topology was assumed to be 
completely regular, but a regular network model is not sufficient to describe the networks in 
the real world. In 1960, Erdös and Rényi put forward the concept of random networks, which 
greatly stimulated network research (Erdös & Rényi, 1960). Watts and Strogatz proposed 
the “small-world” network model in 1998 and analyzed the complexity of power grids 
(Watts & Strogatz, 1998). In 1999, Barabási and Albert revealed the “scale-free” characteristic 
(Barabási & Albert, 1999). These advances overcame the shortage of random networks and 
revealed many characteristics of complex networks.
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For a complex network G with N nodes and M edges, its main parameters are as follows:

1. Degree, average degree, and degree distribution: The degree ki of node i is the number of 
edges connecting to this node. It can indicate the importance of the node to some extent. 
The average degree <k> of the network is defined as the average value of the degree of all 

 nodes, where k
N

k
< >

ii

N

1= =
/

. The degree distribution P(k) is defined as the probability that 

a randomly chosen node has degree k. The topological characteristics of the whole network 
can be found using P(k). P(k) describes the degree distribution of all nodes, and indicates 
the topological characterization of the whole network d.

2. The shortest paths: The shortest path is defined as the path with the smallest weight (or 
the fewest nodes from the specific starting node to the end node among all paths).

3. Distance and average path length: The distance dij between the nodes i and j is defined 
as the number of edges that compose the shortest path connecting the two nodes. If the 
nodes i and j are unconnected, then dij = N. The average path length L is defined as the 
mean of the distance of all pairs of nodes:
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4. Clustering coefficient: Assuming the degree of node i is ki, these ki nodes are called 
the  neighboring nodes of node i’s neighboring nodes. Ei is defined as the number of 
actual edges among these ki nodes. The possible maximum number of links among 

the  neighboring nodes of node i is 
k k
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5. Betweenness: Line betweenness Bij is defined as the number of times the line (i, j) is 
crossed by the shortest paths between any two nodes in G. Node betweenness Bi is defined 
as the number of times the node i is crossed by the shortest paths between any two nodes 
in G. The betweenness indicates the importance of a node or line in the  network. Larger 
betweenness of the node or the line is more important because the  shortest paths are pass-
ing through them.

6. Giant component size: Giant component size is defined as the number of nodes in the 
 biggest connected subgraph.

7. Network redundancy: Network redundancy is defined as the shortest path length of the 
two nodes after removing the edges of any two nodes that are connected directly. If there 
is no such path, we let this be infinity.
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With the development of power grids, especially smart grids, their nodes, edges, and their 
connections become more and more complex, and the network topological structure and main 
parameters have changed tremendously.

14.3.2  Complexity of Power Grids

Power grids are the biggest man-made systems, which are multidimensional, nonlinear, time-
varying, and large-scale systems. The nonlinearity, variety, hierarchy, integrity, statistics, self-
similarity, self-organization, and criticality of power grids all satisfy the general characteristics 
of complex systems. Power grids also have the general characteristics of complex networks, 
such as large-scale and dynamic behavior complexity of network nodes, sparse and structural 
complexity of connections, unpredictability and complexity of network spatial-temporal 
evolution, and so on (Bai et al., 2006; Chen, Sun, Cao, & Wang, 2007; Rosas-Casals, 2010; 
Sun, 2005; Watts & Strogatz, 1998; Xu et al., 2009; Yu et al., 2009; Zhang et al., 2008).

The complex network theory provides a novel perspective in the research of grids, by which 
the characteristics of the whole grid network can be grasped and the corresponding dynamic 
characteristics can be explored. The research of network dynamic problems, particularly 
dissemination and cascading, is an important reference to explain the inherent mechanisms of 
blackout and cascading failures and to design appropriate preventive measures. Vulnerability 
assessment of power grids based on complex network theory is an approach used for 
exploring the inherence of cascading failures.

Power grids are strong, large-scale, nonlinear, dynamic systems, and they can be considered 
as complex networks constructed by power plants, transformer substations, and high-voltage 
transmission lines with different connection modes (Bai et al., 2006; Chen et al., 2007; 
Rosas-Casals, 2010; Sun, 2005; Watts & Strogatz, 1998; Xu et al., 2009; Yu et al., 2009; 
Zhang et al., 2008). A complex network theory based on holism, including structural 
characteristics, transmission dynamics, and synchronous theory development, can provide 
new insights into research of power grids. It can scan the dynamic characteristics from a new 
angle, and provide new ideas for all kinds of complex characteristics and evolution laws of 
complex power grids (Bai et al., 2006; Chen et al., 2007; Sun, 2005; Xu et al., 2009; Yu et al., 
2009; Zhang et al., 2008).

14.3.3  Construction of Complex Power Grid Network Model

Based on the characteristics of complex networks and power grids themselves, a complex 
networks topology model of power grids can be established. Concrete algorithms are as follows:

1. The nodes of power grid models include power plants, substations, and transformers, 
regardless of ground zero points, which are considered consistent with no differences.
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2. High-voltage transmission lines (100 kV or above normally) and transformer branches 
are edges, which are considered undirected.

3. The transmission networks and substations of distribution networks and low-voltage 
transmission lines are not considered.

4. Topological properties of all lines are considered to be the same. The differences of 
the characteristic parameters of the transmission lines and voltage are not taken into 
 consideration.

5. Merging the power transmission lines on the same tower, with the branch parallel capacitor 
excluded to remove self-loops and multiple edges, the model becomes a simplified graph.

14.3.4  Some Results of Research on Power Grids Based on Complex Networks

Recent research proves that power grids have the characteristics of complex networks, such as 
“small-world” and “scale-free.” Therefore, many researchers have established their complex 
network models to study actual power grids based on the data of actual grids. Some research results 
of power grids based on complex networks are summarized as follows (Bai et al., 2006; Chen et al., 
2007; Sun, 2005; Xu et al., 2009; Yu et al., 2009; Wei & Liu, 2010; Zhang et al., 2008):

1. Power grids have often been self-organized to a critical state in different evolution models.
2. Power grids generally have “small-world” properties.
3. Power grids generally have different levels of “scale-free” properties.
4. Power grids have specific higher clustering coefficients and lower average path lengths, 

which easily expand the breadth and depth of cascading failures and easily cause  blackouts.
5. The average interruption times and scales of “small-world” grids are longer than those of 

“scale-free” grids.
6. The “scale-free” grids may easily cause smaller breaking chains, but the loss is smaller. 

This breaking of lines can release the pressure, so as to reduce the probability of massive 
outage. “Scale-free” power networks can release pressure through small grid outages.

14.4  Construction of Artificial Grid Systems

The basic idea of the artificial grid system is the application of the ACP approach. Firstly, 
comprehensively considering various factors in power systems, including the equipment 
characteristics, human factors, and social factors, the artificial grid system can be constructed. 
Secondly, by computational experiments based on the artificial grid system, comprehensive, 
accurate, and timely assessments and amendments for the planning, design, operation, and 
management scheme of actual power systems can be carried out without high cost and risk. 
Finally, a parallel system is built to connect the artificial grid system with actual power 
systems, and therefore their control, operation, and management can be carried out through 
parallel execution and feedback (Wang et al., 2008).
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The architecture of artificial grid systems has four levels: fundamental component level, data and 
knowledge level, computational experiment level, and parallel execution level (see Fig. 14.3).

14.4.1  Artificial Grid Systems

The modeling principles of an artificial grid system are to break through the traditional 
concepts and it can be taken as a kind of reality, which is one of the future states into which 
actual power systems will evolve. In addition, the actual power systems can be taken as one 
of many possible future states, whose behaviors are different but “equivalent” to the behaviors 
of the artificial systems.

The artificial grid system is a revolutionary improvement of power simulations. Power system 
simulation is a reductionist method using computers and numerical modeling technologies 
to simulate various characteristics, states, and development of actual power systems. 
Fundamentally, it is a kind of up-down passive method. However, artificial grid systems 
are a bottom-up active integrated research method. The artificial grid system is composed 
of all kinds of artificial components, especially human and social behaviors. Furthermore, 
economic, temporal, and feasibility factors are also possible reasons to transform traditional 
power simulations into an artificial grid system. In most cases, the conclusion and effective 

Figure 14.3: Architecture of artificial grid systems.
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Figure 14.4: Parallel system of a smart grid.
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range of the artificial grid system aims at specific targets and accuracy requirements. At 
present, many methods used in traditional system modeling can directly be applied in the 
construction of the artificial grid system.

In conclusion, the artificial grid system can model actual power systems over a broader range 
and higher logic level, and carry out computing and analysis from qualitative to quantitative 
complexity. It integrates mechanism modeling, data modeling, and experience modeling, 
and considers engineering, social, and human factors. It can describe actual power systems 
and smart grids well enough to simulate, assess, and improve their operational evolution and 
emergency management. Therefore, the artificial grid system can provide an innovative and 
practical way to realize the intelligent operation and management of power systems.

Based on the artificial grid system, computational experiments can be designed and analyzed. 
Then, parallel execution can be implemented by using the results of computational experiments 
integrating active power systems. Parallel power systems can also be constructed. Figure 14.4 
shows the framework of a parallel system of a smart grid.

14.4.2  Design and Construction of Artificial Grid Systems

The characteristics of power grids can be reflected in complex network models by introducing 
physical parameters. However, the existing network statuses can only reflect the performance 
of the grids from the perspective of network connectivity and cannot reflect their own 
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 characteristics well. The differences between nodes are not considered, which might be power 
stations, substations, transformers, or other high-voltage loads. Moreover, the effects of various 
factors, such as political, societal, economical, geographical, environmental, weather, equipment, 
and human, which are dynamic, complicated, variable, and may have more influence than the 
power grids themselves, are also not considered.

To solve the above problems, there are two aspects of work to be done. On the one hand, 
the description of topological structure and the definition of parameters for a complex 
power grid network should be improved. Some new parameters are introduced to describe 
the characteristics of power grids, such as net-ability, path redundancy, survivability, 
entropic degree, and transmission betweenness. In addition, the complex network models 
can be improved to become weighted directed graphs so that current transfer can be 
calculated better (Wei & Liu, 2010). On the other hand, agent theory is introduced to 
construct multiagent complex network models. Agent theory is a new development in the 
field of artificial intelligence. The agent, with its responsiveness, initiation, and sociality, 
can recognize its environment and take independent action to achieve its design targets 
(Karnouskos & Holanda, 2009; Pang, Gao, & Xiang, 2010; Pipattanasomporn, Feroze, & 
Rahman, 2009). The interaction among agents and their communication agreements can 
realize the control targets of the entire systems.

Complex network theory and agent-based simulation can provide more satisfactory reality, more 
effective modeling means, and guidance theory to describe and study complex power grids, and 
can greatly enhance their capacities of understanding, research, and control. Compared with 
traditional modeling and simulation methods, agent-based modeling and simulations can not only 
provide more realistic modeling methods, but also find the emerging characteristics of complex 
systems from micro- to macrobehaviors, and reveal their inner micromechanism macroscopic 
characteristics. Therefore, the artificial grid systems are established based on multiagent complex 
network theory, which integrates the advantages of agent theory and complex networks. They can 
then reflect the essential characteristics of actual power grids (Dong et al., 2011).

The agent structure of an artificial grid system is shown in Fig. 14.5:

1. Sensing modules can detect the information transmitted from an external environment.
2. Data processing and decision support modules can receive the information from sensing 

modules, and then make their decision-making plans by combing the information with 
agents’ own internal state, knowledge base, and inference rules.

3. Communication modules can transfer the decision-making plans to affect the external 
environment, and directly receive the information from the sensing modules, simply 
 process the execution information, and apply it in the external environment.

Based on multiagent complex network theory (processing grids’ mechanism themselves), 
combining the Monte Carlo (processing history and real-time data) and fuzzy neural 
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network methods (processing experience) with multiagents (processing human factors), 
artificial grid systems “equivalent” to actual power grids can be developed (see Fig. 14.6). 
Using computational experiments executed on the artificial grid systems (see Fig. 14.7), the 
nonlinear dynamics evolution of power grids, including prediction, generation, secondary 

Figure 14.5: The structure of an agent of an artificial grid system.
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changes, derivation and coupling, and variation under various unexpected incidents, can be 
tested. Then, network topology, parameter variation, forecast, analysis, decision making and 
recovery program and blackouts prediction, occurrence, development, and crisis management 
can be studied. Finally, emergency plan formulation, site management, and decision support 
can be provided for actual power grids, and the interaction between various social and human 
factors and power grids can be studied. The effects and anti-effects of human and social 
behaviors and reaction can be analyzed under various unexpected situations, and the effects 
of different solutions can be evaluated and optimized to provide reference, guidance, advice, 
and theoretical support for normal and abnormal operating conditions.

The multiagent complex power grids can be constructed as follows:

1. Construct the regular complex network (see Section 14.3.3).
2. The network is directed based on the direction of the current grids.
3. The nodes of the network are the agents.
4. Simplify the structure of the agents, because the number of grid nodes is very large.
5. The agents of the network can only communicate to the nearby nodes.
6. Limit the communication of the agents in the connection and direction of node agents.
7. Determine the directions of lines by the communication of the agents.

Using computational experiments in the artificial grid system, the control, operation, 
scheduling, security, optimization, and management of power grids can be researched, and 
their rolling optimizations in normal situations and emergency management in abnormal 
situations can be studied.

Figure 14.7: Computational experiments based on artificial grid systems.
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14.5  A Case Study

The artificial grid system of North China power grids (see Fig. 14.8) is built according to the 
ACP approach and multiagent complex networks. The model is based on the actual data, which 
represents the power grids as a network of 2556 nodes and 2892 edges. The vulnerability indexes 
are attained, and then the vulnerability of the North China power grids under different attack 
modes is analyzed in this section.

Three different attack modes based on different nodes or lines with different degrees or 
betweenness were combined to launch a chain of attacks. The modes are as follows:

1. Random attacks
 Delete some node or line agents randomly.
2. Static attacks
 Delete the lines or nodes according to their degrees or betweenness from large to small.
3. Dynamic attacks
 Delete the lines or nodes with the largest degrees or betweenness, and recalculate their 

degrees or betweenness after every attack; repeat this process.

A total of 10 such links are removed one after the other, and the system’s efficiency is 
calculated after every attack, which will reflect the system’s robustness to such attacks.

Figure 14.8: North China power wiring diagram (220 kV and above).
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The efficiency of the artificial systems after each attack is shown in Fig. 14.9, and the 
following conclusions can be drawn:

1. The nodes or lines with the highest degrees or betweenness, which are usually the 
 transmission lines and substations at 500 kV based on actual power grids, play the roles 
of transmitting and distributing high power capacity, and they are much more important 
than others. It is also validated that the proposed vulnerability indexes agree with the 
operating condition of actual power grids.

2. Under random attacks, the curve changes slowly. However, under the dynamic or static 
attacks, when those nodes or lines with higher degrees or betweenness are removed, the net-
work performance decreases drastically. This implies that the system is very robust against 
random attacks and there is no protection ability against deliberate attacks. This shows that 
these nodes or lines with higher degrees or betweenness guarantee the superimportance in 
the system. The scale of cascading failures will increase rapidly if failures occur at these 
nodes or lines. Sometimes this type of failure can eventually result in large-scale blackout.

Figure 14.9: The efficiency of the artificial systems of North China power under different attacks.
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3. For nodes and lines with higher betweenness, after dynamic and static attacks, the 
 network performance after the attacks to lines decreases more drastically than for 
nodes. In other words, the lines with higher betweenness are more sensitive than the 
corresponding nodes, which implies that lines may be more important in the security 
of power grids.

4. For nodes with higher degrees or betweenness, after dynamic and static attacks, the 
network performance after the attacks to nodes with higher betweenness decreases more 
drastically than for those with higher degrees. In other words, the parameter betweenness 
may be more sensitive than the degree, which implies that betweenness may be more 
important in the architecture of power grids.

5. At the same time, the performance after dynamic attacks is lower than static attacks, 
which again shows the importance of nodes or lines with higher degrees or betweenness.

In brief, the system is very robust against random attacks. However, when the nodes or lines 
with higher betweenness or degrees are maliciously attacked, the system will suffer worse 
destruction than the damage from random attacks. To update the whole grid’s reliability, 
the protection and safeguard of these nodes or lines must be strengthened, which is closely 
associated to network structure. The topological structures of power grids have an important 
influence on their vulnerability.

Using computational experiments in the artificial grid systems, topology and various 
parameter index changes and the corresponding effects on a smart grid’s security can also 
be researched. Its characteristics, such as self-healing, security, and strong resistance, 
can be studied, and theoretical guidance and reference for smart grid development can be 
provided.

14.6  Conclusions

Modern power grids are typical multilevel complex giant systems. Conventional analytical 
theory and methods based on reductionism cannot provide sufficient guidance for their 
operation and management.

This chapter puts forward and studies how to construct artificial grid systems based on the 
ACP approach using multiagent complex networks. Based on the artificial grid systems, 
the control, scheduling, optimization, and management of modern power grids can be 
improved. In particular, their rolling optimizations in normal situations and emergency 
management in abnormal situations can be guided theoretically and supported technically. 
The proposed approach can provide scientific guidance for security and stability, quality, 
and economical operation of power grids. It can improve the operations and management 
level and economic efficiency of power companies, reduce production costs, and enhance 
their innovation, adaptability, and comprehensive competitiveness. The topology and 
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various parameter index changes and their effects on smart grids can be theoretically studied 
to guarantee self-healing, security and strong resistance. As a case study, the artificial grid 
system with actual data from the North China power grid is constructed, simulated, and 
analyzed under different attacks.
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