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Abstract—Cyber-trafﬁcking is the illegal transport of humans,
drugs, weapons, or goods by means of Internet-enabled
electronic devices. Currently, there is a lack of surveillance
and understanding of the rapidly growing social concern
about cyber-trafﬁcking (CT). This paper describes the CyberTrafﬁcking Surveillance System (CyTraSS) and provides
preliminary ﬁndings of using the system to monitor CT social
media discussions. CyTraSS supports ﬂexible collection, analysis,
and visualization of social media content, user linkage, and
temporal features. The CyTraSS database contains a focused
collection of over 2,318,691 social media messages posted by
over 740,070 users who discussed about trafﬁcking crimes
and issues. CyTraSS supports keyword search, sentiment
analysis, message statistics summarization, and inﬂuential leader
identiﬁcation. Emotion expressed in social media messages is
extracted and aggregated quantitatively to indicate community
mood. We examined three use cases about a sex trafﬁcker
identiﬁed by a ﬂight attendant, Federal use of private prisons,
and trafﬁcking cases related to Beijing. These time-sensitive
incidents are highly-relevant to CT and were identiﬁed by using
clues provided by CyTraSS. The results have strong implications
for understanding CT concern on social media.
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I. I NTRODUCTION
Concern about the use of cyberspace to facilitate organized crimes is increasing [1]. Cyber-trafﬁcking – the illegal
transport of humans, drugs, weapons, or goods by means of
Internet-enabled electronic devices – is growing rapidly [2].
Illegal drug and weapon trading produce up to US$36 billion
proﬁts annually, and human trafﬁcking creates up to 27 million
slaves and 4 million victims globally [3].
Social media provide unprecedented opportunities for mass
interactive communication. Despite availability of general
search engines [4] and some analytics effort [5], there is a
lack of surveillance and monitoring of the rapidly growing
social concern and online discourse about cyber-trafﬁcking
(CT). From a practical viewpoint, social media can provide
important intelligence for public policy making and situational
understanding of cyber-trafﬁcking [6]. The need to automate
the intelligence gathering and analysis process creates new
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challenges for researchers, systems developers, and decision
makers. In this research, we developed an intelligent system
for cyber-trafﬁcking surveillance and monitoring, and conducted case studies to provide preliminary ﬁndings of using
the system to monitor CT social media discussions.
II. R ELATED W ORK
Cyber-trafﬁcking (CT) relates to the disciplines in social sciences and information sciences. Social scientists have observed
that legislative and enforcement initiatives have outpaced social science research, challenging policy making and evidence
collection [3]. For example, most of recent publications on
human trafﬁcking lack sufﬁcient data to make accurate projections on prevalence of the trafﬁcking crime (p. 8, [7]). On the
other hand, information scientists have developed social media
analytics to collect, monitor, analyze, summarize, and visualize
social media data [8]. These techniques may be applied to the
discovery and understanding of public CT concern.
Cyberspace is increasingly facilitating open discussion of
trafﬁcking [2]. CT activities have been documented on social
media, news sites, online classiﬁed advertisement lists, and
online chat rooms [9]. Despite the rapid growth of these media,
researchers are only beginning to understand the problems of
cyber-trafﬁcking recently. One project developed an approach
to identify indicators and trends of sex trafﬁcking through
phone numbers displayed on online escort advertisements
[10]. Another project built datasets of online news and call
records and three prototypes on analyzing social trends of
human trafﬁcking [5]. A three-level framework was created in
[11] to categorize data related to human trafﬁcking. Despite
these efforts, research on studying public concern about CT is
scarce.
Sentiment analysis and emotion extraction are important
tools for understanding social media content [12]. As social
media create relationships and interactions of users, network
analysis helps to identify opinion leaders and experts, to
characterize social inﬂuence [13], to analyze business stakeholders [14], and to visualize networked relationships [15].
Despite prior research, there is a lack of systems that supports
surveillance and monitoring of cyber-trafﬁcking concern.
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III. R ESEARCH D EVELOPMENT
A. Research Questions
To address the research needs, we developed the CyberTrafﬁcking Surveillance System (CyTraSS) that supports intelligent analyses and visualization of social media about
public CT concern. Using CyTraSS, we tried to answer several
questions of both scientiﬁc and practical values: (1) What is
the online community of social media users who are concerned
about cyber-trafﬁcking? (2) How can an intelligent system for
monitoring cyber-trafﬁcking concern be developed? (3) What
incidents about trafﬁcking can be discovered by using the
search and analysis functions of the system? The following
provide technical details and some use cases of CyTraSS.
B. Data Collection
In CyTraSS, social media data are collected from Twitter,
a major U.S.-based social media platform that provides an
application programming interface for limited data collection.
Eight domain-speciﬁc queries were selected (through empirical testing) to search for social media posts from Twitter.
The database contains over 2,318,691 social media messages
posted by over 740,070 users who discuss trafﬁcking crimes
and issues. These users created over 2,018,461 links through
social media messaging. Keyword search, interactive visualization, and statistical summarization are supported. Figure 1
shows screenshots of CyTraSS’s results of searching “fentanyl,” a recreational drug often linked with overdose deaths
and illegal drug trafﬁcking.
C. Analyses and Visualization
The sentiment and emotion of social media posts found by
CyTraSS are computed as their respective scores by comparing
 

 

 

 

  

Fig. 1. Results Obtained from the Cyber-Trafﬁcking Surveillance System

keyword occurrence in an emotion lexicon (with 13,901 wordemotion associations over eight emotion types) developed
by over 2,000 human taggers [16]. User interactions and
relationships in the social media posts are extracted from the
data to create social networks that can be monitored over
time. CyTraSS’s leader board shows (by default) top leaders
ranked by their betweenness centrality [17], among ﬁve other
ranking methods. For example, the “CNN Freedom Project”
was identiﬁed as the most inﬂuential leader in Figure 1.
CyTraSS displays message statistics, aggregate daily message count and emotion / sentiment scores (with ﬂexible time
ranges), adjustable time slider, and leader board that provide
coordinated visualization to enhance analysis effectiveness.
IV. P RELIMINARY R ESULTS
We conducted case studies and analyses of the social media
messages and interaction of the CT community and report
below the preliminary ﬁndings (as of April, 10, 2017).
A. Communities Detected by CyTraSS
Three communities were detected through the search function, visualization, and emotion analysis of CyTraSS.
(1) Flight Attendant Identiﬁed a Human-trafﬁcking Case:
The CyTraSS bar-chart for the emotion “Joy” indicates a surge
of the emotion intensity on February 6, 2017. A detailed
examination of the emotion spike by clicking the bar of that
date shows a list of messages mostly related to the news that
an Alaska Airlines ﬂight attendant correctly identiﬁed a sex
trafﬁcker who took the ﬂight with an under-aged girl, the
alleged victim.
(2) Federal Use of Private Prisons: A high intensity of anger
was recorded by CyTraSS on February 24, 2017. The date also
marks the highest message count over the recent six months.
Social media messages (with high anger scores) posted on
that date are mostly linked with news that the U.S. Attorney
General, Mr. Jeffrey Session, signaled support for the federal
government to continue its use of private prisons. Many social
media users dubbed it “modern-day slavery.”
(3) Trafﬁcking Cases Related to Beijing: A keyword search
of “Beijing” on CyTraSS shows that several types of trafﬁcking incidents were reported. These include a high-proﬁle
human trafﬁcking trial involving smuggling dozens of women
from Philippines and Indonesia using falsiﬁed visa documents,
a mobile app that helps recover hundreds of missing children,
antiques trafﬁcking, and accusation of organ trafﬁcking against
a former ofﬁcial.
B. Trends in Social Media and Networks
The top ten most inﬂuential leaders identiﬁed by CyTraSS’s
social network algorithms are shown in Figure 2. Ranked
ﬁrst in the list, Nick Grono, is CEO of the U.K.-based
Freedom Fund, a private philanthropic initiative focusing on
ending modern slavery. Other leaders are also related to ﬁght
against human trafﬁcking, child pornography, and sex trade.
Table I shows distribution of key terms in all the messages,
revealing major concerns in human trafﬁcking, followed by
sex trafﬁcking and drug trafﬁcking.
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inﬂuential leaders and user emotion over time. Future directions may include conducting more in-depth analyses of the
ﬁndings to validate with real-world observations of trafﬁcking,
comparing between CyTraSS and alternative means of search
and analyses, and developing browse and search techniques to
enhance intelligence discovery.
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Fig. 2. Most Inﬂuential Leaders Identiﬁed by CyTraSS
TABLE I
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modern slavery
sex trafﬁcking
substance trafﬁcking
trafﬁcking
weapon trafﬁcking

Message Count
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814,244
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786
1,014,590
9,793

Percentage
9.92%
0.11%
34.8%
3.33%
0.95%
13.5%
21.84%
0.03%
43.36%
0.42%
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