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Abstract—In order to achieve effective protection of digital im-
age information and provide anti-attack capability for encrypted
image, this paper proposed an ACP-based Approach to color
image encryption using DNA sequence operation and hyper-
chaotic system. By using the ACP method which is a way to
solve the social computing problem, the influence of the chaotic
data from the real world and the influence of the chaotic data
from the simulation on the encryption were combined. First,
obtaining chaotic data in reality, we made artificial random
images by using cloud model; Then, chaotic data in reality were
used to encrypt the artificial random image while chaotic data in
simulation were used to encrypt the original image; Finally, using
the method of parallel execution, combining with the influence
of the chaotic data of the two groups, performing DNA-XOR
operation on two groups encryption results and we get the final
encrypted image. The simulation results show that the algorithm
has a good encryption effect and a larger secret key space to
the key. In addition, the algorithm can also resist the brute
attack and differential attack, and achieve the hyper-chaotic
image encryption in the disadvantages of low chaos.

Keywords—Image encryption, The ACP method, Hyper-chaotic
system.

I. INTRODUCTION

Digital image encryption is a very important research di-
rection of digital image information security. Digital image
encryption based on chaos theory has been the hotspot of
digital image encryption research in recent years, and has
become the main research direction of digital image encryp-
tion technology. With the development of research, chaotic
image encryption algorithm is combined with some others
technologies such as artificial intelligence, signal processing
and bioinformatics, so a number of robust image encryption
algorithms were proposed [1]–[13].

Because the existing hyper-chaotic encryption technology is
mostly based on four-dimensional chaotic system, it is easy to
be attacked by phase space reconstruction method [14], [15],
and the development and application of supercomputing ability
put forward new challenges to chaos image encryption. It is
necessary to introduce the idea of solving complex system.

Fei-Yue Wang proposed the ACP(Artificial societies, Com-
putational experiments, Parallel execution) method [16]–[20],
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which is based on the complex system approach to the basic
framework of the research about modeling and control of
complex systems. This paper further explores the chaos of
chaotic system in chaotic encryption algorithm based on the
ACP method, and uses the ACP method to combine the chaotic
data in reality with chaotic data in simulation.

II. RELATED WORK

A. Hyper-chaotic system

The dynamical equation of Chen’s hyper-chaos is:
x′ = a(y − x)
y′ = −xz + dx+ cy − q
z′ = xy − bz
q′ = x+ k

(1)

where, a, b, c, d, k are the system parameters. when a = 36,
b = 3, c = 28, d = 16 and k ∈ [−0.7, 0.7], the hyper-chaotic
system have four chaotic sequences in the chaotic state. While
k is set as 0.4, we got two positive Lyapunov exponents of
the hyper-chaos.

B. DNA sequence operations

As we know that there are four nucleic acid bases
A(adenine), C(cytosine), G(guanine) and T(thymine) in DNA
sequence, where A and T are complementary, G and C are
complementary. And the rules of the DNA code to encode the
color image are shown in Table I.And corresponding to eight
kinds of DNA encoding rules, we adopt one type of addition
operation shown in Table II, the subtraction operation is shown
in Table III and the XOR operation is shown in Table IV.

TABLE I
DNA ENCODING RULES

1 2 3 4 5 6 7 8

A 00 00 01 01 10 10 11 11
T 11 11 10 10 01 01 00 00
G 01 10 00 11 00 11 01 10
C 10 01 11 00 11 00 10 01

TABLE II
ADDITION OPERATION FOR DNA SEQUENCES

+ A G C T

A A G C T
G G C T A
C C T A G
T T A G C
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TABLE III
SUBTRACTION OPERATION FOR DNA SEQUENCES

- A G C T

A A T C G
G G A T C
C C G A T
T T C G A

TABLE IV
XOR OPERATION FOR DNA SEQUENCES

XOR T A C G

T A T G C
A T A C G
C G C A T
G C G T A

C. The cloud model

Let U be a quantitative universal set and C be the qualitative
concept related to U. If x ∈ U, which is a random realization
of the concept C, and x satisfies x ∼ N(Ex,En′2), where
En′ ∼ N(En,He2), and the certainty degree of x on C is

µ = exp[− (x− Ex)2

2(En′)
2 ]

then the distribution of x on U is a normal cloud, and every
x is defined as a cloud drop.

The normal cloud model employs the expected value Ex,
the entropy En, and the hyper-entropy He to represent the
concept. Ex is the mathematical expectation of the cloud drops
distributed in the universal set. En is the uncertainty measure-
ment of the qualitative concept. Given the three parameters
Ex, En, He, the normal cloud model can be generated.It was
called the forward Gaussian cloud algorithm [21].

III. CHAOTIC DATA IN REALITY

Most studies show that China’s stock market act obvi-
ously hyper-chaotic and nonlinear dynamic [22]–[24]. And
chaotic system can be defined by Lyapunov coefficient. This
paper uses the ex dividend data on “Pudong Development
Bank”,“CITIC Securities” and “Hang Seng Electronics” since
January 1st, 2014 to January 1st, 2017, so the Lyapunov
coefficient can be calculated through small data method [25],
[26], which results are 0.0930, 0.0868 and 0.0696.

Calculate the maximum Lyapunov coefficient through small
data method [25], [26] of the seven chaotic data used in
the encryption algorithm 1, and the number of the Lyapunov
coefficients greater than 0, the coefficient is 2.117, and the
number is 4. This is greater than the 6-dimensional hyper-
chaotic system [27], [28]. That proves the algorithm improves
the chaos.

IV. IMAGE ENCRYPTION ALGORITHM BASED ON THE ACP
METHOD

A. Selection of secret key

x1, y1, z1, q1 are randomly initial values in Chen’s hyper-
chaotic system mentioned in II-A, it an be seen as the secret
keys, in accordance to x1 = 0.3, y1 = −0.4, z1 = 1.2, q1 =
1.0 and the related system indexes are a = 36, b = 3, c = 28,
d = 16 and k = 0.2. We build three one-dimensional cloud
model, which was mentioned in II-C, the digital characteristics
for the first cloud model is Ex1, En1, He1 and N , the digital
characteristics for the second cloud model Ex2, En2, He2
and N , the digital characteristics for the third cloud model
Ex3, En3, He3 and N . We use Ex1 = 0, En1 = 1, He1 =
0.02, Ex2 = 0, En2 = 4, He2 = 0.02, Ex3 = 0, En3 =
1, He3 = 0.08 and N = 1000000.

B. Algorithm description

As is well-known, there are inextricably links between chaos
theory and simple cryptography, and chaotic dynamics shows
some features that are desirable for the cipher system. Chaos
was proposed by American meteorologist Lorenz in the 1960s.
Since chaos system has good pseudo-random and uncertain,
chaos system has great key space in image encryption. Yet the
technology of attack is changing with the times. Many paper
[14], [15] show that the images generated by a chaotic system
are vulnerable to attacks. Therefore, in order to improve the
security of the algorithm, it is necessary to combine the chaotic
encryption algorithm with other methods. There are two facts,
one is that the existing hyper-chaotic encryption technology is
based on four dimensional chaotic system, which is easy to be
attacked by the phase space attack method, the other is that
the development and application of supercomputer computing
power is a new challenge for chaos encryption. Because of
the two facts, the idea of solving complex systems needs to
be introduced. And the ACP method is the basic framework of
the research about modeling and control of complex systems.

We propose an ACP-based approach to color image encryp-
tion using DNA sequence operation and hyper-chaotic system.
Our encryption algorithm consists of three steps:

1) Step A, artificial encryption;
2) Step C, computational experiment;
3) Step P, parallel execution.

And our encryption steps were described in Algorithm.1, the
flow chart is shown in Fig.1.The process of decryption is
an inverse process of encryption. In the research of image
encryption, this paper first introduces the ACP method and
combines the thought with image encryption algorithm.

1) Artificial encryption: Generating artificial images, in a
sense,we can be seen as a random “encrypted image”. In
many cases, researchers can only improve security through
iterative encryption. And we use an artificial random image
to replace the secret map that has been encrypted several
times, improving the security of the encrypted image only
once. During the generate process, the primary use of the cloud
model with randomness is generated.
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Fig. 1. The flow chart

Algorithm 1: Hyper-chaotic DNA Coding Digital Image
Encryption Based on ACP Method

Input: Color image I(m,n, 3), Secret key x1, y1, z1, q1, k,
Ex1, En1, He1, Ex2, En2, He2, Ex3, En3,
He3 and N

Output: Encrypted image E
Step A: 1: Execute artificial random image generation
algorithm IV-B1 to generate artificial random image
I ′(m,n, 3)
Step C and P: 2: Execute artificial random encryption
algorithm IV-B2 to get encrypted artificial random image
matrix R′′, G′′, B′′

Step C and P: 3: Execute an blocking encryption
algorithm based on DNA encodings and simulate chaos
IV-B2 so that R′, G′, B′ can be calculated
Step C and P: 4: Apply DNA XOR rule(2) shown in
Table. IV to R′, G′, B′ and R′′, G′′, B′′. RE(i, j) = R′(i, j)⊕R′′(i, j)

GE(i, j) = G′(i, j)⊕G′′(i, j)
BE(i, j) = B′(i, j)⊕B′′(i, j)

i = 1, 2, 3, ......,m;

j = 1, 2, 3, ......, n

(2)

5: Decode RE , GE , BE according to the corresponding
decoding method to get three binary matrix. Recombine
them to write int color image E.
6: return Encrypted image E

We build three one-dimensional cloud model, which was
mentioned in II-C, the digital characteristics for the first cloud
model is Ex1, En1, He1 and N , the digital characteristics
for the second cloud model Ex2, En2, He2 and N , the digital
characteristics for the third cloud model Ex3, En3, He3 and
N .

Given three one-dimensional cloud model’s parameters, the
artificial random image can be generated. And this is given
the artificial random image generation algorithm we call it.

We apply the forward Gaussian cloud algorithm [21] under
the digital characteristics of Ex1, En1, He1, Ex2, En2,
He2, Ex3, En3, He3 and N to generate chaotic sequences
x′ = {x′1, x′2, x′3, ......, x′N}, y′ = {y′1, y′2, y′3, ......, y′N}
, z′ = {z′1, z′2, z′3, ......, z′N}. For x′, do the following

transformation:

x′i = [255× x′i − x′min

x′max − x′min
], i = 1, 2, 3, ......, N

In the above equation, x′i is any element from sequence x′,
x′min represents the minimum value in x′, while x′max is the
maximum value of x′, [·] represents the maximum integer that
not exceeding ·. Apply the transformation mode of x′ to y′, z′

to generate new sequence x′, y′, z′ in interval [0, 255].
Firstly, we generate 3 image matrix R(m,n), G(m,n),

B(m,n) by roles below
R(i, j) = x′(j−1)×m+i

G(i, j) = y′(j−1)×m+i

B(i, j) = z′(j−1)×m+i

i = 1, 2, 3, ......,m;

j = 1, 2, 3, ......, n

Then, combine matrix R(m,n), G(m,n), B(m,n) to write
into original color image I ′(m,n, 3). Finally, we get the
artificial random image I ′(m,n, 3).

2) Computational experiment: First of all, we use the
chaotic data in reality to encrypt the artificial random images
and get the matrix of artificial random encrypted image.In
the algorithm, there are three chaotic sequences in reality
x′′, y′′, z′′ . And we use sequences x′′, y′′, z′′ in position
scrambling and use sequences x′′, y′′, z′′ in block addition by
the DNA addition operation. This is given the artificial random
encryption algorithm we call it. We convert the color image
I ′(m,n, 3) to 3 image matrices R′(m,n), G′(m,n), B′(m,n)
and encode them by DNA coding in Table I.

First, we reorder stock-chaotic data sequence
x′′, y′′, z′′, which are x′′ = {x′′1, x′′2, x′′3, ......, x′′1095},
y′′ = {y′′1, y′′2, y′′3, ......, y′′1095}, z′′ =
{z′′1, z′′2, z′′3, ......, z′′1095}: [lx′′, fx′′] = sort(x′′)

[ly′′, fy′′] = sort(y′′)
[lz′′, fz′′] = sort(z′′)

In the above equation, [·, ·] = sort(·) is the sort function, fx′′

is the new sequence after x′′ ascending, lx′′ is the location in
original sequence of fx′′ sequence. The relation between fy′′

and ly′′, also fz′′ and lz′′, is same as fx′′ and lx′′.
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Second, make the following transformation: R′(i, j) � R′(lx(i), ly(j))
G′(i, j) � G′(lx(i), lz(j))
B′(i, j) � B′(ly(i), lz(j))

In the above equation scrambling R′′, G′′, B′′ by choosing
chaotic sequence combination (x′′, y′′, z′′), among them, i =
1, 2, · · · ,m, j = 1, 2, · · · , n × 4, R′(i, j), G′(i, j), B′(i, j)
are respectively gray value of R, G, B channels in (i, j).

Third, we divide scrambling R, G, B into small blocks
Rb′(i, j), Gb′(i, j), Bb′(i, j), i = 1, 2, · · · , m4 , j =
1, 2, · · · , n , size of small block is 4 × 4. And according to
the DNA addition rule in Table. II, add all blocks in Rb, Gb,
Bb by the following equation. Rb′(i, j)← Rb′(i, j) +Rb′(lx′′(i), lz′′(j))

Gb′(i, j)← Gb′(i, j) +Gb(ly′′(i), lz′′(j))
Bb′(i, j)← Bb′(i, j) +Bb(lx′′(i), ly′′(j))

among them, i = 1, 2, · · · ,m, j = 1, 2, · · · , n× 4
So fourth, we regroup small blocks, Rb′(i, j), Gb′(i, j),

Bb′(i, j) are R′′, G′′, B′′ and get the matrix of artificial
random encrypted image R′′, G′′, B′′.

Finally, we use a hyper-chaotic system to encrypt the orig-
inal image.In the algorithm, there are four chaotic sequences
x, y, z and q generated by Chen’s hyper-chaotic system.
We use sequences x, y, z in position scrambling and use
sequences x, y, q in block addition by the DNA addition
operation. We convert the color image I(m,n, 3) to 3 image
matrices R(m,n), G(m,n), B(m,n) and encode them by
encoding method. We reorder Chen’s hyper-chaotic system
to generate 4 chaotic sequences , scramble the color image
I(m,n, 3) and regroup the small blocks to get the encrypted
three channel image by a similar approach to the artificial
random image generation algorithm. And this is given the an
blocking encryption algorithm based on DNA encodings and
simulate chaos we call it.

3) Parallel execution: We use hyper-chaotic encryption
to encrypt the original image and image encryption using
chaotic data in reality to encrypt artificial image, both parallel
execution, in the end, perform DNA-XOR operation on two
groups encryption results and we got the final encrypted
image.In the process of encryption, the adoption of parallel
technology increases the efficiency.Our algorithm make the
influence of chaotic data in reality and hyper-chaotic system’s
data are combined.

Through the virtual interaction between actual chaotic data
and artificial chaotic data, the chaos of the algorithm is
improved III, and the security is improved V-B.

V. EXPERIMENTAL RESULTS AND ANALYSIS

A. Simulated Results

In this paper, we use the standard 256×256×3 color images
“Lena” and “Baboon” shown in Fig.2 as the input images.
Utilize Matlab 7.1 to simulate the encryption and decryption
operations and set parameters x1 = 0.3, y1 = −0.4, z1 = 1.2,
q1 = 1.0, k = 0.2 Ex1 = 0, En1 = 1, He1 = 0.02, Ex2 =

0, En2 = 4, He2 = 0.02, Ex3 = 0, En3 = 1, He3 =
0.08 and N = 1000000. The encrypted images of “Lena” are
shown in Fig.2(b), the decrypted images of “Lena” are shown
in Fig.2(c).

(a) Original
image of
“Lena”

(b) Encrypted
image of
“Lena”

(c) Decrypted
image of
“Lena”

(d) Original
image of
“Baboon”

(e) Encrypted
image of “Ba-
boon”

(f) Decrypted
image of “Ba-
boon”

Fig. 2. Simulate Results

B. The Security Analysis

A good encryption algorithm should resist all kinds of
known attacks, such as exhaustive attack, statistical attack and
differential attack, etc [1]–[3], [29]. In this section, we will
take the Lena picture as an example and discuss the security
analysis of the proposed encryption scheme, and perform an
encryption experiment

1) Ability of resisting exhaustive attack: In our algorithm,
the initial value and the system parameter of the Chen’s hyper-
chaotic system which was mentioned in II-A and the cloud
model which was mentioned in II-C can be seemed as secret
key. Thus, there are fourteen secret keys in Algorithm. 1. If
the precision is 10−15 , the secret key’s space is 1015×1015×
1015×1015×1015×1015×1015×1015×1015×1015×1015×
1015 × 1015 × 1015 = 10210 ≈ 2700. Accordingly, the secret
key’s space is large enough to resist exhaustive attack.

2) Ability of resisting statistical attack:
a) Histogram analysis and information entropy: Com-

paring Fig. 3(a) and 3(d), 3(b) which shows the histograms of
R, G and B channels from original image and 3(e), 3(c)and
3(f) which shows the histograms of R, G and B channels from
encrypted image respectively, we find that pixel values of R, G
and B channels from original image concentrate some values,
but the corresponding histograms of R, G and B channels from
encrypted image are nearly uniform. Hence, our algorithm can
withstand statistical attack.

We can use the information entropy to express uncertainties
of the image information.For an ideally random image, the
value of the information entropy is 8. [29] The information
entropies of three channel encryption images(R, G, B) are
shown in Table V, all of which are very close to the theoretical
value 8, which demonstrates that the cipher images are almost
close to random sources and the information leakage in the
encryption process is negligible.
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Fig. 3. Histograms of the original image and the encrypted image

TABLE V
THE INFORMATION ENTROPY OF ENCRYPTED IMAGE

R G B

H 7.9987 7.9983 7.9987

b) Correlation coefficient analysis: We randomly select
5000 pairs in horizontal, vertical, and diagonal directions of
adjacent pixels from the original image and the encrypted
image to test the correlation between two adjacent pixels. From

TABLE VI
CORRELATION COEFFICIENTS OF TWO ADJACENT PIXELS IN ORIGINAL

IMAGE AND ENCRYPTED IMAGE

The original image The encrypted image
R G B R G B

Horizontal 0.98 0.959 0.9852 0.0681 0.0471 0.0044
Vertical 0.9804 0.9559 0.9347 0.0422 -0.0119 0.1271

Diagonal 0.9852 0.9856 0.9856 0.0497 0.0703 0.1043

Table VI, it can be seen that the correlation coefficient of the
adjacent pixels in R, G and B channels from encrypted image
is close to 0. It shows that the our image encryption algorithm
has strong ability of resisting statistical attack.

3) Resistance to differential attack: NPCR (Number of
Pixels Change Rate) and UACI (Unified Average Changing
Intensity) are generally devoted to evaluating the impact
caused by one-pixel change on the plain-image.

Two images that are encrypted with one-pixel value dif-
ference in their original images are recorded as C1(i, j) and
C2(i, j). NPCR is used to measure the percentage of different
pixel numbers between C1(i, j) and C2(i, j), while UACI is
used to measure the average intensity of the differences be-
tween C1(i, j) and C2(i, j). They are defined by Eqs.(3)(4)(5)

D(i, j) =

{
D(i, j) = 0 C1(i, j) = C2(i, j)
D(i, j) = 1 C1(i, j) 6= C2(i, j)

(3)

NPCR =

M−1∑
i=0

N−1∑
j=0

D(i, j)

M ×N
× 100% (4)

UACI =

M−1∑
i=0

N−1∑
j=0

|C1(i, j)− C2(i, j)|

256×M ×N
× 100% (5)

where M and N are the height and width of the image.
We obtain the results by simulating experiment, which are
shown in Table VII. The results can illuminate that our image
encryption algorithm has strong ability of resisting differential
attack.

TABLE VII
NPCR AND UACI OF THE ENCRYPTED IMAGES OF “LENA”

NPCR/% UACI/%

R 99.81 39.27
G 99.84 38.54
B 99.8 38.74

C. Speed analyses and performance comparison
Chaos-based image encryption scheme is mostly composed

of permutation process and diffusion process. Thus, the round
number of permutation, diffusion and image-scanning op-
erations directly influence the running time. Table VIII is
the performance comparison of different methods to meet
a satisfactory security level. In this respect, our encryption
algorithm has higher running efficiency than Refs. [3]–[5], [8],
[9], [12] .

TABLE VIII
PERFORMANCE COMPARISON OF DIFFERENT METHODS TO ACHIEVE A

SATISFACTORY SECURITY LEVEL

Method NPCR UACI The round number of
Image-scanning Permutation Diffusion

Ours > 0.996 > 0.333 1 2 2
Ref [3] > 0.996 > 0.333 6 3 3
Ref [4] > 0.996 > 0.333 3 4 4
Ref [5] > 0.996 > 0.333 2 2 2
Ref [8] > 0.996 > 0.333 4 2 2
Ref [9] > 0.996 > 0.333 4 4 2

Ref [12] > 0.996 > 0.333 6 3 3

Our algorithm is compared with those in [1]–[13] . The re-
sults are shown in Table IX. It is observed that the information
entropy of ours is closest to 8 bits expect [2] and [12] . For
key space analysis, the space of this scheme is large enough
to resist the exhaustive attack. The value of NPCR and the
value of UACI is greater than those of others. It is clear that
the performance of our image encryption algorithm is nice as
a whole.

VI. CONCLUSIONS

In this paper, an ACP-based approach to color image
encryption using DNA sequence operation and hyper-chaotic
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TABLE IX
PERFORMANCE OF THE PROPOSED SCHEME AND THIRTEEN COMPARABLE

METHODS

Methods Keyspace Entropy NPCR/% UACI/%

Ours 2700 7.9986 99.81 39.02
Ref [1] 2349 7.997 99.5804 33.4782
Ref [2] 2212 7.9998 99.122 33.1298
Ref [3] 2370 7.9896 99.6521 33.3438
Ref [4] 2100 7.9972 99.6175 33.4152
Ref [5] 2239 7.998 99.6063 34.1951
Ref [6] 2233 7.9968 99.5506 33.4055
Ref [7] 2299 7.9897 99.6033 33.4655
Ref [8] 2186 7.9989 0.0004 0.0005
Ref [9] 266 7.9975 99.6077 33.457
Ref [10] 2128 7.997 99.57 33.42
Ref [11] 2269 7.9974 99.59 33.42
Ref [12] 2505 7.99881 99.60917 33.46566
Ref [13] 2327 7.9007 99.58 33.43

system is proposed. There an ACP method is used to combine
the influence of the chaotic data in reality on the encryption
with the influence of the chaotic data in the simulation on
the encryption. We can get the encrypted image through three
steps which are artificial encryption, computational experiment
and parallel execution. Through the experimental results and
security analysis, we found that our algorithm achieves a good
encryption effect and has a larger secret key space. In addition,
the algorithm can also resist exhaustive attacks and statistical
attacks. All above indicate that this paper overcomes the
shortcomings of low chaos in hyper-chaotic image encryption,
which is more suitable for image encryption than traditional
chaotic image encryption algorithm.
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