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Abstract. This paper introduces a new approach for topic-oriented information
detection and scoring (TOIDS) based on a hybrid design: integrating characte-
ristic word combination and self learning. Using the characteristic word combi-
nation approach, both related and unrelated words are involved to judge a
webpage’s relevance. To address the domain adaptation problem, our self learn-
ing technique utilizes historical information from characteristic word lexicon
to facilitate detection. Empirical results indicate that the proposed approach
outperforms benchmark systems, achieving higher precision. We also demon-
strate that our approach can be easily adapted in different domains.
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1 Introduction

TOIDS is a critical task in Intelligence and Security Informatics (ISI)[1,2]. Briefly,
there are two problems demanding prompt solution. First, due to free wording and
phrasing in web pages, most existing systems pale to differentiate topic related infor-
mation from the others [3][4]. Secondly, traditional domain-oriented design blocks
system’s transferring ability, making domain adaption nontrivial [5][6]. In this paper,
we propose a hybrid approach that utilizes characteristic word combination to im-
prove domain-specific performance, while addressing the domain adaption problem
by self learning.

The rest of the paper is structured as follows. Section 2 reviews related work in
topic oriented information detection. In section 3, we present the architectural design
and detailed technical information of our TOIDS system. Section 4 reports the results
of our evaluation study. Section 5 concludes this paper with a summary.

2 Related Work

TOIDS has been attracting attention increasingly since the frequent occurrence of
social security incidents [7]. Topics concerned in this paper include: pornographic
violence, criminal offence, terrorism, public health and so on. Previous studies on
topic-oriented information detection can be roughly categorized into two groups:
heuristic dictionary-based methods and machine learning methods. In the following,
we will review concrete research in each category.

2.1 Dictionary-Based Methods

Dictionary-based methods mainly employ a predefined dictionary and some hand
generated rules for detecting topic-related webpage. Matching techniques, such as:

M. Chau et al. (Eds.): PAISI 2011, LNCS 6749, pp. 36 2011.
© Springer-Verlag Berlin Heidelberg 2011



Topic-Oriented Information Detection and Scoring 37

Forward Maximum Matching (FMM), Reverse Directional Maximum Matching
(RMM) and Bi-directional Maximum Matching (BMM) are employed to make relev-
ance judgment based on word matching. Primal disadvantages of such systems lie in
three aspects. First, the performance greatly depends on the coverage of the lexicon,
which unfortunately may never be complete because new terms appear constantly.
Secondly, without context taken into consideration, misunderstanding may be in-
curred in judgment procedure, especially when solid matching used over context
sensitive words. Finally, judgment based on single characteristic word is highly unre-
liable, especially when several common words are used together to express topic
related information[8].

2.2 Statistical and Machine Learning Methods

Some researchers cast topic-oriented information detection as a classification task. Li
et al. [8] uses kernel based method to filter sensitive information. Greevy and Smea-
ton [3] classify racist texts with Support Vector Machine. In paper [7], Zhou et al.
employ MDS to analyze hyperlink structures, thus uncovering hidden extremist group
Web sites. Tsai and Chan [9] use probabilistic latent semantic analysis to detect key-
words from cyber security weblogs. However, main drawback of such methods is
their paleness in domain adaption, a key problem inherent in most statistical methods.

In this paper, we focus on improving detection precision by using characteristic
word combination, akin to previous work in [8]. Apart from related words, we also
involve unrelated words to make the final judgment. To facilitate domain adaptation,
we integrate self learning technique by deducting based on historical prediction
results. The following session will present all the technical details in our TOIDS
system.

3 A Hybrid Approach for TOIDS

Figure 1 illustrated our proposed hybrid approach. We first extract characteristic
words from training data, and then utilize topic related and unrelated characteristic
words to generate word combination features for statistical model. Finally, we con-
struct characteristic word lexicon with self learning based on prediction results. We
believe this design could improve performance from two ways: word combination can
help filter topic related web pages with higher accuracy. At the same, self learning
will improve recall rate by enlarging its lexicon iteratively. This can also be consi-
dered as an effective way for domain adaption by utilizing information learned from
new domain.

3.1 Z-Score Algorithm

Characteristic words originally refer to those words representative for topic related
information. In order to extract such words, we employ Z-Score algorithm, similar to
[10]. To meet our objective for TOIDS, we redefined the contingency tale, as given in
Table 1.



38 S. He et al.

Extract Train ME
features model

— >
training
data

characteristic words

v

related words |« 4
< ME model

unrelated words

] v
testing extract Test with
data features ME model

Fig. 1. Flow chart of TOIDS system

Table 1. Contingency table for characteristic word extraction

Topic related Rest
o a b a+b
notm c d c+d
a+c b+d n=a+b+c+d

In table 1, the letter a represents the number of occurrences (tokens) of the wordw
in topic related documents. The letter b denotes the number of tokens of the same
wordwin the rest of the whole corpora while a + b is the total number of occurrences
in the entire corpora. Similarly, a + ¢ indicates the total number of tokens in topic
related documents. The entire corpora corresponds to the union of ‘Topic related’ and
‘Rest’ that contains n tokens (n=a+ b + ¢ + d).

Here, we define a variable Zscore(w) to measure the representative ability of
word w according to Muller's method [10].

a—n!Pr (w)

Zscore(w) =
Jn! Pr(w) - (1 = Pr(w)) W

where:
Pr(w) = (a+b)/n )
nl=a+c 3)

As a rule, we consider words whose Z-Score values are above 0.8 as related while
those below -0.8 as unrelated. The thresholds used here are chosen according to our
best configuration in experiments. In word combination, we incorporate related and
unrelated words into characteristic word set, for we believe both kinds of words
are useful. With stop words pruned, related and unrelated words are added into the
lexicon with their respective Z-Score value.
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3.2 Statistical Model

As each webpage document is composed of sentences, thus, we intend to use the
relevance of each sentence to derive a document’s relevance, of which the former one
comes down to a binary classification task. Here, we adopt Maximum Entropy Model
(MEM) [11] to classify the relevance of each sentence. Features used here are mainly
extracted based on characteristic words within a sentence, and grouped into four cate-
gories: n-gram word feature, n-gram POS feature, word number feature and finally,
major POS feature. Table 2 lists these features with a detailed description.

Table 2. Features used in Maximum Entropy model

Feature Type Description
n-gram word Related n-gram for related words
Unrelated n-gram for unrelated words
n-gram POS Related n-gram for related POS tags
Unrelated n-gram for unrelated POS tags
word number Related related word number in current sentence
Unrelated unrelated word number in current sentence
major POS Related POS tag correspond to highest Z-Score value
Unrelated POS tag correspond to lowest Z-Score value

3.3 Topic Oriented Information Detection and Scoring Algorithm

To derive the relevance of document d, we introduce a variable Rel_score(d):

Rel_score(d) = #Rel_Sentence/#Sentence 4)

in which #Sentence indicates the total number of sentence in the current web page
while #Rel_Sentence indicates the number of related ones predicated by machine. If
Rel_score(d) exceeds 0.5, then it is considered as related.

For scoring with more concrete measurement, we also calculate the relevance de-
gree for each web page. This is quantified by calculating the relevance probability in
average for all sentences in a webpage, for we believe that prediction probability for
each class could depict the relative importance of sentence in fine—grained level. In
our TOIDS system, the original relevance degree is scaled into 5 levels'.

3.4 Self Learning

For the problem of low coverage rate as well as domain adaption, we design a self
learning technique by utilizing historical information. Specifically, we augment
characteristic word lexicon based on prediction results: words that occur in related
sentence yet not found in unrelated word lexicon are added to related word lexicon;
words that occur in unrelated sentence yet not found in related word lexicon are added

! Rel_degree(d) values fall into span within [0, 0.5) are cast to 0, those within [0.5, 0.6) are
cast to 1, those within [0.6, 0.7) are cast to 2, those within [0.7, 0.8) are cast to 3, and all
above 0.8 are cast to 1.
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to unrelated word lexicon. Thus, information from historical prediction can be reused
in later classification phase.

4 Experiments and Results

We evaluate our approach from three aspects: the effectiveness of characteristic word
combination, the influence of self learning and the ability of domain adaptation. Scor-
ing results from actual system are also provided.

Corpora used in our experiments are comprised of about 5000 webpage documents
from 10 websites, where 5 are non-governmental websites, the other are portals web-
sites. One point worth mentioning here is that documents are crawled from websites
directly rather than retrieval with specified key words, thus, the vocabulary set is
open. This aspect guarantees that no priori knowledge of the test corpora is provided,
which is highly similar to the circumstance in industrial applications. All collected
web pages are manually labeled by professional knowledge engineers. Incompletely
statistics show that there are about 20 percent of topic related documents in the whole

corpora. The performance is measured by F-score, F = B+ 1:]RP/( ER + P), where R
and P are recall and precision rate respectively. For high recall rate preference, we

prioritize R by setting Fto2.

Table 3. System comparison under different configurations

Round Precision  Recall F-Score
ME + SingleRelWordMatch 62.38 84.36 75.49
ME + RelatedWordCom 79.84 82.75 81.76
ME + CharacteristicWordCom 82.30 82.81 82.64
ME + CharacteristicWordCom + Self-Learning  83.49 83.02 83.18

To test the effectiveness of characteristic word combination and self learning, we
evaluate the performance of MEM under different configurations. In our experiment
setting, 4-fold cross validations are conducted. Final results are reported in Table 3.

In table 3, ‘ME + SingleRelWordMatch’ serves as a base line system, which im-
plements same combination strategy in [8]. In this experiment group, features for ME
model are extracted only based on uni-gram related words. In comparison, round ‘ME
+ RelatedWordCom’ indicates that word combination could bring performance im-
provement. When unrelated words added to group ‘ME + CharacteristicWordCom’,
performance was further boosted, from 81.76 to 82.64. This is primarily attributed to
the improved detection precision, where unrelated words may play a key role. The
effectiveness of self learning is justified from the last row in Table 3. For quantitative
analysis, we have calculated ROOV value for our data set, which is defined as the
ratio of word number in the training data compared to that in the testing data. The
average value is 57.48, indicating a relatively low coverage rate. After classification
procedure finished, statistics show that entries in our characteristic word lexicon in-
crease averagely by 30 percent. We guess this portion of information remedies low
coverage rate and ultimately attributed to overall performance improvement.
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In domain adaptation experiment group, we subtract one sub-collection related to
transportation (500 documents) to test another one concerning criminal incidents (400
documents). In this experiment, whenever one hundred new documents were classi-
fied, F-score is recalculated over all testing documents processed till the current time.
Experiment results are given in Figure 2.

Performance variation tendency

Performance

100 200 o0 a00 s00
Document Processed

Fig. 2. Performance variation tendency

Table 4. Scoring results from TOIDS system

Title Rel score
T SRR R 5

One Bullet The contradiction between Ma Ying-jeou and Lien Chan faces ...

TRt 68.6 JTLEREET) L. 4

For debt collection of 686,000, men armed with knives ...

TR AT K HR 29K 5 5

Transport Minister in Henan province Dong Yongan collapses ...

WM Wi 5k fedts 2 4¢... 3

Jailed Russian oligarch uses 200,000,000 ...

Inspection into performance variation tendency in Figure 2 reveals that: historical
prediction results have guided current classification phase. This consists with our
original objective in design.

Apart from topic related information detection, results of our scoring strategy from
a real TOIDS system are provided in Table 4, which only presents part of the filtered
web pages with relevance degree level higher than 3.

5 Conclusions

In this paper, we propose a new method for TOIDS based on characteristic word

combination and self learning. By integrating unrelated words into word combination,

precision rate is improved while keeping recall rate at a high level. We solve domain

adaptation problem by accumulate characteristic words from historical information.
Our future work includes the following:

e Use quantified Z-score of characteristic words to judge a sentence’s
relevance.
e Distinguish the importance of sentences occurring at different positions.
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e Implement mutual enhancement mechanism between sentence and document
for their relevance are prohibitively interdependent.
e  Enable mistakenly extracted characteristic words eliminated automatically.
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