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Abstract

Deep learning plays a central role in the current rise of artificial intelligence.

Models based on deep learning can not only achieve great performance on classifi-

cation, segmentation, clustering and many other tasks, but also deal with rapidly

growing size of accessible training data because of their high computation capac-

ities. In this report, we study two popular problems in deep learning. One is

anomaly detection, the other one is adversarial machine learning.

Anomaly detection aims to detect abnormal events by a model of nor-

mality. It plays an important role in many domains such as network intru-

sion detection, credit card and mortgage fraud detection, medical image and

so on. Existing approaches for anomaly detection can be divided into five cat-

egories: probability-based, distance-based, reconstruction-based, domain-based

and information-theory-based. In this report, we propose a new domain-based

anomaly detection method based on generative adversarial networks (GAN).

Compared with traditional anomaly detection methods which depends on stat-

ic data generation, dynamic data generation based on GAN can describe the

boundary of normal data more effectively. In our methods, minimum likelihood

regularization which regularizes the generator can make it produce more anoma-

lies and prevent it from converging to normal data distribution. We also propose

proper ensemble of anomaly scores to improve the stability of discriminator ef-

fectively. In our experiment, we show that our method has achieved significant

improvement than other anomaly detection methods on Cifar10 and UCI dataset-

s.

Adversarial machine learning is also widely studied for treating the weakness

of machine learning models. Recently, a lot of work has been done to demonstrate

that machine learning models are vulnerable to make mistakes on some simple

samples, although they make great performance in many tasks. Such simple

samples are called adversarial samples. One well-studied kind of adversarial

samples is defined as perturbing the inputs subtly to lead the models to make
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wrong decisions. In this report, we treat another kind of adversarial samples

which is closely related to classical adversarial samples. We demonstrate that

machine learning models can also misclassify some data which are quite different

from original ones as some known classes in high confidence scores. We first

produce such data by a generator and than propose adversarial training for the

classifier to improve the performance of recognition. We use feature matching to

train the generator such that the output of real data in feature space are the same

as that are produced by the generator. We also train a binary classifier whose

positive class is real data and negative class is that produced by the generator.

Our generator is trained to produce samples which are easily recognized by the

binary classifier in original space and difficultly recognized in feature space by

the original classifier. In our experiment, we show that our algorithm is effective

to improve the performance of classifier to recognize unknown classes.

Key Words: adversarial machine learning, outlier detection, deep generative

models
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²·���{éOr©aì£O��a�5U´k��"

·���w(�Xeµ1�Ù0�É~:uÿÚm�8©a�;.�{"

1nÙ0�ÄuGAN�#.üa©aì"1oÙ0�é|ÅìÆS�;.�{

±9Äué|ÅìÆS)ûm�8©a¯K�#�{"1ÊÙé·��ó�?

1o(ÚÐ""
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2.1 ÄÄÄuuuååålll���ÉÉÉ~~~:::uuuÿÿÿ���{{{

Äuål�É~:uÿ�{´É~:uÿ�{¥�a~���{"§Ì�

�)Äu�C���{ÚÄuàa��{"Äuål�É~:uÿ�{�`³

´ØI���êâ©Ù�k��£§ØI�éêâ�©Ùï�"Äu�C��

�{I�·Ü�ål5ïþêâ:�m��qÝ"�dÓ�§éõÄu�C�

��{ØU£O�Û�É~:¿�ØUEOêâ8¥du/GÚ�ÝØÓ
�

)�ÛÜÉ~:"Äuàa��{3Oa�.¥�\·^"3p��m¥§Ä

uål��{3�Oål�ö�äk�p��mE,Ý"C
c§�
~��

mE,Ý��{�JÑ§l
O\
�5�¯K�¦)�Ç"

2.1.1 ÄÄÄuuu���CCC���ååålll���ÉÉÉ~~~:::uuuÿÿÿ���{{{

Äu�C�ål�{�Ø%�{´kC��{"kC��{b��~êâ�

Ôö8¥��~êâ:��§É~êâ�Ôö8¥��~êâ�ål��"É

~��½ÂÌ�ÄuÉ~êâ�kC�ål"ål��§KÉ~��p"î¼

ålÚê��Åål´~^�ål"d	§éuaOá5��ê�á5§��

�ê´~^�ål"Äu�C�ål�É~�Ì�kn«½Â�ª§©O�O

(kC�§²þkC�±9NÚkC�µ

½Â 2.1. �½êâ8D = {x1, . . . , xn}§êâxi�É~�½Â�e¡n«/
ªµ

• O(kC�µxi �D − {xi}�1k��C�êâ:�ål"

• ²þkC�µxi �D − {xi}�ck��C�êâ:�ål�²þ�"

• NÚkC�µxi �D − {xi}�1k��C�êâ:�ål�NÚ²þ�"

Ø
~^�ål§���kC�ål(shared KNN) [30]Ú_kC�ål(ODIN)

[26]�±Ýþêâ:�m��qÝ"���kC�ålO�ü�êâ:�kC�
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�¥ú�êâ��ê"§Ø=�ü�:�m�ålk'§
����êâ8

¥êâ:©Ù�ÚO5�k'"_kC�ålÚkC�ål½Â�q"�½êâ

:p Úq§p´q�_kC���=�q´p�kC�"

ÄukC�ål�É~:uÿ�{ïþ
�½�êâ:¤3«��Ý

���"ÛÜÉ~Ïf(LOF)ïþêâ:¤3«��ÝCz�¯ú"�½

êâ:xÚy§-Dk(x)�x�kC�ål§Lk(x)�x�kC�ål¥�êâ:"

3LOF�{¥§É~�LOFkÏLx'uy���ålRk(x, y)5½Â"��å

lRk(x, y)´îªål�²wz§Ù½ÂXeµ

Rk(x, y) = max{dist(x, y), Dk(x)}, (2.1)

Ù¥dist(x, y)�x�y�î¼ål"²þ���ålARk(x)½Â�

ARk(x) = MEANy∈Lk(x)Rk(x, y). (2.2)

LOF�{¥§É~�½Â�

LOFk(x) = MEANy∈Lk(x)
ARk(x)

ARk(y)
= ARk(x) ·MEANy∈Lk(x)

1

ARk(y)
(2.3)

=
ARk(x)

HMEANy∈Lk(x)ARk(y)
, (2.4)

Ù¥HMEANL«NÚ²þ"�x��~êâ�§LOFk(x) ≈ 1"�x�É~ê

â�§LOFk(x) > 1"É~�LOFk(x)kéõCN"��ål�±O�¤�©

�îªål§NÚ²þ�±�¤�â²þ�Úü�:�¤éål(LDOF)"�

êâ8¥�3ål�~��êâ:½ö­E�êâ:�§�±|^é��~

êa > 05�KzLOFµ

LOFk(x) =
a+ ARk(x)

a+ HMEANy∈Lk(x)ARk(y)
. (2.5)

LOF�{�O�E,Ý�p"Ïd§~�LOFål�O�þäk­��¿

Â"3 [60]¥§�öJÑ
LOF�Oþ/ª"�âLOFk(x)�½Â§LOFk(x)

�êâ:�ÛÜ��k'"�½ÿÁ��§�kTÿÁ����S���

�±K�T���LOFk"3 [76]¥§�öJÑ~�P{�LOFO�üÑ"d

uLOF�{I�À�äkcN��pÉ~��êâ§O�¤kêâ�É~�I

��þ�O�þ"Ïd§�öJÑõ[âÝ}{üÑ5òêâ8y©¤eZ�
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f«�"�{3z��f«�f«��OLOF�þ.§�ØLOFþ.¿©��

êâ"²LØy§ù
êâ:Ø�UäkcN��p�É~�"3 [75]¥§�

öJÑ
LOF�©ÙªO��{"

�C�ål{|^k��Cêâ:�ål5ïþêâx¤3«���8§

Ý§ÛÜ'éÈ©(LOCI) [54]|^êâx���Sêâ��ê5ïþ¤3«�

��8§Ý"LOCI�{¥§êâ:x'u�»ε��ÝM(x, ε)½Â�x�ε��

¥:��ê"|^M(x, ε)§x��S�²þ�Ý½Â�

AM(x, ε, δ) = MEANy:dist(x,y)≤δM(y, ε). (2.6)

Y²�δ�õ[âÝ £ÏfMDEF (x, ε, δ)½Â�

MDEF (x, ε, δ) = 1− M(x, ε)

AM(x, ε, δ)
. (2.7)

��É~��I§MDEF (x, ε, δ)��§êâx´É~êâ��U5��"

MDEF (x, ε, δ)�äk�p�O�E,Ý"3��¥Ä�O�§é+�¥:

��êæ^�\p��ÚO�{´~�MDEF (x, ε, δ)O�E,Ý�k��

{"

2.1.1.1 ÙÙÙ§§§���ÉÉÉ~~~:::uuuÿÿÿ���{{{

Ø
Äu:�:�ål§:�f�mål��±��É~:uÿ�OK"

3 [53]¥§�öb��~êâ�6/���:)¤��5f�m�ål��"

�ö3êâ:x���¥ÏéeZ�È�:8§,�|^x�ù
È�:8¤)

¤�f�m�ål��É~�"ål��§x´É~êâ��U5�p"

3 [78]¥§�öÏLDÕ�5L«�Xê5Ýþêâ:�m��qÝ"

-X�êâ:xj���Ý
"�ö|^e¡�`z¯K¦)êâ:z��êâ

:xj ÄuÙ{êâ:��5L«µ

minλ‖rj‖1 +
1− λ

2
‖rj‖22 +

λ

2
‖xj −Xrj‖22 s.t. rjj = 0. (2.8)

Äu`z¯K�¦)Xêri§�ö�Eê��Å=£Ý
µ

pij = ‖rji‖/‖ri‖1 é¤k�{i, j} ⊂ 1, 2, . . . , N. (2.9)

��§�öÏLO�ê��Å=£Ý
�­½©Ù5O�ÿÁêâ�É~�"
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ÄuY��É~:uÿ�{(ABOD)´ïþêâ:�qÝ�~��{"

ABODÏLêâ:ÚÙ¦ü�êâ:|¤�þ�Y�5ïþêâ�É~

�"�½êâ8DÚêâ:x, y, z"x'uyÚz�Y�½Â�µ 〈 ~xy, ~xz〉
‖ ~xy‖2,·‖ ~xz‖2"É~

�ABOF(x)�x'uy,zY����§Ù½ÂXeµ

V ARy,z∈D(
〈 ~xy, ~xz〉

‖ ~xy‖2 · ‖ ~xz‖2
). (2.10)

ABODb��~êâà83��a«�"éu�~êâ§ÙY��Xê

ây,z�À�Cz��"duÉ~êâål�~êâ�a«���§ÙY�

�y,z�À�Ø¯a§ÏdY������"

2.1.2 ÄÄÄuuuàààaaa���ÉÉÉ~~~:::uuuÿÿÿ���{{{

Äuàa�É~:uÿ�{�3uÿÿÁêâ´Äáu,��®�a

O(cluster)"É~��½Â�â§��CaO�ål±9§�Ù§aO�ål"

|^àa�{Ôöêâ8©)¤eZ�È�f8§É~uÿÌ�uÿ�ù
È

�f8ål���:§?Û��àa�{Ñ�±��É~:uÿ�{"�Äu

�C��ål��{�'§Äuàa�É~:uÿ�{äk�$�O�E,

Ý§�´I��õ���5?1Ôö"Äuàa�É~:uÿ�{5Uéàa

�{¥�ëê�À�'�¯a"

3Äuàa�É~:uÿ�{¥§É~���½éuÿ�JK�é�"X

JÉ~��½ØÜn§¤õuÿ�É~êâ¥�¹
�þ�fÉ~:½öD

("~^�É~�òÿÁ����a¥%�ê¼ål���I"É~���½

��±�âàa�{�`z��{5�½"~X3k-meansàa�{¥§ÿÁ

���aO�±�âTÿÁ���aO¥%�ê¼ål5(½"Ø
Äuål

�OK§�½��S¤¹k����ê��±��É~���I"

Ìàa´ÄuÝ
A��©)�àa�{"Ìàa�^uãþ§ã¥�

z��(:Ñ�L��êâ:"êâ:�m��qÝ|^��Ý
5L«"

3 [28]¥§�öÄk)º
Ìàa3?1àa�Ó�éÉ~:�K�"Ó�§

�ö`²É~:¤3aO�ÛÉ5�É~:aO�ê�'X"���öJÑk

��OK5�OÉ~:aO��ê"

2.1.3 ÄÄÄuuuååålll���mmm���888©©©aaa���{{{

Äuål�É~:uÿ�{3m�8©a�¯K�¥äk2��A^"
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3 [33]¥§�öJÑÄu�C�ål�uÿÉ~aO�OSNNOKÚNNDRSO

K"3OSNN OK¥§�½ÿÁ��xÚ�C�:y§z"XJyÚzáu�Óa

O§Ks�aO��½�yÚz�aO"ÄK§�½s���a"NNDRSOKÄk

O�ålx�C�:y§,�O�ålx�C�´aO�yØÓ�êâz"��§

òål�'�R = d(x, y)/d(x, z) ��x�É~�"R��§Kx´É~êâ��

U5�p"

3 [63]¥§�öÄkýÔö��©aì§éuz��aOl§�ö|^a�

.Ml = (cl, rl) ÆSTaO���a¥%clÚa�»rl"ùp§a¥%cl½Â�

TaO���²þ�§a�»rl½Â�ÓaO���cl���ål"��xéu

aOl�É~�φ½Â�

φ(x, l) =
d(x, cl)

rl
. (2.11)

É~���§K��x�É~:��U5�p"

3 [32]¥§�öJÑäká£Uå��©a|±�þÅ"T|±�þÅ(

�3�©�m¥§�a«�´k.�"�ö�épd¼êØ¼êØy
�a«

�k.�¿©7�^�´©a�²¡ £�u""�öÓ�JÑ#�`z�{

5(�|±�þÅ©a�²¡� £�u""

Äuål�m�8©a�{Ì�±A��m¥:�m�ål�Ýþ"A�

�m�ÔöÚålÝþ´Õá�"3 [25]¥§�öJÑA��m�Kz��{

5Jp©aì�á£Uå"�ö�KzA��m�OK´-®�aÔöêâ�

aSål��§amål��"É~�ÏLÿÁ���®�a�a¥%ål�

���5½Â"ål��§ÿÁ��´É~:��U5��"

2.2 ÄÄÄuuuVVVÇÇÇ���ÝÝÝ¼¼¼êêê���ÉÉÉ~~~:::uuuÿÿÿ���{{{

ÄuVÇ�Ý¼ê�É~:uÿ�{�3�Oêâ�)¤VÇ�Ý¼ê"

ÏL)¤VÇ�Ý¼ê5�O�~êâ�>."ÄuVÇ�Ý¼ê�É~:u

ÿ�{äkûÐ�êÆµe¿�3¢S¥äk�p�5U"�´���êþ

���§ÄuVÇ�Ý¼ê�É~:uÿ�{�5U¬É���"3p��m

e§ù�":c�wÍ"[Üêâ)¤©Ù��.Ì�ÄuÚOÆ¥�ÚOþ

±9ÅìÆS¥�VÇ)¤�."
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2.2.1 ÄÄÄuuuÚÚÚOOOþþþ©©©ÛÛÛ���ÉÉÉ~~~:::uuuÿÿÿ���{{{

ÄuÚO©Û�É~:uÿ�{ØI�êâ©Ù��Ü&E§��¦êâ

©Ù¥4�:�©Ù�¹"®kó�Ì�ÄuÚOÆ�4�nØ"4�nØ´

ÚOÆ¥���­�©|§Ì�ïÄêâ©Ù¥�4��Ú4���©Ù�

¹"XJêâ÷v~��©Ù§~Xpd©Ù§t©ÙÚk�©Ù§KäkI

O��©Ù�O�{"éu���©Ù§~��4�nØÌ��)�O�©Ù

�VÇØ�ª"~Xê��ÅØ�ªµ

P (X > a) ≤ E[x]/a (2.12)

�'ÈÅØ�ªµ

P (|X − E(X)| > a) < Var[X]/a2 (2.13)

��ìÅØ�ªµ

P (X < (1− δ) · E[X]) < exp−E[x]·δ2/2 (2.14)

¿Å¶Ø�ªµ

P (X > (1 + δ) · E[X]) < exp−E[X]·δ2/4 (2.15)

�"

Ø
~��Ø�ª§ÄuÚO©Û��{�|^ÚOÆ¥�4�½

n(EVT)5[ÜÚOÆ¥��©Ù"e¡ü�4�½n�A^�m�8©a�

¯K�¥¿���
ûÐ��J"

½n 2.1. EVT1�½nµ-{si}�ÕáÓ©Ù���§Mn = max{s1, . . . , sn}"
b��3an§bn§¦�éz��an > 0§

lim
x→∞

P (
Mn − bn
an

≤ x) = F (x). (2.16)

KF´���òz�êâ©Ù§¿�áun�4�©ÙÙ¥���"4�©Ù

Ì��ñ��©Ù, 6X�©ÙÚ%Ù�©Ù"

4�½n¥�n�4�©Ù�±KÜ¤2Â�4�©Ù(GEV)µ

GEV (t) =

{
1
λ

exp−v
− 1
k v−

1
k
+1, k 6= 0

1
λ

exp−(x+exp(−x)), k = 0
(2.17)

ùp§x = t−τ
λ
, v = (1 + k t−τ

λ
)"k, λÚτ©OL«/G§ºÝÚ �ëê"
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½n 2.2. EVT1�½nµ�½4�©ÙGγµ

Gγ : x→ exp(−(1 + γx)−
1
γ ), γ ∈ R, 1 + γx > 0. (2.18)

©Ù¼êFt(x)�©ÙÂñ�Gγ��=��3σ§¦�é¤k÷v^�1 + γx >

0���x§e¡��ª¤áµ

F̄ (t+ σ(t)x)

F̄ (t)
→t→τ (1 + γx)−

1
γ . (2.19)

EVT1�4�½n�±Lã�µ

�X¿©��§Ft(x) = P (X − t > x|X > t) ∼t→τ (1 +
γx

σ(t)
)−

1
γ . (2.20)

3 [72]¥§�ö|^EVT1�4�½n5[Üêâ©ÙX��©Ù"�ö

|^4�q,�O�OëêγÚσ"-zq�¦�^�P (X > zq) < q¤á���

�"K

zq ' t+
γ

σ
((
qn

Nt

)−γ − 1), (2.21)

Ù¥§t´¦�êâ©Ù¿©�C4�©Ù�K�§q´VÇK�§n´[Ü�

���ê§Nt´���ut�����ê"

2.2.2 ÄÄÄuuu444���½½½nnn���mmm���888©©©aaa���{{{

Äu4�½n�m�8©a�{¥§4�½n^5�½É~��Ün5"

Äu4�½n��{�O�~êâ��©Ù�I§¿�£OÉ~�ØÜn�ê

â"3 [68]¥§�öJÑ|^4�½n5�½��aêâ�­��{"

�{ 2.1. ÑÑÑ\\\µêâ8S"

Ú½ 1 �éêâ8S¥�n����"Uìl���ü�§P�s1, . . . , sn ∈ S"

Ú½ 2 |^2Â4�©Ù[Üs2, . . . , sn§P�W"

Ú½ 3 XJW (s1)�u�½K�δ"Ks1��½�É~:"

3 [29]¥§�ö|^4�nØJÑSVM���a£OOK"äk��a£

OÅ��SVM��PI-SVM"éuõ©aSVM§�öæ^one-vs-restüÑòõ
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©a=z¤�©a¯K"éuz���©a¯K§�ö�Ä�©a¯K¥��

a�����a£O¯K"�ö|^��:�©a�²¡�k�ål����

a��I"ål©a>.�C§��:áu��a��U5��"PI-SVMÄ

kO��aêâ�©a>.�ål§¿��Ñål���êâ"�â4�n

Ø§òù
êâ[Ü¤��Ù©Ùµ1− exp
−(x−τy

λy
)κy
"�½ÿÁêâx§Ù��

VÇ�Ý¼ê½Â�

PI(y|x, θy) = ρ(y)PI(x|y, θy) = ρ(y)(1− exp
−(x−τy

λy
)κy

), (2.22)

Ù¥ρ(y)L«k�VÇ�Ý¼ê"�½ÿÁ��x§PI-SVM|^e¡�L�ª

5(½x´Äáu��aµ

y∗ = arg maxPI(y|x, θy), s.t. PI(y
∗|x, θy∗) ≥ δ. (2.23)

Ø
ål>.�C�êâ§ål�a��©Ù���:áu��a��U

5���"3 [67]¥§�öJÑ
CAP�.5�xêâ:��a���ål"

CAP�.�ÿÁ�Xêâ:��a���ålO\
Åì~�"�öòCAP�

.4�A^3PI-SVM�.�¥§l
OrPI-SVM£O��a�Uå"�öò

#��.·¶�W-SVM�."

CAP�.vkA½�¼ê/ª"3DÚ�{¥§©a¯KÌ�ÄuSVM§

ÄuSVM�CAP�.�Ä�/ªXeµ

M(x) = pf (F (K(x, x1) . . . K(x, xm))), (2.24)

ùpKL«Ø¼ê§pf´üN4~�VÇ�Ý¼ê"FL«äkP~5��¼

êµ�3x′ ∈ XÚAx′§¦�e¡�Ø�ª¤áµ

F (K(x, x1) . . . K(x, xm)) ≤ Ax′(‖x′ − x‖). (2.25)

e¡�½n¥§�öy²Äu»�Ä¼ê�üa|±�þÅ(OCSVM)á

uCAP�."

½n 2.3. �½êâ:xi"-OCSVM�±»�Ä¼ê�Ø¼ê�üaSVM"

-ai�éA�.�KF¦f§K
∑

i aiyiK(x, xi)�¤CAP�."
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W-SVMÄké�a|^üaSVM�ï�§ïáCAP�."XJCAP�.

�½�����a§K�{�½�����a"XJCAP�.�½���®�

a§W-SVM|^4�nØ5�½´ÄLu�C©a>."du�aål©a

>.�åläke.§�ö|^��ÙPη5`²êâ:´�a���©Ù¿�

â©Ù5�½´Ä�É~êâ§Ù¥

Pη(y|f(x)) = 1− e−(
−f(x)−vη

λη
)
κψ

, (2.26)

vη, λη, κψ��[Ü�ëê"duKaål©a>.�åläkþ.§|^_�

�Ù©ÙPψ5O���ØáuKa���VÇ§ùp

Pη(y|f(x)) = e
−( f(x)−vη

λη
)
κψ

, (2.27)

vη, λη, κψ��[Ü�ëê"

Ïd§W-SVM�8I¼êXeµ

y∗ = arg maxPη,y(x)× Pψ,y × ιy s.t. Pη,y(x)× Pψ,y ≥ θR. (2.28)

XJOVSVM�CAP�.�½��a§Kιy = 1"ÄK§ιy = 0"

3 [5]¥§�öòCAP�.V\�NCM©aì [44]¥§JÑ
#�m�8

©a�{(NNO)"NCM´Äuål�©aì"b�©aì¹kC�aO"�½

ÿÁ��x§©a�{Xeµ

c∗ = argminc∈{1,...,C}d(x, µc), s.t. µc =
1

Nc

∑
i:yi=c

xi. (2.29)

�öòCAP�.���ν(x) = maxc 1 − d(x, µc)"�ν(x) < 0�§�{�½x�

��a"

3 [61]¥§�öJÑ4�Å�.(EVM)"EVM��n´�ÄØÓaO�

m:�ål�©Ù"�½êâ8{(xi, yi)}Úêâ8¥�ü�êâxiÚxj¿�÷
vyi 6= yj"½Â>�ålmij = ‖xi − xj‖/2"�ö|^4�nØy²>�©
Ùmij�4��÷v��Ù©Ù"�½ÿÁ��x

′§�ö|^��Ù©Ù�Ex′

�VÇ�Ý¼êµ

Ψ(xi, x
′, κi, λi) = exp

−( ‖xi−x
′‖

λi
)κi
, (2.30)

Ù¥κiÚλi´[Ü���Ù©Ùëê"x′áu,�aOCl�VÇ½Â�

P̂ (Cl|x′) = arg max
i:yi=Cl

Ψ(xi, x
′;κi, λi). (2.31)
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©aûü½Â�

y∗ =

{
arg maxl∈{1,...,M} P̂ (Cl|x′) XJP̂ (Cl|x′) ≥ δ,

’��a’ ÄK.
(2.32)

3 [6]¥§�öòCAP�.A^��Ý ²�ä©aì¥§��äká£

Uå�©aìopenmax"�ö�Äsoftmaxc��(logit�)�©Ù�¹"�Ý 

²�ä¥CAP�.�Ø%g�´T�z��(:�ÑÑØUål�~êâ83

T(:þÑÑþ�L�"CAP�.�XTål�O�
ÅìP~"CAP��

�§`²Têâ´É~êâ��U5�p"�{�Ú½Xeµ

�{ 2.2. ÑÑÑ\\\µêâ8S"

Ú½ 1 O�1iaêâxi3logit�1i�(:�ÑÑv1, . . . vnÚþ�µi"

Ú½ 2 |^��Ù©Ù5[Ü‖xi − µi‖��©Ùwi"

Ú½ 3 �½ÿÁ��x§O�v(x), w(x)§¿�O�

v̂(x) = v(x) ◦ w(x)v̂0(x) =
∑
i

v(x)(1− wi(x)). (2.33)

Ú½ 4 P̂ (y = j|x) = ev̂j(x)∑N
i ev̂j(x)

"

Ú½ 5 O�y∗ = arg maxj P̂ (y = j|x)"

Ú½ 6 XJy∗ == 0½öP̂ (y = y∗|x) < ε§K�½x���a"

3 [20]¥§�ö|^òopenmaxÚ)¤é|�ä(GAN)�(Ü"�ö|^

ýÔö�GAN�ä)¤ì)¤��")¤���Ñ\openmax©aì¥?1á

£"|^á£���5Ôöopenmax©aì§J,openmax©aì£O��a

�5U"

3 [81]¥§�öò1�4�nØA^uÄuDÕL«�©a�{(SRC)�

¥"ÄuDÕL«�©a�{��n´ÿÁ���ÓaO����5L«¤I

��êþ��"�½1iaÿÁ��¤|¤��þytÚÔöêâY"Kyt = Y x§

DÕL«Xêx¥�kéA1ia��� ��""

x̂ = arg min
x
‖x‖1 s.t. ‖yt − Y x‖2 < ε. (2.34)
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|^DÕL«Xê§�±O�yt�1iaÔö��L«��{Ø�µ

rk = ‖yt − Ykx̂k‖, k = 1, . . . , K, (2.35)

x̂k�DÕL«Xê¥áu1ka�f�þ§Yk�áu1ka�êâ��"SRC�

{òyt�aO½Â�

k∗ = arg min
k
rk. (2.36)

|^1�4�½n§�ö�OÔö8¥1ia��éA��{ri±9
∑
k 6=i

rk��©

Ù"�½ÿÁ��§XJéA��{�þrk��½ö
∑
k 6=i

rk��§KÿÁ���

�½���a"

2.2.3 ÄÄÄuuuVVVÇÇÇ���ÝÝÝ¼¼¼êêê���ÉÉÉ~~~:::uuuÿÿÿ���{{{

ÅìÆS¥�VÇ)¤�.|^�.VÇ©Ù[Üý¢�êâ©Ù"�

.VÇ©Ù©�ëê©ÙÚ�ëê©Ùü«/ª"4�q,¼ê´[ÜL§

¥¦^�Ä�8I¼ê"3DÚ�{¥§~^5[Üêâ©Ù�´GMM�."

EM�{´^5[ÜGMM�~^�{"3�ÝÆS¥§�ÝVÇ)¤�.Ì�

�)�ÝÀ�[ùÅ§C©g?èìÚ�Ýé|�ä"C©g?èì�Ñ
�

ý¢êâ©ÙE,�§·Üpd�Ý¼ê[Ü5UØv�¯K±9EM�{Ï

"y��VÇ�Ý¼ê�)Û/ª¤Úå�Eâ(J"VÇ)¤�.|^é|

ÆS��ª5�O4�q,�O§Or
)¤ì)¤ã¡�õ�5Ú�ßÝ"

2.2.3.1 ���ëëëêêê���OOO

��ã�Ý�OÚØ¼ê�O´Ä���ëêVÇ�Ý�O�{"Ø�Ý

¼ê�O´��ã�Ý�O�{�1wz"ÄuØ�Ý¼ê�O�É~:uÿ

�{§�3ïá'uÔö���VÇ�Ý¼ê§Ù�Ý¼êXeµ

f(x) =
1

N
·
N∑
i=1

K ′h(x− xi), (2.37)

Ù¥K ′h(x − xi) = ( 1

h
√

(2π)
) · exp−

‖x−xi‖
2h2 "Ø�Ý¼ê�OI�O�¤k�êâ

)¤�pd�Ý¼ê§Ïd�mE,Ý�p"3 [70]¥§�öòØ�Ý¼ê�

O*Ð�Ï"�Ø�Ý�qÝ�O"Ï"��qÝ�O½Â�

η(z) = E[φ(z)] =

∫
k(z, x)dP (x), (2.38)
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Ù¥k�Ø¼ê"�êâ�êk��§η(z) ≈ 〈φ(z), 1
n

n∑
i=1

φ(xi)〉"�ö|^©Ù

ªO�ü$

n∑
i=1

φ(xi)�O�E,Ý"

2.2.3.2 ëëëêêê���OOO

�Ý)¤�.|^Äu ²�ä�VÇ�Ý�.5[Ü�)¤êâ§3

CAc��
×�uÐ"�Ý)¤�.3É~:uÿ+�äk2��A^"

3 [1]¥§�öJÑ
ÄuC©g?èì�É~:uÿ�{¿�JÑ
|^C

©g?èìÚg?èì�«O�`³"�öÏLÿÁ���VÇ�Ý¼ê��

�É~���I"C©g?èìÚg?èì�.(�aq"½ÂÉ~��«O

Xeµ

• C©g?èìO�VÇ�Ý¼ê�"g?èì|^­�Ø�"VÇ�Ý
¼ê�äkÚ��ºÝ§
­�Ø�������ºÝk'"

• C©g?èìO�VÇ�Ý¼ê�ÏLÛõ�¥æ��ÅÄ�O���"
g?èì�­�Ø��O�ÏL?èì�ÑÑ5�¤"3É~��O�

L§¥§duæ��õ�5§C©g?èì'g?èì�\­½"

�öÏL¢�`²ÄuC©g?èì�É~:uÿ�.'g?èì�äk`

³"

�ÝÀ�[ùÅ(DSEBMs)´Äu³¼êï���ä"3 [80]¥§�öÄ

u�©���{5ÔöDSEBM§l
[Üý¢�êâ©Ù"�ÝÀ�[ùÅ

|^e¡ü��{(½���É~�µ

• ÿÁ��3�ÝÀ�[ùÅ�VÇ�Ý¼ê�"

• Äu�©��Ôö�­�Ø�"

3 [16]¥§�öJÑ
ÄuDSEVM�8¤�{"�ö|^�Ý4O�VÇ�

Ý�ä�8¤§z�� ²�ä�L�«VÇ�Ý¼ê"�öJÑ�8¤�{

�3¦�êâ3ØÓ�Ä�§Ýþ���õêâ(��&E"

3 [69]¥§�öýÔöGAN�.5[Üêâ�VÇ�Ý¼ê"3ÿÁ�§

�ö3êâ)¤ì�ÑÑ��¥Ïé�ÿÁ��ål�C�:"XJT��å

l�©���ål��½ö3�Oì�A��m¥ål���§KT����

½���a��"
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2.3 ÄÄÄuuu­­­������ÉÉÉ~~~:::uuuÿÿÿ���{{{

Äu­��É~:uÿ�{3Ôö�.��3~��.ÑÑÚÑ\êâ�

­�Ø�"É~�����±Äu­�Ø�§Äu�.�(�ÚÔöÅ�"Ä

u­��É~:uÿ�{Ì��¹g?èìÚÄuf�m��{"Äu­��

�{Ôö�.��ª'�(¹"�´g?èì�5UéÙ(��À�'�¯

a§Äuf�m�{�5Uéf�m�ê��ëê�À�'�¯a"

2.3.1 ÄÄÄuuu­­­������ÉÉÉ~~~:::uuuÿÿÿ���{{{

3�ÝÆS¥§g?èì´Äu­��Ì�É~:uÿ�{"g?èì|

^­�Ø���É~���I"­�Ø���§��´É~êâ��U5�

p"®k�ó�3e¡ü��¡U?
g?èì�5Uµ

• 3Ôög?èì�§|^Ù§8I¼ê5O���ê­�Ø�"

• �Kzg?èìA���ÑÑ§N�êâ3A���©Ù"

3 [38]¥§g?èì���ê�{Ø��O�¤é|)¤�ä�8I¼ê§|

^é|Ôö5¦�g?èì�ÑÑÚÑ\��"3É~:uÿ¥§Äué|Ô

ö�g?èì�É~��±ÏL�Oì�ÑÑ5½Â"��©��Ú­���

�3�Oì¥�ÑÑ���§�Oì�½���5gý¢êâ"ÄK§�½ÿ

Á���É~êâ"

3 [3]¥§�ö|^l2�ê�Kz?èì�ÑÑ"�Kz�g?èì�ä(

�Xeµ

Lc =
1

|J |
∑
j∈J

(Ij −D(Ec(Ij)))
2, Ec(I) =

E(I)

‖E(I)‖2
. (2.39)

3ÿÁ�§�öÄké��ê�Kz�A�Ec(I)|^Kþ��àa§��a

¥%Cj"éuz��ÿÁêâIi§|^Ec(Ii)�a¥%�Y�vj��É~���

Iµ

vj = max
j

(Ec(Ii) ·
Cj
‖Cj‖2

). (2.40)

vj��§ÿÁêâ´É~:��U5�p"

3 [83]¥§�öJÑòGMMVÇ�Ý¼ê�O�.KÜ�g?èì¥"

�ö��{´éup�êâ�É~:uÿ¯K§�8�´�~k��?n�
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{"{ü��8��{�U¿�êâ�Ü©&E¿�J��
Ã^�A�"g

?èì�,´k���8��{§�´Äu­��8I¼ê¬¦�.L[Ü§

3?èìÑÑ�A��Ú­�Ø��©Ù¥ØU�É~êâk��«©"�ö

3g?èì�Ä:þO\
ÄuGMM·Ü�Ý¼ê��K�§¦�?èìA

��Ú­�Ø��þ�©Ù÷vGMM©Ù"du�8�ÚÉ~:uÿ�{�

�pÕá5K�
É~:uÿ�5U§�öæ^àéà��{Ó�Ôög?è

ì�­�5UÚGMM©Ù"

2.3.2 ÄÄÄuuufff���mmm���ÉÉÉ~~~:::uuuÿÿÿ���{{{

Äuf�m��{òêâÝK���$��f�m"3$�f�m¥§�

~êâU
ÚÉ~êâ�\k��«©"f�m��E�{Ì�ÄuÝ
©

)§��5­�Ïf©Û(CCA)Ú�ÅÝK�{"

ÄuÝ
©)�É~:uÿ�{Ì�ÄuÌ¤©©Û(PCA)§ÛÉ�©

)(SVD)Ú�K�©)(NMF)�Ý
©)�{"��²;�ÅìÆS�{§Ý


©)�{äke¡�`z/ªµ

min‖D − UV T‖2 s.t. U ÚV����� U = V (PCA) U, V ≥ 0 (NMF).

(2.41)

��²;��8��{§PCAO��`k��²¡§¦�êâ:N���

`�²¡����§N���`�²¡���Ö�m¥����"du�~ê

â3��Ö�m¥�ÝK����§ù
ÝK¬à8���«�¥"�êâ�

þ��0�§ÝK¬8¥��:���¥"3É~:uÿ¥§É~êâ3��

Ö�m¥�ÝK¬�l�~êâ¤3�«�"Ïd§É~êâ3��Ö�m¥

ÝK����±��êâ�É~�"ål��§êâ´É~:��U5��"

®k�ó�Ì�U?
A��m�À�ÚJpPCA�­è5"ØPCAÄk

|^Ø¼ê?1A�J�§,�3Ø�m¥|^IO�PCA�{?1É~:

uÿ"­èPCA�3~�PCA©)éêâ�6Ä¯a5§~�Ôö8¥�É~

:éA��m��E�K�"3 [82]¥§­èPCA�*Ð�­è�ÜþPCA�

¥"3 [7]¥�öJÑ|^��Ö�m5�É~:uÿ"y²(�)º"�ö

3PCA�{¥\\
��DÕ5�å5O\L«��)º5"Ù`z�{X
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eµ

arg max
vi

vTi Avi ¦� vTi vi = 1, vTi vj = 0 ∀1 ≤ j < i, Card(vi) ≤ k. (2.42)

2.4 ÄÄÄuuu���555«««���yyy©©©���ÉÉÉ~~~:::uuuÿÿÿ���{{{

Äu�5«�y©�É~:uÿ�{�3ïá�5êâ�>."Äu�5

«�y©�{�xêâ�>.§¤±éêâÄ�Úêâ��ÝØ¯a"�½ÿ

Á��§É~��½ÂÄu�>.�k�ål§k�ål��§KT��´É

~êâ��U5��"Äu�5«�y©��{Ø�6uêâ�©Ù"�´ù


�{�O�E,Ý'�p"XÛk����>.���Ú;�§Ý´Ta�

{���J:"

É~:uÿ�JÝpu��©a¯K��Ï´êâáuÓ�aO§"yÉ

~êâ�&E5Ôö�."Ïd§DÚ©a�{ØU��A^�É~:uÿ¯

K¥"ùaÉ~:uÿ¯K��{Ì�Äuü�g�"1��g�´�Eáu

É~êâ§òüaêâ>.�y©¯K=���©a¯K"Äuù�g��Ä

��{´üa|±�þÅ(OCSVM) [27]"1��g�´|^�½/G���­

¡CX�~êâ"Äuù�g��Ä��{´|±�þêâ£ã(SVDD) [8]"

®k�ó�Äuùü�g�?1ØäU?Ú�õ"

2.4.1 ÄÄÄuuuOCSVM���üüüaaa©©©aaaììì

éüaSVM�U?Ì�©�ü��¡"1���¡´XÛ)¤·Ü�É~

��§1���¡´XÛéêâJ�·��A�"3 [18]¥§�öýÔög?

èìÚ�Ý&g�ä��A�J�ì"Äu?èìÑÑÚ�Ý&g�äÛõ�

�ÑÑA�§�ö|^OCSVM�x�5êâ>."3 [10]¥§�ö�Ä��

{´A�J�Úüa©aì��pÕá5��
É~:uÿ�5U"�ö|^

üa|±�þÅ�8I¼êÚ ²�ä?1à�àÔö"3 [79]¥§�öU?


É~���)¤�ª"b������~êâ§K���É~êâ§�öÄ

ue¡n�OK5�EK��µ

• #�)�K����©êâål�C"

• #�)�K���®k�K��ål��"
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• #�)�K����©a�Oì�½�K��"

3 [62]¥§�ö|^g?èì�ÑÑ��É~��"g?èìÚ�©a�

Oì?1aqu)¤é|�ä�Ôö"3Ôö(å�§�©a�Oì�±��

üa©aì"�©a�Oì�ÑÑ��É~���½�I"

3 [59]¥§�ö�Ä��{´duêâ8¥�k�~aO���§Ã{Ï

L©a?Ö5)û"�ö��{´3�±®�a3A��m�����S�Ó

�§;� ²�ä�ÑÑªCu�:"Äuù�8�§�öÚ\;���Ú£

ã��5©O£ãÔöêâ3A��m¥�©Ù��Ú�d3��a�ål"

duÔöêâ8¥"�É~êâ§�öÀ��
®��ú�õaêâ8��

É~��"�ö|^ù
K���I\?1©a§Ó�*��®�aêâ�å

l"

2.4.2 ÄÄÄuuuSVDD���üüüaaa©©©aaaììì

U?SVDD��{Ì�ÄupdØ¼ê°Ý�À�§�¥¡�/G±93

�Ú©ÙªO���¡"3 [35]¥§�ö|^Äu¸��OK5�OØ°Ý"

3 [58] ¥§�öò�Åæ�üÑA^�TOK§l
JpØ°Ý�O�O(

Ý"�öÀ�pdØ�°Ýs§¦�SVDD�8I¼ê'updØ°Ý����

ê�0"

3 [13]¥�öJÑpdØ°ÝÀ��OK"�½ØÝ
KN(s)§1ij���

�exp(−‖xi−xj‖
2

2s2
)"�Ø°ÝÀ�L��§KØÝ
KN(s)¬Âñ�ü Ý
"

ù�§SVDD�{¥¤k��©êâÑ¬C¤| �þ¿���L[Ü"�ö

JÑe¡�Ø�ª5À�Ø°s��L[Üµ

‖KN(s)− IN‖ ≥ δ‖IN‖. (2.43)

3 [31]¥§�öJÑ
SVDD�3�Oþ/ª"�ö��{ÄuA«�m

¥�|±�þ�p�¥¥%äk�Ó�ål�¯¢"�#êâ:Ñy�§�k

| �þÚ#êâ:ë��S��#p�¥¥"#êâ��½�p�¥�m�

S:�§KÊ�O�"ÄK§�â4íúª?�Ú�#p�¥�¥%Ú�»"

2.4.3 ÄÄÄuuuüüüaaa©©©aaaììì���mmm���888£££OOO¯̄̄KKK

3 [5]¥§�öJÑ¦�SVMäkm�8£O�Uå��.§��1-vs-

SetÆSÅ"�ö�ÑduSVM©aì3A��m¥�©a>.´�^��§
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¤±aO�m©O´��m"�êâ:ålÔöêâ8���§êâ:´É

~:��U5O\"�ö|^²1u©a>.��²¡5 ��a��m"

31-vs-SetÆSÅ¥§�a«�´©a>.Ú�E�²¡�m��G«�"�

G«��°Ýd¯k�½�ºx¼ê¤û½"

2.5 ÄÄÄuuu888¤¤¤���ÉÉÉ~~~:::uuuÿÿÿ���{{{

8¤©Û´J,êâ�÷�{5U�­��{"8¤�{�Ä�g�´Ø

Ó��{3�Ó�êâ8þLyØÓ"ÏL8¤�.§�±u�z���.�

`³"8¤�{�±~��.ýÿ���§l
Or�.ýÿ�­½5"8¤

�{�Ú½©�ü�"1��´Ä�.�À�§1��´�.µ©��KzÚ

(Ü"8¤�{�±©¤ü«©a"1�«©a´Äu�.�8¤�Äuêâ

8�8¤"Äu�.�8¤�3|^ØÓ��.½ö�{?18¤§�)ØÓ

�ëêÀ��ØÓ�Ð©z"Äuêâ8�8¤Ly3�Ó��.3ØÓ�ê

â8?1Ôö"8¤�{��±©¤Õá8¤Ú^S8¤��ª"éu�pÕ

á�8¤§ØÓ�Ä�.3ÔöL§¥pØK�"�.�µ©¬±,«�ª?

1Ü¿"éu^S8¤§Ä�.¬^S�?18¤§����.¬U?c¡Ä

�.�ÑÑ(J§��ÅÚJp�.�O(Ý"éuÉ~:uÿ�{§Äu^

S8¤�ª��{'��§Ì�æ^Õá8¤��ª"

3 [39]¥§�öJÑ
Äu©���{§���lÜ�(Isolation Forest)"

T�{�Ä�g�´�á:��~êâ©ÙØÓ§�±ÏL����²¡ò�

á:Ó�~êâ©l"�êâ8�(�'�E,�§ò�½:�Ù{êâ�l

¤I�²¡����êÃ{°(O�"�öæ^�Å�²¡Ú8¤��{5ü

$O��²¡���ê�E,Ý"�lÜ�L«ÅÚ©�êâ8���lêâ

8¥¤k:��²¡S�"�lÜ���E�{Xeµ

�{ 2.3. ÑÑÑ\\\µêâ8S"

Ú½ 1 �ÅÀ�êâ���á5q"

Ú½ 2 O�êâ83á5q����maxÚ���min§�ÅÀ�3���Ú�

���m�©�p"

Ú½ 3 òêâ8¥�:ÏL©�y©¤üÜ©§��êâ8¥�k��:"
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3CqO�¤I�����²¡�§�I�O��lÜ��lT:�¤I

���Å©�p��ê"du©���Å5§�lÜ��{æ^Õá8¤��

{"�Å)¤eZ��lÜ�§©���ê�z���lÜ��²þ�"

2.6 ÄÄÄuuu&&&EEEØØØ���ÉÉÉ~~~:::uuuÿÿÿ���{{{

Äu&EØ��{ÏL�Ú�é��ÚO�{O�êâ8¥¤¹k�&E

þ"ùa�{b�É~:¬wÍUC�~êâ�&Eþ"Äu&EØ��{é

êâ�©Ùvk�¦§�´§I���v
¯a�ÿÝ5ÝþÉ~:éêâ8

&Eþ�K�"Ï~�&EØÚOþ�UÝþÑêâ8¥�É~:'~Ø´é

D���/"

3 [41]¥§�öJÑ#�&EØÝþ§P�¯aÝ(sensitivity)"¯aÝ½

Â�éêâ©a8I¼ê���K�"O�¯aÝäk�p�O�E,Ý§�

öO�
¯aÝ�þ.§P�K�(influence)"�ö`²�OK��I��5

�m"

2.7 ÉÉÉ~~~:::uuuÿÿÿ���{{{���'''������{{{ÞÞÞ~~~

É~:uÿ�{�«a�õ§ØÓaO��{ò�uÿ�É~:�É"3

'�Á�¥§��`²3�½^�e§�®k�{�`³=�"e¡§·��

Þü�'�;.�¢�~f§��5gumachine learningÏr�©z [70]§�

�5guICLR2018�©z [84]"

©z [70]Ì�JÑÄuLOF�U?É~:uÿ�{"©ÙÌ�À��'é

�{´baseline LOF5Ð«J,�5U§Ó�À�IFOREST±9KDE��'é

�{"KDE´ÄuVÇ�Ý¼ê�²;�{"©Ù�êâ8þ�¢�êâ8"

�¹eZ�UCIêâ8���êâ8±9MNISTÚSVHNêâ8���êâ

8"¤k�¢�þÀ�¢�êâ8¥�Ù¥�a��~êâ§òêâ8¥�Ù

§aO��É~êâ"du©Ù�é�´DÚ�{§�öéMNISTÚSVHNê

â8J�hogA�Ú·��êâO2"

©z [84]´ICLR2018"v¿�µ©�p�É~:uÿ�{"3"v¿�

¥§µ©�p��Ï´¢�'é�{�õ§äk`Ñå"3 [84]¥§�öJÑ

Äug?èì�É~:uÿ�{�U?��"�öò­�Ø�Ú?èì�ÑÑ

?1A�KÜ§¿�|^GMM�.òKÜA�[Ü�Kz�·Üpd�Ý¼
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ê"�öæ^�êâ8´KDDCUP§Thyroid±9Arrhythmnis"§�'��{

Ì�©�ØÓaO�{5U�'�±9ÄuA�KÜÚpd·Ü�Ý¼ê©Ù

�M#�{�`�5"éØÓaO��{§©ÙÌ�À�
OCSVMüa©a

ì§Äu�Ý)¤�ä�À�[ùÅ�.DSEBM-e§DSEBM-r±9Äuàa

��ÝÆSDCN�{"�éM#5U`�5�¢�§�ö�O�'é�{X

eµ

• GMM-ENµ�K­�Ø�§��¦encoderÑÑ÷v·Üpd�Ý¼ê"

• PAEµ�K·Üpd�Ý¼ê[Ü��å"ù�§�.òz�IO��

Ýg?èì"ù��{|^ýÔö5Ôög?èì"

• E2E-AEµ�Ýg?èì�à�àÔö"

• PAE-GMM-EMµÄkÔög?èì§|^EM�{[ÜÔöGMM"

• PAE-GMMµò�Ýg?èìÚGMM[Ü©OÔö"

ù
'é�{`²A�KÜ±9pd·Ü�Ý¼ê[Ü�7�5"Ó�§�`

²
3GMM[ÜL§¥§�{À^�Ün5"Ïd§"v¿�@�©Ù'�

�{�±¿©Øy�{¥z���!�k�5"

��o(§É~:uÿ�{Ï�¸��É§�{«a�õ�5Ú¯K�p

JÝ§'�¢�¥vkA½�'��{ÚIO¢�êâ8"É~:uÿ�©Ù

¥§�öQãgC�¢�(J�§é�`²�©Ù��{äkstate of the art5

U"Ïd§'�¢�I��þEy�©ÙJÑ��{�aq�Ù§É~:uÿ

�{"��U`²3,
¢�^�e§JÑ��{'Ù§��{äk�Ð�5

U=�"
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üa©aì´�a­��É~:uÿ�{"§�;.�{´�¹OCSVM

ÚSVDD"OCSVM�{�Ä�g�´)¤É~����K��§òüa©a

¯K=�¤�©a¯K"��1��ÄuÉ~��)¤��{§OCSVM3A

��m��:�¤���É~��§?1�©aÔö"duÉ~����ê�

�§��~êâ�ålÃ{ïþ§�©a�©a>.ØUk��%Cý¢�ê

â>."SVDD�Ä�g�´|^��NÈ�¥N5�¹A��m�®�a«

�"3¢SA^¥§®�aO©Ù«��/GØ5K§|^�½/G�¥N

ØUp�þ��xêâ>."®k�OCSVMU?�{´·��)¤É~��§

�,Jp
OVSVM�5U§�´k��·���ØUl¢�þJp�~êâ

>.�x�5U"

�
�ÑDÚüa©aì�":§·�JÑÄuÄ���)¤5£OÉ~

êâ�üa©aì"·�|^Åì�Cý¢êâ�Ä���5~���êþØ

v¤E¤�©aØ�¿��Ñ©a>.�ý¢êâål���":"��)¤

ý¢êâ��Ý)¤�.§VAEÚGAN3Ôö�L§¥�±�)Âñ�ý¢ê

â��þ��"Ïd§·���{ÄuGAN�)¤ìÑÑ�Ä���5Ôö�

Oì§|^�Oì�ÑÑ5�xý¢êâ�>."duGAN¥�)¤ìÑÑ©

ÙÂñ�ý¢�êâ©Ù§�XÔö�?1§�Oì£O��a�Uå¬�X

)¤ìÑÑ�ý¢��Lu�C
eü"Ïd§·�|^KL�KÑÝ53�

±)¤ìÑÑ�ý¢��©Ù3�½ål��S�cJe{�)¤ì�ÑÑÂ

ñ�ý¢�êâ©Ù"

3.1 )))¤¤¤ééé|||���äää

3ù�!§·�Ì�0�ÄuGAN�üa©aì9ÙU?"���Ý)¤

�.§GAN [21]3�ÝÆS�Nõ+�äk2�A^"GAN�Ä�g�´Ôö

��)¤ìG Ú���OìD§¦�D�½��´Ä5gý¢êâ§G)¤¦

�DÃ{«©´Ä5gý¢êâ���"GAN �8I¼êXeµ

min
G

max
D

Ex∼pdata(x) logD(x) + Ez∼p(z) log(1−D(G(z))). (3.1)
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A��� [64]´)¤ì8I¼ê���CN§§�±��)¤ìGL[Ü"

-f(x)��Oì¥m�-¹¼ê�ÑÑ"KG�8I¼ê½Â�µ

‖Ex∼pdataf(x)− Ez∼p(z)f(G(z))‖. (3.2)

30�·��ó��c§·�`²|^GAN��Oì��üa©aì�Ü

n5"3GANÔö�Ð©L§¥§)¤ìÑÑ�����Å���C"ù
�

�½Â�fÉ~êâ"3Ôö�L§¥§)¤ìÑÑ�©ÙÂñ�ý¢�êâ

©Ù"�Oì3ÔöL§¥3�~êâ¥���p��§3)¤ì�ÑÑ¥�

��$��"ÏL�OÙÑÑ¤û½��5êâ>.�XÔö
Åì~�¿�

�Cu�~êâ�ý¢>."

¦+�Oì�±uÿÉ~��§�´E,kØv�?"du�OìÑÑ

�©ÙpGÅìÂñ�ý¢�êâ©Ùpdata§�Oì�ªÂñ�
1
2
"Ïd§�O

ìD£O��a�5U3Ôö�L§¥Åìeü"

Äuþã�Ä§·�JÑ'u)¤ì��Kz8I¼ê§¦�)¤ìGÑ

Ñ�©ÙpGÃ{Âñ�ý¢�êâ©Ù§?
)¤rÉ~êâ"�dÓ�§·

��O��8¤�{5�Ñ�Oì5U�Ø­½5"

3.2 444���qqq,,,ééé|||)))¤¤¤���äää

�
��3ÔöL§¥�Oì�òzÚJp�Oì�£OUå§·��K

zG§¦�

• G3Ôö¥�)�õ�É~êâ"

• G�ÑÑ©ÙpGØÂñ�pdata"

�
��ù�8�§·�JÑKLÑÝ5{�pGÂñ�pdata"�½k�©

Ùp(z)Úz ∼ p(z)"dupG´)¤ìÑÑ�©Ù§pG�| ´p��m¥�

f6/"ù�§KL(pdata‖pG)�½ÂÃ¿Â"Ïd§·�½Âx : G(z) + n§

ùpn��ÅCþz�pÕá"n�©Ù´pd©Ù½ö.Ê.d©Ù"½

Âp̃G�x�©Ù"é?¿�x�z§e¡�Ø�ª¤áµ

p(x|z) > 0, p(z) > 0. (3.3)
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Ïd§é?¿�x§

p̃G(x) =

∫
p(x|z)p(z)dz > 0. (3.4)

p̃G�| áu����m"d	§�n·�À½�§p̃G(x) ≈ pG"3·���

{¥§G�8I¼ê½ÂXeµ

‖Ex∼pdataf(x)− Ez∼p(z)f(G(z))‖ − aKL(pdata‖p̃G). (3.5)

4�z−KL(pdata‖p̃G)�duü$�~êâ�VÇ�Ý¼ê�p̃G(x)"ÄuKLÑ

Ý�Kz�GAN�4�q,GAN(MinLGAN)"

duKL(pdata‖p̃G) =
∫
pdata log pdata −

∫
pdata log p̃G¿�p̃Gvk4Ü/ª§

��O�KL(pdata‖p̃G) Ã{¢y"Ïd§·�|^C©íäòlog p̃GO�

¤max
ϑ
L(x, θ, q(z|x, ϑ))§Ù¥

L(x, θ, q) : = log pdata(x|θ)−DKL(q(z|x)‖p(z|x; θ)) (3.6)

=

∫
q(z|x) log p(x|z, θ)−DKL(q(z|x)‖p(z)). (3.7)

KL(pdata‖p̃G)äke¡�CqL�ªµ∫
pdata log pdata −

∫
pdata max

ϑ
L(x, θ, q(z|x, ϑ)). (3.8)

·���{�)
S�`z�OìD§q(z|x, ϑ)Ú)¤ìG�ëê"�O

ìD�8I¼ê´

max
D

Ex∼pdata logD(x) + Ez∼p(z) log(1−D(G(z))). (3.9)

)¤ìG�8I¼ê´

min
G
‖Ex∼pdataf(x)− Ez∼p(z)f(G(z))‖+ a

∫
q(z|x, ϑ) log p(x|z, θ). (3.10)

q(z|x, ϑ)�8I¼ê´

max
ϑ

∫
q(z|x, ϑ) log p(x|z, θ)−DKL(q(z|x, ϑ)‖p(z)). (3.11)

�q(z|x, ϑ)Úp(x|Z)�pd½ö.Ê.d©Ù�§C©íääkwÍ

�AÛ)º"3q(z|x, ϑ)�8I¼ê¥§4�z
∫
q(z|x, ϑ) log p(x|z, θ)¿�

Xq(z|x, ϑ) ÑÑz§¦�G(z)�x�C"3G�8I¼ê¥§4�z∫
q(z|x, ϑ) log p(x|z, θ) (3.12)

¿�XG(z)�x�ålO\"Ïd§KL�Kz{�GÂñ�ý¢�êâ©Ù"
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3.3 ���ÑÑÑ���OOOììì���ØØØ­­­½½½555

�OìD�5U�6u3ÔöL§¥G�)�É~:S�"duGANÔö

��Å5§É~:S��¬äk�Å5§~X�ÅÐ©���§k�©Ù��

Åæ�"ù
�Å5¬Úå�Oì5U�Ø­½5"

8¤ÆS´?n�Å5�k��{"8¤ÆS�¹õ�ÄÆSì5~� 

����"ü«~��8¤�{´bagging{Úboosting{"Bagging{Ì�Ä

uõ��.3êâ8�ØÓf8?1Ôö§o�©�6u��f�.��©"

Boosting{�3ÏL�.S�ÅÚJpoN�.��OUå"

�bagging{�q§·�ÕáÔöN��Oì"�½ÿÁ��x§O�Di(x)"

��x�É~�s�½ÂÌ�©�ü«�ª"1���ª��8¤GAN§Ù/ª

Xeµ

s = − 1

N

∑
Di(x). (3.13)

��y8S�±|^�§-mi := max
x∈S

Di(x)Úni := min
x∈S

Di(x)"1���ª�

�ºÝz8¤GAN§Ù½Â/ªXeµ

s = − 1

N

∑
(Di(x)− ni)/(mi − ni). (3.14)

3.4 ¢¢¢���(((JJJ

3ù�!§·�Äk3circleÚmoonêâ8þ�ÀzKLÑÝ�5U"Ó

�§·�|^CIFAR10ÚUCIêâ8�¢�(J`²·���{'Ù¦��{

äk�Ð�£O5U"

3.4.1 


äääêêêâââ888������ÀÀÀzzz

·�À�circleÚmoonêâ85�ÀzKLÑÝ�Kz3)¤ìG��^"

3ã¡3.1(a)Úã¡3.1(c)¥§ý�õê7:©Ù3�~êâ�6/¥"¢�

(J`²)¤ìG�ÑÑ©Ù��~êâ©ÙA��Ó"3L�3.1(b)�3.1(d)

¥§Nõ7:©Ù3�~6/�>.�	"duKLÑÝXê�é��§�õ

ê7:©Ù3�~êâ�6/«�S"ùü�¢�`²KLÑÝ¦�)¤ìG�

)�~êâ6/���S�êâ¿�{�GÂñ��~�êâ6/"
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ã 3.1: )¤ìG3KLÑÝ�Kze�5Ué'"ùÚ�:L«�~êâ�6

/§7Ú�:L«G�ÑÑ©Ù"ã(a)Úã(c)L«3vkKLÑÝ�Kze§

)¤ìGÑÑ�©Ù"ã(b)Úã(d)L«3KLÑÝ�Kze)¤ìGÑÑ�©

Ù"

3.4.2 úúúmmmêêêâââ888���¢¢¢���(((JJJ

3ù
¢�¥§Ôö8��¹�~êâ"ÿÁ8¥Q�¹�~êâ§q

�¹É~êâ"·���{�)4�q,GAN(MinLGAN)§8¤MinLGAN

(EMinLGAN-1) ÚºÝz8¤MinLGAN (EMinLGAN-2)"·��é'�{�

)GAN�Ä��{(GAN)§OCSVM§IFOREST§VAE§AE"·���{Ä

uTheano§·���èÄuhttps://github.com/openai/improved-gan"OCSVM§

IFORESTdLIBSVM^�� [11]¢�"É~�½ÂXeµ

• GAN�É~�½Â��OìÑÑ���ê"

• OCSVM�É~�½Â��ûü>.�k�ål"

• IFOREST�É~�½Â��l����¤I�²¡��ê"

• AE�É~�½Â���­�Ø�"
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L 3.1: Cifar10êâ8�AUC�.

Normal EMinLGAN-1 EMinLGAN-2 MinLGAN GAN IFOREST OCSVM VAE AE

0 0.814 0.821 0.786 0.76 0.615 0.689 0.645 0.739

1 0.633 0.642 0.61 0.627 0.688 0.464 0.519 0.358

2 0.660 0.664 0.643 0.635 0.476 0.679 0.638 0.692

3 0.568 0.585 0.567 0.589 0.538 0.513 0.539 0.575

4 0.702 0.701 0.676 0.664 0.661 0.767 0.771 0.774

5 0.643 0.672 0.621 0.6 0.607 0.529 0.505 0.59

6 0.732 0.721 0.697 0.706 0.757 0.765 0.715 0.699

7 0.623 0.62 0.599 0.565 0.659 0.53 0.506 0.515

8 0.771 0.788 0.755 0.715 0.7 0.706 0.73 0.792

9 0.639 0.652 0.616 0.604 0.711 0.481 0.605 0.42

²þ 0.679 0.687 0.657 0.647 0.641 0.613 0.617 0.615

• VAE�É~�½Â����­�VÇ"

3¢�¥§¤k�É~:�½Â��a§�5êâ�½Â�Ka"ROC­

��I^5ïþ�{�5U"ØÓ�{�5Ué'ÄuAUC�"

• ROC­�µ�x3ØÓ�K�e§�(£O����'~(TPR)Ú�Ø

£O����'~(FPR)"

• AUC(ROC)�µROC­�e�«��¡È"

3.4.2.1 Cifar10���¢¢¢���(((JJJ

Cifar10êâ8�¹60000Üº��32 × 32�ã¡§�)50000ÜÔöã¡

Ú10000ÜÿÁã¡"3ùp§·�Ð«10�f¢��(J"3z��f¢�

¥§10a¥��a�w�´�~êâ§Ù{aO�êâ´É~êâ"¤k�¢

�¥���Ó�(�§ÆSÇÚ�KzXêa"�����y8(½�{�Â

ñ5"·�éz��f¢�­E80g¿�3z�gP¹ù
�y8¥��Ð(

J"²þ�AUC�3L3.1¥Ð«"

L3.1`²3f¢�0, 2, 4, 5, 7, 8, 9¥§MinLGAN�5U'GANp"3f

¢�1,3,6¥§MinLGAN�5U'GAN$"ù´Ï�·�¤¦^�ÆSÇ

Ú�Kzëêa 3¤kf¢�¥ØC"¦+KL�KÑÝkÏu�)�õ

�É~êâ§�aÀ�L��§GAN�Äå¬;�»�"éuf¢�1Ú3§

MinLGANÚGAN�5UÑ¬eü"ù´Ï�GAN�5U�6u ²�ä(�
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ã 3.2: Cifar10êâ88¤�AUC�. �Ä�Oì��êOõ�§8¤�.

�AUC�ÅìO\"�8¤�ê��10�§8¤�5U��­½"

�À�"3ùü�f¢�¥§·�?U ²�ä(�U
JpGAN�£O5

U"duGANÔö�Ø­½5§3¢�¥¬Ñy,��(J²w'²þ5U

$§ù
��5U(J��¹3·��L�¥"

ã 3.3: Cifar10êâ88¤�AUC�. �Ä�Oì��êOõ�§8¤�.

�AUC�ÅìO\"�8¤�ê��5�§8¤�5U��­½"

ã¡3.2Úã¡3.3L²AUC��Ä�Oì�ê�'X"¢�(JL²

éEMinLGAN-2§�Ä�Oì��ê�L5�§8¤��AUC�¬­½"é

uEMinLGAN-1§¦�AUC�­½¤I�Ä�Oì���ê´10"EMinLGAN-

2�8¤Âñ�ÝpuEMinLGAN-1"�ü«8¤�ªþÂñ�§EMinLGAN-

2�5U�`uEMinLGAN-1"ù´Ï�éuz��Ä�Oì§É~��þj
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Ø��"dEMinLGAN-1�)�É~�î­�6uÉ~�þj���Ä©aì

��ê"

ã 3.4: Cifar10êâ8�ROC­�.

ã 3.5: Cifar10êâ8�É~�©Ù. �/ã�ºàÚ$à©O�L1�Ú1n

¥ ê"�/ã¥�ÉÚ��L¥ ê"

ã3.4£±�´¤kf¢��ROC­�"ã3.5´3f¢�0¥z�aOÉ~

�©Ù��/ã"aO2Ú8É~�©Ù3�½§Ýþ�aO0­Ü"3·��

�{¥§�.éØÓ��a�£OUå´ØÓ�"

3.4.2.2 UCIêêêâââ888���¢¢¢���(((JJJ

·�À��
UCIêâ85?�ÚÐ«·��{�5U"ù
êâ8�

)KDDCUP99§cover typeÚshuttle"KDDêâ8�)5�Ì�aO"�ká

uNormalaO�êâ���~êâ"Ù§aO�êâ´É~êâ"Shuttleê
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L 3.2: UCIêâ8�¢���

¶¡ êâ8 �~êâ É~êâ

KDD-A KDD normal attack

COV-A cover type class 1,3,5,6,7 2,4

COV-B cover type class 2 class 4

SHU-A shuttle class 1 class 2,3,4,5,6,7

â8�)9�á5§¤k�á5Ñ´ê�."aO1���3êâ8¥¤Ó�'

~´80%"Cover typeêâ8ÏLaOCþýÿ
7�Ü�CXa."z��ê

â�)54�á5"éuUCI¢�§·�3L3.2¥�Ñ�~êâÚÉ~êâ��

¹"�y8�Ï���{�Në"·�æ�80%��~êâ��Ôöêâ"Ù

¦��~êâÚÉ~êâ�^�ÿÁ8"

3L3.3¥§�±wÑ·���{3¤k�êâ8¥��
'�Ð�5

U"éuKDDêâ8§GAN�Ä��.�MinLGANÚEMinLGAN-1��


�q�5U"OCSVMÚIFOREST �{Ø
COV-A	Ñ��
�Ð�5U"

ù´Ï��~êâdeZ�aO�¤¿�vk��k��A�J��{"

VAEÚAEé¤k�êâ8Ñæ^�Ó��ä(�"3·��¢�¥§Ø
ê

â8SHU-A�	§­�VÇvk­�Ø�­½"

L 3.3: UCIêâ8�AUC�

¶¡ KDD-A COV-A COV-B SHU-A

EMinLGAN-1 0.993 0.811 0.975 0.988

MinLGAN 0.993 0.798 0.945 0.986

GAN 0.993 0.793 0.931 0.979

IFOREST 0.991 0.293 0.991 0.988

OCSVM 0.982 0.397 0.997 0.947

VAE 0.995 0.743 0.956 0.802

AE 0.937 0.735 0.998 0.978





111oooÙÙÙ ÄÄÄuuuééé|||ÔÔÔööö���mmm���888©©©aaa���{{{

©a¯K´ÅìÆS+��Ä��¯K��"²;�©a¯K�3|^á

ueZ�aO�êâÔö©aì§l
¦©aì3áu®�aO�ÿÁêâ¥

«©êâ�aO"m�8£O¯K´�©aì3«©®�aO�êâÓ�«©

Ù¦aO�êâ"3m�8©a¯K¥§©aìI�©aÚ£OV­?Ö"�

DÚ�©a¯K�'§m�8©a¯K�J:3uÔö8¥"y��aO&

E"�DÚ�É~:uÿ�'§m�8©a¯KI��Ä£O��a�Å��

©aÅ���N5"Ïd§m�8©a¯K�DÚ�©a¯KÚÉ~:uÿ?

ÖéX;�§�´äk�p�EâJÝ"

m�8©a¯K�)û�{Ì�©ü«"1�«´3®�aêâÔö�©

aì¥����auÿ�I"ù«�{é©aìÔöÃK�§é©a5UK�

��"du©aì�A��m�ÔöÌ���©a8I¼ê§ù«�{£O�

�a�5Uk�"1�«�{´�Kz©aì�A��m§l
Or©aì3

,«�Ieé��a�£OUå"1�«�{�EâJÝ�p§'�;.��

{´|^é|ÅìÆS��{5Or©aì�1w5§l
Jp©aì�5

U"

3ù�Ù§·�0�é|ÅìÆS��L5�{±93m�8©a?Öþ

�A^"d	§·�0�3m�8©a?Öþ�ïÄ?Ð"·��¢�`² 

²�ä�Ur�
��©���~ØÓ�êâN��A��m�®�a«�

¥"Ïd§ ²�ä�Uò�
��a���Ø��½�®�a"·��O)

¤ì5)¤÷vA½�¦���"ù
��3�©�mÚý¢êâØÓ§�´

3A��m�ý¢êâ�q"Ïd§·�|^A����8I¼ê5[Üý¢

êâ3A��m¥�©Ù"|^�©a ²�ä5«©ý¢��Ú)¤ìÑÑ

���"¢�(J`²·���{éOr©aì£O��a�5U´k��"

4.1 ééé|||ÅÅÅìììÆÆÆSSSµµµ)))¤¤¤ééé|||������

 ²�ä±r��A�J�Uå3A^+�¥Ðy
`��5U"�DÚ

ÅìÆS�.aq§ ²�ä3��p5U�Ó�N´É�é|���ôÂ"
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�é{`§�
��©���q���� ²�ä©aì?1�Ø�£O§ù


��3é|ÅìÆS¥��é|��"3C
c§ ²�ä�é|��¯K

Ì�©�ôÂÚ��ü��¡"ôÂö|^®���¸�O ²�ä�é|�

�)¤�{"�â�¸�ØÓ§ôÂö�ôÂÌ�©�x�ôÂÚç�ôÂ"

x�ôÂb�ôÂö®� ²�ä�¤k&E§�)ëê�Ú�ä(�"ôÂ

ö�±|^ ²�ä�®�&E)¤é|��"ç�ôÂb�ôÂövk ²

�ä�?Û&E§�´��¤)¤���´Ä� ²�ä�é|��"��ö

�8�´&ÿé|��Ú~�ôÂö�)é|����U5"Ïd§��öé

 ²�ä?1é|ÔöÚ¿�é ²�äïá'ué|���&ÿÅ�"��

�{Ì��â´Ä3 ²�ä¥i\#�f�ä?1y©"

é|ÅìÆSÚÉ~:uÿ�{äk���éX"É~:uÿ�{ÏLu

ÿA��m�É~êâ59Ï��ö&ÿé|��"é|ÅìÆS�±Or�

ä�1w5Ú�zUå§kÏuò�~���A�«�C��\;�"

3 [22]¥§�öØy
 ²�ä¥é|����35"�ö3©Ù¥)º


 ²�äé|���3��Ï"�ö�Ñé|����35� ²�ä�Û

Ü�55�'X��"�½ý¢��x§-x̃ = x+ η§Ù¥η < ε"d

f(x̃) ≈ f(x) +∇f(x)Tη (4.1)

��§�η = ∇f(x)�§|f(x̃)− f(x)|��"Ïd§�öJÑ�é ²�ä�é
|��)¤�{µ

η = εsign(∇xJ(θ, x, y)). (4.2)

Äu©z [22]§®k�ó�lõ«�ÝU?é|���)¤�ª"e¡§·�

0��
­��é|��)¤�{"

�/�å�L-BFGS�{µ3 [74]¥§�öJÑÄu�/�å�x�ôÂ

�{(L-BFGS)"L-BFGS�{Ø=�±�)¦�©aì�Ø©a�é|��§


��±�½é|����Ø©a"L-BFGS �{�8I¼êXeµ

min
ρ
‖ρ‖2, s.t. C(Ic + ρ) = l; Ic + ρ ∈ [0, 1]m, (4.3)

Ù¥§C�8I©aì§Ic��©ã¡§l�òé|���©�aO"du`

z¯K¹k©aìC§L-BFGS�{I�|^©aìSÜ�(�Úëê"Ïd§
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L-BFGS�{´x�ôÂ�{"|^L-BFGS�{�)�é|��'Ù¦��{

�N´£O"

¯�FÝÎÒ�{(FGSM)µ3 [22]¥§�öJÑÄu©aìFÝ�ôÂ

�{"�L-BFGS�é|���E�{ØÓ§FGSM�{ÏLFÝ5wª�E

é|��"é|���/ªXeµ

ρ = εsign(∇J(θ, Ic, l)), ρ = ε
∇J(θ, Ic, l)

‖∇J(θ, Ic, l)‖2
, (4.4)

Ù¥§J�8I©aì§Ic��©ã¡§l�òé|���©�aO"duÉ~

����EI�©aì�FÝ§FGSM�{áux�ôÂ�{"

Ä�S�{(BIM)µ3 [37]¥§�ö�ÑÄuüÚ6Äã¡��{¤�)

�é|��5U�f"�öJÑÄuS��õÚ�{�)é|��§l
J,


é|���ôÂ5U"BIM�{�S�úªXeµ

I i+1
ρ = Clipε{I iρ + αsign(∇J(θ, Ic, l))}, (4.5)

Ù¥I iρL«1ig�6Ä�ã¡§Clipε{.}L«��ã¡�º�¼ê"

Äuä�'�wÍN�ôÂ(JSMA)µ3 [56]¥§�öJÑÄul0�DÕ6

ÄôÂ�{"�öz�g6Ä����¿��w��é©a(J�K�§l


ÏL6Ä����þ��5)¤é|��"��é ²�ä©a(J�K�Ì

�ÏLÑÑ�FÝ�E�wÍ5N�5�E"

ü��ôÂ(One-pixel)µ3 [73]¥§�öÏLUCü���)¤é|��

��{"�ÄuFÝ��{ØÓ�´§�öÏL?z�{�ÅUC�����

��5)¤f��6Ä"�����)����^�é|���6Ä��"

CarliniÚWagnerôÂ(CW)µ3 [9]¥§�öJÑU'ßé|�2üÑ�é

|6Ä"CWôÂ�±©O�)'ul0, l1, l2�ê��6Ä"

DeepFoolôÂµ3 [49]¥§�öJÑÄu�55y�S��{)¤é|�

�"3Äu�55y�é|��)¤�{¥§�öòÙ©a>.�«��5

z§l
ò���`z¯K=z¤�55y¯K"ÏL¦)�5`z¯K�6

Ä\\��©ã�þ"�ö`²DeepFoolôÂ3�)�Óé|�J���¤I

��6Ä'Ù¦�ôÂ�)�6Ä��"

²;�é|��)¤�{éØÓ��©ã¡�)ØÓ�é|6Ä"3

[48]¥§�öJÑ��#�é|6Ä)¤�{§¦�Té|6Äéêâ8¥�
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¤kã¡�)é|��§����é|6Ä"��é|6Ääkî��êÆ½

Â"�½�©ã¡�6Äρ§ρ´��é|6Ä��=�e¡�^�¤áµ

P (C(Ic) 6= C(Ic + ρ)) ≥ θ, s.t. ‖ρ‖p ≤ ξ, (4.6)

Ù¥Ic´�©ã¡§C(Ic)´©aìé�©ã¡�©a§θ ∈ (0, 1]Úξ´�½�

~ê"

3 [66]¥§�öJÑü«ç�ôÂ�{UPSETÚANGRI"ùü«�{

)¤é|����ä(��q"������O´UPSET�ôÂò���

©�,�aO§ANGRI ôÂò���©=�"�Ù§ôÂ�{ØÓ�´§

UPSETÚANGRI�{�)�é|���±Ó�ôÂõ�©aì"

HoudiniôÂµ3 [14]¥§�öJÑéÔö��\���{5J,��

é|6Äé|����J"-gθ(x, y)�©aìÑÑ�1i�©þ§yθ(x) =

arg maxy gθ(x, y)§l(x)�Ôö8I��¼ê"�öb�é|���)¤�ªX

eµ

x̃ = arg max l(yθ(x̃), y), s.t. x̃ : ‖x̃− x‖ ≤ ε. (4.7)

HoudiniôÂÄu�½�é|��)¤�{§§�±?�ÚJ,T�{�ôÂ

�J"T�{�3�Ä�.é�©Ôö���ýÿØ�"XJÔö���ýÿ

Ø���§KT�{éÔö���������"HoudiniôÂ�8I¼êX

eµ

l̄H(θ, x, y) = Pγ∼N(0,1)[gθ(x, y)− gθ(x, ŷ) < γ] · l(ŷ, y), (4.8)

ŷ�êâ�ý¢aO"

Äué|C��ä�ôÂµ²;�é|��)¤�{Ì�Äu�.�FÝ

5wª�Eé|��"3 [4]¥§�ö|^é|C��ä)¤é|��"b�

é|C��ä�

gf,θ(x) : x ∈ X → x′. (4.9)

Ôöé|C��ä�8I¼êXeµ

arg max
∑
xi∈X

βLx(gf,θ(xi), xi) + Ly(f(gf,θ(xi)), f(xi)). (4.10)

T8I¼ê�1���3~�é|��Ú�©���m�ål§1���3O

\)¤��Ú�©��3©aìÑÑ�ål"

é|�����Ì�©�n«aOµ
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• ?UÔö8I¼ê±9Ñ\��"

• ?U�ä(�"

• V\#��ä"

?U©aìÔö8I¼ê����{§�3é©aì�Ôö8I¼êV

\�K�§l
Jp©aì-�é|���5U"ùa�{q���åé|

Ôö"3 [22]¥§�öJÑÄu-�FGSM�)�é|����{"�ö|^

dFGSM�)�é|��Ôö©aì§¦�é|�������ÑÑaO�

�"3 [65]¥§�öJÑ3 ²�äØÓA��¥6Ä5�)é|���Ôö

�{"�öò ²�ä�z��©O��ÑÑ�5¦)�©ã�3T�ÑÑ�

é|��§|^ù
é|��?1�åé|Ôö§l
J,�.éé|���

��5U"�iÒÆS´ÅìÆS�­�©|§é|ÔöØ=�±O\©aì

-�é|���5U§�U���iÒÆS�8I¼ê§¦�©aì3�þI

P����/E,U
��`��©a5U"3 [47]¥§�öJÑJ[é|Ô

ö(VAT)��Kz¼ê"J[é|¼ê�31wz ²�ä�ÑÑ©Ù"Äu

J[é|Ôö�Kz��iÒ�{3�iÒ�{¥äk�`�©a5U"

êâØ EâÏLUCÑ\��5Jp©aì��é|���5U"

3 [17]¥§�ö�ÑJPGã��Ø �±-�FGSMôÂÚDeepFoolôÂ�)

�é|��"3 [52]¥§�ö�ÑlÑ{uC�(DCT)�±Or©aì-�é

|���Uå"3 [42]¥§�öJÑÄuPCAØ ����{"�öÓ�JÑ

XJêâØ Eâ¦^Ø�§¬��Ñ\êâ��­��©a&E§l
K�

©a5U"

�
Äu?U�ä(�����{®²�JÑ"3 [24]¥§�öJÑ|^

�ÝÂ �ä(DCN)5Jp ²�äéé|���­è5"�ö3Ôö©aì

�8I¼ê¥\\
�.ä�'Ý
�ê��Kz"dué|��ål�©�

�ålé�§¤±é|����35�ä�'Ý
�5�'X��"�öÏL

4�zä�'Ý
���ê5ü$©aìéé|���¯a5"�ö�Ñ§3

�Dg?èì(denoising Autoencoder)¥§ä�'Ý
��Kz�dué�©

êâ�Å6Ä�êâO2"ù�*:A^�©aì��é|���¯K�¥"

3 [51]¥§�öJÑV\#� ²�ä(DLN)��Ñ\ã¡�=�ì"�

Ñ\ã¡�é|���§=�ì�±ÑÑ����§¦�T���±�©a
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ì�(©a"b��©���x§é|���x′§DLN�äP�D§©aìP

�C"DLN�ä�8I¼êXeµ

asim(x,D(x′)) + opsim(Cat(yx), Cp(D(x′))), (4.11)

Ù¥simL«�qÝ§opsimL«ål"

êâ�2�3òE,�.�ä��£Ú&E=£��5�¿�(�{ü�

�ä�¥"3�£�2�ÔöL§¥§E,�ä�ÑÑ���£Ôö�5��

ä"3 [57]¥§�ö�Ñ�£�2�L§�±O\��äé�©ã¡�6Ä�

-�Uå"duêâ�2¬é��ä�)Ø­½5§�
­½zêâ�2�

�{3 [55]¥�JÑ"¦+êâ�2�{�±k�;�FGSM�Ä�ôÂ�{§

§ØU��CWôÂ"

3 [36] [50]¥§�öØy
 ²�ä�pÝ��5A�kÏur?-�é

|���5U"Äuù�*:§�ö�O
�ÝéÜPÁ�ä"�ÝéÜÔö

�ä��OÌ�Äu ²£´§â>�O��ª´pÝ��5¿��Ú�"

3 [14]¥§�öJÑParseval�ä5-�é|ôÂ"Parseval�ä�Ø%g

�´/^©���Kz5�� ²�ä§¦� ²�ääk�ÛLipschitzëY

5"�öò ²�ä�z������¼ê§�N ²�ä�ù
¼ê�E

Ü¼ê" ²�äé�©ã¡�6Ä�­è5d�¼ê�LipschitzëY55û

½"Parseval�äÔö�8I¼ê�3����Ý
�Ì�ê"

3 [19]¥§�öJÑDeepCloak�ä5-�é|ôÂ"DeepCloak�ä3 

²�ä�¥m�V\ñù�"§UJ�P�©��Úé|��3ÑÑA��¥

��ÉA�"du ²�ä¥�����éAu ²�ä��¯aA�§Ïd

ù
������ñù���0"

�
����{�3�áÅ�5&ÿé|��§3 [40]¥§�öb�é|

��3 ²�ä�RELU-¹�¥äkØÓ�A�"�ö¦^»�Ä�SVM©

aì5«©�©��ÚÉ~���A�"3 [45]¥§�öJÆòf�äV\�

®��ä�¥m�¥?1
©aÔö"f�ä�±^5£Oé|��Ú�©ê

â��O"3 [23]¥§�ö�O#���¼ê?1aO2Ôö§l
&ÿé|

��"
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4.2 ééé|||ÅÅÅìììÆÆÆSSSÚÚÚÉÉÉ~~~:::uuuÿÿÿ���{{{

3é|ÅìÆS¥§�©��½Â�®�aêâ8¥���"�½�©�

�§§�é|��½Â�<aÃ{«©§Ú�©��§�´©aì%�Ø©a

���"XJ�©��Úé|��3©aìÑÑ�(JØÓ§é|��3 ²

�ä¥mA����©���3wÍ�O"Ïd§é|��3 ²�ä¥m�

�ÑÑ�U��©êâ3¥m�©Ù�É~:"3é|ÅìÆS¥§���|

^É~:uÿ{5&ÿé|��"3m�£O¯K¥§�
ó�|^é|Ôö

5Jp©aìé��a�£OUå"

3 [46]¥§�öJÑÄuÉ~:uÿ{5£Oé|��"�½Ôö�

�X = {Xc, c = 1, . . . , K}§ÿÁ��x§L��Ý ²�äDNN±91caÔ

ö��Xc = {xc1, xc2, . . . , xcNc}"�öÄk|^Ôö��XÔöDNN§¿�O

�Xc31l��ÑÑ�Zc = {zc1, zc2, . . . , zcNc}"é¤k�Zc§O�^�VÇ�Ý
¼êf(z|c)"�½ÿÁ��x§��²;�uÿ�{Xeµ

• ÏLx���VÇ�Ý¼ê(½x�aOc∗ = arg maxc∈1,...,K P (C = c|x)"

• O�x3DNN1l��ÑÑz"

• O�z�^�VÇ�Ý¼ê�f(z|c)"�f(z|c)�u,��K��§Kx�
é|��"

�öJÑ#��.5uÿé|��"�ÿÁ��x'uØÓaO�f(z|c)©
Ù�softmax�ÑÑ©ÙØ���§K¡T���é|��"�����5|

^KLÑÝ5Ýþ"b�ĉs = arg maxc∈{1,...,K}−c∗ f(z|c)"�ö�E�aVÇ�Ý
¼ê

P ≡ {Pc∗ , Pĉs} = {p0Pc∗ , p0Pĉs}, (4.12)

Ù¥p0´IOz~êµp0 = (f(z|c∗) + f(z|ĉs))−1"Ó�§�ö�E�aVÇ�
Ý¼ê

Q ≡ {Qc∗ , Qĉs} = {q0P [c∗|x], q0P [ĉs|x]}, (4.13)

Ù¥q0´IOz~êµq0 = (P [c∗|x] + P [ĉs|x])−1"PÚQ�KLÑÝ½Â�

DKL(P‖Q) =
∑

c∈{c∗,ĉs}

Pc log(
Pc
Qc

). (4.14)

�DKL(P‖Q)���§K�½x �é|��"
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4.3 ÄÄÄuuuééé|||ÅÅÅìììÆÆÆSSS���mmm���888©©©aaa¯̄̄KKK

3 [43]¥§�öJÑÄuål��&Ý±9é|Ôö5Or©aì���

a£OUå��{"|^Äuål��&Ý�O��a�Ä�b�´3ÿÁ

��x���S§,�aO�:¤Ó�'~��§�ù�aO�:�ål��§

KÿÁ��xáuTaO��U5��"-f(x)�x3 ²�ä¥m��ÑÑ§

A(x) = {xjtrain}kj=1���x3Ôö8¥�kC��§-{yj}kj=1�A(x) ¥�:é

A�aO�I"Kòx�aO�½�ŷ��&ÝD(x)½ÂXeµ

D(x) =

∑k
j=1,yj=ŷ e

−‖f(x)−f(xjtrain)‖2∑k
j=1 e

−‖f(x)−f(xjtrain)‖2
. (4.15)

�öJÑü��Kz�{5Jp©aì�5U"1���{��n´~�

Óa��3A��m©Ù¥�ål§O\ØÓaO���3A��m¥�å

l"1���{�8I¼êXeµ

L(x, y) = Lclass(X, Y ) + αLdist(X, Y ) Ldist(X, Y ) =
1

P

P∑
p=1

Ldist(x
p1 , xp2),

(4.16)

ùp§Ldist(x
i, xj)½Â�{
‖f(xi)− f(xj)‖2 if yi = yj.

max{0, (m− ‖f(xi)− f(xj)‖2)} if yi 6= yj.
(4.17)

FGSM�{´²;�é|��)¤�{"FGSM)¤�é|��äk)ÛL

�ª"©z�1���{|^FGSM�{é©aì�é|Ôö"�öÄk|

^FGSM�{�)é|��§,�òé|���½�Ú�©���Ó�I\?

1Ôö"

4.4 ÄÄÄuuuJJJppp©©©aaaììì���©©©555���###���{{{

3 [43]¥§�ö|^é|ÅìÆS(ÜÄuål�Ýþ5Or©aì�©

a�JÚ£OÉ~���Uå"�e5§·�`²é|ÅìÆSEâk���

Ï"

�½|^®�aêâ8Ôö�©aì§3��a£O�?Ö¥§¬�üa

�Ø"1�a�Ø´ò®�aêâ��N��Ù§aO�A�«��¥"3ù
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��¹e§©aì¬ò®�a����½���a���"1���Ø´ò�

�aêâN��®�a�A�«��¥"3ù��¹e§©aìò��a��

�©�®�a��"

é|ÅìÆS¥�é|Ôö�3ÏLòé|��Ú�©��3©aì�Ñ

Ñ�Ó5O\©aì�1w5§Ù¥1w5´�éÑ\��?1�6Ä§©a

ì�ÑÑCzé�"�©aì1w5O\�§©aì�1���Ø�VÇò~

�"��©ã¡�q���¬�©aìN��®�a�A�«��¥"

y3§·�ÏL¢�5`²©aì�1�a�Ø��U5±9�O~�

©aì�1�a�Ø��{"�½ÄuSVHN êâ8?1Ôö�©aìcÚ

Ù¥100Üã¡{xi}100i=1"|^`z�{O�100�Cq�Å�ã¡{x′i}100i=1§¦

�xiÚx
′
i3©aìA���ÑÑ�Ó"-©aìc�A��ÑÑ�f§K`z�

{�8I¼êXeµ

min
x′i

∑
i

‖f(xi)− f(x′i)‖. (4.18)

3ã4.1¥§�>�ã¡´�½�100ÜÔöã¡§m>�ã¡´¦)þã`z

¯K�(J"m>Cq�Å�ã¡�Ôö8ã¡3A��m¥�ÑÑ�Ó"

ã 4.1: SVHNêâ8Ú#.é|��

du1�a�Ø��3§©aì�Uò��aO�ã¡±p�&Ý�©¤

,
®�aO"©aì�1�a�Ø�y�´Ün�§ÙÌ��Ï´©aì�

Ñ\�é�´��m"�ké��m���Ñ?1I5§âU-©aì;��

1�a�Ø"du©aì"y�é�©êâ±	�êâ&E?1Ôö§©aì

�éù
êâ"yv
�E£Uå"�Ä4à��/§©aì�k��aO§
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@o©aì3Ôö�L§¥§©aìéA�¼ê¬Âñ���~ê"3ù��

¹e§©aì¬ò¤k���a���©�®�aO"

·�*	��©aì�1�a�Ø�VÇ���§A��m¥�®�aO

«������L�"Ïd·�Ôö)¤ì§¦�)¤ì)¤3�©�m¥å

l�©êâ8��§�´3A��m¥�©aìN��®�aO�«�¥��

�"ù
����3`²©aì«O��aO��©5�f"|^ù
��Ô

ö©aì§�±~�©aì�1�a�Ø�VÇ"·�JÑ�8I¼ê��Ä

Xeµ

• )¤ìÑÑ���3©aìA���ÑÑ©Ù��©��3©aìA�
��ÑÑ©Ù�Ó"

• �E�©aì§¦��©aì�±«©ý¢êâÚ)¤ìÑÑ�êâ"

3·�JÑ��{¥§)¤ì)¤���ÚGAN�)¤ì)¤���äke¡

ü�ØÓ�?µ

• GAN�)¤ì3�©�m¥[ÜÔöêâ§·�JÑ�)¤ì3A��

m¥[ÜÔöêâ3A��m�ÑÑ©Ù"

• 3GAN�8I¼ê¥§)¤ì�ÑÑÂñ�ý¢�êâ©Ù"3·�J

Ñ�8I¼ê¥§)¤ì�ÑÑØ�½Âñ�ý¢�êâ©Ù"

�½©aìF(x)§)¤ìG(x)§�©aìL(x)"-©aìÏLsoftmax�

�ÑÑ�F(x)§3softmaxc���ÑÑ�Z(x)"£O��a�É~�T½Â

�
n∑
i=1

exp(Zi(x))§Ù¥n�®�a��ê"�½Ôö8S���x"T (x)���

p§K��áu®�aêâ��U5��"

3·��Ôö�{¥§©aì§)¤ìÚ�©aì�OÔö"3z�gS

�¥§©aì§)¤ìÚ�©aì�Ôö�g?1§ÙäNÚ½Xeµ

1. Ôö©aìF(x)µé®�aêâ?1IO�©a?Ö§ò)¤ìÑÑ�

������a?1é|Ôö"Ù8I¼ê½ÂXeµ∑
(x,y)∈S

l(F (x), y) +
∑
i

∫
z∼p(z)

exp(Zi(G(z))). (4.19)

2. Ôö)¤ìGµ�O)¤ì�ü�8I¼ê§¦�)¤ì�ÑÑ÷ve

¡ü�^�µ
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• )¤ìÑÑ����©aì�½�®�a"

• )¤ìÑÑ���3�©�m¥Ú�©êâ�±�½�ål§N´�«
©"

é1��^�§·�æ^GAN¥�feature matching8I¼ê5[Ü)¤ì�

ÑÑÚ�©��3©aìA��m¥�©Ùµ

‖Ex∼pdataf(x)− Ez∼p(z)f(G(z))‖, (4.20)

Ù¥f�©aìF3A���ÑÑ"éu1��^�§·�|^�©aìL(x)5

Ôö)¤ìG"b��©���ÑÑI\�(1, 0)§)¤ìÑÑ���I\

�(0, 1)§K)¤ìG�Ôö8I¼êXeµ∫
z∼p(z)

l(L(G(z)), (0, 1)), (4.21)

Ù¥l�©a��¼ê"

�©aìL(x)�8�´Ôö)¤ì§¦�)¤ìÑÑ�����©���

±�½�ål"�©aì�8I¼êXeµ∫
x∼pdata

l(L(x), (1, 0)) +

∫
z∈p(z)

l(L(G(z)), (0, 1)). (4.22)

4.5 ¢¢¢���(((JJJ

·��Ôö�.3SVHNêâ8�¢�(J�)é®�a�©a(JÚé

��a�£O(J"·�òÔö8¥�9a����®�a?1Ôö§ò�{

�1a������a"éu©a°Ý§·�P¹ÿÁ8�éA�9a���

©a�(Ç"éu£O��a�°Ý§·�òÿÁ8¥�9a����®�a§

Ù{�1a������a§|^AUC�I5Ýþ©aì£O��a�5U"

b�©aì�logitÑÑ(softmaxÑÑ�c��)�Z§softmax�ÑÑ�F"3¢
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• �µEntropy(F)"�ÿÁ��ÑÑ©Ù��O\�§Ù©ÙªCuþ!©

Ù¿�§��p�&Ý¬ü$"Äu��É~�§���§K��áu

��aO��U5Ò�p"

• ���µmaxZi"ÿÁ���ZiÑÑ��§ÿÁ��áu®�aO��U

5�p"

• logitÚµ
∑

exp(Zi)"�nÚ����Ó§�Äáu®�aO��U5�

Ú"

• KDEµ|^KDE[Ü ²�äA��m¥�®�aOêâ�A�©Ù§

|^[Ü©Ù�q,Ý5uÿ��a"

• KNNµ3 ²�ä�A��¥?1ÄuKNN�É~:uÿ�{"ÿÁ�

��®�a©Ù�ål��§Káu��aO��U5��"

·��©a�(ÇÚ£O��a�°Ý´©OÕáÿþ�"Äk©a�(ÇÚ

��£O°Ý��p�Ø�½Ó���§¤±I��Äò¥�Y"^u£O�

�a�(J(AUC�)3L4.1¥�Ñ"

L 4.1: SVHNêâ8£O��a�AUC�

Anomaly logitÚ 4�� � KDE KNN FM FM-2

0 0.88 0.882 0.887 0.865 0.87 0.912 0.914

1 0.955 0.953 0.946 0.923 0.914 0.938 0.931

2 0.941 0.943 0.934 0.936 0.923 0.939 0.947

3 0.891 0.889 0.885 0.871 0.884 0.887 0.891

4 0.942 0.941 0.946 0.915 0.927 0.937 0.932

5 0.871 0.872 0.865 0.853 0.844 0.897 0.906

6 0.843 0.845 0.842 0.824 0.839 0.864 0.868

7 0.901 0.896 0.881 0.871 0.872 0.895 0.892

8 0.883 0.884 0.886 0.859 0.874 0.892 0.896

9 0.896 0.893 0.898 0.868 0.849 0.907 0.917

²þ 0.901 0.898 0.897 0.878 0.879 0.906 0.909

éu©a°Ý§Baseline�{½Â�softmax©aì��Ôö���©a
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ì"·���{ÚBaseline�{�©a°Ý2Ä���0.3�:§���²þê

�A��Ó"©a°Ý�¢�(J(©a�(Ç)3L4.2¥�Ñ"

L 4.2: SVHNêâ8�©a�(Ç

Anomaly Baseline FM FM-2

0 0.948 0.947 0.949

1 0.951 0.953 0.952

2 0.953 0.952 0.954

3 0.947 0.949 0.947

4 0.952 0.951 0.953

5 0.949 0.95 0.95

6 0.947 0.947 0.946

7 0.953 0.953 0.954

8 0.952 0.953 0.953

9 0.955 0.956 0.955

²þ 0.951 0.952 0.952

3m�8©a¯K¥§·�JÑ#��{5Or©aì£O��a�
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