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Abstract— With the rapid development of cryptocurrency
and its underlying blockchain technologies, platforms such as
Ethereum and Hyperledger began to support various types of
smart contracts. Smart contracts are computer protocols
intended to digitally facilitate, verify, or enforce the negotiation
or performance of a contract. Smart contracts have broad range
of applications, such as financial services, prediction markets
and Internet of Things (IoT), etc. However, there are still many
challenges such as security issues and privacy disclosure that
await future research. In this paper, we present a
comprehensive overview on blockchain powered smart
contracts. First, we give a systematic introduction for smart
contracts, including the basic framework, operating
mechanisms, platforms and programming languages. Second,
application scenarios and existing challenges are discussed.
Finally, we describe the recent advances of smart contract and
present its future development trends, e.g., parallel blockchain.
This paper is aimed at providing helpful guidance and reference
for future research efforts.
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I. INTRODUCTION

In recent years, the development of blockchain technology
has enabled customizable programming logic to be stored in a
decentralized way. This has revived the notion and facilitated
the creation of smart contracts (also called blockchain
contracts, digital contracts, or self-executing contracts) that
were first proposed by Nick Szabo in 1994 [1]. Smart
contracts are self-executing contracts with the terms of the
agreement between interested parties. The contracts are
written in the form of program codes that exist across a
distributed, decentralized blockchain network. Smart contracts
allow transactions to be conducted between anonymous or
untrusted parties without the need for a central authority [2].

Blockchain technology represented by Bitcoin and other
cryptocurrencies is called blockchain 1.0, which has the
typical features of decentralization, tamper-resistant,
anonymity and auditability. However, writing contracts with
complex logic is not possible due to the limitations of Bitcoin
scripting language (Bitcoin scripting language has only 256
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instructions, in which, 15 are currently disabled, and 75 are
reserved). Due to limited functionality, Bitcoin can only be
considered as the prototype of smart contracts. Newly
emerging blockchain platforms such as Ethereum [3] embrace
the idea of running user-defined programs on the blockchain,
thus creating an expressive customized smart contracts with
the help of Turing-complete programming language. The
codes of Ethereum smart contract are written in a stack-based
bytecode language and executed in Ethereum Virtual Machine
(EVM). Several high-level languages such as Solidity' and
Serpent’ can be used to write Ethereum smart contracts. The
code of those languages can then be compiled into EVM
bytecodes to be run. Ethereum is currently the most popular
platform for developing smart contracts, hence it is called
Blockchain 2.0 [4]. In addition to Ethereum, there are some
other platforms which can be utilized to develop smart
contracts, such as Hyperledger Fabric [5], Corda [6] and
BigchainDB [7], etc.

The correct implementation of smart contracts is enforced
by the consensus protocols [8]. The contracts can encode any
pre-defined rules and execute the corresponding operations
when trigger conditions are satisfied. Thus, smart contracts
can be applied in many fields, including intelligent assets (e.g.,
Slock.it” is a German company that utilizes Ethereum-based
smart contracts for renting, selling or sharing anything without
the involvement of intermediaries) and self-enforcing or
autonomous governance applications (e.g., digital property
management such as ujomusic’, e-voting, and supply chain)

[4].

Despite the expressiveness of smart contracts, they are
facing many technical challenges. A well-known example is
that in June 2016, the “Recursive calls attack™ exploited the
DAO (DAO?® is an abbreviation for decentralized autonomous
organization which is used as an investor-directed venture
capital fund) to siphon off one third of the DAO’s funds to a
subsidiary account (the affected Ether had a value of about
$50M [9]). The Ethereum community had to implement the
hard fork (which is a radical change to the protocol that makes
previously invalid blocks/transactions valid, or vice-versa) for

! Solidity. https://solidity.readthedocs.io

2 Serpent. https://github.com/ethereum/wiki/wiki/Serpent
? Slock.it. https://slock.it/

* Ujomusic. https://ujomusic.com/

’ DAO. https://www.ethereum.org/dao



the Ethereum blockchain to restore the affected funds.
However, this was controversial because it violated the code is
law principle. M. Alharby & A. van Moorsel [4] identified
several research gaps in smart contracts research, e.g., lacking
of studies on scalability and performance issues, lacking of
research on tackling criminal activities, lacking of
implementations to deploy and run smart contracts besides
Ethereum, and so on.

The main aim of this study is to give an overview of smart
contracts, including the concept and architecture, applications
and future trends, etc.

The rest of this paper is organized as follows. Section II
systematically introduces the smart contracts, including the
basic framework, operating mechanisms, platforms and
programming languages, etc. Section III presents some
typical application scenarios of smart contracts. Section [V
summarizes the current challenges faced by smart contracts.
Section V presents the recent research progress and discusses
some possible development trends. Section VI concludes the

paper.

II. SMART CONTRACT

A. Basic Framework of Blockchain

As shown in Figure 1, a typical blockchain system
generally consists of six layers, namely, data layer, network
layer, consensus layer, incentive layer, contract layer and
application layer.

e Data layer. This layer includes the underlying data
blocks, related encrypted messages, and timestamp,
etc.

e Network layer. The blockchain system usually adopts
the P2P protocol that is completely distributed and
can tolerate single point of failures (SPoF).
Blockchain network nodes have the characteristics of
equality, autonomy, and distribution [10]. All the
nodes are connected in a topological structure without
any centralized authoritative nodes or hierarchy.

e Consensus layer. Consensus layer encapsulates
various types of consensus protocols. This is due to
the decentralized blockchain is jointly managed and
maintained by multiple parties. Some of the nodes
may not be credible and therefore require support for
the Byzantine Fault Tolerance (BFT). Common
consensus algorithms include PoW (Proof of Work),
PoS (Proof of Stake), PBFT (Practical Byzantine
Fault Tolerance), etc. PoW consensus process
(commonly known as mining, each node is called a
miner) is as follows: each node contributes their
computing resources to compete solving a SHA256
mathematical puzzle (the difficulty of the puzzle
could be adjusted dynamically), the winner miner
broadcasts the mined block to other nodes, then other
nodes confirm its validness. If the block is validated,
other miners would append this new block to their
own blockchains [11]. However, PoW consumes
large amounts of electricity resource, result in a huge
waste of energy. Thus, researchers propose some
alternative consensus protocols. For example, EOS
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adopts DPoS (Delegated Proof of Stake) consensus
protocol which leverages the power of stakeholder
approval voting to resolve consensus issues in a fair
and democratic way [12]. Currently, Ethereum adopts
PoW + PoS hybrid consensus mechanism and
Hyperledger Fabric adopts PBFT mechanism.

Incentive layer. Consensus nodes in a decentralized
system are self-interested, maximizing revenue is the
fundamental goal of their participating in data
verification and accounting. Therefore,
incentive-compatible =~ mechanisms  should be
designed, so that the individual rational behavior of
the consensus nodes to maximize their own profits
can be incentively aligned with the overall goal of
guaranteeing the safety and effectiveness of the
decentralized blockchain ecosystem. Taking Bitcoin
as an example, the economic incentive in Bitcoin’s
PoW consensus mechanism consists of two parts: the
newly issued Bitcoin rewards and the transaction fees.
They are awarded to the node who can first solve the
mathematical puzzle and record the block
successfully [13].

Contract layer. The contract layer encapsulates
various types of script codes, algorithms, and
sophisticated smart contracts, and thus is the basis for
flexible programming and manipulation of blockchain
systems. Most of the cryptocurrencies, including
Bitcoin and Litecoin, use non-Turing-complete
scripting language which means they have no flow
control, namely, no loops or conditionals. Nowadays,
more complex and flexible scripting languages for
smart contracts have emerged, e.g., Solidity and
Serpent, which enable blockchain to support a wider
range of applications of finance and social systems.

Application layer. The main application in the Bitcoin
system is digital currency transactions. For Ethereum
platform, in addition to currency transactions, it also
supports Decentralized Applications (Dapp). Dapp is
an application that runs on a decentralized network
such as Ethereum. Hyperledger Fabric mainly aimed
at enterprise-level blockchain applications, its Dapps
can be built on SDKs using programming languages
such as Go, Java, Python, and Node.js [14].
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Figure 1. A basic framework of blockchain.

B. The Operating Mechanisms of Smart Contracts

Smart contracts are a set of Scenario-Response procedural
rules and logic. In other words, they are decentralized, trusted
shared codes that deployed on blockchain. The parties signing
a contract should agree on contractual details, conditions of
breach of contract, liability for breach of contract and the
external verification data sources (oracles), then deploy it on
the blockchain in the form of smart contract thus to automate
the execution of contract on behalf of the signatories. The
whole process is independent of any central agencies.

The operating mechanism of smart contracts is shown in
Figure 2. Normally, after the smart contracts are signed by all
parties, they are attached to the blockchain in the form of
program codes (e.g., a Bitcoin transaction), and are recorded
in the blockchain after being propagated by the P2P network
and verified by the nodes. Smart contract encapsulates a
number of pre-defined states and transition rules, scenarios
that trigger contract execution (such as at a given time or a
particular event occurs), responses in a particular scenario,
etc. The blockchain monitors the real-time status of smart
contracts and executes the contract after certain trigger
conditions have been met [15].

External verification data sources

Preset trigger conditions

(.\'pcclflc time and events, etc) J Smart Contract

C. Platforms and Programming Languages

Smart contracts can be developed and deployed in
different blockchain platforms. Different platforms have
different characteristics. In this section, we will introduce two
typical platforms, namely, Ethereum and Hyperledger Fabric.

e Ethereum. Ethereum is a public blockchain platform
on which applications run exactly as programmed
without any possibility of downtime, censorship,
fraud or third-party interference’. A Turing-complete
virtual machine called Ethereum Virtual Machine
(EVM) is used to execute contract bytecode (the
bytecode is compiled by Solidity as mentioned
before). The applications on Ethereum are run on its
platform-specific cryptographic token — Ether. Ether
is used in two ways, one is traded as a digital currency
like Bitcoin; another is used to compensate participant
nodes for the computations they performed [16].

Hyperledger Fabric. Hyperledger Fabric is a
blockchain framework implementation which is
hosted by Linux Foundation’. It is a platform for
distributed ledger solutions, underpinned by a
modular architecture delivering high degrees of
confidentiality, resiliency, flexibility and scalability.
It is designed to support pluggable implementations of
different components, and accommodate the
complexity and intricacies that exist across the
economic ecosystem. Hyperledger Fabric leverages
container technology to host smart contracts called
“chaincode” which comprise the application logic of
the system. Besides that, “chaincode” is the only
channel that interacts with the blockchain and the only
source that generates the transactions.

As mentioned before, the codes of Ethereum smart
contracts are written in stack-based bytecode language and
executed in EVM. Several high-level languages (e.g.,
Solidity, Serpent and LLL) can be used to write Ethereum
smart contracts. The codes will then be compiled into EVM
bytecodes to be run. Hyperledger Fabric develops smart
contracts using Go and Java, etc. The essence of deploying
smart contracts on Hyperledger Fabric is to realize the three

functions — Init, Invoke and Query in the “chaincode”

interface, which are respectively used to implement contract
deployment, transaction processing and transaction inquiries
[4], [24].

D. Characteristics and Significance

Smart contracts have three characteristics, namely,
autonomy, self-sufficiency, and decentralization. Autonomy

- Condition I: Response 1 means that after they are launched and executed, the contracts

- Condition2:Response 2 and the initiating agents need not be in further contact.
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Figure 2.  The operating mechanisms of smart contract.
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Second, smart contract can be self-sufficient in their ability to
marshal resources — that is, raising funds by providing
services, and spending them when needed, e.g., gain
processing power or storage. Third, smart contracts are
decentralized as they do not subsist on a single centralized
server, they are distributed and self-executed across network
nodes [17].

¢ Ethereum. https://www.ethereum.org/
7 Hyperledger Fabric. http:/hyperledger-fabric.readthedocs.io/en



Smart contracts have important implications for the
blockchain. On one hand, smart contracts are the activators of
blockchain that laying the foundation for the programmable
financial and social systems in the era of Blockchain 2.0 and
3.0. On the other hand, the automation and programmable
features of smart contracts make it possible to encapsulate the
complex behavior of nodes in a distributed blockchain system,
which helps to promote the applications of blockchain
technology in distributed artificial intelligence systems, and
thus makes it possible to build various types of decentralized
autonomous organization (DAO), decentralized autonomous
corporation (DAC), and decentralized autonomous society
(DAS) in the future.

III. APPLICATION SCENARIOS OF SMART CONTRACTS

There are various application scenarios where smart
contract can be applied to. Some of these applications are as
follows:

e Financial transactions. Smart contract is particularly
suitable to business models such as equity
crowdfunding, peer-to-peer lending (P2P lending) and
online insurance. Traditional financial trade need to
be coordinated by central agencies such as central
clearing institutions or exchanges, while the agility
feature of smart contract can greatly reduce
transaction costs and increase -efficiency, thus
avoiding cumbersome clearing and delivery [18],
[19].

Prediction markets. Prediction markets have been
proven to be able to provide better future forecasts,

more direct hedging and speculation mechanisms.

Due to the distributed consensus verification and
immutability, smart contract can be used in prediction
markets. Two tg/pical applications are Augur and
Gnosis. Augur ° manage to create a stunningly
accurate forecasting tool with the help of blockchain.
Gnosis provides participants with a playful
environment to try out trading in markets and win
GNO tokens as a reward for successful predictions
[20]. In addition, smart contract can also be used for
voting or gambling.

Internet of Things (IoT). The combination of smart
contracts and [oT can not only facilitate the sharing of
information between devices, but also allow people to
automate  time-consuming  workflows in a
cryptographically veritable manner [21]. Slock.it
proposed the first autonomous lock that people can
open with token. The owners of the lock only decide
on two numbers — the deposit cost and the rental cost.
The user of the lock scans it and sees what he or she
has to pay in terms of deposit. When the deposit is
received by the lock, control is granted. The users can
then open and close the lock as often as they want to.
When people no longer need the lock, they get back
their deposit minus the cost of rental, which is
transferred to the owner of the lock [22]. Besides
houses and apartments renting, the lock can be applied
to cars, bikes, padlocks, etc. Smart contract can also

8 Augur. https://www.augur.net/
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be used on smart grid that the renewable energy could
be bought and sold in a P2P market, thus reducing
intermediate costs [23].

There are also some possible application scenarios of
smart contracts such as digital rights management, social
media platforms, cloud storage, supply chain, intelligent
transportation, etc.

IV. CHALLENGES
Smart contracts have distinct characteristics compared

with traditional distributed applications. On one hand, many

smart contract platforms, such as Ethereum, operate on the
public networks where arbitrary participants can join. One the
other hand, due to the immutable nature of blockchain,
contracts cannot be modified once they are deployed, so
hackers can exploit this vulnerability to attack. In addition,
since smart contract is generally used to transfer digital assets,
security and privacy are of paramount importance [24]. In this
section, we list some of the challenges that smart contract
faces currently as follows:

e Reentrancy vulnerability. This problem occurs when
an attacker utilizes a recursive call function to conduct
multiple repetitive withdrawals, while their balances
are only deduced once [4]. This may result in
unexpected behaviors, even eventually consuming all
the gas. The most notorious case is the DAO attack we

talked in section I.

Transaction-Ordering Dependence (TOD). This
occurs when several dependent transactions that
invoke the same contract are included in one block.
We know that miners can set arbitrary order between
transactions, namely, contract’s final state rest with
how the miner sorts the transactions. Thus, an
adversary can successfully launch an attack if those
transitions were not executed in the right order [4],
[24].

Timestamp Dependence. Generally, the timestamp is

set to the current time of the miner’s local system.
However, the miner can change this value while still
having other miners accept the block. The security
problem arises when the timestamp is used as a
triggering condition to perform specific actions (e.g.,
sending money) because the attacker can use different
block timestamps to manipulate the result of the
contract. We call such contract  as
timestamp-dependent contract.

Lacking of trustworthy data feeds. As mentioned in
[4], smart contracts sometimes require information
from external resources. However, the reliability of
the information can not be guaranteed.

Privacy issues. Since all transaction history is stored
on the blockchain and is visible to anyone, it is
theoretically possible to obtain wuser’s private
information by analyzing transaction graph structures,
we call this deanonymization attack [25].



V. RECENT ADVANCES & FUTURE TRENDS

In this section, we describe the recent advances and
present the future development trends of smart contracts.

A. Recent Advances

To deal with the above challenges, researchers have
proposed several solutions. Natoli et al. [26] proposed using
Ethereum-based functions (e.g., SendIfReceived) to enforce
the order of transactions to avoid TOD. L. Luu et al. [24]
proposed a symbolic execution tool called Oyente to search
potential security bugs. Besides, they also proposed ways to
enhance the operational semantics of Ethereum to make
contracts less vulnerable. Aiming at lacking of trustworthy
data feeds, F. Zhang et al. [27] proposed the Town Crier
solution which provides credible data for smart contracts
from trusted web servers. A. Kosba et al. [28] proposed a
blockchain model called Hawk that does not store financial
transactions clearly on the blockchain, thus retaining users’
transaction privacy.

B. Future Trends: Parallel Blockchain and Smart Contracts

The rapid development of the Internet in recent years and
its deep coupling with the physical world have fundamentally
changed the mode of production, people’s lifestyle, and the
management style of modern society. The development trend
of the future society is bound to a transformation from
Cyber-physical systems (CPS) to Cyber-physical-social
systems (CPSS) that social and human factors must be taken
into account. At present, the parallel society based on CPSS
has already begun to emerge, its core and essential
characteristics are virtual-real interaction and feedback
regulation [29], [30].

Blockchain and its smart contracts are the basic
infrastructure for realizing CPSS-based parallel society. Its
main contribution is to provide a set of effective decentralized
data structures, interactive mechanisms and computing
models for distributed social systems and distributed artificial
intelligence, thus laying a solid foundation for future parallel
society [31], [32]. For example, modern centralized social
systems inevitably have the characteristic of ‘“Merton’s
systems” due to their high degree of engineering complexity
and social complexity, namely, uncertainty, diversity and
complexity (UDC), so central agencies and policy makers may
gain illegally profits by their privilege. Fortunately, smart
contracts can help realize the software-defined social systems.
The basic idea is to remove the centralized authorities, deploy
the unpredictable behavior on the blockchain in the form of
contractual codes, thus to guarantee they are executed
automatically and hard to forge or tamper with. Consequently,
to some extent, the “Merton’s system” can be transformed into
the “Newton’s system” which could be comprehensively
observed, actively controlled, and accurately predicted [33].

The ACP approach (Artificial societies + Computational
experiments + Parallel execution) is by far the only systematic
and complete research framework in the field of parallel
management [34], [35], [36]. The ACP approach can be
naturally combined with smart contracts, thus to realize the
parallel management of socioeconomic systems [37], [38]. Y.
Yuan & F. Y. Wang [39] proposed the conceptual framework,
fundamental theory and research methodology of parallel
blockchain: Firstly, consensus nodes and smart contracts in
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the blockchain will form DAC and DAO by participating in
various types of Dapp, and eventually form DAS (DAS
corresponds to the artificial society in ACP); Secondly, the
programmable feature of smart contracts allows the
blockchain to perform various “WHAT-IF” types of
experimental design, scenario deduction and results
evaluation, through which the optimal decision can be
obtained either automatically or semi-automatically; Lastly,
through the parallel interaction and co-evolution of the actual
systems and artificial systems, the collaborative optimization
of social management and decision-making which combines
description, prediction and prescriptiveness will come true. In
short, the ultimate goal of parallel blockchain is to realize the
knowledge automation of the blockchain ecosystems [40].

VI

With the rapid development of blockchain technologies,
the emerging smart contracts have become a hot research topic
in both academia and industry. The immutable and irreversible
characteristics of smart contracts can help people exchange
money, shares, intellectual property, etc. in a transparent,
conflict-free way while avoiding the interference of
third-party. Thus, smart contracts will get widely used in
financial and social systems in the near future. In this paper,
we present an overview on smart contract, including its
concept, architecture, and application scenarios. We also
discuss challenges that the smart contract faces, and present its
future trends. We plan to conduct further investigations on
parallel blockchain and the related smart contract applications
in the future.

CONCLUSION
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