
  

  

Abstract— The provenance (tracing) system of agricultural 

products is important for ensuring food safety. However, the 

stakeholders (growers, farmers, sellers etc.) are numerous and 

physically dispersed, making it difficult to manage data and 

information with a centralized approach. As a result, the 

production procedure remains non-transparent and trust is 

hard to build. In this paper, we propose an agricultural 

provenance system based on techniques of blockchain, which is 

featured by decentralization, collective maintenance, consensus 

trust and reliable data, in order to solve the trust crisis in 

product supply chain. Recorded information includes the 

management operations (fertilizing, irrigation, etc.) with certain 

data structure. Applying blockchain techniques to the 

provenance of agricultural product not only widens the 

application domain of blockchain, but also supports building a 

reliable community among different stakeholders around 

agriculture production. 
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I. INTRODUCTION 

In recent years, the issues of food safety have attracted 
great attention. Pesticide and fertilizer residues on various 
agricultural products have caused wide concern, and safe 
agricultural products are demanded urgently. To solve this 
problem, a complete tracing from production, wholesale, 
logistics to retail, needs to be provided, involving a series of 
issues including production standards, business reputation, 
certification, etc. 

The traceability management system for agricultural 
product is supposed to be able to supervise the food quality 
and safety during the entire process from planting to 
consumption [1][2]. In China, although such agricultural 
product quality traceability system has been established, it has 
not yet been effectively promoted. Different companies and 
agencies in agricultural supply chain, including those for 
production, testing, storage, transportation or sales, are 
establishing their own data recording and traceability systems. 
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This situation leads to many closed and independent databases, 
which are not worthy of trust-building due to the lack of 
supervision. Moreover, the information flow is impossible 
because of the incompatibility among software or data 
structure, thus it is difficult to achieve a complete tracking and 
provenance of information.  

Besides, the integration of private data into a fully 
traceable platform is costly for individual stakeholders: it 
concerns not just the establishment of agricultural product 
traceability platform, but also the facilities for gathering, 
transmitting and exchanging information with high efficiency. 
Currently the automatic identification technology for product 
information records and inquiries is mainly bar code 
technology. Radio frequency identification (RFID) 
technology has good technical performance and high work 
efficiency. Since huge amount of data are produced by the 
terminals of Internet of Things for traceability, the 
construction and management cost for such system is high; 
open shared and reliable service is desirable. 

Blockchain technology originated from the bitcoin 
technology in 2008 [3], which are mainly characterized by 
distributed, trustless, asymmetric cryptography, smart contract, 
and time stamp. The key contribution is that the blockchain 
allows building mutual confidence and trust among people 
without centralized authority, by providing mathematical 
solutions to the problem of trust. The basic idea is to ensure 
that the information is authentic and not tampered with by 
establishing a set of "public books" on the internet by 
"sharing" and "checking" all accounts in the network. The 
main features of blockchain technology can be summarized as 
decentralization, consensus trust, collective maintenance and 
reliable database[4][5]. 

Inspired by these technologies, agricultural traceability 
system can be established with a distributed network of the 
participants, the key component being a replicable and shared 
data recording system using consensus algorithms[6][7][8]. 
The problem of data management by scattered participants can 
be solved with blockchain techniques in a transparent and 
distributed way thanks to their mentioned characteristics. 
Starting from the source of the food industry chain (the 
growers), using Internet and Internet of Things (IoT), all 
participants including the farmers, food processors, 
distributors and catering companies, can record the 
quality-related information on the blockchain, and nobody can 
tamper once the record is recognized by the whole network. 
Therefore, not only the credit is guaranteed, but also the cost is 
decreased and the profitability is enhanced. 

The objective of this paper is to propose a system 
architecture for blockchain based distributed agricultural 
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traceability system, by constructing a consistent and 
unchangeable data structure of blockchain nodes.  

The structure of this paper is as follows: the Section two 
introduces the techniques used in this paper, including 
blockchain, blockchain network, distributed consensus 
algorithm and digital signature; the Section three presents the 
basic data structure of agricultural traceability system; the 
Section four describes the design of the platform, especially 
focusing on the responsibilities of several roles in the platform. 
The Section five is the discussion and conclusion. 

II. BLOCKCHAIN TECHNOLOGY 

A. Blockchain 

Blockchain[9][10] is a data structure formed by blocks 
linked together in chronological order. Each block consists of 
a block header and a block body, which is a collection of 
industry data such as bitcoin transaction records, smart 
contract codes, and agricultural tracing records as in this 
article, etc. The block header includes the metadata of the 
block. The most important part includes the timestamp of the 
block, the hash value of the block, the ID of the block, the ID 
of the parent block. The existence of the parent block ID 
makes all the blocks form a chain structure, as shown in Fig.1. 
The insertion of new blocks is allowed only in the tail, while 
the existing blocks are not allowed to be modified, which is a 
key rule of blockchain.  

 

FIGURE 1 STRUCTURE OF A TYPICAL BLOCKCHAIN 

B. Blockchain Network 

Blockchain network[11][12][13] is a point-to-point 
network, i.e., the position of each participating node in the 
network is equivalent. There is no central control node or 
central router. The nodes transmit data and negotiate with each 
other by passing messages. Each node can save a complete 
piece of blockchain data. The more nodes involved, the more 
backups exist. In this architecture, data is owned and jointly 
maintained by multiple parties at the same time, which 
resulting two benefits: firstly, with the redundant backup of 
data, a single node crash or exit will not affect the overall 
stability; secondly, under joint management of multiple nodes, 
the data in blockchain has a higher credibility degree and 
lower possibility of being tampered than a closed database. 

C. Consensus Algorithm 

As mentioned, in blockchain network, each node 
maintains the same data. Thus, maintaining data consistency 
among all the nodes is a very important issue. Specific to the 
blockchain structure, each node needs to form a consensus on 
what is the next candidate block in the blockchain, which 
requires a distributed consensus algorithm. In the field of 
distributed computing, there are several classical algorithms 
for distributed consensus, such as PAXOS[14][15] algorithm 
and BFT[16] algorithm.  

PAXOS algorithm has a great influence in the field of 
distributed storage. It is the basis of many distributed 
databases and plays an important role in the field of big data.  

While the PAXOS algorithm considers that all nodes will 
not to send forge messages, the BFT algorithm considers the 
possibility that there are attacking nodes who would send 
tampered messages. It ensures that when the number of attack 
nodes does not exceed the threshold, consensus can still be 
reached. 

In the bitcoin network, a competition mechanism and a 
prove-of-work (PoW) algorithm have been creatively 
designed[3][9]. This makes bitcoin a completely open 
network. The number of nodes does not need to be determined 
in advance. Anyone can join or leave the network at any time, 
as long as it complies the protocol.  

These consensus algorithms can all be used for agricultural 
traceability platforms. According to the actual situation of the 
platform participants (whether credible or open), we can 
choose the appropriate algorithm. 

D. Digital Signature 

In any network system, user authentication is very 
important. Usually this task is done by the server, but there are 
no central servers in a peer-to-peer network. As a result, 
designers of bitcoin used the digital signature technology in 
encryption algorithms as a means of authentication[9]. 

Asymmetric encryption[17] requires a pair of keys, public 
and private. Only the private key can decrypt the data 
encrypted by the public key, and vice versa. At the same time, 
the private key can also be used for digital signatures. The 
signed information can be verified with a public key, ensuring 
that this information is indeed sent by the owner of the private 
key and has not been modified. Each user of the blockchain 
system uses an asymmetric encryption method to indicate the 
identity: the private key is kept by the user himself or herself, 
the public key can be freely distributed to others, all the 
information sent by the user is signed by the private key, and 
the other users use the corresponding public key to verify the 
authenticity of the information. 

III. BLOCKCHAIN FOR AGRICULTURAL PROVENANCE 

The target of an agriculture traceability platform is to 
record information related to production supply chain, 
including data for the production, processing, storage, 
transportation and distribution of agricultural products, so that 
all the process can be supervised by third parties (customers, 
insurance companies, etc.). As described in the introduction, 
the characteristics of blockchain technology fit perfectly the 
needs of agriculture traceability platform. The target of 
building an agriculture traceability platform based on 
blockchain technology is to record all related information on 
blockchain structures. This means to involve different 
companies and agencies to work together. Therefore, a generic 
structured representation of the data need to be defined.  

In this section we introduce the concepts and definitions of 
agricultural traceability system. What is stored on the bitcoin 
blockchain is the transaction history, which is relatively 
simple. The content of agricultural traceability system is much 
more complex, it involves companies, seeds, fertilizers, 
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pesticides, time, agricultural operations, residue testing. It is 
difficult to cover all these information with a uniform structure, 
and there is bound to be a lot of redundancy, if possible. So we 
designed two related structures in the agriculture traceability 
system: basic planting information and provenance record. 

A.  Basic Planting Information 

Agricultural traceability records include the information of 
agricultural production (the origin of an agricultural supply 
chain), processing, storage and other processes. Each record 
should contain a source production information, typical of 
which are listed in Table I, as they are common for a same 
batch of product. A unique label for every set of these 
information is defined as a global identification (the first item 
of Table I), which all records must contain. 

TABLE I.  DATA STRUCTURE OF BASIC PLANTING INFORMATION 

Key Explanations 

identity global identification 

name-of-species seed name 

geographical-location longitude and latitude of the greenhouse 

planting-time time when the planting begins 

company-name name of the planting company 

greenhouse-number label of the greenhouse 

grower’s name name of the grower 

B. Provenance Record 

A provenance record contains the information of an 
agricultural operation. The structure of data body of the chain 
is designed as in Table II. The structure is generic in order to 
contain different kinds of operation. 

TABLE II.  DATA STRUCTURE OF A PROVENANCE RECORD 

Key Explanations 

identity global identification 

date-time operation time 

location location where this operation happens 

company 
Name of company who is responsible for this 

operation 

person 
Name of person who is responsible for this 
operation 

operation-type 
operation type, such as irrigation, fertilizing and 

spaying pesticides 

inputs 
Description of inputs in the operation, such as 

name and quantity of pesticides 

memo some additional information 

digital-signature digital signature of the company 

IV. SYSTEM DESIGN OF AGRICULTURAL PROVENANCE  

As mentioned earlier, there are many similarities between 
the technology required by agricultural traceability systems 
and blockchain technology. However, agricultural traceability 
systems also have unique characteristics and can not exactly 
borrow the design of existing blockchain networks. In this 
section we describe the design of agricultural traceability 

systems, especially the difference with the blockchain 
network. 

System design diagram is shown in Fig.2. The platform 
mainly includes three roles: registration center, data node and 
clients, which are explained in following sections. 

 

FIGURE 2 STRUCTURE OF AGRICULTURAL PROVENANCE SYSTEM 
DESIGN 

A. Registration Center 

Unlike the anonymity of bitcoin networks, agricultural 
traceability system needs to be clear that who submits the data, 
who is responsible for the accuracy and timeliness of the data, 
and therefore must include authentication process, which is 
the responsibility of the registration center. The registration 
center does not process any agricultural traceability data, 
Instead, it is responsible only for user registration. Users here 
refer to those who need to submit data to the platform, mainly 
including agricultural companies and institutions such as 
planting companies, testing organizations, transportation 
companies, storage companies, sales companies, etc. 

The registration center receives user's registration 
application and verifies the user's true identity either online or 
offline (usually by ID card, copy of business license, etc.). 
After the authentication is completed, a pair of keys are 
generated by the user through the asymmetric encryption 
algorithm. The private key is kept secretly by the user. The 
public key is uploaded to the registration center and connected 
with the account of the company. Then the user’s registration 
process is completed. 

When users upload data to the platform, in addition to 

traceability information, each piece of data needs to be 

digitally signed with a private key. Since the registration 

center saves the public key corresponding to each user, anyone 

can confirm the true identity of the data uploader. This 

certification process has a dual meaning. For the inquirer, the 

data source can be confirmed. For the data uploader, it is 

effective to prevent others from uploading the fake data. 

B. Data Nodes 

Data nodes are the main parts of the system. They form a 
point-to-point distributed network and communicate with each 
other by message passing. Every data node is running in server 
mode and they have the following responsibilities: 

  Accept the user's data upload request, verify the 
validity of the data, and broadcast legal data to other 
nodes. Users can initiate requests to any of the data 
nodes and upload a formatted data. After the node 
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receives the request, it firstly verifies the correctness 
of the data format and inquires the registration center 
about the validity of the digital signature. After 
passing the verification, the data is saved to the local 
data cache pool and broadcasted to other data nodes. 

 Receive data broadcast from other nodes. Each node 
needs to receive the data broadcast from other nodes 
and determine whether it has existed in the blockchain 
or whether it already exists in the local cache pool. If 
both are negative, it is confirmed as new data and 
stored in the local cache pool. 

 Tidy up block data. By receiving user uploads and 
broadcasts from other nodes, each node maintains a 
cache pool of unarchived data. When a certain amount 
of data is accumulated, the data nodes organize them 
into a single block according to a pre-defined format 
and use this block as the next candidate block in the 
blockchain.  

 Send and receive block data broadcasts. Each time a 
node prepares a candidate block, it broadcasts the 
block to other nodes. At the same time it is also 
preparing to receive alternative blocks broadcast by 
other nodes. Because all nodes are running in parallel, 
different next candidate blocks may be generated. 

 Run a distributed consensus algorithm. Since there are 
multiple candidate blocks, consensus algorithm is 
needed to decide which is the next. As mentioned 
earlier, several algorithms can be used, according to 
different situations. After the consensus is formed, 
each node receives this result, records the new block 
in the local blockchain, and deletes the data in the 
cache pool that has entered the blockchain, and be 
ready to run the next round of consensus algorithms. 

C. Customers 

Platform users can be divided into two categories: firstly, 

the users who need to upload data. They should register on the 

registration center and maintain their private keys for digital 

signatures, as mentioned; secondly, consumer users, or end 

users, who can query requests to data nodes and obtain the 

results. Normally they do not need to register, but being 

end-users, they are important components of this system. 

V. DISCUSSIONS AND CONCLUSION 

In the Introduction, we mentioned two issues in current 

agricultural traceability systems: the credibility of the data 

and the difficulty of integrating the subsystems of each 

company. According to the platform design described in this 

paper, these two issues can be well resolved. Firstly, the entire 

platform is a distributed peer-to-peer platform, the data nodes 

are maintained by various companies and agencies, the 

consensus and data consistency among nodes can be achieved 

with the algorithm; there is no single, private database. 

Therefore, once the data enter into the distributed network 

and form the consensus, it can no longer be modified, and the 

problem of data credibility is solved naturally. Secondly, 

since it was designed to be an open data-sharing platform, all 

companies are involved from the start, and there is no issue 

with subsystem consolidation. However, the implementation 

of this traceability platform designed in this paper may have a 

resistance: due to the openness of the platform, the data 

uploaded by the participating companies will be visible to all 

the participants, which means that some of the data 

considered as trade secrets will also be available to others. 

This could be avoided by choosing different data licenses by 

companies. 

The proposed blockchain here can be used to record 

detailed operations in production and supply chain. Currently, 

very often limited information is recorded in the provenance 

system, such as the grower and location of an agricultural 

product. The procedural information such as which and when 

fertilizers have been used, and who and when have done test, 

are unknown. Customers are often confused by whether an 

agricultural product is really organic or green as claimed. The 

designed system is suitable for record the dynamic production 

information, with corresponding operation time. This makes 

the cost of cheating much higher, while those who are really 

doing healthy product can benefit.  

The blockchain-based traceability of agricultural products 

can not only change the traditional product traceability 

system to a cloud platform supported by the underlying 

protocol of the blockchain, but also provide a decentralized 

data and information network. Although the application of 

blockchain technology in the traceability of agricultural 

products faces unprecedented challenges and uncertainties, 

its technical feasibility and market need have shown its 

tremendous potential. Once the blockchain landed on food 

traceability successfully, blockchain will usher in a new era.  
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