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Abstract—Watermarking plays an important role in identifying
the copyright of an image and related issues. The state-ofthe-art watermark embedding schemes, spread spectrum and
quantization, suffer from host signal interference (HSI) and
scaling attacks, respectively. Both of them use a fixed embedding
parameter, which is difficult to take both robustness and
imperceptibility into account for all images. This paper solves the
problems by proposing two novel blind watermarking schemes:
a spread spectrum scheme with adaptive embedding strength
(SSAES) and a differential quantization scheme with adaptive
quantization threshold (DQAQT). Their adaptiveness comes
from the proposed adaptive embedding strategy (AEP), which
maximizes the embedding strength or quantization threshold by
guaranteeing the peak signal-to-noise ratio (PSNR) of the host
image after embedding the watermark, and strikes the balance
between robustness and imperceptibility. SSAES is HSI free by
factoring in the priori knowledge about HSI. In DQAQT, an
effective quantization mode is proposed to resist scaling attacks
by utilizing the difference between two selected DCT coefficients
with high stability. Both SSAES and DQAQT can be easily applied
to other watermarking frameworks. We introduce a notion called
error threshold to theoretically analyze the performance of our
proposed methods in details. The experimental results consistently
demonstrate that SSAES and DQAQT outperform the state-of-theart methods in terms of imperceptibility, robustness, computational
cost, and adaptability.
Index
Terms—Adaptive
watermarking,
differential
quantization, image watermarking, spread spectrum.

I. INTRODUCTION
IGITAL media are convenient for production, transmission, duplication and modification, which means the ease
of copyright violations. It is increasingly important to be able
to identify the violations in order to take legal actions. Digital
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watermarking is such a technology, which embeds an imperceptible digital imprint called a watermark into digital media such
as audio [1], videos [2]–[4] or images [5]–[33], and identifies
their ownership by extracting the watermark.
This paper focuses on image watermarking. Image watermarking is effective only if a watermark can be embedded into
an image without hampering the quality and the utility of the image (imperceptibility), while the embedding is permanent and
the watermark can be extracted correctly even when the image is distorted by various attacks (robustness). Unfortunately,
there exists a contradiction between the imperceptibility and
the robustness, of an image watermarking method. Increasing
the robustness is usually at the cost of reduced imperceptibility,
and vice versa. They are mutually constrained. An effective watermarking technique requires an appropriate trade-off between
them.
Selection of the embedding domain, determination of the embedding locations, and design of the embedding and extracting
schemes are the primary concerns in the intact watermarking
framework, with the third being paramount. Currently, the common embedding schemes fall into two categories, namely spread
spectrum [5]–[10] and quantization schemes [11]–[22]. Both of
them have their inherent flaws. The former exists host signal interference (HSI) [8] and the latter is vulnerable to scaling attacks
[18]. They also have an acquired deficiency, using a fixed embedding parameter (the embedding strength in the spread spectrum
scheme or the quantization threshold in the quantization scheme)
for all images, which intensifies the contradiction between the
robustness and the imperceptibility.
This paper addresses these issues by studying the scenarios where the DCT domain is used for embedding watermark.
We find that an adjustable embedding parameter in place of a
fixed one can balance robustness and imperceptibility. We look
into the process for embedding watermark of the two types of
schemes, analyze the possible combinations of the factors that
compromise robustness and imperceptibility, and take effective
steps to make up their respective defects. In realizing the initiatives, this paper contributes to existing research in the following
ways.
1) An adaptive embedding strategy, called AEP, is proposed,
which adaptively adjusts the embedding parameter in
DCT-based watermarking schemes with a guaranteed peak
signal-to-noise ratio (PSNR). With AEP, the embedding
parameter can be derived from a theoretical equation related to PSNR, which is solved by utilizing the binarysearch method to accelerate. AEP allows maximizing the
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robustness of the watermarking schemes with guaranteed
imperceptibility, which is demonstrated in following two
watermarking schemes.
2) A spread spectrum watermarking scheme with adaptive
embedding strength (SSAES) is proposed. The scheme
features an adjustable embedding strength by applying
AEP. It is HSI free by utilizing the priori knowledge about
HSI; the ability to eliminate HSI is controlled by factors
derived from the theoretical analysis. Due to removing the
effect of HSI completely, SSAES can effectively resist all
common attacks.
3) A differential quantization watermarking scheme with
adaptive quantization threshold (DQAQT) is presented.
DQAQT adaptively adjusts the embedding parameter, the
quantization threshold, by applying AEP, and makes use
of the stability of the difference between two selected DCT
coefficients. It not only can withstand scaling attacks but
also possesses the characteristics of high efficiency and
good robustness for all other attacks.
A set of experiments on real-world datasets are conducted to
show that our methods are superior to the state of the art methods
in terms of imperceptibility, robustness, computational cost, and
adaptability.
The rest of this paper is organized as follows. Section II
discusses the related work. The watermarking framework is
sketched out and the AEP strategy is introduced in Section III.
Section IV and V present SSAES and DQAQT in details. Section VI gives out the experimental results. Section VII concludes.
II. RELATED WORK
Image watermarking can be performed in either a spatial
domain [25]–[27] or a transform domain [2]–[4], [10]–[24],
[28]–[31]. Spatial domain watermarking modifies the pixels
of the host image directly for watermark embedding. In comparison, the transform domain watermarking carries out crossdomain transformations and embeds the watermark by modifying the coefficients of the transform domain. Discrete Fourier
Transform (DFT) [13], Discrete Cosine Transform (DCT) [10],
[14]–[16], [28], Discrete Wavelet Transform (DWT) [17]–[24]
and Singular Value Decomposition (SVD) [20], [24], [29] are
commonly used transformations. The transform domain watermarking boasts better imperceptibility and robustness, although
it is more complex than spatial domain watermarking and requires extra computation. In some recent studies, other transformations have been introduced with emphasis on the efficiency
and robustness of watermarking approaches, including dual-tree
complex wavelet transform (DTCWT) [2]–[4], lifting wavelet
transform (LWT) [30], and non-sub sampled contourlet transform (NSCT) [31]. However, they do not consider the trade-off
between robustness and imperceptibility.
The spread spectrum schemes [5]–[10] and the quantization
schemes [11]–[22] are the state of the art embedding and extracting schemes in the transform domain. Both of them use a parameter to control the embedding energy of the watermark. The
parameter is called the embedding strength in the spread spectrum scheme and the quantization threshold in the quantization

scheme. Its value balances the robustness and the imperceptibility of the corresponding scheme. A large value is in favor of
robustness, and a small one gives preference to imperceptibility.
Most existing embedding schemes use a fixed empirical parameter for all images, which put emphasis on robustness while
leaving imperceptibility at risk, since the imperceptibility depends on the embedding energy of the watermark that also has
to do with the image itself.
Adaptive watermarking methods specify the embedding parameter according to the characteristics of the host image, such
as statistics [10], [32], edge [33], and entropy [33]. TDSS (twolevel DCT-based spread spectrum method) [10] uses a scaling
factor determined by the average value of the coefficients to
be used for embedding the watermark to adjust the embedding
strength. Local variation among a block and its neighbors is
used to change the embedding parameter of each block adaptively [32]. The embedding energy is decided by the complexity
of the corresponding block in the approximate image measured
by the edge concentration and entropy of the block [33]. The
above adaptive watermarking methods attempt to make an appropriate trade-off between the robustness and imperceptibility, however, they do not associate the embedding parameters
with the evaluation criteria of imperceptibility, so that the image
quality cannot be guaranteed. AEP strategy, nevertheless, can
achieve maximum robustness with guaranteed imperceptibility
by adaptively adjusting the embedding parameters according to
a specified PSNR.
Cox et al. [7] originally applied the spread spectrum principle to the digital watermarking. This approach converts every
component of the watermark into an independent code vector, a
sequence of real numbers, and then adds it into the coefficients
of the transform domain of the host image. At the decoder, the
embedded watermark can be extracted by correlating the coefficients of the transform domain embedding the watermark
to the code vectors. With the high embedding capacity, simple
structure of the decoder, and enhanced robustness to noise, the
spread spectrum scheme is attractive to the digital watermarking
field. Despite these advantages associated with it, the persistent
concern is HSI, a flaw that multiple methods [8]–[10] are dedicated to solving. The correlation-aware spread spectrum [8] exploits the side information at the encoder to compensate for HSI.
Its performance is enhanced by improving the decoding ability
[9]. The low-frequency wavelet coefficients selected from high
entropy blocks are scaled either in an upward or a downward
direction by the adjustable dynamic strength factor so that the
watermark is extracted by using maximum likelihood decoder.
TDSS [10], by combining the stability of the coefficients in the
DCT coefficient matrix with both its row and column indexes
being even, and the advantages of spread spectrum, can resist
not only common image processing attacks, but also geometric
distortions. Despite their decent decoding performance, these
methods can only partially remove HSI. However, our method,
SSAES, can completely remove HSI by factoring in the priori
knowledge about HSI.
In contrast, there is no HSI for the quantization schemes
[11]–[22]. Chen and Wornell [12] proposed the first quantization scheme, the quantitative index modulation (QIM). It uses
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different quantizers to quantize the coefficients of the transform
domain of the host image, so that these coefficients fall in different intervals corresponding to different components of the
watermark, and thus produces the quantized image containing
the watermark. In extraction, the corresponding watermark is
obtained by calculating the range in which the coefficient with
watermark falls. In general, the extraction interval is greater
than the embedded interval, which allows this scheme to better
resist distortions. Improvements of QIM [13]–[20] primarily focus on splitting the reference axis into two or multiple intervals,
each of which represents a component (0 or 1) of the watermark. When embedding, significant values, such as the singular
value [20], transform domain coefficients [14], and the difference [13], [15], [17] or the absolute value of the difference [16],
[18], [19] between coefficients, are quantized to the corresponding interval. When the watermarked image is scaled, the significant values might fall into an interval corresponding to other
components, which results in an extracting error. Therefore, they
rarely perform well under scaling attacks. Recent quantizationbased schemes [21], [22] use auxiliary methods to enhance the
performance of the quantization schemes. An entropy masking
model and a distortion-compensated scheme [21] are used to
address the trade-off between imperceptibility and robustness.
The size of the quantization step was calculated by the sorting
strategy of wavelet coefficients, and the modification on each
coefficient was controlled by a proper parameter to reduce distortion of the image [22]. However, their gain is marginal and
they do not fundamentally solve the problem being irresistible
to scaling attacks. By contrast, our method, DQAQT, can effectively withstand scaling attacks by making use of the stability
of the difference between two selected DCT coefficients.
III. EMBEDDING PARAMETER - FROM FIXED TO ADAPTABLE
This section discusses how to adjust the embedding parameter adaptively. We sketch out the watermarking framework in
Subsection III.A as the basis for discussing, and motivate and
give out the approach to set the embedding parameter adaptively
in Subsection III.B.
A. The Watermarking Framework
This paper focuses on the design of the embedding and extracting schemes under the same framework used by TDSS. For
the ease of presentation, a brief introduction to the watermarking
framework follows.
r The watermark embedding process
1) Generating the Spread Spectrum Watermark: Suppose
the original watermark is W = [w0 , w1 , . . . , wm−1 ] with m
components and wi {0, 1}. Randomly create m orthonormal code vectors, P i = [pi0 , pi1 , . . . , pi(2n−1) ], with 2n components (m ≤ n), and i = 0, 1, . . . , m − 1. The generated spread

]
spectrum watermark is denoted as W  = [w0 , w1 , . . . , w2n−1
with 2n components calculated by (1).

m−1

1, wi = 1
(1)
(li · pik ), li =
wk =
−1, wi = 0
i=0

where i = 0, 1, . . . , m − 1 and k = 0, 1, . . . , 2n − 1.
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2) Applying the Two-Level DCT: In the first level, segment
the host image into non-overlapped blocks and apply DCT to all
these blocks respectively. In the second level, select a coefficient
whose row and column indexes are both even from each block
to form a new matrix and perform DCT on this matrix again.
3) Selecting the Image Feature Vector: Some coefficients in
the two-level DCT coefficient matrix demonstrate high stability,
when the matrix is transposed, flipped or rotated by multiple 90
degrees. Such coefficients have both an even row index and an
even column index, and are appropriate as the components of
the feature vector of the host image, in which the components
of the watermark will be embedded. The selection method of
image feature vector gives the preference to those coefficients on
the main diagonal, and the pairs of the coefficients symmetrically
located at the two sides of the main diagonal of the two-level
DCT matrix.
4) Embedding the Spread Spectrum Watermark: The image feature vectors before and after embedding the watermark, are denoted as V = [v0 , v1 , . . . , v2n−1 ] and V  =

], respectively, and
[v0 , v1 , . . . , v2n−1
vk = vk + A · wk , k = 0, 1, . . . 2n − 1

(2)

where A is the embedding strength of the watermark, satisfying
A > 0.
5) Generating the Watermarked Image: The original DCT
coefficients are updated with the corresponding components of
V  . The two-level inverse DCT (IDCT) is applied to generate
the watermarked image.
r The watermark extracting process
Derive the identical code vectors and the feature vector
of the watermarked image as the same ways in the embedding process, respectively. The image feature vector is de∗
]. V ∗ might not be equal to
noted as V ∗ = [v0∗ , v1∗ , . . . , v2n−1

V , since the watermarked image has been probably subject
to distortions. The extracted watermark is denoted as W ∗ =
∗
], and its component wi∗ can be estimated
[w0∗ , w1∗ , . . . , wm−1
by the extractor C(V ∗ , P i ) as follows:

1, C(V ∗ , P i ) ≥ 0
(3)
wi∗ =
0, C(V ∗ , P i ) < 0
where, C() represents the inner product of two vectors with the
same length.
Equation (2) represents the basic way to embedding the spread
spectrum watermark. The embedding strength (A) is fixed and
usually set by experience. As discussed in Section II, an adaptable embedding parameter for each image is desired to strike
the balance between imperceptibility and robustness. In TDSS,
a scaling factor determined by the average value of the feature vector is multiplied by A to fine tune the embedding energy.
However, it does not associate the embedding parameter with the
evaluation criteria of imperceptibility, so that the image quality
is still not guaranteed.
B. Making the Embedding Parameter Adaptable
To motivate our method, AEP, to making the embedding parameter adaptable, let us first discuss the appropriateness of

2450

IEEE TRANSACTIONS ON MULTIMEDIA, VOL. 21, NO. 10, OCTOBER 2019

PSNR as the objective criterion for imperceptibility of a watermarking approach. We then correlate it to the embedding parameter via theoretical analysis, and derive an equation to determine
the optimal embedding parameter with a specified PSNR, which
is solved by applying the binary-search method.
Imperceptibility can be measured by PSNR, which is an objective criterion for evaluating image quality. Considering the
original image (I) and the watermarked image (I ) of size M ×
N, the mean squared difference, MSE, and the PSNR, between
I and I are computed by (4) and (5), respectively.
M SE =

M −1 N −1
1   
2
I (i, j) − I(i, j)
M N i=0 j=0



P SN R = 10 · log10

M AXI2
M SE

(4)



(5)

where, M AXI denotes the maximum pixel of the original image, usually M AXI = 255. MSE measures the difference between the original image and the watermarked image. From (5),
we can find that PSNR also measures the difference between the
two images, but in a different way. The smaller the difference,
the better imperceptibility of the watermarking scheme and the
larger the PSNR. Hence, PSNR is an appropriate object criterion
of imperceptibility of a watermarking scheme.
The imperceptibility depends on the embedding energy of the
watermark. The greater embedding energy, the worse imperceptibility. In the watermark embedding schemes, the embedding
parameter controls the embedding energy and determines the
robustness of the watermarking schemes. Increasing its value
can improve robustness, but reduce imperceptibility at the same
time with the increase of the embedding energy, and vice versa.
Therefore, the embedding parameter plays a significant role in
balancing robustness and imperceptibility.
With the discussion above, we are curious about whether
PSNR can be related to the embedding parameter via an equation, so that the embedding parameter can be determined by
PSNR directly.
For DCT-based watermarking schemes, the watermark is embedded into the image by modifying DCT coefficients. In the
light of the energy conservation property of DCT, the following
relationship has been proved in [28].
M
−1 N
−1



D  (i, j) − D(i, j)

M
−1 N
−1



I  (i, j) − I(i, j)

M
−1 N
−1



2

D  (i, j) − D(i, j) = f (p |V )

(7)

i=0 j=0

Combining (4) and (5), we have
M
−1 N
−1



2

I  (i, j) − I(i, j) =

i=0 j=0

2552 · M · N
10P SN R/10

(8)

Substitute the left side of (6) with (7) and the right side with
(8), we have
f (p |V ) =

2552 · M · N
10P SN R/10

(9)

Equation (9) establishes the relationship between the robustness (the embedding parameter) and the imperceptibility
(PSNR). Given a fixed PSNR, it is a quadratic equation with respect to the embedding parameter. To quickly obtain the optimal
embedding parameter with a designated PSNR, we can use the
binary-search method to solve this quadratic equation, to get the
maximum value of the embedding parameter.
AEP adaptively adjusts the embedding parameter with different images while ensures each image obtains the specified
PSNR, which maximizes the robustness of the watermarking
scheme with guaranteed imperceptibility. AEP can be applied
in any DCT-based watermarking schemes including both spread
spectrum and quantization schemes.
IV. SPREAD SPECTRUM WATERMARKING SCHEME WITH
ADAPTIVE EMBEDDING STRENGTH
Given that an adaptable embedding parameter allows to better
strike the balance between imperceptibility and robustness, this
section discusses the spread-spectrum watermarking scheme
with adapting the embedding strength. We discuss how HSI
and distortions affect the correctness for extracting a component of a watermark with spread spectrum. A notion called the
error threshold allows us to exploit the reasons causing extraction errors to come up with the corresponding solutions, which
motivate us for proposing the novel scheme SSAES.
A. Problems and Motivations

2

i=0 j=0

=

embedded in, it is reasonable to suppose that the embedding
energy is a function with parameter p, or f(p|V). We have

2

(6)

i=0 j=0

where D (i, j) − D(i, j) is the difference between the DCT coefficients at the ith row and jth column before and after embedding
the watermark. For different embedding schemes, it may correspond to different expressions. The left side of (6) is the embedding energy, which is controlled by the embedding parameter
and has to do with the host image. We denote the embedding
parameter as p and the related information of host image as V.
Since V is known for the image which the watermark will be

The ith extracted component of a watermark is decided by the
extractor according to (3). Let’s look into it to find the factors
that affect the correctness of the watermark extraction.
The extractor has two parameters, V ∗ and P i . P i is identical
to the code vector used to produce the watermark. V ∗ is the
feature vector of the watermarked image subject to attacks, and
might not be equal to V  , the feature vector of the watermarked
image without any distortions. Let’s assume that N represents
the distortions to the feature vector, which transform V  to V ∗ .
We have V ∗ = V  + N = V + A · W  + N . According
to the property of orthonormal vectors, we have C(P i , P i ) = 1
and C(P i , P j ) = 0 (i = j), and the extractor C(V ∗ , P i ) can
be expressed as follows.
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C(V ∗ , P i ) = C(V , P i ) + C(A · W  , P i ) + C(N , P i )
= C(V , P i ) + A · (C(l0 · P 0 , P i )
+ C(l1 · P 1 , P i ) + · · · + C(li · P i , P i )
+ · · · + C(lm−1 · P m−1 , P i ))
+ C(N , P i )
= C(V , P i ) + A · li + C(N , P i )

(10)

The sign of the extractor (C(V ∗ , P i )) is the same as that
of li , indicating that the component of the watermark is extracted correctly. It is decided by three terms, C(V , P i ), A·li
and C(N , P i ), according to (10). C(V , P i ) has only to do
with the host image, which can be thought of as the contributions by HSI. A·li is the contribution by the embedding strength.
C(N , P i ) is the contributions by distortions. Since A > 0, the
sign of A·li is always consistent with li . The extractor would
not make extraction errors if there were no the other terms.
Therefore, the correctness of the extractor is affected by HSI
and distortions. It is necessary to investigate the roles of these
terms and their relationships in order to thoroughly understand
how they compromise the robustness and imperceptibility of the
watermarking scheme.
The effects of HSI: Suppose there is no distortions, i.e.,
C(N , P i ) = 0 and C(V ∗ , P i ) = C(V , P i ) + A · li . When
the sign of C (V , P i ) is the same as that of li , the extractor
can always correctly extract the watermark with strong robustness, and a small A is preferred to ensure imperceptibility. When
the sign of C(V , P i ) is different from that of li , the correctness of the extractor is in doubt and its robustness is weakened. If |C(V , P i )| > A, an extraction error occurs. This is
the case where significant HSI causes extraction errors. To suppress HSI, a large A satisfying |C (V , P i )| < A is required,
however, which compromises imperceptibility.
The effects of distortions: When distortions are inevitable, the
extractor has to suppress them in addition to HSI. If the sign of
C(N , P i ) is the same as that of li , the distortions help the extractor avoiding extraction errors or HSI. Distortions, however,
are random or dedicated to causing extraction errors. We may
not expect distortions to come to the rescue, and should put our
emphasis on avoiding the cases where distortions push the extractor towards an error. The following discussion focuses on
what conditions the sign of the extractor is different from that
of li , which can be eliminated.
Let’s exploit the maximum distortions, or the error threshold
(E), that the extractor can tolerate. Due to the existence of HSI,
there are two cases.
If the sign of C(V , P i ) is the same as that of li , the HSI
enhances the ability of the extractor to tolerate the distortions.
The extractor cannot tolerate the distortions with the sign of
C(N , P i ) different from that of li , and its absolute value large
than A + |C(V , P i )|.
If the sign of C(V , P i ) is different from that of li , the
HSI weakens the ability of the extractor to tolerate the distortions. There are two cases to be discussed. The first case is that
|C(V , P i )| > A, or HSI causes extraction errors, which might
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be eliminated only if HSI could be removed. The second case is
that |C(V , P i )| < A. The extractor cannot tolerate the distortions with the sign of C(N , P i ) different from that of li , and
its absolute value large than A − |C(V , P i )|.
To conclude, the scheme cannot tolerate the distortions with
the sign of C(N , P i ) different from that of li , and its absolute
value large than the error threshold specified by (11).

A + |C(V , P i )| , C(V , P i ) · li ≥ 0
E=
(11)
A − |C(V , P i )| , C(V , P i ) · li < 0
A larger error threshold is associated with stronger ability
to tolerate distortions or better robustness of the watermarking
scheme. The error threshold allows us to consider HSI and distortions in a combined and consistent way.
From the above discussions, the reasons causing extraction errors are HSI and distortions. According to (11), HSI (C(V , P i ))
varying with images makes the error threshold ambiguous,
which lead to unstable robustness. Increasing the embedding
strength (A) can suppress HSI and be in favor of the error threshold (robustness), but compromises imperceptibility. The approaches to improving robustness and imperceptibility are eliminating HSI and adaptively adjusting the embedding strength to
obtain the stable error threshold.
On the one hand, eliminating HSI means partially or completely removing HSI, other than suppressing HSI. Eliminating
HSI has to be done adaptively with the hope to remove the negative impact of HSI and retain its positive impact.
On the other hand, It is not possible to determine an appropriate embedding strength to suppress HSI and/or distortions,
while meeting the required imperceptibility for all images. A
reasonable solution is to use an adaptive embedding strength
that varies with the host images, so as to take both robustness
and imperceptibility into consideration.
Combining the two ideas with AEP presented in Section III.B,
we present our solution in the following subsections to the problems raised in this subsection.
B. Eliminating HSI With the Improved Spread Spectrum
Watermark
When we look into (11), a possible technique for removing
the negative impact of HSI and retaining its positive role is to
introduce a factor, λi , to control HSI as shown in (12).
E=

A + (1 − λi ) |C(V , P i )| , λi ≤ 1 and C(V , P i ) · li ≥ 0
A − (1 − λi ) |C(V , P i )| , λi ≥ 1 and C(V , P i ) · li < 0
(12)
When λi = 1, HSI can be removed in theory. When λi is far
away from 1, HSI will have a positive effect on the extractor,
which satisfies our requirements.
From (12), The extractor C(V ∗ , P i ) can be inversely deduced as follows.
C(V ∗ , P i ) = (1 − λi )C(V , P i ) + A · li + C(N , P i )
= C(V , P i ) + A · li − λi · C(V , P i )
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+ C(N , P i ) = C(V , P i )

− 2A

+ A · (li − (λi /A)C(V , P i )) + C(N , P i )
(13)
where λi ≤ 1 when the sign of C(V , P i ) is the same as that of
li ; otherwise, λi ≥ 1.
Comparing (10) to (13), their difference is the second term,
which suggests that the improved spread spectrum watermark
should be one shown in (14). W utilizes the priori knowledge
about HSI (C(V , P i )), which is controlled by a factor (λi ).
W =

m−1


(A · (li − (λi /A)C(V , P i )) · P i )

i=0

=

m−1


(li · λi · C(V , P i ))

i=0

=

2552 · M · N
10P SN R/10

(17)

When the PSNR is fixed and λi is known (the value of λi is
discussed in the next subsection), the binary-search method can
be used to solve (17), and get the maximum embedding strength
(A) for each image. The embedding strength (A) can be generated
adaptively with AEP, which balances the imperceptibility and
the robustness for each image.
D. Analysis of the Values of the Factors

((A · li − λi · C(V , P i )) · P i )

(14)

i=0

where λi ≤ 1 in the case where the sign of C(V , P i ) is the same
as that of li ; otherwise, λi ≥ 1. A is the embedding strength of
a watermark, satisfying A > 0. This spread spectrum watermark
is also embedded by addition.
V  = V + W

(15)

For the complete watermarking scheme, (14) and (15) replace
(1) and (2), respectively.
C. Making the Embedding Strength Adaptable
To strike the balance between imperceptibility and robustness
for every image, the embedding strength must satisfy (9), which
is the core of AEP.
The two-level DCT, performing a second DCT on the first
DCT coefficients, is used in the watermarking framework. By
(15), the sum of the quadratic change of the second DCT coefficients is equal to the inner product of spread spectrum watermark, W . According to the same principle as (6), the following
conclusion can be reached similarly.


m−1




W ·W =

−1
M
−1 N



D 1 (i, j)

− D 1 (i, j)

=



I (i, j) − I(i, j)

2

m−1


(A · li − λi · C(V , P i ))2

i=0

= mA2 +

m−1

i=0

(λi · C(V , P i ))2

i=0

=

(A · li − λi · C(V , P i ))2


(A · li − λi · C(V , P i ))2

C(V ,P i )·li ≥0

+



(A · li − λi · C(V , P i ))2

C(V ,P i )·li <0



+
(16)

where D 1 (i, j) − D 1 (i, j) is the difference between the first
DCT coefficients at the ith row and the jth column before and
after embedding the watermark. The inner product of spread
spectrum watermark (W  W ) is the embedding energy and can
be regarded as a function of the embedding strength (A) according to (14). Equation (9) can be written as

=

m−1


(A − λi · |C(V , P i )|)2

C(V ,P i )·li ≥0

i=0 j=0

f (A |V ) = W  · W 

W · W =

=

2

i=0 j=0
M
−1 N
−1



The value of λi should contribute to improve the robustness
of the watermarking scheme while maintaining good imperceptibility. Since the embedding strength (A) plays a crucial role in
robustness and imperceptibility, we next discuss the appropriate
value of λi by analyzing the relationship between λi and A in
terms of robustness and imperceptibility.
Robustness: The error threshold measures the robustness, and
is increased by two approaches as per (12), that is, keeping λi
as far from 1 as possible, or increasing the embedding strength
as much as possible.
Imperceptibility: Imperceptibility is usually measured by
PSNR. According to (17), PSNR is determined by the inner
product of the spread spectrum watermark, for better analysis,
which can be written in the following form.



(A + λi · |C(V , P i )|)2

(18)

C(V ,P i )·li <0

In order to guarantee imperceptibility, suppose the quadratic
change of each component is fixed. From (18), when the
sign of C(V , P i ) is the same as that of li , since (A − λi ·
|C(V , P i )|)2 is a fixed value, λi is proportional to A. In this
case λi ≤ 1, the larger A is, the closer λi is to 1. Similarly, when
the sign of C(V , P i ) is opposite to that of li , λi is inversely
proportional to A. In this case λi ≥ 1, the larger A is, the closer
λi is to 1. A and |λi –1| cannot be increased at the same time
under the constraint of imperceptibility.
The role of λi is to control HSI (C(V , P i )). Since
|C(V , P i )| vary greatly, it is difficult to ensure that the error
threshold for extracting every component of the watermark is
large by adjusting λi . In contrast, the increase of the embedding
strength (A) leads to a uniform effect. Therefore, considering the
imperceptibility and robustness altogether, we prefer to increase
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A to improve the robustness and take λi as 1 to avoid the negative
effect to imperceptibility.
From the above analysis, setting all λi to 1 can achieve the
best robustness with guaranteed imperceptibility. For individual
images, however, this value might not be optimal. We discuss
these special cases next.
The maximum value A can be obtained by AEP as described in
Section IV.C. Suppose f(A|V), the left side of (17), is a univariate
quadratic function with respect
to the embedding strength A.
The extreme value of A is A∗ = m−1
i=0 (li · λi · C(V , P i ))/m.
Since C(V , P i ) varies with images, for individual images, there
may exist the following two cases, both of which will lead to
the solution A = 0 and cause the watermarked image to barely
resist any attack.
 m−1
m−1


2
∗
f (A |V ) =
(λi · C(V , P i )) −
(li · λi
i=0

(1)

·C(V , P i ))
∗

(2) A < 0 and

m−1


i=0

2

m ≥ (2552 · M · N)/10P SN R/10
2

(λi · C(V , P i )) ≥ (255 · M · N )

/10P SN R/10
For the first case, due to f(A|V) ≥ 0, f(A∗ |V) can be minimized
when λi= 0. For the second case, the closer λi is to 0, the
2
smaller m−1
i=0 (λi · C(V , P i )) is. Therefore, in order to avoid
the occurrence of these two cases and improve the robustness
for individual images, λi should be close to 0.
In consequence, for those images coincide to one of the above
two cases when setting all λi to 1, λi should be set to 0 when the
sign of C(V , P i ) is the same as that of li . We can do nothing
when the sign of C(V , P i ) is opposite to li ; because λi = 1 is
the minimum in this case.
To conclude the aforementioned analysis, when the sign of
C(V , P i ) is the same as that of li , and satisfies one of the
following two cases, λi is set to 0; otherwise, λi is set to 1.
(1)

2

C(V , P i ) −

i=0

≥
(2)

i=0

≥

(

m−1
i=0

(li · C(V , P i )))
m

2

2552 · M · N
10P SN R/10

m−1

TABLE I
EFFECT OF SCALING ATTACK ON IMAGE FEATURE VECTOR

while balance robustness and imperceptibility. Subsection
V.A discusses the primary concerns about designing DQAQT,
which induce the differential quantization watermarking scheme
withstanding scaling attacks presented in Subsection V.B. To
further enhance its ability, The AEP strategy is introduced for
balancing the robustness and imperceptibility, described in
Subsection V.C.
A. Motivations

2

i=0

m−1
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m−1

(li · C(V , P i ))
< 0 and
C(V , P i )2
m
i=0

2552 · M · N
10P SN R/10

V. DIFFERENTIAL QUANTIZATION WATERMARKING SCHEME
WITH ADAPTIVE QUANTIZATION THRESHOLD
Quantization schemes suffer from scaling attacks, although
they are not affected by HSI. We present DQAQT, the differential
quantization watermarking scheme with an adaptive quantization threshold and guaranteed PSNR, to avoid scaling attacks

A good quantization scheme requires that the value to be quantized should be relatively stable to various attacks. The components of the feature vector of the host image are the coefficients
of the two-level DCT matrix of the image with both their row
and column indexes being even numbers, as per the selection
rules described in step 3) of the watermark embedding process
in Section III.A. These coefficients, though stable [10], are subject to change under attacks. Among the coefficients, the difference between two adjacent coefficients on the main diagonal
is, however, invariant when the matrix is transposed, flipped or
rotated by multiple 90 degrees. The difference between the pairs
of the coefficients symmetrically located at the two sides of the
main diagonal is also invariant when the matrix is flipped or rotated by an even number of 90 degrees and only flip their sign
when the matrix is transposed or rotated by an odd number of
90 degrees. These properties prompt us to make use of the difference between two adjacent components of the image feature
vector to embed a component of a watermark via quantizing the
difference.
The design of the quantization table is another concern for designing the quantization scheme. A quantization table matches
intervals to 1 or 0 and is used for embedding and extracting a
watermark. When the watermarked image is scaled, the quantized value changes accordingly, and might fall out the original
interval and make an extraction error. This is the primary reason
why the quantization schemes are vulnerable to scaling attacks.
We notice that the effect of scaling for the difference between two adjacent components of the image feature vector is
monotonous, which is less likely to change the sign of their difference. Table I shows the first eight components of the feature
vector of the host image and the scaled images, as well as the
difference between the adjacent components. If we divide the
reference axis into two disjoint intervals which uniquely match
the two base components of watermarks, specifically, [0, infinite) to 1 and (minus infinite, 0) to 0, the difference between two
adjacent components before and after suffering from scaling attacks are quantized into a fixed interval with high probability. As
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such, the effect of scaling on the extraction will be negligible.
This comes to our solution.
B. The Differential Quantization Watermarking Scheme
Based on the above discussions, we present the differential quantization watermarking scheme (DQ). Like TDSS and
SSAES, DQ also embeds a watermark into the two-level DCT
domain, and selects the same coefficients as the image feature
vector, but with a different embedding scheme.
r Watermark embedding process
Suppose the watermark is W = [w0 , w1 , . . . , wm−1 ] and
wi ∈ {0, 1}. Eight components of W are initialized to 0, and
taken as the reference for correcting the extracted watermark. If
most of these components become 1 after extracting, it is most
likely that the image has been attacked by transposition or rotation by an odd number of 90 degrees, thus flipping the remaining
components extracted from the difference of non-main diagonal coefficients. The reference components only slightly reduce
the watermark capacity while enhancing robustness. The image
feature vector is denoted as V = [v0 , v1 , . . . , v2n−1 ], which is
extracted in the same way described in step 3) of the watermark
embedding process in Section III.A. The quantization threshold
is denoted as T, and T ≥ 0. The pair of coefficients, v2i and
v2i+1 , of the image feature vector is modified to satisfy:

when wi = 1
v2i − v2i+1 ≥ T,
(19)
v2i − v2i+1 ≤ −T, when wi = 0
T controls the embedding energy of the watermark and determines the robustness of the watermarking schemes. The feature vector of the host image after embedding the watermark is

]. The quantization embeddenoted as V  = [v0 , v1 , . . . , v2n−1
ding rule for a component of the watermark (wi ) is as follows.
if wi = 1 and v2i − v2i+1 < T then
Δ1 = T − (v2i − v2i+1 )

= v2i + αΔ1
v2i

v2i+1
= v2i+1 − βΔ1
if wi = 0 and v2i − v2i+1 > −T then
Δ0 = v2i − v2i+1 − (−T )

= v2i − αΔ0
v2i

v2i+1
= v2i+1 + βΔ0


else v2i
= v2i; v2i+1
= v2i+1
where α and β are weight satisfying α ≥ 0, β ≥ 0 and α +
β = 1. To maximize the imperceptibility, the mean square error
between V and V should be minimized.
⎛


(αΔ1 )2 + (βΔ1 )2
α = arg min ⎝
v2i −v2i+1 <T

+



2

(αΔ0 ) + (βΔ0 )

2



The feature vector of the watermarked image is denoted as
∗
], which might be different from V  ,
V ∗ = [v0∗ , v1∗ , . . . , v2n−1
since the image is subject to attacks probably. The extracted
∗
]. The exwatermark is denoted as W ∗ = [w0∗ , w1∗ , . . . , wm−1
traction rule follows.

1 , v2i ∗ − v2i+1 ∗ ≥ 0
, (i = 0, 1, . . . , m − 1) (21)
wi ∗ =
0, v2i ∗ − v2i+1 ∗ < 0
The extractor is the difference between two adjacent com∗
ponents of the feature vector of the watermarked image (v2i
−
∗
v2i+1 ). Its variance caused by scaling attacks is monotonous,
which has little effect on the sign of the extractor. The scaling
attacks, therefore, can be overcome by this scheme.
C. Making the Quantization Threshold Adaptable
Similar to analyse the reasons for extraction errors of TDSS,
we examine the error threshold of DQ extractor in the same way.
The feature vector of the watermarked image subject to attacks
can be represented as V ∗ = V  + N , where N represents the
distortions to the feature vector. To correctly extract a component of the watermark, the extractor has to satisfy the following
inequalities.

v2i ∗ − v2i+1 ∗ ≥ T + (n2i − n2i+1 ) ≥ 0,
∗

v2i − v2i+1 ≤ −T + (n2i − n2i+1 ) ≤ 0, wi = 0

(20)

f (T |V ) =

r Watermark extracting process


v2i −v2i+1 <T

v2i −v2i+1 >−T

It is easy to prove that α = β = 1/2.

(22)

where (n2i − n2i+1 ) is the contribution by distortions. The extractor falls into the interval corresponding to the component of
embedded watermark, indicating that the component of a watermark is extracted correctly. According to the above expression,
when the component of the embedded watermark is 1, the extractor cannot tolerate the distortions (n2i − n2i+1 ) less than
−T. When the component of the embedded watermark is 0, it
cannot tolerate the distortions (n2i − n2i+1 ) greater than T. The
error threshold for DQ is the quantization threshold, or T.
Errors can be reduced by increasing the quantization threshold, which, however, compromises imperceptibility. The quantization threshold should be adjusted to strikes a balance between
robustness and imperceptibility. The quantization embedding
rule determines the embedding energy is not only related to the
quantization threshold (T), but also has to do with the host image
(V). A fixed quantization threshold cannot guarantee such a balance to be reached for all images. To address this concern, AEP
strategy is again applied to adaptively determine the optimal
quantization threshold for the individual image.
According to the embedding rules, the quadratic sum of the
change of the second DCT coefficients, i.e., the embedding energy, can be written as

⎞
⎠

wi = 1

∗

+

(T − (v2i − v2i+1 ))2
2


v2i −v2i+1 >−T

((v2i − v2i+1 ) − (−T ))2
2

(23)
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Combining (9) and (23), we have
f (T |V ) =

2552 · M · N
10P SN R/10

(24)

The left side of (24) is an increasing function with respect to
quantization threshold T. Therefore, given an appropriate PSNR
threshold, the binary-search method can be used to quickly get
the maximum value of T.
VI. EXPERIMENTAL EVALUATION
Fig. 1.

This section evaluates the performance of SSAES and
DQAQT. Experimental setup, test datasets, evaluation metrics,
and experimental environment are described in Subsection A. In
Subsection B-D, we compare the proposed methods with TDSS,
the state-of-the-art adaptive spread spectrum scheme, in terms
of imperceptibility, robustness, and computational cost, respectively. Subsection E-F are the analysis of the experimental results, which present the effectiveness of the AEP strategy (described in Section III.B) and the correctness of the factors setting
in SSAES (described in Section IV.D). The last subsection discusses the application consideration of SSAES and DQAQT for
practical applications.
A. Experimental Setup
TDSS is a state-of-the-art adaptive watermarking algorithm
and uses the same watermarking framework as our proposed
schemes, which allow for a fair comparison to ours. Therefore,
the overall performance is evaluated by comparing TDSS to
our proposed schemes in Subsection B-E. Because the embedding domain, embedding location and embedding capacity of
the other adaptive watermarking algorithms discussed in Section II are different from SSAES and DQAQT, it is difficult to
compare them under the same conditions. However, their proposed adaptive methods of adjusting the embedding parameters
can be compared with AEP strategy. In addition to comparison
with TDSS, we also apply two representative adaptive methods,
LCV [32] and EPC [33], to adjust the embedding parameters of
our proposed schemes, as well as compared them with SSAES
and DQAQT, to demonstrate the utility of AEP by analyzing the
experiment results in Section VI.E.
The test set includes 85 rectangular images with different sizes
and 15 square images, randomly selected from the test sets of
[34] and [35], respectively, which are commonly used for evaluating image processing methods and techniques. The identical original watermark, 128 bits 0/1 sequence, is embedded into
these images. Imperceptibility is judged by comparing the PSNR
of the original image and with that of the watermarked image.
Robustness is measured by the bit error rate (BER) between
the original watermark and the extracted watermark. Better results have high PSNR and low BER, which are calculated by
averaging the results obtained from the 100 images in all experiments. All experiments were performed on a PC with 3.4 GHz
Intel Core i7 CPU and 16GB RAM, running in 64-bit Windows
7. The software for simulations was Visual Studio 2013 with
OpenCV 2.4.9 and Matlab R2013b.

PSNR-BER curve for different parameters.

B. Parameter Settings and Comparison of Imperceptibility
The PSNR threshold acts as the parameter of SSAES and
DQAQT. The other factor λi in SSAES are fixed, as discussed in
Section IV.D. The parameter of TDSS is the embedding strength
A. The imperceptibility and robustness of the watermarking
schemes are closely related to the parameters. For these three
methods, several different values are assigned to the parameters (the PSNR threshold from 39 to 53, A from 150 to 25) and
the watermark is extracted without attacks. The corresponding
PSNR-BER curve is shown in Fig. 1, with the value of these
parameters displayed next to the point.
Scaling operations are performed for the images with inappropriate size before two-level DCT in the watermarking framework, which has to do with the imperceptibility and robustness.
The PSNR threshold, therefore, is set slightly higher than the average PSNR of images, which is at most 46.64 dB even without
a watermark embedded.
When the BER happens to be 0 in the absence of attacks, the
corresponding PSNR is only 36.43 dB for TDSS. In comparison,
it is 41.8 dB and 42.18 dB, respectively, for SSAES and DQAQT.
Under the same conditions, the imperceptibility of our methods
significantly outperforms TDSS.
As a rule of thumb, the PSNR with a value of more than
40 dB represents decent perceptual quality [18]. For the sake
of effective comparison and convincing experiment results, the
embedding strength A in TDSS is set to 70 with average PSNR
at 40.34 dB, whereas the PSNR threshold in both SSAES and
DQAQT is set to 45, which can produce the average PSNR at
40.55 dB and 40.56 dB, respectively. There is barely any visual difference between the original image and the watermarked
image obtained by SSAES as shown in Fig. 2.
C. Comparison of Robustness
This subsection compares the capability of SSAES, DQAQT,
and TDSS to recover the hidden watermark in various scenarios,
including without attacks or with image processing attacks, geometric attacks and combined attacks. The types of attacks and
parameter settings are introduced in the following and Fig. 3
illustrates part of attacked images.
r Image processing attacks
– JPEG compression: The watermarked images are compressed with JPEG compression with compression ratio
from 30% to 90%.
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Fig. 2.

The original images (left) and the watermarked images (right).

Fig. 3. Watermarked image subject to: (a) Gauss noise (0.02), (b) Salt & Pepper noise (0.04), (c) Luminance change (60%), (d) Luminance change (200%),
(e) Flip (vertical), (f) Rotation (90°), (g) Cropping (50%), (h) Shielding (0.6),
(i) Scaling (0.6), (j) Aspect ratio change (0.8 ×1.4), (k) JPEG compression
(60%) + Flip (horizontal), and (l) Cropping (25%) + Rotation (90°).

– Gauss noise: The watermarked images are corrupted by
Gauss noise with the variance from 0.0001 to 0.02.
– Salt & Pepper noise: The watermarked images are corrupted by Salt & Pepper noise with the density from
0.001 to 0.04.
– Average filtering: The original pixel in watermarked images is replaced by the average value of adjacent pixels
with a 3 × 3 mask.
– Median filtering: The original pixel in watermarked images is replaced by the median value of adjacent pixels
with a 3 × 3 mask.
– Histogram equalization: Apply the image’s histogram to
adjust the contrast of the watermarked images.

– Luminance change: Change the luminance of the watermarked images from 60% to 200%.
r Geometric attacks
– Flip: The watermarked images are flipped horizontally
or vertically.
– Rotation: The watermarked images are rotated by multiple 90 degrees.
– Cropping: Replace the top left 8% to 50% of the watermarked images with zero.
– Shielding: The watermarked images are centrally covered by the mask with its width and height being 0.3 to
0.7 times that of the corresponding watermarked images.
– Resizing: Resize the width and height of the watermarked images to 0.6 to 2.0 times the original, then restore it to its original size.
– Scaling: The width and height of the watermarked images are scaled proportionally with the scaling factor
being from 0.6 to 2.0.
– Aspect ratio change: The width and height of the watermarked images are scaled disproportionally. The scaling
factors of the width and height are different.
r Combined attacks
– Combinations of geometric attack and image processing attack: Apply image processing attack on the watermarked images that have been subject to geometric
attack, or vice versa.
– Combinations of geometric attacks: Apply two geometric attacks on the watermarked images.
– Combinations of image processing attacks: Apply two
image processing attacks on the watermarked images.
r Robustness without attacks
Fig. 1 shows the robustness of the methods without attacks. In
the case of the same PSNR, SSAES and DQAQT produce lower
BER than that by TDSS, with larger discrepancy in performance.
There still be errors in the absence of attacks. One reason is
the loss of precision by cross-domain transformations and the
aforementioned scaling operation. As the error threshold related
to the parameters reduces, the situation is hard to avoid. Besides,
another major reason is the effect of HSI, which does not exist
in SSAES and DQAQT. That leads to excellent results.
r Robustness against image processing attacks
Multiple common image processing attacks are applied on
the watermarked images produced by these methods. The types
and parameters of the attacks and simulation results are listed
in Table II. It is clear that SSAES and DQAQT are superior to
TDSS in all scenarios, with negligible difference between our
methods. Moreover, with the increase of the attack strength, the
performance of our methods is much better than that of TDSS.
In addition to the fact that SSAES and DQAQT can remove HSI
completely, the primary reason is that AEP maximizes the embedding parameter, which optimizes the detection performance
while maintaining imperceptibility.
r Robustness against geometric attacks
The robustness is further investigated under a variety of geometric attacks. The types and parameters of these attacks are
shown in Table III. The BER of SSAES and DQAQT is close
to zero in most scenarios and much better than that of TDSS
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TABLE II
BERS UNDER THE IMAGE PROCESSING ATTACKS

in all geometric attacks. The reason has been explained above.
Although cropping and shielding remove part of information
inevitably, the watermark components hidden in these regions
can be correctly recovered. This is because the error threshold is
maximized by AEP strategy, and larger than the change caused
by distortions. It is worth noting that the results of flipped or rotated images are the same as the result without attacks and they
are almost unaffected by scaling, resize or aspect ratio changes,
which demonstrate that the difference of two adjacent components in the image feature vector is stable to these operations.
This property is fully used by the DQAQT tactfully. In addition,
combined with Table II, even if the difference does not have
such stability under other attacks, the method still gains better
robustness. Therefore, the stability of the difference is just a
plus.
r Robustness against combined attacks
Besides achieving perfect watermark detection for various
single attacks, the performance of SSAES and DQAQT are also
evaluated for a set of combined attacks including combinations
of geometric attack and image processing attack, combinations
of geometric attacks and combinations of image processing attacks. The types and parameters of these attacks are shown in
Table IV. It can be seen that the proposed methods demonstrate
notable robustness and consistently yield the lower BER than
TDSS even when two types of attacks occur simultaneously. It’s
no surprise to get such results because our methods have shown
sufficient excellence when dealing with a certain type of attacks
alone.
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TABLE III
BERS UNDER THE GEOMETRIC ATTACKS

Fig. 4.

The average time.

cost of the watermarking algorithm becomes particularly important. Since the extracting process is similar to the embedding
process and without performing the inverse transformation, this
subsection only compares the time required for the embedding
process among these three methods. The average time for TDSS,
SSAES and DQAQT to embed the watermark into 100 images
are shown in Fig. 4, respectively. The difference between TDSS
and SSAES is less than 0.01s, which indicates that the time consumed by our AEP strategy is basically negligible. Compared
to SSAES, DQAQT takes 13.7% less time, which is due to the
simple structure of DQAQT.
E. The Utility of AEP

D. Computational Cost
In the face of the watermarking tasks that involve a large number of images or have real-time requirements, the computational

AEP can achieve a relatively uniform PSNR for all watermarked images and balance imperceptibility and robustness. We
conduct the experimental comparison between AEP strategy and
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TABLE IV
BERS UNDER THE COMBINED ATTACKS

Fig. 6.

The PSNR of different images with quantization schemes.

can be concluded that for different images, using a fixed embedding parameter does not ensure imperceptibility. TDSS, LCV,
and EPC make use of different characteristics of the host image
to strike the balance between the robustness and imperceptibility. However, the PSNR of images obtained by TDSS fluctuates
violently, and many of them are under the average and deviate significantly, which means that imperceptibility is compromised. That is to say, the average value of the feature vector does
not accurately reflect the visual characteristics of the image. Although LCV and EPC have slightly mitigated the fluctuation,
there are still several PSNR away from the expected value and
the quality of such images is not guaranteed. This is because they
do not associate the embedding parameters with the evaluation
criteria of imperceptibility. SSAES and DQAQT, by adjusting
the embedding parameters according to a specified PSNR, can
ensure the PSNR of all images substantially near the average
value, which means the guaranteed imperceptibility.
F. Comparison of the Different Values of the Factors

Fig. 5.

The PSNR of different images with spread spectrum schemes.

the adaptive methods of TDSS, LCV, and EPC. We apply LCV
and EPC to adjust the embedding strength and the quantization
threshold of our proposed schemes and introduce a coefficient
to match the embedding parameters obtained by them to our
schemes. This coefficient is a fixed constant for all test images
and therefore does not affect the adaptability. Fig. 5 and Fig. 6
show the PSNR of each watermarked image obtained by the watermarking schemes using different adaptive methods, and their
average PSNR are the same, which represents the desired PSNR.
32 images with appropriate size are selected for this experiment
to prevent scaling from affecting results. The SS_noAEP and
DQ_noAEP represent SSAES and DQAQT without AEP, respectively. From the curves of SS_noAEP and DQ_noAEP, it

According to the analysis in Section IV.D, the value of the
factor λi also has a significant effect on the performance of
SSAES. Table V shows the effect of λi with different values on
BER under various attacks when PSNR threshold is 45. Due to
space limitations, we only gave some experimental results, but
these are enough to demonstrate. In the first row of the table,
the number before “/” represents the value of λi when the sign
of C(V , P i ) is identified with li ; on the contrary, it is represented by the number after “/”. Here, “0/1 or 1/1” indicates the
value of λi set in SSAES. We can see that when the λi is farther
away from 1, the robustness of the watermarking algorithm become worse. These experimental results are consistent with the
analysis in Section IV.D. In addition, the results in the case of
“1/1” are identical with the results in SSAES. This is because
none of the 100 images satisfies the two situations mentioned
in Section IV.D when PSNR threshold takes 45. In fact, all λi
are also set to 1 in SSAES. When PSNR threshold is raised to
50, the results in the case of “1/1” and in SSAES are compared
in Table VI. The results in SSAES are significantly better, since
the appearance of the two situations mentioned in Section IV.D
leads to the fact that the watermark embedded in the individual images cannot be extracted correctly in the case of “1/1”.
SSAES, however, could prevent these two situations by setting
the λi to 0 when the sign of C(V , P i ) is identified with li .
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TABLE V
BERS UNDER ATTACKS WITH PSNR THRESHOLD 45
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G. Application Consideration
DQAQT demands that the ratio of the length of the original
watermark to that of the image feature vector is or is less than
1:2. In contrast, theoretically, SSAES only requires that the ratio is less than 1:1, the smaller this ratio, the lower the BER,
with a slight decline on PSNR. Both the differential quantization scheme and the improved spread spectrum scheme can be
applied to any other transform domains, but the AEP strategy
can only be used in the DCT domain, since its derivation utilizes
the energy conservation property of the DCT domain.

VII. CONCLUSION
This paper presents two novel blind watermark embedding
and extracting schemes, namely SSAES and DQAQT, behind
which the core idea is AEP strategy that can achieve a perfect
balance between the imperceptibility and robustness of each image. In SSAES, An adaptive spread spectrum watermark is designed to avoid HSI, besides the factors of it are obtained by
theoretical analysis, rather than experience. In DQAQT, a differential quantization watermarking method is applied to avoid
scaling attacks. The notion called error threshold theoretically
proves that the superiority of our proposed methods. The prominent experimental results consistently agree to the theoretical
analysis in any simulation scenarios. In future work, we will focus on finding better embedding locations in the DCT domain,
and extending our methods to other embedding domains.
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