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Abstract
organizing, and provides a new approach to solve the consistency problem in P2P networks.

As the core underlying technology of Bitcoin, blockchain shows the potential of achieving large-scale self-
With the widespread
circulation of Bitcoin and the rapid development of decentralized blockchain platforms, blockchain has been gradually
applied to many fields such as finance and Internet of Things, and related studies have been blooming across the world.
Blockchain provides a security architecture in the trustless network environment, however, it also faces serious challenges
in security and privacy. In this paper, we defined the security objectives and gave a comprehensive analysis of blockchain
security from the aspects of the existing vulnerabilities, attacks and security measures. In addition, we proposed a
conceptual framework of parallel security and summarized the key directions of future security research on blockchain.

This paper is devoted to providing useful theoretical support and reference for future blockchain researches.
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BB silE 44, AE S T RHR A 5 8. A2 5 1
FAETT AP FMOTT Ml DA K AE By R S5 4 25 4 3L
MAZ A5 R ARFTREEAY ROCE A I AT B
F BRI 25 M OC I iR, E — S0 75 2 v B RL fR
S E (1 X B v 3 BEORRIRAT 5y 528 5y Z 1) 1) 5%
BRVE, RIARBR BN mCTRAT R W A2 5 2 1
AHRESENE 28 TR M SRR R,

24 HEREAHURZE

AR e 20 1 B Ay S T as A R, R g
A LA ] LA 0 g s 2 A AT A o)

G5 M RE O 40 1 SO 2 e AR 2
WIS, SR A SOV B A RE B AT K2R
— . BREGLIT RN AL SR B SA LA, T8
AR 52 B Dy e v 58 3 1R A 29 SOA, T 5 49 3C
A R T ECR RE A AT 8 HE A H BB .
ORG24 SR BE 5 LT RN BAATE I 22 4 il A 1 v
&, RIS A SR TS, SR G AU S &
LICA I — B, HACHS 9 35 5 B AT IRl

BAT A WA RS AHE S bris AT R T Y
A RGHLE, 2 BE S LA ATAE B X SRR 45
T Ais AT I EE P AR, 1817 e e B RE A AER
frad fe b — B B A B Ay, A AR
b 2 48 Ve 2 3 RS, AN 2 A A 2 1 LAt
O SR P AT 7, AR B AT B s AT s
7. AEERAL EORA BE S 20 bR AL B, AT vy P 2RAIR
MR o, WIRS A, AL R DS RE S A
LV IR B R R AR P A TBURE PR
HIR Ty ARARE & SE, fRUE T B RES AR w FPE. B
IBAT EORA A A AR R LSRR S A B s T, A
REFRIBITE S HIX BRI A R 48 L, Bk
BT R BB LA bR RGO 2 B

25 HABRRZE

WA 2 A AR 22 A R AT 2 R g
M E 24z g, SR IX Y bAL 7R R4 Al 1) 258
BT A EETEAE K, B kA R e dRE &
5 DX P I 286 vh AL B DRk DX B 9 286 v (5 5L 1 20
L. N AR 2 A DR BT e i X P o £ R AE
A Rl MLt L R b AP b A B iy T X e R
AT BLSURS i, — HARE A B SR AE X DL
b, REAR HMER A DO, K R 2 AR BUR R X
OB N F AR BE . AR X B B HT AR 2 o 75 22 19 2% 1
W A7 RIS IEEROR, TR X P N A 24
n, fEEE T BRI RAT R G h, W RCE R E
15 JE P 23 A R BE A Ak B R S BT AR )
# ' (Know your customer, KYC) Flx ¥E% (Anti
money laundering, AML) % N %5 & HLHL tb Ak,
W B 2 42 I T EEBCE AT A I A LY C il S AE
DX TR AR N AR EAT IS IR AG 4R, 4P IX
LRl 100 2% {1 R R .

3 XHREEM T 2t

A X BRBEAE 2 0 0 B R AT, Bk
HEWEIC RN % A AU, P 22 4k s
T P R P LT A e D 1 S G AR R DX B A R
&R rh B AL 1 22 A WL H I 22 A Tl J, AR SCR
H (X BB R R R IR 15 e B ) 181 o 382t i1 o8l
JZ MR SERZE S BZ . SA RN HENZ
PR B, JF DA Bl A B 22 A (R A BEX N R
PR G HEAT FOPTRRE . B2 7T 40 23 SR LA
LIRSy, WP 3 P, o, SRR RHUE
TEIZ)R L E DD REM AL, B H
TORBE 2 2 axth, h BJRIRIE % A F0E BOR SR
2z 4Lt

DXCHRBEAE A — T 2 S R I R BT BORAE %
J2 YRS TG B0 0 S B B IR e A e gy, an &l 4
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. BAR, R DCHVBE RS TR G 2 AR AT 4K H B,
HIRAL TRIRAR R B, AT, 2o e oRA]
REZS DI NHT R i) L.

KAt Pk AR

WL |[APIs #:0 | B (BRI

(Bamu ) EARRE ) |

NETCR EEREN .
' 05 v (ks ) FrrEab it |

TGIE S

skt | Cihoch )[armeda ) |(EERsrEr R R ) (hUEi i )

[ Pow | [ PoS | [ BFT |
=] - o =
AR G R
_— NI N —
AP (T RN ) EAUE SR E N
&y [ X pa e .
ﬁf\"-lﬂ: J& W TR | ‘g;IU | il ATE |
(o AZH ) e || feafl

3 XHREEA R
Fig.3 The basic framework of blockchain

3.1 HHERE

B ZEEE TS5 K, BER 45 /AE N Y
B XX Bk i B S R AN A7 A T N SE AR B
I TR T G4 sk 2915 FH L L S X
U BT 75 1 LAt %5 1 2 21 25 22 AR R JE S AL
A2 T Re AL, Z5G H0E 2 5 AR A, Bl 2
TR S . A AN Y A8 5 Rk
SR 4 L A AR s V) 25 2 4 )
3.1.1 EFitEEM

X HesE B )2 RS 5 RN X B SEARFR I e 21 2
BINa . B e Ay pRESE 2RI A L. O
T i R R RA R T SR, S X R T R
PR FANVUE ] SRR BRI e i
SO A 1R 2 A T L S ) B X R A 2 1) 2 A
IR E, BUABE . SR AT R SRR R R
ANG N2 V2T B Y 1 26 00 50024 R by (HL
SEBEE R TR DGR, P 1 S5 0 S T I 22
VR R ek, NIST KAMEET
R RT g T ORI B S AL s
TS0 AR A R, sk 1 Fow.

S I B 1 S AT 5 BRI AN RE XS [X B
B IR R SRR OB, (R R KR, X
(1) e b BL 5| N a] LUK BT 7 Bl & R 4
FH NIST F 2018 4 4 A A )G & 73 E kbR
HES i, EABRYE A A DUE T BEE A %
Sk SSRGS L
FEAR LS 1T A 1 1 8 R 20 1 28] Bt B 1 S8 A )

Mlg, &% Wi 7+ 0 (Russian quantum center,
RQQC) IERAIF T A UG 1 I B SEL 3 A
OB AT ARG (1 17 X e

1 RIS RS R R
Table 1  Impact of quantum computing on common

cryptographic algorithms[zﬂ

EATIERIR ESit] Ik AR
AES X R Iz Bk A S s
SHA-2, SHA-3 - A5 R AL Bl e S8 P
RSA AHER ik g3
ECDSA, ECDH A#I%i %4, #9158 T
DSA NAEM B4, BHSH B

3.1.2 ZHHEELY

DX R 7 <5 Rl UL PR N AR A9 B 07 87 A
oy, BEERFZBIN AN NFIRE, WA 5 oA LI
i B H bR, DA B AR 22 42 2 3 T3 9
fRyge 4. AR, DXCHRAE Y L 3 sk = A 0 1) 8 B B
BOR. PUEHT A7 AN 24 53 B0 2% Pl 70 25 K AR
g Ry I T ek BRI s i k. i, o 7 U7 (8]
12, U e A SE B SCR 775 B AR N B 8, AR
T Mt 3 St - 1 5k (Dictionary attack); K H
WEAF it % P 2 5 1 2 N5 TE Bt (Side channel
attack). JCHIRAETCVF AT X PR, B 04y
Z 5 0B PV E BT Ry BN T HERE . DXCEREE A
AL A A A — B R R B, PG 2
ANRI IR R 2R A R, Wik B A5 B A BEAL AR

FUAT, DCHUE N o i 3 0 85 B 4 3T
FEARAE GG & AAiG . FEE AT R, A
M A7 R %5 ) B B N 5 A7 A AR A v A L
B OWOG B, PR ORI VAR
2 A7 At 1 3 PR A7 A2 B L I W BAE A i, B
IR A B ER AT I DR 5 BRI, o ik
56 4% B G R R N X B RE i T DUR) A A
T B E BRI S5 d 0 T iR A AR gy, 2
&, FEEEREEOR T IR L bl FSEE G
AR R O UM B, AR AE A T B N TR
i) R AT IS5 A A O T R R S O I
i HAR. — B, K% R o f o 3t ™
R 2. 17 BB B ) 17T BRI R % 81 20 1K
FEEZ DB T, HHEANFEZ D RES
b5 BIAEREAS B g e My, Mol F AR B R
FEREME Y, WA A, E R %
FEVE EARAE s W, SRR 0w, HARTY
Jig. B FL % 4y 5= (Password-protected secret
sharing, PPSS) & —Ff &k [0 17 P& £ )7 29,
J A X LR S B 22 4 B A BRI 2 SRE ST 1)
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HEHE5HRELERP
OB B L (R

B f 2 ik
Nothing at stake FZl7
BB
UEh AT R R

e T
£ #T
WEERE
| (ETEEAG | BrnE
R & A
R RARE | S RRA
S— 1 %
B, AD. mH
DDoS X7
PP A |\ BB
o A
R | R
e ] T
Tor 2% i) {i pliiRsb &
WL
= e
BARF | F R T
EBEN
F LR T ML | Dos Hili
FARERTRE |
AT & [l
e 51 % Bl
Jﬁgﬁﬁﬁzﬂ$(5£;££
WE LA

i B R R B

TR EINEEGE
BEENRIE

rLAABAR (5 EFHEE
e
DoS Hili
EHYE

LRE

cht b 1]
TRIT 2 (6 B2
B —EtE

[ WHRRA R
BHAE H Ba X | BERRAT
\ Ba X TR

4 DCHBE 22 42 i)
Fig.4 Security threats on blockchain

3.1.3 XHEBER
R T XA 08 TP & K2 B4,

FSEVFR AT 2 A, R RR s U R SR PR
55 (00 1 B3 (B 44 1, A8 5 22 1) (R R AR R A 5
SAEE B ATHEXPEE B — BRI 10—

?1994-2019 China Academic Journal Electronic Publishing House. All rights reserved.

hEF e, S R 2 B BEES T REACHE T R
M3 AT G % 43 T R AE 55 RS 43 A7 100 4 mT AR 4
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SR P R AROR SEIAL 2y )RR . 2013 48, Saber-
hagen Fi| ] #4285 44 T Be g bk 5 R A & T s 44 W
THL4: CryptoNote PP ¥ 5zbrad b Kk ik i &
P B AE — RAN AT, JFRERITTZ M (Mon-
ero)B2 (A% LR AR, PRES 44 7 S IR Bk
Ay 3 P R 44 St e B AR 2 4 ) L IR A A4 T
Je Mk 22 . 25 A KK A 52 ) LA DR i R
2013 4, Miers Z5H) 2 501HE AR BT T HE 4
R Zerocoin®3, 1] LUK LEAE /0 546t Zerocoin Ji
WATE A S, SEBL P S B AL DR, (H 2
ANREFE AT 25 a8, AT BURAR. 2014 4, Sasson
S5AE Zerocoin [ FEA bR F a7 vl JEAC B2 A iRAIE
W] (Zero-knowledge succinct non-interactive argu-
ments of knowledge, zk-SNARK)PY it T B 4
FAFEMY Zerocash®® | SZHL T X A8 5 BT 5 43 FIAL
Oy G AR, 21T (ZCash) MO
zk-SNARK # AR R &piiE THEh e ), &2 FAR
K. HAE, zk-SNARK AR WA B, AE IR
B, A2 puE W R B A 2, FLAEE 5 s TRl ok, AN
T8 A 2 ) A R PR X B R 48
3.14 HREBRR

— Ll i 21 A 2 T ) o R T e A A SR
. A2 5y S etk e B) g — Pt e Hdis )2 AR
s s V1) S5 it P s, R P BRE A - 28 4 i i
(R AL Ty A5 G PESL R P () S A, 6 e FH 1) By
MAE oV & AT By, BGE# 1 e m &2 51 6 E K
Wk, BiJE, &9V 6 a8 5 3 e Btk —
ELORF M. IR RIX A S I, BEhE X AL )
(1028 44 38 43 EAT - 4% A TE 70 sl SR G Ath s 7 77 =X
it (HABIRE L ARG, LR R)E, I
e M4 B U5 A 2 BT AR i TXID Frilfikdh
2RI by, KNG AZ 2T R B 2. 4%
N T E MR RS Ot A2 5 5 N IX Btk
A IR AL S WA g R S ATBT S8 5T &
W IRAZ 5 AR LIk s, AAE—%
WAL oy B — IR SAT g Bt . o — By, Moiks
FOL S SRAF RS (Y EEARe 1T, 35820 e 2 i 18 2l
TXID )45 Rk W6 AT 5 1) S ek 2k 1981,
3.2 WER

90 2 J2% (R A o A R DX BRARE 1Y 5 K 15 92 I A
ARGEAE, HAARAGX SRR A A 1Y sl B
EAEREA L 7 W 45 LB b R B 44 I 2% A BOK.
DR ] P2P BRI 75X, e R ANHOR T 5 28
=75, WL P2P R4 (1% i A A, £E e ke
PR 280 R TR L. RIS R e 4
PR, DXCHRVBE R 26 R K 5 30T 3 0 A R g
RENN A R DS 2 R 7R e N AN g

FHGE 1 s A PR R . X BE R AS L 9 2% 4% 1 5
B B, BT R AT i DX BRI 75 (55 X e ik
AR S, BRI, AR S T
AL NFOAL e, AT ORISR A5 2 TR 1 38 T
T DB R LI e A I S A b ah . R
W22 Ab, KA DHREMI AR, P45 IR 2 T i e
2. R RN D T AR I AT B o
LB M 4%, K Stratum PRl B 55 itiE s,
LR TE IS AT 55, 4% 2 04 73 B 44 N 245 18 15 B2
AR B 42 30175 25 2 A PR

WY 28 J22 B B 22 Bl I 4 R 5 RN B 11 22 4 )
JUL SR S R DX R Y 4% 2 s >R 22 A ARG I TR SR U,
DR 8% J2 1) 2 4 ) i@ = AL KR P2P I 485 1) 42 4 [ it
W4 285 4 M FH T 50k A B o0 4% J2 T ) R RA (R 7 i
3.2.1 P2P MERLiRmRE

P2P [ 4% Ay ) 45 4 4 A5 B R i — Ay
AL B RR, BB e Bl i
UE &%z A BRAE AL, Mool LL A kA Rk
WA, Al . RIS EE, LA st A U 4
JI %5 ¥iti (Distributed denial of service, DDoS).
H B, B A S R AR R . T
P2P M2 K HANET C/S M0 45 TR, G
AR I R ARG I B8 B TEAT A B0 PR B
P, WL S S I G SiAh, P2P kg
AR R AP T R ARR 25 DN 9 2%
(1 506 J5 MURP T A7 9T 22 e BRI I N 9 8¢ 1) 74 4t
(Y 0% YRR 2, B nT RE R HT I N A R B
PEAERAERLR. PRt 78 P2P W& S i X ek
WA R U BEIMBR A A5 G O, &
RS B AT R BR .

3.2.2 TimRIMLRTH

TR R I SR o D Pk R H AR
I St Bk G 3 AR ek 2 ml GRS B3 A EA
0 30 m A sl 3 W e e T A B ) e R okt
W26 40 Gl R, AR D3 RAS H AR R s B
PERIILAR SR i, BEM St B, H il (Eclipse
attack )01 i & Tr ki % R Y R R4 6 50 R S B
WA 5 o e ) Aol i R gl 5L A AR Ml
I A 255 4 )RR R A A A T A
B H AT 5 A B A L, P AR H AR
L5 DB T R 4 B, Al H AR R e B By
FARR IS, S EUH AR SR I R S
R X R AN — 2, A SR R I — 2. H ik
AT R by AT PR AT, 1 2% R B X
BREE 7 XOEFRIN, Boadi & A H AR a4 H be s
SRS TS BEIR SR AR ORI XV | Mo i)
DUBE S 53 0 D0 381 i st H o B, Sy 23
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B, AT S 23 T, BRI 2% b (K AT R D
HE— 20 B AK B FAIZH™ (Selfish mining) A4 3 A+
S AL

3.2.3 [RFARIP O

B 2 I B R OR A BRI 351 22 B AR
SER AT R o X TR P 5 AE Gy PRt T AR B A
PRAF, TGV AT B e M AL b S5 P TP Huhk
Z AN ORIETE. FH P AN AL By FRFT ARk TP £ 4,
28 sk I 28 i bl () AR A R A X BRBE I 2% . il ]
DU F W T I8 B TP kb i) o7 sCHEN AL 5 2 Ta)
L5 N HHNEZ A O FR, IR T X BB sk i1
KRR H br.

TR VEAM 4 Torl*Y J& Lo i rp Nl Bt 32
I TS R, BlG T 2R A H b s
SRR, Bkt W T S T BB R
LW G4y, fE— e fE R LW T 4 5
FUIP kb2 A ORICME. A T $E m M 4% 2 [ B FA TR
P, 2y LR Tor W45 18 TH R 45 K Bl B 4
IR TP Huhk. 811, Tor M AR MATE®E, #Hig I
() A R 2 55 AN RE HRABI A 4 S5 1) = B ks Fn g
Xk, RS AE X7 448 Tor W 2 b 47 1 44 4%
i, Yk ATy AR AT DA sk B ) ok AR 3 TR B AR
IR € IR LR (ER S TANIE S R aep il [E1E /X )
(VAR DG, I 5t G 1 s 44 e A, BB R 2
[ty TP Huhik.

W 26 22 3 ok B0 B T A ) B 4 SR AL T
TR MHEARSCRE. TR A SR W 2% 1 A [ -
HROCN YT R AL 2R e B T BCRE AT TR TR T 485 DA
TRVE A 5 1) 5 AR UE B 25 3k LU B VB 1 i 1 A2 &
D H SRS S AT IR N R R, SEBLEE 44 5724

TR M HEARAFHE O TR A 2o iR m e s,
O TR TR S =7 RS54 SR IAT AL 2 TR () 2.
H P BB SR MR =k b, &%
B2 IRAT By B 4 L LG AT Ty W T . AR TR T
T R Jerb R B PR R AT
IR AT S Ry Y 151 Wy T 9l S ey U <
it & v Mk B, Bonneau %51 2014 4£$¢ H Mixcoin
R H A 5] N#TFHLHIE R 26 = 7. 2015 4,
Valenta 554 H 5 2 4B AN Mixcoin W L4740
b, B 15 = 07 M R R Rl AR ARt e bR T
PR B B AL DR 3 it 5 VR TR IR BT %, 3l A A TR
A 57« RS 1)

FrheMBIR mIE S - BRI 2 AN SR
PR RN AL By, AR TR SR AS B AT FE AT, A
TS BE 44 52 4. 2013 4, Maxwell $& Hi 1) Coin-
join PSR f5c 510 25 e kR T 5 19, 2014 4,
Ruffing %%} Coinjoin WhsCEAT Budk, £ —Fh 444

CoinShuffle [FJ2Z 5 YL PR A% 2015 4, Ziegel-
dorf R ¢4 2 )7 vHEARIE T SRV o 19 RO
B3 S S = R VE 1 CoinParty T8 M MY, Jirh
MR T A K T oAb T T I D308 A R 25O il
A ) R, BT, AR IR A AT )2 N
. AR 2R AR EB N, TSR
Tl 5 VR T Bk A 1 ) R, VKA DoS ik, Joikiaf
e R R B A PR 7 2K

3.3 #iAR

LS SR AR O, FEERE T X R
BRI IL L, AR 4759 RO 0 2% J2 SR AR 1) 0 286 2R
I AR A B X ) DAL R — A 8 X e R
(View). DX HREE 1) 5 R AIHN7E T 3R 2 SR 3ER
BLHIFR AL T — 5 B w45 28 = 07 B T A5 Hicd 2 == L
il Ry b2 R P 2 A A A S AT R R B
Nt Ere e mck . KRR L], AR
P K H B A AN R, W RARIS 8 5 KRS, A
1 PoW. PoS. # 5 & A 45 )il (Byzantine fault
tolerance, BFT). 73 W HiAR  nl{F M1

R (SR A B T4 X LBk R ) Pl
R PR B 2 A TR OR R, SCRED R RN
5, (e X PUBEEOR I #0 fE 5 ae . DX Hed 11
LB A R WA 58 3, 8 3 A7 A 22 A PR UE WA 58
By B A R, TR —EUEATEE
W UE A RH FE A A (] . AN () 2 2R ) R R L o 3 1
I AN [] PR Ut Jl .

331 REMIEAATHE

LN A 22 4 P AT I 75 22 2% 18 ) 4% 1) P
PEL W REE IR R B AT . ) B G 1K 3
o0 FLUHME AR T X U I K UK SE AR
RIZE. T ILRNLET Z R 2 IR 2%, it 4Ll
HLHIAS BT EL, A% 28 14 nl ik B &2 A HE SR TGk 58 4l
T IX P, SLIRBUEI 22 4 P im AR N A 22
AR UE BAN 58 4% (1) ) 2.

2015 4F, Garay 25 4 PoW MJZE T 22 4R, Jf
FE R A5 [R5 W 28 B rp 23 BT T LR 1 ) 2 4 20,
Kiayias S5 78 I IEAl B g1 AN DCH™ A2 U AR O LR
B 22 AP oy BT i — 5 R 48], Sompoinsky %57
] IR 9T T M4 SRR X PoW 22 4P 1 s i 1491,
Pass 56T 2017 MM 2 GBI FI PoW HE 2 [A] 1)
KAENT, Xf PoW HEAT 0] UiE B 22 42 43 Hr00. Ki-
ayias S AE— R 5 PoW W AIEHH 22 4 il 5 11 F At
b, PR T RZP Mg PoS ) 22 4 A AR B 7
20U R B URALAE A AT IE B 2 A YOk 2 4R
e PoW Hl PoS WRILIRMLHI, Bz —MtE. wf
FOPEAAE R — A R X 2 AR AR N LR
BLH ) 22 A e 23 BT AN . 53 2% 1R 9 4 B B 14
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BRAR A A4 1) 22 A VEVEAL OB 85 82 A% 1k 2R
W, Y AT B 2 A B R S A4 T 1K) 2 A R VA 2
B FEAS 28 T (0 H5 2 PR A ) 0 b, el 2k 1
Ot K ) . AR, K PoW Al PoS [ 3L IRBL A
(1) % A AR T AN RS I 55 IR ) S8, T 2 A4 i
A7 19 S 4T 5T IR AT 1 5 ) B A A 2 X R
B B . 1K 8 2 A R 8 AE S B Y H R
IR G WATHE. LR PoW o ELEE T 0 61, K4
BTC.com 2018 4F 10 H &ATHIA MhE ) 5534, Wi
He 44 10 DU 8 WA U, T R AT 20 5 ) L3 i
WATR, RE L EME I 56.5 %, HE
PoW [fzz A VEB . A AW T st 51 % Mok,
FEA ARG PR S DoS Heihi, FH1EAZ S 56k Al
3%, BRI
3.3.3 —BMHARRE

AT LR UE IR BL ] AT DR SR8 e Hh s ol — Bk

GAVEES M E B . PoW F1i4% PoS LTy
FACTE LR e B oh 75 A A JE B IX B A A g
S W PR DX R R A AR 2 AT AT 2
B4 X, A B — B0k, 2Rl PoAP?) | 2-Hopl®?!
LK H PoW Fl PoS AH&S & L IRHL It A7 5 508
53 SIS L.

H TP PoW Fl PoS RAILRTT EAFAER 59
— S 2017 4F, Kiayias 45% PoS 544 %
J7 V5L (Multi-party computation, MPC) 4545, 42
H1 T Ouroboros X HLEEL T P #5581 PoS
— Bk, AHBRY ARFALAE L, TOIEORUE B 1Y AU %
AN Gilad 2RI PoS SEIL R 4l 85 5 I 45
EFEEERENYL, R T Algorand J7 &Y AV AE
TEFRARG LT DA =y A 26 DR — 3501k

SR, 765 BR N v, 15 i ik R L 58 e —
SRRy e e B A P W < P =
A 10X 28 v A IR R T AT A2 Moy, SRR ML
TCERSE PR TR — k. 0 SR &% b A7 e Mo 2
FH W28 2755 s A0 A AL R 2 W 25 T R 28 431X,
DANFARTS Ty 7 A 3T () X B 73 S, AR — 3501k

B0 SR L R — 350 ) B A O S A B A
KR (Long-range attack). AHEE A Mo /& i
NSRBI — Bk i s R s 5 X, 2B R oy
ZEVUE T G AR UL B e e e L AR Ry T
MHE AT B H B R E R A g H I
—2E LR . FE— M X B b O S A Bl R R I
i X B Bl sk — 22 S X HEE EAs
DB BE NI Y. R —&EK

(X PRE 73 X, A 75 AT B 1R DX B Al K 22 5
TE7. KRLGEZ PoS /LM BGEAT A, BT
PoS T CAZH 75 AT A RS, HARERAL
P AT AT RE MBI T 465 7 2 — Sk 58 2 AN R 1
X P gy 3, R KRR .

FUR, DSBS UL 1 22 42 1 g UM R 4T
() WY 2 5T L A 52 B AR T i ) RN 22 A PR ARG,
A5 S B 8 eh AR HE A ORASE 1) — 250k RISV IS
[F3IE B (Proof of elapsed time, PoET)b% filiz < iiF
B (Proof of luck, PoL)P) | F nf {5 i - 42 (1L BE AL
P, PRUE LB R — SO A 52 R 2R 2. AH 2
WURAE A BB S 1], BEAN DX HRAER A 58 A
3.34 ¥V RMEE

A R X BB IR ML 70 G ) R
P, S X HCRE ] PR AN ] D 3R BT Ry
PoW V344 10 Zp 8™ A — A X, HIXHRpNA
A S B AT I, A et A, ¢ 2. —Lent
FEIRL I3 ARk & PoW IR fe k. 41
A () SEAE R 99 28 vh 1R Y R T A A A, N
T ST 22 A0 0 s 36 E Al S I R AT HRAE. 2 iR
() G BEAE T BT 5 BRI 23 72X, SCRE JR I % 46
HUH IH 7 RS, (] I 3 S S s 23 v A8 o 1) i 1
PE ] . Elastico Wpisd X B b AN 1-20 v A
A SERLHIES R PoW S 99 2% (145 sk ik 47
S, ANEG A IAT AL BEAS RO, 15 R —
HAATF L. Omniledger F1J H B AL EA: %5512
RandHound Fp3CHI5E T~ R 56 31 BE AL R £ 1) 4l 28 5
VRS E A3 A1, O R A E AT B 1 7 Ak
P50y FraZ 0. e Ab, BRI S AT B I ik A B
MAHESE RSCoin J7 51250 L5 n] X B o SR 43
T HORTR S X PBE )9 ek

FLR, ey 32 v X B 2L R B LI i w) 7 R 47
SR EWTTTT . A B BOR B NS E AR
T PoW § JR 122 1) i), A1 T BEHEAT 5 I 1
PEIR) L, F5 R v, FRAR T DXPUBE IR 22 4 k.
3 4h, XYk bR LRBLEE ity A Bt 28 5
(1) DoS Bt Al Bk 5. Ky R Bk HR Mt kA
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