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Here, the researcher
collaboration
patterns and
research topics on
Intelligence and
Security Informatics
(ISI) are investigated
using social network
analysis approaches.
The collaboration
networks exhibit a
scale-free property
and small-world

effects.
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Terrorism, cybersecurity threats, and criminal attacks have caused great

threats to our societies and commercial infrastructures, especially with

the rapid and large-scale migration of security information from traditional me-

dia to social media platforms. This leads to the need of developing more advanced

technologies to protect our national/home-
land security. Starting in 2003, scholars led
by Hsinchun Chen, Fei-Yue Wang, and Daniel
Zeng introduced a new research field—Intelli-
gence and Security Informatics (ISI),!-3 which
mainly concerns the development of informa-
tion technologies (IT) and Al approaches to
address security-related challenges.2

In the past decade, with the significant
work conducted by pioneering research-
ers, ISI has grown quickly into a highly in-
terdisciplinary field,>-10 with a large number
of related papers getting published in many
influential journals. Since 2005, IEEE has
sponsored the flagship ISI annual interna-
tional conference series, and since 2006 and
2008 in Pacific Asia and Europe, respectively,
ISI workshops have been held annually.
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As the body of ISI literature continues to
grow, newcomers to this field or researchers
in other fields might find it difficult to grasp
the state of the field, along with the direction
of current research avenues. They might have
the following main questions: Who are the
most influential authors in this field?> How
often (and in what capacity) do researchers
collaborate with each other? What are the
driving interests of researchers in this field?

This issue isn’t unique to this discipline—
other fields, in fact, may face similar problems.
To contend with this prevailing issue, Mark
Newman has constructed a social network
graph, in which the nodes represent scientists
and links represent the instances where they’ve
co-authored a paper.!! By analyzing this net-
work, Newman commendably answered some
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Figure 1. Breaking down the number of authors per paper. (a) Bar chart showing the number of authors per paper within the
dataset. (b) Pie chart showing that single-authored papers are in the minority.

questions, such as the number of papers
authors have written and the number of
coauthors they had. Similarly, some other
researchers have studied science collabo-
rations in intelligent transportation, so-
cial computing, biology, mathematics,
astrophysics, and nanoscience.'2-1¢ How-
ever, these researchers didn’t consider
how patterns of collaboration vary be-
tween institutions. Edna Reid and Hsin-
chun Chen created a systematic research
process to identify the key researchers by
using an integrated knowledge-mapping
framework.!” These significant studies
mainly focused on the collaboration pat-
terns at the researcher level, the institu-
tional level, as well as the national level.
To further understand the patterns of sci-
entific collaboration, Ketan Mane and
Kany Borner analyzed a certain field of
topics and topic bursts.!8 However, as
we investigated this process, we noticed
that although the research of ISI is be-
coming increasingly important, its sci-
entific collaboration patterns and topic
evolution still haven’t been uncovered.
Yet, uncovering this information is im-
portant and applicable, because it can
provide significant insights for research-
ers to better understand and evaluate
key impact factors and quickly grasp
emerging directions in ISL.

Thus, here we analyze collaboration
patterns and conduct empirical analysis

of topic evolution in ISI. We first con-
struct an ISI co-authorship network
and obtain some interesting results by
analyzing its topological characteris-
tics. To identify the key researchers in
ISI, we adopt four measures to evaluate
them. These measures encompass influ-
ence, productivity, collaboration ability,
and the average number of times cited.
Topic analysis is further conducted to
detect the evolution process of research
interests in this field.

Dataset

For this work, our dataset was re-
trieved from the Institute for Science
Information Web of Science (WoS),
an online academic citation index
provided by Thomson Reuters. Based
on the influence of WoS, we mainly
focus on discussing the publications
retrieved from WoS. The dataset con-
tains the metadata and derived data.
The metadata contains 505 papers
that were published in the Proceed-
ings of the IEEE International Con-
ference on ISI from 2003 to 2010.
And the derived data contains 1,431
papers which have directly and in-
directly cited the metadata. It’s well
known that when one paper was
cited by another paper, this meant
the two papers were closely related to
some extent.
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All in all, our dataset contains 1,936
papers. From Figure 1, we can see that
most of these papers, approximately
88.6 percent, have more than one au-
thor. This demonstrates that most ISI
researchers are likely to collaborate,
and the dataset may provide us with
more significant information to under-
stand collaboration patterns among
these researchers.

ISl Collaboration Networks

After extracting authors’ names in the
dataset, we constructed a collabora-
tion network, in which each node cor-
responds to an ISI author and each
link between two authors represents a
shared co-authorship relationship. The
ISI collaboration network includes
4,014 nodes and 7,884 edges, and
contains 731 components. Figure 2
shows the degree distribution of the
ISI collaboration network, which is
virtually scale-free. In this kind of net-
work, only a few of researchers have
a large number of collaborators, and
most researchers have a few collabora-
tors. Compared to other collaboration
networks, such as the terrorism do-
main (1990-2003) and social network
domain (1996-2002),'¢ the ISI col-
laboration network has a longer tail.
In ISI collaboration, about 1.5 per-
cent of the researchers have more than
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15 collaborators, and about 73.9 per-
cent of the researchers have less than 5
collaborators.

Meanwhile, we also compute the
average degree, average distance, larg-
est distance, and clustering coefficient
of the ISI collaboration network, and
compare these parameters to three
kinds of collaboration networks (see
Table 1), including physics domain
collaboration networks,!! terrorism
collaboration networks, and social net-
work collaboration networks. !¢

Table 1 shows a summary of the ba-
sic statistics of four collaboration net-
works. In the ISI collaboration network,
the average degree is 3.92 and the total
number of nodes is 4,014. Theoretically,
if the network is random graph, its
clustering coefficient is 3.92/4,014 =
0.00098. However, the real-world
network has a clustering coefficient
0.37, which is significantly higher than
expected by random chance. In addi-
tion, the average distance of this net-
work is only 1.58. Therefore, we can
see that the ISI collaboration network
exhibits the small-world effect.

As we know, some researchers be-
gan their study on their own and some
collaborated with only a few research-
ers—for this reason, some components
in the whole ISI co-authorship network
only contain two nodes or are even
isolated. However, the largest compo-
nent contains 713 nodes, which means
that the largest collaboration center in-
cludes 713 researchers. Figure 3 shows
the largest component of the co-au-
thorship network.

In the co-authorship network,
Hsinchun Chen has the highest de-
gree (degree = 90), which means he
has the largest number of collabora-
tors. The authors with the second and
third highest degrees are Daniel Zeng
(degree = 57) and Fei-Yue Wang (de-
gree = 50), respectively.

As Figure 3b shows, the subnetwork
is obtained by removing the nodes
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Figure 2. Degree distribution of the Intelligence and Security Informatics (1SI)
collaboration network. Terr represents the terrorism domain collaboration network
and SN represents the social network domain collaboration network.

Table 1. Summary statistics for four collaboration networks.

Criteria Physics
Total authors 52,909
Average degree 9.7
Average distance 5.9
Largest distance 20
Clustering coefficient 0.43

with a degree of less than 16. In this
subnetwork, three nodes, called H.C.
Chen, D. Zeng, and EY. Wang, respec-
tively, are much larger than others.
Furthermore, the edges among them
are also much bolder. This indicates
that these three researchers have col-
laborated frequently with others and
played a significant role in the devel-
opment of the ISI field. Especially, to
our investigation, a famous article?
written by these three researchers
in IEEE Transactions on Intelligent
Transportation Systems in 2004, with
the title of “Intelligence and Secu-
rity Informatics for Homeland Secu-
rity: Information, Communication,
and Transportation,” is regarded as
the initial research work. This article
has played a critical role in promoting
the development of ISI as a field. As
Table 2 shows, there are several other
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Social
Terrorism16 network16 18I
3,038 4,072 4,014
4.66 3.98 3.92
1.26 1.29 1.58
9 13 14
0.45 0.42 0.37

examples of significant researchers
collaborating within this field.

Institutional-Level
Collaborations

We’ve examined the frequency of re-
searchers collaborating, but to better
understand the relationships involved,
how often is this occurring between
institutions? To ascertain this infor-
mation, we constructed an institu-
tional-level collaboration network of
ISI. Collaborations between two insti-
tutions are considered when there’s a
co-occurrence in one paper in the da-
taset. The institutional-level collabora-
tion network is constructed in just the
same way as the researcher level. It in-
cludes 1,047 nodes and 529 edges, and
contains 14 components. It’s also an
unconnected graph. The largest com-
ponent contains 187 nodes. Figure 4
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Figure 3. Researcher-level collaboration network. (a) The largest component. (b) Rich collaboration scientists. Node size is
proportional to degree. Link strength is proportional to the frequency of collaboration. All the scientists in (b) have more than

15 collaborators.

Table 2. Frequent collaboration authors.

Two author No. of collaboration
collaborations times
Hsinchun Chen and 13
Daniel Zeng

Fei-Yue Wang and 1
Daniel Zeng

Mark Goldberg and 10
Malik Magdon-Ismail

William Zhu and 9
Fei-Yue Wang

Judee K. Burgoon and 9

Jay F. Nunamaker

shows the largest component of the in-
stitutional collaboration network.

In the institutional collaboration
network, betweenness represents the
knowledge diffusion ability. We can
clearly see how ISI knowledge spreads
between institutions.

In this network, there are two clus-
ters which were obtained using the
Girvan-Newman algorithm. The Uni-
versity of Arizona node has the high-
est degree (degree = 20), which means
it has directly collaborated with 20 in-
stitutions. It’s a collaboration center in
the blue cluster. In fact, the ISI confer-
ence was held in Arizona in 2003 and
2004. The University of Arizona col-
laborated with many institutions at

Three author No. of collaboration

collaborations times
Hsinchun Chen, Daniel 7
Zeng, and C.J. Tseng

Fei-Yue Wang, Daniel 7
Zeng, and Wenji Mao

Daniel Zeng, Hsinchun 5
Chen, and Fei-Yue Wang

Hsinchun Chen, Daniel 5
Zeng, and C. Larson

Judee K. Burgoon, Jay F. 3
Nunamaker, and Mark

Adkins

that time, such as Michigan State Uni-
versity, the University of Utah, and the
University of Pennsylvania. At the same
time, the node with the second highest
degree is the Chinese Academy of Sci-
ence. It’s obviously a collaboration cen-
ter in the red cluster. In the year 2005,
the “Intelligence and Security Informat-
ics innovation group of the interna-
tional collaboration partner plan” was
carried out by the Chinese Academy of
Science and the University of Arizona.
Going forward, many international in-
stitutions joined in ISI research, includ-
ing Zhejiang University, the University
of Copenhagen, and Indiana University.

On the other hand, it’s obvious that
“Univ_Arizona” and “Chinese_Acad_

www.computer.org/intelligent

Sci” are the two key nodes that connect
two major components. So, the Univer-
sity of Arizona and the Chinese Acad-
emy of Science are the key institutes
that should be considered. In our inves-
tigation, we saw that great efforts have
been carried out by research scientists
in University of Arizona (such as Hsinc-
hun Chen, Daniel Zeng, Edna Reid, Ju-
dee K. Burgoon, and Jay F. Nunamaker)
and research scientists in the Chinese
Academy of Science (such as Fei-Yue
Wang, Jue Wang, and Wenji Mao).
There are 21 collaboration papers that
contained journey articles, conference
papers, and reviews between these two
science teams. These papers mainly dis-
cuss homeland security,>2 wisdom of
crowd,'% and information sharing.'®

Key Researchers

To identify the key researchers, we ad-
opted four measures, including pro-
ductivity, influence, collaboration
ability, and average number of times
cited. Productivity is measured by the
number of papers published by one re-
searcher. Influence represents the cited
counts of one researcher’s total papers.
Collaboration ability, which is measured
by degree, represents the total number
of collaborators for one researcher. The
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Figure 4. Institutional-level collaboration network. Node size is proportional to the betweenness.

average cited times represent the qual-
ity of one researcher’s papers. In Table
3, key researchers are identified and
ranked using these four aspects.

We assumed that all the authors of
one paper made the same contribu-
tion to that paper. The more that an
author appears in papers, the more
productivity he is accredited. Table 3
shows the productivity and influence
of the most prolific authors. Hsinc-
hun Chen is the most productive au-
thor and has 75 papers contributing
to the field of ISI. The productivity
of his papers account for 3.88 per-
cent of the total, following by Fei-Yue
Wang at 2.17 percent (42), and Daniel
Zeng at 1.86 percent (36). Their pa-
pers are cited 84, 46, and 32 times,
respectively.

We determined this information us-
ing the four aspects we previously men-
tioned: collaboration ability (see Figure
3), productivity, influence, and the aver-
age number of times cited (see Table 3).
Figure 5 shows the top 10 researchers
identified in our dataset, selected and
ranked by productivity (primarily con-
sidering the number of papers).

MAY/JUNE 2014

Table 3. Prolific authors in IS1.*

Author
Hsinchun Chen

Institute of the author
University of Arizona

Fei-Yue Wang Chinese Academy of
Sciences

Daniel Zeng Chinese Academy of
Sciences and University
of Arizona

Jennifer Xu University of Arizona

J. K. Burgoon University of Arizona

Edna F. Reid University of Clarion

Christopher C. Yang  The Chinese University

of Hong Kong

Jia-Lun Qin University of

Massachusetts, Lowell
J. F. Nunamaker
E.G.Im

University of Arizona

Hanyang University,
South Korea

* This information was gathered in December 2011.

From Figure 5, we can see that re-
searchers who have less productivity
may have a higher collaboration abil-
ity, while researchers who have more
productivity may have fewer instances
of being cited on average. Authors
such as Jennifer Xu and Christopher
C. Yang have more productivity, but

www.computer.org/intelligent

Average no.
Productivity Influence of times cited
75 84 112
42 46 1.10
36 32 0.89
15 22 1.47
14 20 1.43
12 18 1.50
12 9 0.75
1 19 1.73
1 17 1.55
9 6 0.67
are cited fewer times. Meanwhile,

Hsinchun Chen plays a key role in the
first three aspects, while Jia-Lun Qin
has the most times cited per paper.

ISI Researchers’ Interests
Since its first proposal in 2003, ISI has
attracted many researchers’ attention
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Figure 5. Top 10 researchers in the ISl field ranked by their productivity. For clarity, we normalized these results.
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Figure 6. Topic analysis in ISl. (a) Evolution of 10 ISI keywords from 2003 to 2011, and (b) ISI keyword tag cloud of 2011.

from all over the world. However,
what does this field care about and
what topics do the researchers study?

To answer this question, we exam-
ined every paper’s keywords. In general,
the keywords in papers were extracted
from the title, abstract, or the content
itself. Thus, we assumed that the key-
words of a paper represented the topics
which authors cared about. If papers
have the same keywords, we assumed
that they discussed the same topic. A
keyword with higher frequency means

that researchers cared more about that
particular topic. Here, different topics
are described by using different sets of
related keywords.

Figure 6a shows the trends of high-
frequency keywords. We can clearly see
that research on security and terrorism/
terrorist both had a peak in 2006. After
2008, they both experienced a decline.
Studies on organize, privacy, com-
munity structure, complex network
and social network stayed at the same
level from 2003 to 2007. In this stage,

www.computer.org/intelligent

research interested in these words
remained stable. After 2007, there was
a rapid increase in research related to
these words.

To show the topics that ISI re-
searchers most cared about in recent
years, we selected parts of keywords,
with a frequency higher than 7, to
make an ISI keyword tag cloud (see
Figure 6b). In this keyword tag cloud,
the size of the keywords are not only
related to their frequency, but also re-
lated to the degree, which is calculated

IEEE INTELLIGENT SYSTEMS
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in a co-keywords network. So, the size
of a keyword indicates the number of
papers that used this keyword.

As Figure 6b shows, the keywords
complex networks, community struc-
ture, and data mining are clearly key-
words related to topics that are of
high importance. We search back into
the dataset and find that there are 285
papers that contain these keywords.
The types of papers include journey
articles, conference papers, and book
chapters. And their related researches
include terrorism informatics, infor-
mation system security, infrastructure
protection, and data/text mining.

We investigated the researcher
collaboration patterns and
research topics using social network
analysis methods from different lev-
els and perspectives. By analyzing to-
pological characteristics, we obtained
that the degree distribution of ISI co-
authorship networks are scale-free and
exhibit small-world effects. Several re-
searchers—such as Hsinchun Chen,
Fei-Yue Wang, and Daniel Zeng—have
a large number of collaborators. These
researchers have conducted some use-
ful studies and played a significant role
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in promoting the development of ISI as
a field. Two institutions, including the
University of Arizona and the Chinese
Academy of Sciences, have been found
to be the bridges linking other compo-
nents. We also discerned that researchers
in ISI have increasingly paid attention
to three topics: complex networks, data
mining, and community structure, re-
spectively. We believe that these results
can provide significant insights for re-
searchers to better understand the de-
velopment of ISI and quickly grasp
emerging directions in this field. =
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