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a b s t r a c t

Fuzzy vault is a practical and promising scheme, which can protect biometric templates and perform

secure key management simultaneously. Alignment of the template biometric sample and the query

one in the encrypted domain remains a challenging task. While implementing fuzzy fingerprint vault,

the accuracy of alignment in encrypted domain cannot be ensured and the information leakage may be

caused because of the alignment. In this paper, an alignment-free fingerprint cryptosystem based on

fuzzy vault scheme is developed fusing the local features, known minutia descriptor and minutia local

structure, which are invariant to the transformation in fingerprint capturing. Three fusion strategies are

employed to integrate the two local features. Huffman coding technology is used to compress the

storage volume of the minutia descriptor vault. The proposed fingerprint cryptosystem can avoid the

alignment procedure and improve the performance and security of the fuzzy vault scheme at the same

time. Experiments on FVC2002-DB2a and FVC2002-DB1a are conducted to show the promising

performance of the proposed fingerprint cryptosystem. Security level of proposed cryptosystem will not

decrease and even rise in some circumstances. The best trade-off results obtained is GAR¼ 92%

ðFAR¼ 0Þ, under the 53-bit security. Despite the larger template storage expense, the proposed

alignment-free fingerprint cryptosystem outperforms the minutiae-based fingerprint cryptosystems

with alignment in the terms of accuracy and security.

& 2009 Elsevier Ltd. All rights reserved.
1. Introduction

Key management is an important issue in personal information
security circumstances. Although modern cryptographic technol-
ogies (e.g., DES, AES and so on) can protect people’s privacy in
very high security level (generally more than 128-bit), the key is
too long to be memorized and hence usually stored in a smart-
card or in the personal computer. And then the key is encrypted or
protected by a short password (e.g., the owner’s birthday), which
makes the security of people’s personal information relies heavily
on the password. If it is lost or guessed by others, the personal
information is subject to the risk of losing. In the other hand,
traditional biometric systems expose some problems, for exam-
ple, template security issue due to raw data storage and
irrevocability issue because of the inherence property of bio-
metric traits (e.g., fingerprint, iris, face). Therefore, the technology
combining biometrics and cryptography, called biometric crypto-
system (Uludag et al., 2004), biometric template protection or
biometric encryption, has attracted remarkable attention, because
it may provide potential solutions for the above problems.
ll rights reserved.
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Another known technology, called cancelable biometrics (Bolle
et al., 2002; Ratha et al., 2007; Lee et al., 2007), concentrates the
same issues and provides also promising solutions. A good survey
for this field can be found in Jain et al. (2008).

Biometric cryptosystems can operate in one of the following
three modes: (1) key release; (2) key binding; and (3) key
generation (Nandakumar et al., 2007). Any of them is related to
the key of the authorized user, so biometric cryptosystems can
also be seen as a secure and convenient key management system
using users’ own biometric trait (e.g., fingerprint, iris). In key
release mode, the key and the biometric sample are stored
separately and the biometric matching is performed by reading
the raw biometric data. If and only if the matching succeeds, the
key is released into specific application. Key release mode are not
secure in nature because the key and the biometric data is open to
attackers. In key binding mode, the key and the biometric sample
are skillfully bound in a mean that is computationally infeasible to
obtain the key by brute force attack. Only when the input sample
presented is from the same user as the template sample and the
matching in the encrypted domain succeeds, the correct key is
released. However, attackers cannot get authorized user’s original
biometric data or the key because of the computational
infeasibility. This mode can protect the users’ biometric data
and the keys at the same time. In the key generation mode,
without storing the processed biometric data, the key is directly
derived from the input biometric data with the aid of some

www.elsevier.com/locate/jnca
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marginal information of the template sample, while leaking only a
bit information about the user’s biometric data.

Fuzzy vault, proposed by Juels and Sudan (2002), is a smart
biometric cryptosystem operating in key binding mode, which is
based on Shamir’s (1979) Secret Sharing Scheme. Fingerprint
modality particularly suits fuzzy vault scheme, because it requires
unordered feature set and fingerprint minutiae exactly satisfy this
demand. So most practical fuzzy vault schemes are implemented
with fingerprints (Clancy et al., 2003; Yang and Verbauwhede,
2005; Uludag et al., 2005; Uludag and Jain, 2006; Nandakumar
et al., 2007; Nagar et al., 2008), except some implementations
with other modalities, for instance iris (Lee et al., 2008), face
(Wang and Plataniotis, 2007) and handwritten signatures (Orte-
ga-Garcia et al., 2006). Alignment is an important procedure to
lower the intra-user variation in all present fuzzy vault imple-
mentations with fingerprints(fuzzy fingerprint vault, FFV). Among
all of them, some conduct expert manual alignment or external
pre-alignment (Clancy et al., 2003; Uludag et al., 2005), and others
perform automatic fingerprint alignment using singularity points
or high curvature points (Yang and Verbauwhede, 2005; Uludag
and Jain, 2006; Nandakumar et al., 2007; Nagar et al., 2008). On
one hand, pre-alignment can be only used for experimental
research, rather than practical application, because the practical
biometric cryptosystem is requested real-time and there is not
possibility of conducting pre-alignment or manual alignment; on
the other hand, it is worth notice that automatic alignment of FFV,
which can be called ‘‘alignment in the encrypted domain’’, should
not leak any information about the feature hidden in the vault. For
FFVs based on minutiae, the position and orientation of minutiae
are secret and could not be used for computing the alignment
(translation and rotation) parameters. So researchers must look
for other features, for example singularity points or ridge high
curvature points, to obtain the global alignment parameters.
However, the alignment accuracy level using singularity points or
high curvature points is much lower than using minutiae
themselves, thus the automatic alignment in the encrypted
domain may cause more false reject (FR) instances. In addition,
Fig. 1. High curvature points can help recognize chaff points. Green hollow circles

without segments represent high curvature points (Nandakumar et al., 2007), and

all the other points, each one with a short line segment denoting its orientation,

construct the whole vault. In the area near the high curvature points, i.e., the area

enclosed by the purple elliptic curve, the solid pink circles can be easily recognized

as chaff points because their orientations are apparently different from the

orientations field estimated by the high curvature points. The red hollow squares

in the elliptic curve denote the real minutiae. (For interpretation of the references

to color in this figure legend, the reader is referred to the web version of this

article.)
the feature used for computing alignment parameters (e.g., high
curvature points) may leak some information about the vault. The
smart attackers can easily exclude some chaff points near the high
curvature points from the vault by comparing their orientation, as
shown in Fig. 1. So the security level may decrease because there
are less chaff points in the vault and it will cost the smart attacker
less time to compute the correct polynomial coefficients.

In consideration of the issues described above, we propose an
alignment-free fingerprint cryptosystem based on the fuzzy vault
scheme, fusing known orientation-based minutia descriptor (Tico
and Kuosmanen, 2003) and local structure (Jiang and Yau, 2000;
Jea and Govindaraju, 2005) in this paper. Our implementation can
avoid the alignment procedure without sacrificing the perfor-
mance and security level. The rest of this paper is structured as
follows. Section 2 describes previous works related to fuzzy vault
implementations and other biometric cryptosystems. In Section 3,
the details of two local features, the minutia descriptor and the
minutia local structure, are elaborated. Section 4 is the main body
of this paper and gives the specific description of implementing
the alignment-free fingerprint cryptosystem. Experimental results
and the security analysis are discussed in Sections 5 and 6, and we
draw the conclusion in Section 7.
2. Related works

Besides the fuzzy vault scheme, many previous works have
been done in the biometric cryptosystem field. Fuzzy commit-
ment scheme (Juels and Wattenberg, 1999) is a pioneer theory
contribution to combine cryptography and biometrics in the sense
of Hamming measure. Hao et al. (2006) applied fuzzy commit-
ment to iris pattern and derived 140-bit length keys from iris
images at FRR¼ 0:47% and FAR¼ 0%. Soutar et al. (1998)
proposed to bind a private key with a fingerprint by Fourier
transform and derive it while the fingerprint identification
succeeds. Dodis et al. (2004) generalized most of previous
methods and gave a theoretical framework of generating robust
key from biometric data and analyzed the security in the
information theory sense. Many other researches (Boyen et al.,
2005; Boyen, 2004; Buhan et al., 2007; Li et al., 2006b; Sutcu et al.,
2007; Bringer et al., 2008; Sheng et al., 2008) also concentrated on
generating a key from biometric data. However, there are not
encouraging experimental results reported in these literatures
because of some implementation difficulty.

In this paper, we focus on a relatively practical and promising
biometric cryptosystem, called fuzzy vault, which can protect
users’ biometric data and cryptographic key simultaneously. The
fuzzy vault scheme is first proposed by Juels and Sudan (Juels and
Sudan, 2002) in 2002. This scheme imitates the Shamir’s (1979)
secret share method, but has fundamental differences with it
(Hirschbichler et al., 2008). Fuzzy vault requires that the
biometric feature is of unordered set and fingerprint minutiae
naturally meet this requirement. Ordered vector feature extracted
from iris or face images need to be converted to unordered set
feature (Wang and Plataniotis, 2007; Lee et al., 2008) to
accommodate to the fuzzy vault scheme. Fuzzy vault consists of
encoding and decoding phases. Suppose a user wants to hide a
cryptographic key K into his/her biometric sample, which can be
represented as an unordered set B. In the encoding phase, the user
employs the coefficients of one polynomial to encode K, and
evaluates the polynomial P on all the elements in X to obtain
ðX; PðXÞÞ. Then a large number of chaff points, which do not lie on
P, i.e., ðY ; ZÞ; ZaPðYÞ, are added to constitute the vault V along
with the points lying on P. In the decoding phase, if the user wants
to retrieve K from V, he/she must presents another biometric
sample B0. If B and B0 overlaps substantially (i.e., the number of the
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Fig. 2. Sample structure in a minutiae descriptor (Tico and Kuosmanen, 2003).

Where M denotes a minutia in a fingerprint image and y its direction, rl ; ð1r lrLÞ

denotes the radius of sampling circles, Pk;lð1rkrKlÞ denotes the sampling points.
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elements both in B and B0 exceeds the degree n) of P, P can be
reconstructed using error correction scheme to decode K. If there
are not enough elements to reconstruct the polynomial, the
identification is claimed unsuccessful.

Clancy et al. (2003) proposed the implementation of fuzzy
vault for fingerprint, using the cartesian coordinates of minutiae.
Holding the assumption that the query and template fingerprints
were pre-aligned, they reported FRR� 20230% ðFAR� 0Þ. Yang
and Verbauwhede (2005) developed a fuzzy vault using minutiae
neighboring structures and automatic alignment based on the
fingerprint singularity points. They reported an approximate 17%
FRR on a small-size 10� 10 fingerprint database. Uludag et al.
(2005), Uludag and Jain (2006) and Nandakumar et al. (2007)
proposed more robust and effective implementation of fuzzy
fingerprint vault (FFV). They also developed an automatic
alignment method in the encrypted domain, using the high
curvature points on ridges (i.e., so-called helper data). The
performance they reported is FRR� 10% ðFAR� 0%Þ, making
significant improvement compared to Clancy’s and Yang’s
implementations. However, the alignment method based on high
curvature points may reduce the security level of FFV system, as
shown in Fig. 1. Nagar et al. (2008) developed another effective
implementation which took the minutia descriptor into consid-
eration and made the FAR decrease greatly in low polynomial
degrees. However, their scheme also aligns the corresponding
fingerprints using high curvature points on ridges. Li et al. (2008a)
developed a novel alignment algorithm for FFV, by tracing the
ridges associated with the minutiae around the core point of the
fingerprint and storing the location and orientation of the
sampling points. By using this alignment method, Li et al.
(2009) proposed a security-enhanced version of FFV integrating
local ridge information of minutiae, which excluded the possibi-
lity of cross-matching between different vaults constructed with
the same finger. Like the alignment method using high curvature
points, Li et al.’s (2008a) alignment method may also potentially
decrease the security level of FFV systems.

As described above, the security of FFV systems may be
decreased by existing alignment methods. In this paper, we
propose an alignment-free fingerprint cryptosystem based on
fuzzy vault scheme, which can avoid the alignment procedure and
improve the security level and the performance of the FFV system
simultaneously.
3. Feature selection

To construct the alignment-free FFV system, we need to select
the feature invariant to rigid transformation (translation and
rotation). In fingerprint recognition, known minutia descriptor
(Tico and Kuosmanen, 2003) and minutia local structure (Jiang
and Yau, 2000) are two outstanding local features, which is not
sensitive to translation and rotation. In this paper, we employ
them to construct the effective alignment-free FFV system.

3.1. Minutia descriptor

Tico and Kuosmanen (2003) proposed the translation and
rotation invariant feature, named minutia descriptor, which
captured most of the orientation information of minutiae
neighboring region, as shown in Fig. 2. Let M denote a minutia
in a fingerprint image and y its direction. The descriptor of
minutia M consists of L concentric circles of radius rl; ð1r lrLÞ,
each one of which comprises Kl sampling points pk;lð1rkrKlÞ,
equally distributed along its circumference. Using the minutia
direction y as a reference, the sampling points on each circle can
be ordered in a counterclockwise manner starting with the point
located along y with respect to the minutia position. Let yk;l

denote the local ridge orientation estimated in Pk;l and Tico
defines the minutia descriptor as follows:

d¼ fflðyk;l;yÞg
Kl

k ¼ 1g
L
l ¼ 1; ð1Þ

where lðyk;l; yÞ denotes the angle between the orientation yk;l and
the direction y, whose values ranges are ½0;pÞ and ½0;2pÞ,
respectively. For convenience, we normalize lðyk;l; yÞ into ½0;pÞ
as follows (denoting t¼ y�yk;lÞ:

lðyk;l; yÞ ¼

tþp=2 if tA ½�p=2;0� [ ð0;p=2Þ;

tþ3p=2 if tA ½�p;�p=2Þ;

3p=2�t if tA ðp=2;p�:

8><
>: ð2Þ

Let a and b denote the labels associated with two minutiae
whose descriptors (1) are, respectively, dðaÞ ¼ ak;l and dðbÞ ¼ bk;l.
The similarity function between a and b used in this paper is
defined as

Sða; bÞ ¼ ð1=KÞSL
l ¼ 1S

Kl

k ¼ 1sðxk;lÞ; ð3Þ

where K ¼SL
l ¼ 1Kl, xk;l ¼ lðak;l;bk;lÞ, and sðxÞ denotes a similarity

value between angles that are displaced by an orientation
distance x. Specifically, sðxÞ ¼ expð�x=16Þ. In case akl or bk;l, or
both of them, exceed the image boundary, sðxk;lÞ is set 0.

Tico and Kuosmanen (2003) tested three sampling points
configuration. Conforming the format of ½ðr1;K1Þ; ðr2;K2Þ;

. . . ; ðrL;KLÞ�, they are, respectively [(42,14), (60,20), (78,20)],
[(42,14), (60,20), (78,26), (96,32)], [(27,10), (45,16), (63,22),
(81,28)]. Their experimental results show that the third config-
uration performs best, so we choose this configuration for our
construction.

3.2. Minutia local structure

Jiang and Yau (2000) proposed a local structure for minutiae,
which described a rotation and translation invariant feature of the
minutia in its neighborhood. They use relative distance, radial
angle, and minutia orientation along with the ridge count and
minutia type to generate the features for local matching. Jea and
Govindaraju (2005) remove the minutia type and ridge count to
construct a five-element feature vector of the minutia associated
with its two nearest neighbors. As shown in Fig. 3, let Miðxi; yi; yiÞ

denote the primary minutia and N0ðxn0; yn0; yn0Þ, N1ðxn1; yn1; yn1Þ

its two nearest neighbors, where x and y are the location and y is
the orientation. Differing from Jea and Govindaraju (2005), we
construct a six-element feature vector LSiðdi0; di1; yi0;yi1;fi0;fi1Þ,
where di0 and di1 are the Euclid distances between Mi and its
neighbors, yi0 and yi1 are the orientation difference between Mi
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and line segment MiN0 and MiN1, respectively, fi0 and fi1 are the
orientation between Mi and its neighbors. The value range of
yi0; yi1;fi0 and fi1 is ½0;pÞ. Note that the two nearest neighbors N0

and N1 are not ordered by their Euclid distance to Mi but by
satisfying the equation:

jN0Mi

���!
� N1Mi

���!
jZ0; ð4Þ

where ‘‘ � ’’ denotes the cross product operation. While
satisfying Eq. (4), N0 is the first neighbor and N1 is the second.
This arrange method decreases the chance of flipping the order of
the neighboring minutiae.

Suppose LSQ
i is the local structure feature vector of minutia i

from query fingerprint and LST
j of minutia j from template

fingerprint, respectively. The similarity measure can be calculated
as

slði; jÞ ¼

bl�W jLSQ
i �LST

j j

bl
if WjLSQ

i �LST
j jobl;

0 others;

8><
>: ð5Þ

where

W ¼ ðwd;wd;wy;wy;wf;wfÞ: ð6Þ

Empirically bl equals 6m and m is the dimension of LSQ
i and LST

j ,
according to Jiang and Yau (2000).
iM

0N

1N

1id

2id

1i
2i

1i

2i

Fig. 3. Local structure of Mi (Jea and Govindaraju, 2005). Where di0 and di1 are the

Euclid distances between Mi and its neighbors, yi0 and yi1 are the orientation

difference between Mi and line segment MiN0 and MiN1, respectively, fi0 and fi1

are the orientation between Mi and its neighbors.
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4. Proposed alignment-free fingerprint cryptosystem

Different from fingerprint cryptosysystem based on minutiae
(Clancy et al., 2003; Yang and Verbauwhede, 2005; Uludag et al.,
2005; Uludag and Jain, 2006; Nandakumar et al., 2007), the
proposed alignment-free fingerprint cryptosystem (i.e., align-
ment-free fuzzy fingerprint vault) is based on orientation-
based minutia descriptors and local structures of minutiae. The
algorithm described in Jain et al. (1997) is used to detect the
minutiae. As depicted in Section 3, minutia descriptors are
represented as Eq. (1) and minutia local structures as a six-tuple
ðd0; d1; y0;y1;f0;f1Þ.

We have implemented the modified fuzzy fingerprint vault
scheme (Nandakumar et al., 2007) except the CRC Coding, because
the check ability of CRC is only 16-bit and it will result in collisions
easily. Li et al. (2006a) pointed that the special use of Reed–
Solomon error correction code, which is used by the original fuzzy
vault scheme (Juels and Sudan, 2002), is not also appropriate for
the decoding of the fuzzy vault scheme and suggested to employ
hash check instead of Reed–Solomon code in the decoding phase.
So in this paper we adopt SHA-2 check to replace the CRC because
its check ability is much stronger (80-bit) and will hardly lead to a
collision. More essentially, in the proposed alignment-free finger-
print cryptosystem, we employ the minutia descriptors and local
structures of minutiae to replace the minutiae themselves, by
which the alignment procedure can be circumvented.
4.1. Alignment-free vault encoding

Fig. 4 shows the flowchart of the encoding procedure of the
proposed alignment-free FFV. In the encoding procedure, how to
generate chaff descriptors seems a challenging problem, because the
chaff descriptors randomly generated should not be differentiated
by the attacker visually or statistically. This makes the necessity to
find out the statistical distribution of all the possible elements, i.e.,
lðyk;l; yÞ in Eq. (1), in the minutia descriptor. Holding the assumption
that the average minutia number is 40, we extract all the minutia
descriptors of each fingerprint in FVC2002 DB2, resulting in
approximate 100� 8� 40 descriptors, each comprising of 76
elements. The elements exceeding the image range are set ‘‘valid’’,
that is to say, we do not take these elements into consideration and
these elements do not contribute to the result in the procedure of
computing the similarity between two descriptors. The distribution
l
Real

LS points
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Minutia-LS vector projection value

Chaff
LS points
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Helper Data(H)

Minutia
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Minutia-LS Vault
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f alignment-free FFV encoding.
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Fig. 5. Proposed implementation of alignment-free FFV decoding.

Fig. 6. (a) Practical curve of the distribution of minutia descriptors and (b) Gaussian curve with mean value 67 and standard deviation 19.
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of all the elements is shown in Fig. 6(a). Visually, it is subject to some
gaussian distribution. We compute the mean value and the standard
deviation, which are, respectively, 67 and 19. Fig. 6(b) shows the
theoretical curve of gaussian distribution with mean value 67 and
standard deviation 19. We can see that the theoretical curve and the
practical one are consistent except for some values greater than 100.

Let Nða; bÞ denote gaussian distribution with mean value a and
standard deviation b. So we generate random chaff descriptors
subject to Nð67;19Þ while constructing the alignment-free fuzzy
fingerprint vault. In our algorithm, the random chaff descriptors
are generated using Marsaglia’s ziggurat algorithm (Marsaglia
and Tsang, 2000). Observing that real descriptors distributed
very smoothly around the associated minutia (see Fig. 7(b), thus
we smooth the randomly generated chaff descriptors by
averaging each sampling point orientation using the adjacent
two, as

lk;l ¼
lleft

k;l þl
right
k;l

2
; ð7Þ
where, lk;l denotes the k-th elements in the l-th circle, lleft
k;l and lright

k;l

denote the previous and posterior element of lk;l counterclockwise,
respectively. Fig. 7(c) and (d) show the randomly generated chaff
descriptors before and after smoothing, respectively. It can be seen
that the chaff descriptors after smoothing can hardly be
distinguished from the real minutia descriptors visually.

Huffman coding (Cormen et al., 2001) is an entropy coding
algorithm used for lossless data compression. The term refers to
the use of a variable-length code table for encoding a source
symbol (such as a character in a file) where the variable-length
code table has been derived in a particular way based on the
estimated probability of occurrence for each possible value of the
source symbol. Huffman coding approximates the probability for
each character as a power of 1/2 to avoid complications associated
with using a non-integral number of bits to encode characters using
their actual probabilities. Huffman coding works on a list of weights
foig by building an extended binary tree with minimum weighted
path length and proceeds by finding the two smallest o s, o1 and
o2, viewed as external nodes, and replacing them with an internal
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node of weight o1þo2. The procedure is then repeated stepwise
until the root node is reached. An individual external node can then
be encoded by a binary string of 0s (for left branches) and 1s (for
right branches). An example is shown in Fig. 8. The procedure is
summarized below for the weights 5, 9, 12, 13, 16 and 45 given by
the characters f, e, c, b, d and a, and the resulting tree is shown in
Fig. 8. As is clear from the diagram, the paths to the larger weights
are shorter than those to the smaller weights. In this example, the
character e would be encoded as 1011.

The storage space of a raw descriptor exceeds greatly the data
volume of a minutia, including only the coordinates and the
direction. So we employ Huffman coding to compress the data
volume of a descriptor. Fig. 6(a) shows the probability of each
element from 0 to 127 in the minutia descriptors, according to
which we can derive the Huffman tree and the corresponding
code of each element. In our coding rule, the space required for
the dictionary used for Huffman coding is 971 bytes in all. The
compression rate after computing is 81%. That is to say, after
coding the average code length is 6.519-bit, compared to the
theoretical optimal value 6.480-bit. Thus the storage cost of a
minutia descriptor decreases to about 496 bits from raw 608 bits.

The Galois field F ¼ GFð232
Þ is used for constructing the

alignment-free vault. F ¼ GFð232
Þ can offer a sufficiently large

universe to ensure vault security (Dodis et al., 2004) and is
Fig. 7. (a) Real minutia descriptors with the fingerprint as background; (b) real minut

smoothing; (d) final chaff descriptors after smoothing. The large red circles in (a) and (b

chaff descriptors. (For interpretation of the references to color in this figure legend, th
computationally convenient for the fuzzy vault encoding and
decoding. Specifically, as shown in Fig. 4, the encoding procedure
is as follows.
1.
ia d

) de

e re
Given the template fingerprint image T, the orientation field is
recorded and the reliable minutiae are detected. The minutia
descriptors and the minutia local structures are extracted
using the method described in Section 3. The resultant minutia
escriptors without background; (c) random generated chaff descriptors before

note the real minutiae, and the ones in (c) and (d) denote the virtual centers of

ader is referred to the web version of this article.)
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descriptor set is denoted as MDT
¼ fmdT

i g
r
i ¼ 1 and local

structure set MLST
¼ fmlsT

i g
r
i ¼ 1, respectively.
2.
 The chaff descriptor set CD¼ fcdig
s
i ¼ 1 is generated iteratively

and randomly by Marsaglia’s ziggurat algorithm subject to
Nð67;19Þ. Then the randomly generated chaff descriptor is
smoothed as has been stated before. The chaff descriptor cd is
added to CD if the maximum similarity [as defined in Eq. (3)]
between cd and all descriptors in the set MDT

[ CD is less than
Simmd.
3.
 The chaff local structure set CLS¼ fclsig
s
i ¼ 1 is generated

iteratively as follows. Assume no correlation among different
elements of the minutia local structure. A local structure
cls¼ ðd0; d1; y0; y1;f0;f1Þ is randomly chosen such that
d0; d1A ½0;100� and y0; y1;f0;f1A ½0;pÞ. The chaff local struc-
ture cls is added to CLS if the maximum similarity between cls

and all local structures in the set MLST
[ CLS is less than Simls. It

is worth noting that each element in the set MLST
[ CLS is

bound with the corresponding element in the set MDT
[ CD.

That is to say, the elements with the same index in the same
location in these two sets belongs to the same minutia.
4.
 For the descriptor set Vd ¼MDT
[ CD, all the elements are

encoded using Huffman Encoding algorithm. It makes the
minutia descriptor vault, one part of the helper data in the
proposed alignment-free FFV system.
5.
 The secret K is encoded into a polynomial P of degree n in F by
partitioning it into (n+1) values c0; c1; � � � ; cn, and considering
them as coefficients of P (i.e., PðxÞ ¼ cnxnþ � � � þc0).
6.
 For the local structure set MLST
[ CLS, we quantize all the

components of each element ls¼ ðd0; d1; y0;y1;f0;f1Þ and
represent them as bit strings of length Ld0, Ld1, Ly0, Ly1, Lf0

and Lf1. We choose Ld0, Ld1, Ly0, Ly1, Lf0 and Lf1 such that
their sum is 32 and then concatenate the bit strings
sequentially to obtain a 32-bit number in F . Using this
method, the local structure set can be encoded as the elements
in the field F ¼ GFð232

Þ. The real local structure set and the
chaff local structure set are encoded and denoted as
Xmls ¼ fx

m
j g

r
j ¼ 1 and Xcls ¼ fx

c
kg

s
k ¼ 1, respectively, in the F .
7.
 The polynomial P is evaluated at all the elements of Xmls to
obtain the set PðXmlsÞ ¼ fPðxm

j Þg
r
j ¼ 1. The corresponding ele-

ments of the sets Xmls and PðXmlsÞ make the local structure
locking set L¼ fðxm

j ;Pðxm
j ÞÞg

r
j ¼ 1. A set Z ¼ fzkg

s
k ¼ 1 is obtained by

randomly selecting values zkAF such that the points
ðxc

k; zkÞ
s
k ¼ 1 do not lie in the polynomial P. The chaff local

structure set is defined as C ¼ fðxc
k; zkÞg

s
k ¼ 1. The union of

locking and chaff local structure sets is denoted as Vls ¼ L [ C.

8.
 Then the elements with the same index in these two sets are

shuffled simultaneously. The scrambled Vd and Vls are stored as
the helper data of the system. It is worth noting the secret K is
only hidden in Vls, but Vd, which is linked tightly with Vls, is
stored as the auxiliary feature. However, in the terms of
matching efficiency, Vd plays a more important role than Vls,
because the distinguishing ability of minutia descriptors is
much stronger than local structures.
9.
 For performing the secret check, the SHA-2 hash value of K,
HashðKÞ, is also stored as one part of the helper data.

4.2. Alignment-free vault decoding

Fig. 5 shows the flowchart of the decoding procedure of the
proposed alignment-free FFV. The detailed process of decoding
the alignment-free FFV is as follows.
1.
 Given the query fingerprint image Q, the reliable minutiae are
extracted and the orientation field is recorded. Then the

minutia descriptor set MDQ
¼ fmdQ

i g
r
i ¼ 1 and the local structure
set MLSQ
¼ fmlsQ

i g
r
i ¼ 1 are obtained using the method described

in Section 3.

2.
 The abscissa values of the points in the Minutia-LS Vault Vls is

first represented as 32-bit number. Before the decoding starts,
The 32-bit strings are partitioned into six strings of length Ld0,
Ld1, Ly0, Ly1, Lf0 and Lf1. The six strings are then converted
into real numbers, i.e., the attributes ls¼ ðd0; d1; y0; y1;f0;f1Þ

of a local structure.

3.
 For the i-st minutia mQ

i , its corresponding minutia descriptor

and local structure are mdQ
i and mlsQ

i , respectively. The

similarity measure fSd
ijg

rþ s
j ¼ 1 between mdQ

i and every element

in Vd is computed, as well as the similarity fSls
ij g

rþ s
j ¼ 1 between

mlsQ
i and every element in Vls (see Eq. (3) and Eq. (5)). Note

that Huffman Decoding algorithm is conducted before the
elements in Vd can be used for computing the similarity. Here
we select three strategies to decide one certain matching is
successfully or not: separated rule, product rule and sum rule

(Jain et al., 2000). If Sd
ij and Sls

ij satisfy the following condition,

Sd
ijZTmd

Sls
ij ZTmls

8<
: ð8Þ

where Tmd and Tmls are two thresholds, thus we can say mQ
i has a

reliable counterpart mT
j in the template fingerprint, and the

corresponding minutia descriptor and local structure of mT
j are

mdT
j and mlsT

j , respectively. This is the way the separated rule

works. The other two are fusion strategies. The similarity

calculation method in product rule is Spro
ij ¼ Sd

ij � Sls
ij , and if Spro

ij is

greater than the threshold Tpro, this matching is claimed

successful. Correspondingly, the sum rule is Ssum
ij ¼ p�

Sd
ijþð1�pÞ � Sls

ij , where 0opo1 and empirically p¼ 0:75 in our

implementation, and the threshold of sum rule is Tsum.

4.
 Some candidate points are obtained from the previous step. If

their number is less than nþ1 (n is the polynomial degree), a
non-match is reported. Otherwise, all the ðnþ1Þ�candidate
combinations are taken into consideration. The Minutia-LS
Vault is used to decode the secret K. The corresponding
elements in the Minutia-LS Vault Vls are extracted. Let
fðai; biÞg

nþ1
i ¼ 1 is a specific candidate set, we can reconstruct the

polynomial P� by Lagrange interpolation. The coefficients of P�
is obtained as (Lee et al., 2008)

P� ¼ f ðxÞ

ðx�a1Þf 0ða1Þ
b1þ

f ðxÞ

ðx�a2Þf 0ða2Þ
b2þ � � � þ

f ðxÞ

ðx�anþ1Þf 0ðanþ1Þ
bnþ1;

ð9Þ

where f ðxÞ ¼ ðx�a1Þðx�a2Þ � � � ðx�anþ1Þ, f 0ðxÞ is a derivative of
f ðxÞ, and the polynomial degree is n. Thus we can obtain a
polynomial P� ¼ e�nxnþe�n�1xn�1þ � � � þe�0x0.
5.
 A candidate secret K 0 can be obtained by concatenating the
coefficients constructed in the aforementioned step. SHA-2

check is conducted to judge the correctness of the construc-
tion, i.e., if HashðK 0Þ ¼HashðKÞ, the construction is claimed
correct, otherwise the next candidate set goes into considera-
tion. If any candidate set makes the construction succeed, an
instance of successful decoding is reported.

5. Experimental results

5.1. Fingerprint database

The fingerprint databases used to evaluate the performance of
the proposed alignment-free fingerprint cryptosystem includes
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FVC2002-DB2a and FVC2002-DB1a (namely, DB2 and DB1). They
are both public-domain databases (Maltoni et al., 2009), and their
characteristics are summarized in Table 1. There is less
transformation in the first two impressions of each finger in
DB2 and DB1 than other impressions. To compare our results with
previous work, we select the impressions 1 and 2 of each finger
from each database to construct two small databases(namely,
Select-DB2 and Select-DB1), which both consist of 100� 2
impressions. In all, we will evaluate the performance of the
proposed fingerprint cryptosystem on four databases, Select-DB2,
Select-DB1, DB2 and DB1. So far there are no public literatures
reporting the performance of FFV systems on DB2 or DB1, only
Select-DB2 (Nandakumar et al., 2007; Nagar et al., 2008).

5.2. Parameter setting

The parameters used in our implementation for the four
databases are listed in Table 2. Like (Nandakumar et al., 2007), we
Table 1
Summary of databases used in our experiments.

FVC2002-DB2a FVC2002-DB1a

No. of fingers 100 100

No. of impression per

finger

8 8

Sensor Biometrika FX2000

(Optical)

Identix TouchView II

(Optical)

Image size 296� 560 388� 374

Image quality Good Good

Table 2
Parameters used for alignment-free FFV implementation.

Parameter FVC2002-

DB2a

FVC2002-

DB1a

No. of genuine points in the vault, r 26–40 20–36

No. of encoding polynomial, n 4–14 4–10

No. of chaff points in the vault, s 400–414 360–376

Total no. of points in the vault, t 440 396

Quantization length of Bd0 and Bd1 6

Quantization length of By0 and By1 5

Quantization length of Bf0 and Bf1 5

Upper limit of the similarity to add chaff MD,

Simmd

0.35

Upper limit of the similarity to add chaff MLS, Simls 0.67

Distance coefficient in local structure similarity,

wd

1

Angle coefficient in local structure similarity, wy 0:3� 180=p= 17.2

Angle coefficient in local structure similarity, wf 0:3� 180=p= 17.2

Threshold in local structure similarity equation, bl 36

Minutia descriptor similarity threshold in

separated rule, Tmd

0.48 0.40

Local structure similarity threshold in separated

rule, Tmsl

0.7 0.65

Similarity threshold in sum rule, Tsum 0.54 0.50

Similarity threshold in product rule, Tpro 0.36 0.31

Table 3
Experimental results of three fusion rules on select-DB2.

Degree (n) 4 5 6 7

Separated rule GAR (%) 98 97 95 93

FAR (%) 0.08 0 0 0

Product rule GAR (%) – – – –

FAR (%) – – – –

Sum rule GAR (%) – – – –

FAR (%) – – – –
select relatively reliable minutiae of fix-number for various
databases, 26–40 for FVC2002-DB2a and 20-36 for FVC2002-
DB1a, respectively. The quantization length of the distant
elements and angle elements in local structure is 6-bit and 5-
bit, respectively. The polynomial degree, which also depends on
the size of the secret, varies with the minutiae number of various
databases. The number of chaff points is approximately ten times
the genuine points in the vault. And the upper limit Simmd of
similarity measure between the new-adding chaff descriptor and
all the existing descriptors is 0.35, and accordingly the one Simls of
similarity of chaff local structure is 0.67. In Eq. (5), the coefficients
wd, wy, wf and the threshold bl are set 1, 17.2, 17.2 and 36,
respectively. The similarity thresholds, used to decide the
matching successful or not in the decoding phase, are all listed
in Table 2. The performance of proposed FFV system is affected
easily by the threshold selection. Even a minor change of only 0.01
in the similarity threshold values can make the performance
sensitively drop. And the threshold values listed in Table 2
correspond the best result of many tries of the values and they can
be thought optimal approximately. This work is intended to
report the best performance proposed FFV implementation has
achieved, thus the affection of varying threshold values on the
performance will not be mentioned in this paper.

5.3. Results and analysis

The indicators we used to evaluate the performance of
proposed alignment-free fingerprint cryptosystem are genuine
accept rate (GAR) and false accept rate (FAR). Not like (Nanda-
kumar et al., 2007) in which the Failure-to-Capture (FTC) errors
are counted independently, we category the FTC error into FRR.
The GAR is defined as the percentage of genuine matchings that
result in successful matching and FAR the percentage of imposter
matchings that result in successful decoding of a legitimate user.
For Select-DB2 and Select-DB1, in the genuine matching we use
the first impression of each finger as the template fingerprint and
the second one as the query, resulting in 100 genuine attempts. In
the imposter matching, we use the first impression of each finger
as the template fingerprint and the first impression of the other
fingers as the query, which result in 100� 99=2¼ 4950 imposter
attempts. For DB2 and DB1, in genuine matching we use the first
two impressions of each finger as the template, respectively, and
the rest seven and six impressions as the query, resulting in
ð7þ6Þ � 100¼ 1300 genuine attempts. In imposter matching we
use the first impression of each finger as the template fingerprint
and all eight impression of the rest fingers as the query in
succession, which result in 100� 99� 7=2¼ 34 650 imposter
attempts.

5.3.1. Results on select-DB2 and DB2

The performance of proposed alignment-free fingerprint
cryptosystem on Select-DB2 is shown in Table 3. As elaborated
in Section 4, we consider three fusion rules, including separated
rule, product rule and sum rule. The results under separated rule
8 9 10 11 12 13 14

93 88 84 83 80 – –

0 0 0 0 0 – –

94 94 92 92 91 89 88

0.10 0.06 0.04 0 0 0 0

95 95 94 94 94 92 90

0.38 0.18 0.16 0.06 0.04 0 0
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is shown in the 1st and 2nd rows in Table 3. FARs under separated
rule are relatively lower, for example when n¼ 5, GAR¼ 97%
and FAR¼ 0. However, when it comes to higher degrees, GARs
under separated rule declines a little fast, (for example GAR¼ 80%
when n¼ 12). Comparison between our results under separated
rule and Nagar et al. (2008) is shown in Fig. 9. From it we can
see that the performance of our proposed alignment-free
FFV implementation can almost match the minutiae-based
implementation using minutia descriptor in Nagar et al. (2008).
Even the indicator FAR of our method outperforms than Nagar’s.
However, the GARs under separated rule are low when the
polynomial degree n is higher (from 10 to 12). As we know, the
security level of fuzzy vault scheme is relative to the polynomial
degree n. The smaller n, the lower the security level is. We adopt
fusion schemes(product rule and sum rule) to solve this problem.
As is shown in Table 3 and Fig. 10, GAR¼ 92% ðFAR¼ 0Þ when
4 6 8 10 12
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Fig. 9. Comparison between minutiae-based implementation from Nagar et al. (2008)
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Fig. 10. Performance of proposed implementation under product rule and sum rule on

sum rule.
n¼ 11 under product rule and GAR¼ 92% ðFAR¼ 0Þ when n¼ 13
under sum rule. Nandakumar et al. (2007) reported the FFV
performance of GAR¼ 86% ðFAR¼ 0;n¼ 10Þ on Select-DB2.
Compared to Nandakumar et al. (2007), proposed
implementation can obtain better performance under higher
security level.

The performance of proposed implementation is improved
because the false rejects due to difficulty of extracting the exact
features for the alignment are reduced. In Nandakumar et al.
(2007), the authors gave an example of unsuccessful genuine
matching between ‘‘1_1.tif’’ and ‘‘1_2.tif’’ in FVC2002-DB2a due to
incorrect high curvature points extraction. As shown in the left
image of Fig. 11, the core point locates near the left boundary of
the fingerprint, therefore the extraction of high curvature points
is not accuracy. Fig. 11 shows the result of minutiae pairing in
our implementation under any one of three fusion strategies
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Fig. 11. ‘‘1_1.tif’’ and ‘‘1_2.tif’’ in FVC2002 DB2a. An example of finding the

corresponding points in two fingerprints that are hard to be matched by the

minutiae-based method.

Fig. 12. ‘‘89_1.tif’’ and ‘‘89_2.tif’’ in FVC2002 DB2a. An example of false accept

instances due to lacking adequate corresponding points because of low quality

fingerprints.
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(separated rule, product rule and sum rule). We can see that there
are 12 corresponding points found, so it can reconstruct the
polynomial of degree n¼ 11 at most. The false accept instances in
proposed implementation are mostly by reason of lacking enough
corresponding minutiae in the low-quality fingerprints (in
Nandakumar et al., 2007), these false accept instances are called
failure-to-capture (FTC). An example of this kind is shown in
Fig. 12.

Proposed implementation does not rely on the alignment
procedure and thus can tolerate larger transformation than the
minutiae-based implementations (Nandakumar et al., 2007;
Nagar et al., 2008; Yang and Verbauwhede, 2005). Thereby we
also evaluate the performance of proposed implementation on the
larger fingerprint database DB2. The results on DB2 are shown in
Table 4. Generally, the performance of proposed implementation
on DB2 is poorer than on Select-DB2. When FAR¼ 0, GARs under
three fusion strategies are 78.2%, 72.3% and 72.0%, respectively,
and the corresponding polynomial degrees are 6, 11 and 13. In
addition, like the GARðFAR¼ 0Þ under separated rule on Select-
DB2, the GARðFAR¼ 0Þ under separated rule on DB2 is the result
obtained when the polynomial degree is relatively low(n¼ 5 and
7). That is because separated rule is much tighter than product
rule and sum rule thus it excludes many genuine points in the
decoding phase.
5.3.2. Results on select-DB1 and DB1

We also evaluate the performance of the proposed alignment-
free fingerprint cryptosystem on Select-DB1 and DB1, shown in
Table 5 and Table 6, respectively. The parameters used are listed
in Table 2. On Select-DB1, when FAR¼ 0, GARs are 85%, 84% and
86%, and the corresponding polynomial degrees are 9, 11 and 12,
respectively. On DB1, when FAR¼ 0, GARs are 67.0%, 65.3% and
68.8%, and the corresponding polynomial degrees are 9, 11 and
12, respectively. The image size of FVC2002 DB1 is smaller than
FVC2002 DB2, and accordingly the minutia number is fewer, 20–
36 points per fingerprint compared to 26–40 points of FVC2002
DB2. So the polynomial degrees n of the results on Select-DB1 and
DB1 are smaller than Select-DB2 and DB2. Meanwhile the
performance on Select-DB1 and DB1 is a little poorer than
Select-DB2 and DB2.
5.3.3. Comparison with other similar works

We compare the proposed alignment-free fingerprint crypto-
system with some other biometric cryptosystems in terms of key-
length, security, FRR and FAR in Table 7. Hao et al. (2006) utilized
IrisCode, the most classical compact representation of iris,
combined with two-stage concatenated error correction code to
construct a effective iris-based fuzzy commitment system (Juels
and Wattenberg, 1999). In respect of biometric cryptosystem,
fingerprint based implementations falls behind iris based ones for
the moment. From the result comparison, we can see that
proposed fingerprint cryptosystem outperforms most of the
biometric cryptosystems of the-art-of-state, except the iris
cryptosystem reported in Hao et al. (2006). Though the
performance of proposed implementation is similar to Nagar
et al. (2008), the potential security threat described in Section 1
has been eliminated in our work.

Another advantage of proposed implementation is that the
chaff point number in the unlocking set is very few, average 0.4
per unlocking operation. Accordingly the number of searching
times of one unlocking operation is average only 1.3, compared to
mean the 33 searching times in Nandakumar et al. (2007). And the
time-consuming of unlocking the vault in proposed implementa-
tion is very little, average only 192ms with Cþþ language on
Core2 2.33 GHz CPU, compared to average 8 s of the algorithm
with Matlab from Nandakumar et al. (2007) on a similar
processor. Table 8 gives the comparison results between
proposed implementation and other similar works in terms of
iteration times and decoding time. From it we can see that the
mean iteration times of decoding operation are reduced greatly.
The reason is that the distinguishing ability of the combined
features of minutia descriptor and local structure is powerful
enough and accordingly the space of adding chaff points is
enlarged remarkably, making the matching easier and falsely
matched chaff points reduced greatly.
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Table 4
Experimental results of three fusion rules on DB2.

Degree(n) 4 5 6 7 8 9 10 11 12 13

Separated rule GAR (%) 87.2 83.2 78.2 73.7 69.2 – – – – –

FAR (%) 0.10 0.04 0 0 0 – – – – –

Product rule GAR (%) – – – – 83.0 79.8 76.2 72.3 – –

FAR (%) – – – – 0.10 0.05 0.04 0 – –

Sum rule GAR (%) – – – – 87.2 84.3 81.2 78.1 74.8 72.0

FAR (%) – – – – 0.19 0.10 0.06 0.04 0.01 0

Table 5
Experimental results of three fusion rules on Select-DB1.

Degree(n) 4 5 6 7 8 9 10 11 12

Separated rule GAR (%) 96 94 90 90 89 85 82 78 –

FAR (%) 1.75 0.99 0.57 0.26 0.04 0 0 0 –

Product rule GAR (%) – – – 92 91 91 87 84 82

FAR (%) – – – 0.73 0.44 0.26 0.10 0 0

Sum rule GAR (%) – – – 94 94 92 90 86 86

FAR (%) – – – 0.61 0.36 0.24 0.12 0.06 0

Table 6
Experimental results of three fusion rules on DB1.

Degree (n) 4 5 6 7 8 9 10 11 12

Separated rule GAR (%) 87.8 84.3 80.1 76.7 72.8 67.0 – – –

FAR (%) 1.95 0.92 0.39 0.21 0.06 0 – – –

Product rule GAR (%) – – – 80.9 77.3 73.5 69.7 65.3 60.3

FAR (%) – – – 0.36 0.20 0.12 0.07 0 0

Sum rule GAR (%) – – – 82.5 79.2 76.3 72.9 68.8 64.2

FAR (%) – – – 0.35 0.20 0.12 0.05 0 0

Table 7
Comparison with other similar works in terms of performance and security metrics, where n denotes the polynomial degree in the fuzzy vault scheme.

Modality Key-length Security FRR (%) FAR (%)

Hao et al. (2006) Iris 140-bit 44-bit 0.47 0

Maiorana (2010) Signature 21-bit 29-bit 6.95 6.95

Bringer et al. (2008) Iris 42-bit – 6.65 0

Bringer et al. (2008) Fingerprint 42-bit – 2.73 5.53

Li et al. (2008b) Fingerprint – 15-bit 20 o1

Nandakumar et al. (2007) Fingerprint 16ðnþ1Þ-bit 33-bit 14 0

Nagar et al. (2008) Fingerprint 16ðnþ1Þ-bit 47-bit 7 0

Proposed biometric cryptosystem Fingerprint 32ðnþ1Þ-bit 53-bit 7 0

Table 8
Comparison with other similar works in terms of iteration times and decoding time.

Language Mean iteration times Mean decoding time

Uludag et al. (2005) Matlab 201 52 s

Nandakumar et al. (2007) Matlab 33 8 s

Shi (2008) Cþþ 26 5 s

Proposed biometric cryptosystem Cþþ 1.3 192 ms
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6. Security analysis

6.1. Security analysis of chaff generation process

To justify the process of chaff descriptor generation and chaff local
structure generation, we conduct some statistical analysis on the
resultant helper data of all the fingerprints in Select-DB2. First, from
Fig. 7 the variances of chaff descriptor elements seem larger than the
ones of real descriptor elements. Therefore, it is necessary to
compute the variances among the 76 different values of both chaff
and real descriptors and then see if obvious difference exists or not.
The results are as Figs. 13 and 14. From Fig. 13, we can see that the
mean variance of EVRD is larger than the one of EVCD, not like what
we guess. And from Fig. 14, it can be concluded that the NEVs
(normalized element variances) of most chaff descriptors are
between 0 and 0.15, yet the ones of most real descriptors are
between 0 and 0.3. Therefore, it is impossible to distinguish the chaff
descriptors from the vault according to the variances of the elements.
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Fig. 13. The left figure shows the histogram of element variance of real descriptors (EVRD), and the right gives the histogram of element variance of chaff descriptors

(EVCD).
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Second, since we have made the hypothesis of no correlation
among different elements of the minutia local structure. Further,
to justify the generation process of chaff local structures, we
figure the element distribution of both real local structures and
chaff local structures in Fig. 15, with two elements as a group for
display convenience. For a mlsðd0; d1; y0;y1;f0;f1Þ, we compute
the distribution of ðd0;d1Þ, ðy0;f0Þ and ðy1;f1Þ of real local
structures and chaff local structures, respectively. We can
conclude that each dimension of the mls of real local structures
and chaff local structures are interlaced in the entire region of the
figure. Therefore, the random generation process is reasonable to
be thought as secure.

6.2. Security analysis of proposed biometric cryptosystem

In this subsection, we analyze the security of the proposed
alignment-free fingerprint cryptosystem in terms of a brute-force
attack. The min-entropy analysis method, used in Nagar et al.
(2008), is employed to analyze the security under different fusion
rule on different fingerprint database. Note the secret K is solely
healed in the local structure vault, however, we must assume the
minutia descriptor and the minutia local structures are uniformly
distributed in the high dimension space. That is to say, for a brute-
force attacker it is infeasible to judge one descriptor or one local
structure is real or chaff visually and by other methods. The min-
entropy of the local structure template LST given the vault V can
be computed as

H1ðLST
jVÞ ¼�log2

r

nþ1

 !

rþs

nþ1

 !
0
BBBB@

1
CCCCA; ð10Þ

where the signification of the parameter r, n and s are listed in
Table 2.

The security is relative to the polynomial degree n, thus we
must analyze it from database to database. The security level
measures for four different databases are shown in Table 9. For
example, when polynomial degree n¼ 11 for Select-DB2, which
means the secret can be divided into 12 parts, the security
measures is 47-bit, and it is equivalent to a password of six
characters. However, the attacking difficulty is much larger than
attacking a password, because attacking proposed FFV system
involves operations of polynomial decoding and hash check,
which consumes about 148 ms once based on our PC system.
Thus, security of 47-bit means computation time of about 660488
years. Even the worst security, 32-bit, will takes 20 years.

Another case is with regard to the smart attacker, who may
exploit the statistical property, if it exists, of real minutia
descriptors or local structures of real minutiae and distinguish
the chaff ones according to it. In case that happens, we will
upgrade our method to generate chaff descriptors and chaff local
structures based on the ‘‘statistical property’’, assuring the
attacker not being able to discriminate the chaff points from all
the vault points.
7. Conclusion and future work

Information security receives great challenges in modern
society and becomes more and more important. Cryptographic
authentication method and biometrics-based identification both
have their shortcomings, yet biometric cryptosystem, which
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Fig. 15. The element distribution of both real local structures and chaff local structures, with two elements as a group for display convenience. The left denotes the

distribution of ðd0 ; d1Þ, the middle ðy0;f0Þ and the right ðy1 ;f1Þ.

Table 9
Security level measures under three fusion strategies on four databases.

Database Fusion rule Polynomial degree (n) GAR (%) (FAR¼ 0) Security(bits)

Select-DB2 Separated rule 7 93 32

Product rule 11 92 47

Sum rule 13 92

DB2 Separated rule 6 78.2 28

Product rule 11 72.3 47

Sum rule 13 72.0

Select-DB1 Separated rule 9 85 29

Product rule 11 84 35

Sum rule 12 86

DB1 Separated rule 9 67.0 29

Product rule 11 65.3 35

Sum rule 11 68.8 35
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combines biometrics and cryptography, may provide another
effective method to protect peoples’ sensitive information. Fuzzy
vault is one of the most practical and promising biometric
cryptosystem schemes. The alignment between the template and
the query sample in the fuzzy vault implementation is a
challenging problem and the information which can be used for
calculating the key is easily leaked. This paper presents an
alignment-free fingerprint cryptosystem based on fuzzy vault
scheme, constructing the FFV using the local features not sensitive
to transformation. The security of proposed implementation relies
only on the number of the chaff points and is not influenced at all
by the leaked information due to the features used for alignment.
Two kinds of local features, the minutia descriptor and the local
structure, are fused with three different rules to encode and
decode the alignment-free fuzzy fingerprint vault. The perfor-
mance of proposed implementation is evaluated on four public-
domain fingerprint databases. The results show that proposed
alignment-free implementation outperforms the previous imple-
mentations with alignment based on minutiae. Experimental
results show that the performance on smaller databases, i.e.,
Select-DB2 and Select-DB1, is better than larger databases, i.e.,
DB2 and DB1. Among the three fusion strategies, sum rule works
the best according to the experimental results and the security
analysis in most circumstances.

In spite of Huffman coding, one drawback of proposed
fingerprint cryptosystem is the large storage expense of the
larger template(i.e., the helper data), averagely achieving 31.2 kb,
in which the minutia descriptor vault accounts for 86% of the total
storage. So one of the future directions of our research is
developing or looking for more compact local feature to replace
the minutia descriptor without sacrificing the accuracy and
security level. Moreover, fuzzy extractor is another cryptographic
scheme which does not involve chaff points and alignment is a
challenging task in fuzzy extractor construction as well. Another
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direction is to apply alignment-free local structures to fuzzy
extractor construction. It can greatly decrease the storage space
because the large numbers of chaff points will be not needed any
more.
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