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Print-scan Invariant Multi-contour Pixel Flipping Text Image
Watermark Algorithm

GUO Wen', SONG Chunhua', GUAN Hu*, HUANG Ying*, NIU Baoning' , LAN Fangpeng'

(1. College of Information and Computer, Taiyuan University of Technology, Taiyuan 030024, China;
2. Digital Content Center , Institute of Automation , Chinese Academy of Sciences, Beijing 100190, China)

Abstract;: Based on the print-scan invariant, a multi-contour pixel flipped watermarking algo-
rithm for text images was proposed, which contains three measures as follows. First, a water-
mark compression preprocessing method was proposed. By compressing watermarking informa-
tion, the number of times of watermark embedding is increased under the condition of a certain
total embedding capacity, so as to improve the robustness of the watermark. Second, a multi-
contour pixel flipping strategy was proposed, which can reduce the possibility of false embedding
of the watermark, and further improve watermark robustness. Finally, characterized by print-
scan invariant, combined with discrete cosine transform and multi-contour pixel flipping strategy,
an optimized dual-domain combined watermark embedding and extraction algorithm was proposed
to improve the ability of the watermark to resist print-scan attack while ensuring the invisibility
of the watermark. Experiments show that the proposed algorithm can improve the robustness of
the watermark against print-scan attack while ensuring the invisibility of the watermark, and it
can also resist common image attacks.

Keywords: digital watermarking; text image; print-scan attack; print-scan invariant; flip pix-

els; discrete cosine transform

:2020-02-13
: “ 7 (2017YFB1401000) ; (
“ 7 (201903D421007)
(1965—), , , . , (E-mail)420160279(@ qq. com

. . .o LI ,2020,51(4) :508-515.



1 , 509
[1]
b o
b b N b
N Y o b .
’ N
o b . b
’ o
° ’ . 1) ’
Y b ’
o b
b
[2-3] 4-9 [10-12]
N o 2) )
4 ’ )
(discrete cosine transform,DCT) . 3) , DCT
(discrete fourier transform,DFT) ., ,
(discrete wavelet transform,DWT) , , .
. : 1
: 1.1
° . ’
o b
[4] . [5] ; [12]
[6]
b Y
b
[7],
’ b
b
[s9] "
b
. ° ?
HE et al™ .
b
DCT ; . .
J F(o)da J Frs () da
b
i ! = ! @Y)
[11] 9] M M s
y DCT ;F(l) Fpg(l')
; 64 , ;1 ;X s M
. TAN et alt** s M
DFT, DFT o
, : 1.2
;
b o
b o o b
y s 6‘()”7 “1”. ,
N “O”
1 b



510 51
5 ’ ° 1
“1” N 2X2 . o
, “07, N 3 2X2 2 . ,
“1”, N N [13]
1.3 2X2 s
, > 0 1
w={w; sw; 9wy} Y
80
. WU et al'® 60
S
8 7 x_//
’ # 40 -
’ H
20
° 0 AN T T N N TN NN NN N
SN NN~ 0D = ol on o N O
’ X X X X X X X x T - - = = =
N o o e o~ e ooy XXX X X X X
S = o oo o &
-~ R A g
r SrHes
He , TAN et al''¥ !
o Fig. 1 Compression rate of binary images with
, different block sizes
’ . | H | M| M| E
e ] 11000 10100 10010
, . e Hd ™| B | N
, Hifid 10001 11100 | 11010 | 11001
) e | W H | e | Wl
iy 10110 | 10101 10011 10111
2 i | | ™
i 11011 11101 11110 11111
2 2X2
Fig. 2 Encoding of different blocks with block size 2X 2
s 2.2
; s DCT
[12]
b o b
N b
o b b
2.1
’ L,
b b
b o
) D o
o o b
N Ll o ’ qs .
’ —4q; q 0 °
. 2)
o ’ )
, > 1 L. t,




Step 1 a; X - 5
o . CAEG AKENEG

P A3 BT EN
° PR R

Step 2 o ! K BT b AR

F(p),pel0,l—1],1

FI A AR

o

[ FHsK AT i AHE o 747 kD |

Step 3 pell/2—y,l/2+7]
VY 0. SR DOT F 3 |
Step 4 ) [P s A e A |
.. o <a'id =a;Ud",  d
I”i ~T,i’ Step 5; s .
1 S < AR E Y SCAR R
Y= ’ tep 30 X
’ n 4 V4 V4 ’
x,-,a,-fa,ﬂa,-, a ; X ; X i
Step 5; , 3
y= )’"‘1 Step 3 Fig.3 Watermark embedding algorithm flow
Step 5 2 t, 2) o
7 ’
H ’ X X i ’ €
r ” / .
a;,=a;; I, X s 8 X8 E, (j=0,1,-,k—1,k
, Step 2. ),
2.3 3) o
2.3.1 ’ ’
DCT E; 64 ,
. c
3. c=P2k )
y
D o P P
t , °
c . : 010,c¢
€
3, 000111000.
X
e,»:MXA . 2) 4) DCT i
. s A E; DCT ,
. :1000,10 000 ;M DCT E',. DCT
“Z” , s ,
, . “1”’
. T; “0”, —T. T [1,5000]
M, . . T ’ E/j o
D s ,EJ
X a ~
M= Zj (3) £ - B
D R U o



512 51
2<E7_E1)(E/7_E/z) 4) E; DCT , DCT
R = - — - ‘7 . (5) “Z” B
IDVE, —E)? D (E, —E ) ’ |
y 6‘1)’; y “O”o
U
C ’
U= > > | (E,—ED/E; |. (6) ]
R U .E, E/, . 5) . .
T (1,5 000] E, E/,
. T . E’; 3
o 3.1
5) ,
E’, e/, o
. e 96 ,
x, . . .Times New Roman
, &M o 12pt.Century 11pt,Arial 11pt 16
X ;— .
A Visual Studio 2013 .
6 : . 3.1.1
oL
’
X X s 1/5
2.3.2 p 24, s 16,A
10 000.
4 o 3.1.2
(peak signal to noise ratio,
t PSNR) ,
(bit error ratio, BER)
| e b | ]
TSR A bt PSNRC - Reon )
o RPSN
HIEA ARG £, , ; R
UK ENE B
2
_ 8 max
ALK BN £ Resx =10 logu, (E ) ®
'R" 3 &max
STERETHI KN (% PN Em
) Ems 9
4 n m
1 o o
Fig. 4 Watermark extraction algorithm flow E.. = %2 2 H K s]) - I(l,]) H S C*))
i=1 j=1
. 'K I H
D ’ mXn .
° BER
2) t ( bER )g bER ’
3) 8§ X y
g E ber ==X 100% . (10)

ylen



3.2

:ber 5 Verr
3 Vlen °
) , 6
s 7 S
6 o
s 6 7 o 8 9

TY

Fig.5 Original watermark image

BEWES, BREPE. EoRYE, WEBES. B,
BRI O . WERE, RS20 AKR, RETHF
B, BMNEF, RREM. GEMEEZR, BRERFRELE.
B E A Z S, BEEEIE; FIOHM 28, IR, HaRE,
MRz FRED, SRR BRER, G¥L2AzE: K85
& EREIRE. REEE, BHEARX; B, Sk,

R4ENA, FREK. BKRMERERE, BtRMELE. =8
BEF LB, UTRGET S0 I KM, BRAZIBE. BiigR,
FHEE; CERST, T, BT R, 5RIGZERRE, R
B, BN

6
Fig. 6 Original text image

MRS, WOECHT . BT, M. WS T,
PSR . WHERE, BAHF L2, AAR, BRFETH
Ftm. BMNFY, RELM. ERMREZRE, BERREZE.
BRI A S, BRI FICHM 2B, Wk . TR,
MRz, TRES, mRAWE. BRER, f%t2ias; ¥hE
B, EMEZRE. FEME, BHEX; BFOH, iM%,

WA, FREK. BARMAEMR, MR L. 8
BT LB, DPREE TR e F 2K, BRAZIANE. BTG,
EHES; CEGS T, #7758, 5 RI5ZERE; EBR=
B, RNz ES.
7
Fig.7 Text image with watermark embedded

1 %) 7 2 A4
A1 (X705 2 4%

Fg. 9

[TRN

-
-
=

Enlarged image of embedded watermark text image

513
, 8 “o
, 9 ;8
o , 9
PSNR  Rpsy
o . [9]. [11]
. [12]
) Rpsy
1 o
1
Table 1 Comparison of invisibility
[9] [11] [12]
Rpsx/dB Rpsn/dB Rpsn/dB Rpsn/dB
26. 44 27. 64 29.79 29.56
26. 94 28.91 31. 02 30.71
27.59 28.19 30. 97 31.48
TNR 12pt 27.41 26. 31 29.10 29.35
Century 11pt 25. 84 26.97 28.54 29.10
Arial 11pt 26.50 28.27 25.39 24. 68
26.79 27.72 29,14 29.15
1 , Rpsn
9], [11] [12]
8.81%.5.16%  0.03%,
o [12] s Rpsn
; [12]
R Arial 11pt
) [12] Rosy
[9] [11] . Arial 11pt ,
» Arial
3.3
brr o
.o Lede o 11 [12]
) ber s
3.3.1
HP LaserJet 3055
) 600 dpi ,
, ber o



514

2 20
Table 2 Comparison of robustness against print-scan attack sl )igﬁ?l]
[97 [11] [12] : T mc#rl12]
ber/ %% ber/ %0 ber/ % ber/ % if 10" A
10. 93 7.31 7.41 5. 84 b
12. 55 6.55 6.81 5.24 T H
10. 91 6.75 6.55 4.58 0 S,
fgE 5% JPEGS0% 44k 60%
TRN 12pt 9.93 6. 42 7.57 6.00 Tk
Century 11pt 11.92 6. 88 8. 37 5.77 10
Arial 11pt 11. 81 7.35 7.80 6.69 Fig. 10 Comparison of robustness against other attacks
11. 34 6. 88 7.42 5.69 , .
2 , ber , (1]
EIN [11] [12] (9] (127, ,
49.86%.17.3%  23.34%, [11] (121,
. [9].
, , R DCT s
o 6 ; . ,
’ N N s s
o ’ °
i 4
s
, ber R ,
s s
R 600 dpi ,
° s
3.3.2 ; R
s
, . [9]. [11]
o [12] , Ropsy
. N N 8.81%.5.16%  0.03%,
. ber 49. 86% ., 17. 3%
ber 10 0 23.34%. ,
10 , , ’
; (9], [11] . .
[12]. . ,
o , s
’ s
, DCT o
[1] KAMARUDDIN N S,KAMSIN A,POR L Y,et al. A review of text watermarking: theory, methods,and applications[]].
IEEE Access,2018,6:8011-8028.
[2] ALOTAIBI R A,ELREFAEI L A. Text-image watermarking based on integer wavelet transform (IWT) and discrete cosine
transform (DCT)[J]. Applied Computing and Informatics,2019,15(2) :191-202.
[3] LAOUAMER L,TAYAN O. A semi-blind robust DCT watermarking approach for sensitive text images[ J]. Arabian Journal



(o]

w1

[6]

[7]

[8]

[9]

[10]

[11]

[12]

[13]

for Science & Engineering,2015,40(4):1097-1109.
BRASSIL J T,LOW S,MAXEMCHUK N F,et al. Electronic marking and identification techniques to discourage document
copying[ C] // Proceedings of INFOCOM 94. Toronto,Ontario;: IEEE,1994,:1278-1287.
BRASSIL J T,LOW S,MAXEMCHUK N F. Copyright protection for the electronic distribution of text documents[]]. Pro-
ceedings of the IEEE,1999,87(7):1181-1196.
SUN X M,CHEN H W,LI H,et al. Mathematical representation of a Chinese character and its applications[ J]. International
Journal of Pattern Recognition and Artificial Intelligence,2002,16(6) :735-747.
YAZDANI V,DOOSTARI M A,YAZDANI H. A new method to persian text watermarking using curvaceous letters[J]. ]
Basic Appl Sci Res,2013,3(4):125-131.
WU M. LIU B. Data hiding in binary image for authentication and annotation[ ]J]. IEEE Trans Multimedia,2004,6(4) :528-
538.
; ; s IR .2008,29(10) ;183-190.
QI W F,LI X L,YANG B,et al. Document watermarking scheme for information tracking[ J]. Journal of Communications,
2008,29(10) :183-190.
HE B,WU Y Q.KAI K,et al. A robust binary text digital watermarking algorithm for print-scan process[ C]// 2009 WRI
World Congress on Computer Science and Information Engineering. Los Angeles, CA:IEEE,2009.290-294.
, , - - AR ( ),2018,46(6)
127-132.
YAO H B,WEI M X,ZHOU J W,et al. Document watermarking algorithm combined with print-scan invariants and double
domain[J]. Journal of Huazhong University of Science and Technology (Natural Science Edition),2018,46(6);127-132.
TAN L N,HU K,ZHOU X M,et al. Print-scan invariant text image watermarking for hardcopy document authentication
[J7]. Multimedia Tools and Applications.2019,78(10):13189-13211.
[D]. : ,2009.



