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a b s t r a c t
Fingerprint recognition systems are being increasingly deployed in both government and
civilian applications. But the emergence of fake ﬁngerprints brings on a new challenge.
Among the numerous ﬁngerprint vitality detection methods, local binary pattern (LBP) is
considered as one of the best operators. But the original LBP operator has the limitation
of its small spatial support area. So we proposed a novel spoof ﬁngerprint detection
method based on multi-scale local binary pattern (MSLBP). Generally speaking, the MSLBP
can be realized in two different ways. We implemented both types of MSLBP. Each MSLBP
was combined with a set of ﬁlters. In this way, each sample in the LBP circle could be made
to collect intensity information from a large area rather than a single pixel. The experimental results in the database of the Liveness Detection Competition 2011 (LivDet2011) have
shown that both types of MSLBP are effective and superior in spoof ﬁngerprint detection.
Ó 2013 Elsevier Inc. All rights reserved.

1. Introduction
In today’s complex, mobile and electronically networked society, personal privacy has become an important issue. Biometric recognition is considered to be more reliable than traditional tokens and passwords, so increasingly more biometric recognition systems have been deployed in both government and civilian applications. Among these, the ﬁngerprint recognition
system accounts for the vast majority part [11]. Of particular concern is that the artiﬁcial reproductions of ﬁngerprints threatening the security of personal privacy. For this reason, how to detect spoof ﬁngerprints has drawn everyone’s attention.
In an ideal situation, the ﬁngerprint veriﬁcation system is coupled with additional hardware and software modules to certify the vitality of the submitted ﬁngerprints. However the hardware-based solution is exorbitant for public application [12].
Thus people attempt to measure the liveness of ﬁngerprints using only software methods. In other words, people extract
distinguishing features just from the images. Several software-based solutions have been proposed in recent years. The
mainstream methods are as follows.
One of the software solutions uses skin details to certify ﬁngerprint liveness. Derakhshani et al. [5] showed that perspiration pores are only observed in the live ﬁnger. They used Fast Fourier Transform to analyze the occurrence of pores. This
method requires high resolution scanners to capture certain details. Thus it is not suitable for most current applications.
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Another way to detect fake ﬁngerprints is based on measuring the sweating process of a live ﬁnger in a video sequence
[1,17]. Live ﬁngers exhibit perspiration over a period of time. It is totally different from the artiﬁcial ones. This method has
satisﬁed performance by analyzing the change in perspiration patterns. It requires several images of the test ﬁnger. The time
between image acquisitions is at least 2 s [1]. This approach costs too much time to be adopted by most of the systems.
Someone has made full use of skin distortion to detect ﬁngerprint liveness. Because when a real ﬁngerprint moves on a
touched scanner, it produces a signiﬁcant amount of distortion. The material of fake ﬁngerprints has lower deformation. In
this way, we can spot the spoof ﬁngerprint. Most of these approaches require multiple frames of images acquired through
the clockwise motion of the ﬁnger [2,22]. It costs too much time.
During the fake production, some details of the ﬁngerprint may be lost and some defects may be introduced. At the same
time, there are some speciﬁc of a living person’s ﬁngerprint [6]. So many approaches based on analyzing these differences
have been proposed [4,13,14,18–20]. They extracted one or more features from the training samples and tested the vitality of
the ﬁnger by no more than one image of the test ﬁnger. Among the above methods, ﬁngerprint vitality detection based on
texture differences is one of the most widely used [14]. Local binary pattern provides excellent results in image classiﬁcation
for discriminative textures. The original LBP operator has its limitation for its small spatial support area. Besides these, the
LBP feature is sensitive to noise [23]. Therefore we used a multi-scale local binary pattern (MSLBP) to detect the fake ﬁngerprints. It worked with a set of ﬁlters to reduce the damage caused by the noise. Generally speaking, MSLBP can be realized in
two ways [3]. We implemented both ways of MSLBP and proved the effectiveness and superiority of them. Someone also
used Ojala’s multi-resolution rotation invariant LBP [16] to distinguish the spoof ﬁngerprints from the live ﬁngerprints
[6,14]. However, compared with MSLBP, these algorithms are more vulnerable to noise and more complex to calculate. Later,
we will demonstrate the multi-scale LBP outperforms Ojala’s multi-resolution rotation invariant LBP [16] for spoof ﬁngerprint detection in terms of either theory or practice.
The rest of the paper is organized as follows. Section 2 describes the original LBP operator and some extension. Two different types of the MSLBP and their comparison with some other LBP operators are introduced in Section 3. Section 4 explains the main procedure where we used MSLBP to detect spoof ﬁngerprints. The experimental results and analysis are
shown in Section 5. Section 6 concludes this paper.
2. The LBP operator and its extension
2.1. Derivation of local binary pattern
The original LBP operator was ﬁrst proposed by Ojala et al. [15]. The operator works with the 3  3 neighborhood of each
pixel. It uses the value of the center pixel as a threshold and results in a list of binary values. By element-wise multiplication
of the list of binary values with weights and summing up the result, we get the original LBP value of the pixel. An example of
the original LBP operation procedure is shown in Fig. 1.
The original LBP uses a 3  3 operator and relates to a small image structure. It may not capture the key texture characteristics. As a result, the original LBP is extended to use the neighborhood of different sizes [16]. They used circular neighborhoods and linearly interpolated the pixel values in the image. In this way, LBP could be used in any radius and any
numbers of pixels in the neighborhood. They used the notation (P, R), where P is the number of sampling points on the circle
of radius R. The LBP value of pixel (gc) from the gray values of the circularly symmetrical neighborhood gp(p = 0, . . . , P  1) is
calculated by

LBPP;R ¼

P1
X
sðg p  g c Þ  2p

ð1Þ

p¼0

where

sðxÞ ¼



1 if x P 0
0

ð2Þ

if x < 0

Fig. 1. An example of the original LBP operator.
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In order to represent the spot, the ﬂat area, the edge or the corner, uniform patterns of the local binary pattern were deﬁned in [16]. The uniformity measure U(x) corresponds to the number of spatial transitions (bitwise 0/1 changes) in the binary pattern. The uniform pattern contains two bitwise patterns at most. So the total number of uniform patterns is
(P  1)  P + 2. The (P  1)  P rotational patterns represent edges and two non-rotational patterns represent a bright spot
or a ﬂat area. The rest of the patterns, where U(x) > 2, are regarded as the non-uniform patterns. The uniform operator is deﬁned as:



LBP u2
P;R ðx; yÞ ¼

IðLBP P;R ðx; yÞÞ

UðLBP P;R Þ 6 2

ðp  1Þ  p þ 2 otherwise

ð3Þ

where

UðLBP P;R Þ ¼ jsðg 0  g c Þ  sðg P1  g c Þj þ

P1
X
jsðg p  g c Þ  sðg p1  g c Þj

ð4Þ

p¼1

If U(x) is not bigger than 2, the uniform LBP will be labeled by an index function I(x). The function, I(x) consists of
(P  1)  P + 2 indices. It is used to assign a distinctive index to each of the uniform patterns. The distinctive index is between
0 and (P  1)  P + 1. The non-uniform pattern is set to be (P  1)  P + 2.
3. Multi-scale local binary pattern
The above LBP operator has its limitation due to its small spatial support. In reality, the texture of ﬁngerprint images is too
complex to be completely reﬂected by the above LBP. Thus, we used the multi-scale LBP operator (MSLBP) for spoof ﬁngerprint detection. Generally speaking, the MSLBP can be realized in two ways [3]. The ﬁrst way is to accomplish MSLBP by
increasing the radius of the operator. An alternative way is to apply a set of ﬁlters to the image and then apply the LBP operator in the ﬁxed radius. Overall, we realized two different types of MSLBP. These MSLBP were realized by the above two ways,
respectively.
3.1. The ﬁrst type of MSLBP
The ﬁrst type of MSLBP (MSLBP1) that we used was ﬁrst proposed by Maenpaa and Pietikikainen [9]. It increases the radius of the operator to implement MSLBP. The model is shown in Fig. 2. The center of the whole model is also the center point
of LBP on all scales. The centers of the solid circles are the position of samples in MSLBP1. The number of the samples in the
neighborhood is 8 for each scale. As shown in Fig. 2, the symbol rn represents the largest distance between the border of solid
circles at level n and the center of the model. The r1 is set to be 1.5 pixels. The rest of rn can be calculated by

rn ¼ r n1 




2
1 ;
1  sinðp=8Þ

n 2 f2; . . . ; Ng

ð5Þ

The LBP circles are the dotted circles in the ﬁgure. Since r1 is set to be 1.5 pixels, the ﬁrst level LBP radius R1 is 1 pixel. That
is to say, when n is set to be 1, actually the MSLBP1 is LBP8,1. The rest of LBP radii Rn can be calculate by

Fig. 2. The ﬁrst type of MSLBP [9].
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Rn ¼

r n þ r n1
2

ð6Þ

With the increase in the LBP scale, the large distances between samples make the LBP codes unreliable. The LBP operator
is then combined with a set of Gaussian low-pass ﬁlters. The ﬁlters cover about 95% of the solid circles. In this way, each
sample in the LBP circle is collected by intensity information from a large area rather than a single pixel. The size of the
Gaussian ﬁlters at level n are given by

&
Wn ¼ 2 

r n  rn1
2

’
þ 1;

n 2 f2; . . . ; Ng

ð7Þ

The d of the Gaussian ﬁlters at each level can be calculated by

Wn
d ¼ pﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃ
2 lnð1  pÞ

ð8Þ

where p is set to 0.95.

3.2. The second type of MSLBP
The second type of the MSLBP (MSLBP2) in our research was proposed by Liao et al. [8]. As it is shown in Fig. 3, it applies a
set of mean ﬁlters to the image. The comparison between pixels in the original LBP was replaced by the comparison between
average values of pixels in each sub-region. The sub-regions are square blocks which are acquired by different scales of mean
ﬁlters. The whole ﬁlters for each scale are divided into nine blocks. The size of the whole ﬁlter is s  s. If s is set to 3, then the
MSLBP2 is the original LBP. The symbol s is between 3  1 and 3  (1 + 2  (i  1)) for MSLBP2(scale = i). MSLBP2 has a different uniform pattern deﬁnition from MSLBP1 [16]. It is based on the percentage of distributions in the histogram. The patterns
of a relative huge percentage are regarded as the uniform patterns. The patterns of a relative small proportion are considered
as the non-uniform ones.

3.3. Comparison with other types of LBP
In order to show the difference between a multi-scale LBP and other types of LBPs, we showed the LBP histograms from a
pair of images in Fig. 4. There are twelve different LBP histograms shown in total. The three sub-ﬁgures at the top of Fig. 4 are
the original LBP histograms of the live image and spoof image. The middle six sub-ﬁgures are the MSLBP histograms of the
same images. In Fig. 4, the original LBP histograms of the live ﬁnger and the spoof ﬁnger are almost the same. The MSLBP
histograms can distinguish the live one from the spoof one easily.
In order to increase the LBP affected area, Ojala et al. [16] also proposed a multi-resolution rotation invariant LBP. They
used three different radii of LBP to reﬂect the texture information of an image since there is no single texture representation
that is adequate for a variety of textures [7]. The number of samples in each radius increased with the change in radii. The
LBPP,R was realized with (P, R) values of (8, 1), (16, 2), and (24, 3) in Ojala’s experiment. The rotation invariant means all samples in the LBP circle have equally-weighted. Someone proposed spoof ﬁngerprint detection methods based on this type of
LBP [6,14]. Compared with the MSLBP in this paper, there are the following drawbacks to apply multi-resolution rotation
invariant LBP to spoof ﬁngerprint detection.

Fig. 3. The second type of MLBP [8].
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Fig. 4. The LBP histogram comparison.

(1) As there is no ﬁlter involved in this type of multi-resolution local binary pattern, its result is susceptible to the noise of
the image. In contrast, MSLBP1 operates with a set of Gaussian ﬁlters and MSLBP2 works with a set of mean ﬁlters. The
samples of MSLBP are collected via the information from a large area rather than just a pixel.
(2) Although multi-resolution LBP can operate a larger area than the original LBP, its support area is still not large enough
to reﬂect the texture information of the ﬁngerprint image. Because the largest radius Ghiani et al. [6], Nikam and Agarwal [14] used was 3 pixels, the ridge distance of the ﬁngerprint in 500 dpi was about 6  8 pixels. In comparison, the
radii of MSLBP ranged from 1 pixel to dozens of pixels.
(3) It is inﬂexible for the multi-resolution local binary pattern to increase the LBP radius. If they continued to increase the
radius of LBP in Ojala’s way [16], it would be too complex to calculate. Because there already are 24 samples in the
circle of radius with a 3-pixel radius, while all of the numbers of MSLBP samples in different scales are 8. There is
no need to worry about the calculation complexity problem.
(4) There is no doubt that it would be better if we could tolerate some rotation in the ﬁngerprint images. Unlike most of
the other images, the ﬁngerprint images are pictures with high textural similarity. If we adopted the Ojala’s rotation
invariant [16] and all of the weights were set to be the same value, we would lose too much information from the
ﬁngerprint images. It may lead to performance deterioration.
The histograms of Ojala’s multi-resolution rotation invariant LBP [16] of the sample images are also shown at the bottom of Fig. 4. Compared with the original LBP operator, the difference between the live image and the spoof image is
slightly larger. The discrimination is too trivial to be determined. And the experimental results in the large database
also show MSLBP has superior performance than Ojala’s multi-resolution rotation invariant LBP in detecting ﬁngerprint vitality.

4. MSLBP for spoof ﬁngerprint detection
In earlier work, researchers used the rotation invariant LBP [6,14] to detect the ﬁngerprint vitality. There is no doubt that
the acquisition of ﬁngerprint images leads to some rotation. But we have explained that the rotation invariant LBP [16] is not
rigorous enough to reﬂect the differences between the live ﬁngerprint image and the spoof ﬁngerprint image in the last section. Therefore we did not adopt the rotation invariant LBP. It is one of the signiﬁcant differences from previous work [6,14].
We computed the histograms of both MSLBPs on different scales. The relative proportion of each non-uniform pattern is
too small to be estimated reliably. They are susceptible to the inﬂuence of noise. The uniform operator provides better discrimination in comparison to all individual patterns [16]. Furthermore, it can reduce the dimension of the feature. We
adopted the uniform operator in our experiments. But in order to be consistent with the model providers, we used a different
deﬁnition of the uniform pattern for different MSLBPs.
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We used the uniform pattern deﬁned by Ojala et al. [16] in each scale for MSLBP1. The formula is shown as Eq. (3). There
were 59 bins in each histogram calculated by different scales. After normalizing each histogram for each scale, we combined
them together to get a feature. The size of the feature is 59  i for MSLBP1 (scale = i). Actually, MSLBP1 (scale = 1) is the uniform pattern of the original LBP. As for MSLBP2, we used the uniform pattern deﬁned by Liao et al. [8]. We sorted the bins of
all patterns in descending order according to its percentage in the histogram. The largest N patterns were considered as
being uniform. The large value of N leads to larger feature dimensions, while a small one loses the feature variety. Therefore,
N = 63 was adopted as a trade off. The remaining patterns were labeled by a single label. There were 64 different patterns for
each scale. For MSLBP2(scale = i), the features were in 64  i dimensions. Although the deﬁnition of a uniform pattern of two
MSLBPs is different, both of them actually try to avoid noisy estimates of a relative small proportion pattern and name them
as the ‘‘non-uniform’’ pattern. And that is also the reason why we used the uniform MSLBP operator.
Then we normalized the data in each dimension in two ways. The ﬁrst type of normalization is calculated by Eq. (9). The
second one is calculated by

xk;n  minðxn Þ
; k 2 f1; . . . Mgn 2 f1; . . . Ng
maxðxn Þ  minðxn Þ
xk;n  meanðxn Þ
¼
; k 2 f1; . . . Mgn 2 f1; . . . Ng
sqrtðstdðxn ÞÞ

yk;n ¼
yk;n

ð9Þ
ð10Þ

where M is the number of samples and N is the size of the feature. min(xn) and max(xn) are the smallest value and the biggest
value of the training part in dimension n, respectively, while mean(xn) and std(xn) represent the mean value and square deviation of the training part in dimension n. xk,n stands for the value before normalization, and we get yk,n after normalization.
After that, we used a 10-fold cross-validation to select the scale and the method of normalization for testing. The training
sets of the database were randomly divided almost evenly into 10 subsets. One subset was treated as the validation data, and
the other nine as the training ones. The procedure was repeated 10 times. After that, the mean values of 10-fold results were
computed. We then chose the scale of MSLBP and normalized the data by the majority vote of all datasets. The whole procedure is shown in Fig. 5.

Fig. 5. The procedure of spoof ﬁngerprint detection.
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5. Experiments
5.1. Database and evaluation criterion
We testd our method on the database of the Liveness Detection Competition 2011 [21]. Actually, the LivDet 2011 database consists of four datasets of ﬁngerprint images acquired by the following sensor: (i) Biometrika FX2000, (ii) Digital persona 4000B, (iii) ItalData ET10 and (iv) Sagem MSO300. There were 4000 images for each of these devices. Half of them were
live ﬁngerprint images and the others were spoofs. The training part is 50% of the whole data. The spoof ﬁngerprints are
made of ecoﬂex (platinum-catalyzed silicone), gelatine, latex, silicone and wood glue for Biometrika and ItaData and gelatine, latex, PlayDoh, silicone and wood glue for Digital Persona and Sagem. There were 400 spoof ﬁngerprint images made
for each of the ﬁve materials in each dataset.
The performance of the proposed method is estimated by Average Classiﬁcation Error (ACE) [12,21] and Equal Error Rate
(EER) [10]. ACE is deﬁned as ACE = (FLR + FFR)/2, where the FLR (False Living Rate) represents the percentage of fake ﬁngerprints misclassiﬁed as real, and the FFR (False Fake Rate) represents the percentage of live ﬁngerprints misclassiﬁed as fake.
ACE is calculated as the point where the threshold value for determining liveness is set at 50, and the EER is computed as the
point, where FLR = FFR.
5.2. Cross-validation
As mentioned before, we used a 10-fold cross-validation to select normalization methods and the scale of MSLBP. The
mean accurate rates of each MLSBP in the above four datasets are shown in Figs. 6 and 7, respectively.
From Fig. 6, we can see that more scales lead to better classiﬁcation performance in general. However, the growth tends to
be slower. When the scale is 5, the mean accuracy of Biometrika dataset, Digital dataset and Sagem dataset is close to 99%. If
the LBP scale continues to increase, the radius of the LBP circle is bigger than three hundred pixels and the number of pixels
which can operate is too small. So we chose a scale = 5 for MSLBP1. When the scale is set to 5, the mean accurate rate of the
ﬁrst normalization method was slightly larger than the results of the second normalization method for all of the datasets
except for the Digital dataset. We chose the ﬁrst type of normalization for MSLBP1 by majority vote.
Fig. 7 describes the trend of the accurate rate of various scales in diverse datasets. According to Fig. 7, there are various
proper scales for different datasets. They reach the peak for all of the datasets when the scale is between 10 and 14. So we

Fig. 6. The mean accurate rate of MSLBP1 in cross-validation.
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Fig. 7. The mean accurate rate of MSLBP2 in cross-validation.

took the median value which was 12. And when the scale was set to 12, the mean accurate rate of the ﬁrst normalization
method was slightly bigger than the result of the second normalization method for all of the datasets. We also chose the ﬁrst
way to normalize the MSLBP2 data.

5.3. Results and discussion
Ghiani et al. [6] investigated the performance of several classical ﬁngerprint liveness discriminative features on the LivDet2011 database. All of them could identify the vitality just by one image of the test ﬁnger. We cited Ghiani’s results [6] and

Table 1
Comparison of ACE in database of the LivDet 2011.
The ACE in database of the LivDet 2011 in (%)

MSLBP1
MSLBP2
multiresolution LBP [16]
Original LBP [15]
Tan’s method [20]
Power spectrum [4]
Curvelet energy [13]
Curvelet GLCM [13]
Wavelet energy [14]
Ridges wavelet [18]
Valleys wavelet [19]
Dermalog [21]
Federico [21]
CASIA [21]

Biometrika

Digital

ItalData

Sagem

7.3
10.6
10.8
13.0
43.8
30.6
45.2
22.9
50.2
38.8
29.0
20.0
40.0
33.9

2.5
6.7
7.1
10.8
18.2
27.1
21.9
18.3
14.0
27.5
13.0
36.1
8.9
25.4

14.8
12.6
16.6
24.1
29.6
42.8
47.9
30.7
46.8
56.9
23.6
21.8
40.0
26.7

5.3
5.6
6.4
11.5
24.7
31.5
28.5
28.0
22.0
20.5
28.0
13.8
13.4
22.8

Table 2
Comparison of EER in database of the LivDet 2011.
The EER in database of the LivDet 2011 in (%)

MSLBP1
MSLBP2
multiresolution LBP [16]
Original LBP [15]
Tan’s method [20]

Biometrika

Digital

ItalData

Sagem

7.5
10.1
10.3
13.2
43.7

2.4
7.0
7.7
10.9
18.3

15.0
13.8
16.3
24.1
27.3

5.2
5.4
6.1
10.6
24.5
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Fig. 8. ROC curves of different datasets of the LiveDet 2011.

LivDet 2011 participants’ results [21] for comparison. In order to make the results more persuasive, we also implemented
other methods [20] for comparison. [20] fused several classical spoof ﬁngerprint detection features and had great performance in ﬁngerprint vitality detection. We realized Tan’s method [20], Ojala’s multi-resolution rotation invariant LBP [16]
and the original LBP [15] for comparison. The experimental results are shown in Tables 1 and 2. The ROC of the LivDet
2011 datasets are shown in Fig. 8a–d, respectively.
From the above tables and ﬁgures, we can clearly see that two types of multi-scale local binary pattern with proper scales
outperform the Ojala’s multi-resolution LBP [16], original LBP [15] and many other spoof ﬁngerprint detection methods,
leading to a state-of-the-art performance on four LivDet2011 datasets. MSLBP1 has superior performance compared to
MSLBP2. The parameters are selected by 10-fold cross-validation. In fact, different databases acquired by diverse sensors
have various proper scales. We adopted the scale which has satisﬁed the cross-validation performance in the majority of LivDet 2011 datasets. MSLBP1 scale was set to 5 and MSLBP2 scale was set to 12. Fig. 9 shows the different ACE of MSLBP with
various scales in LivDet2011 testing parts. The general trends of the results for the testing parts were similar with the ones
from the cross-validation. In general, more LBP scales lead to better classiﬁcation accuracy, although the growth is likely to
ﬂuctuate. However, after it reaches the threshold, the accuracy will never be better than the peak. Even if the scales we
adopted do not contain the most appropriate parameters for all of the datasets, the best parameters would be nearby and
the performance difference between them would be not too large.
Just like the ‘‘cops and robbers game’’, the improvement of the spoof ﬁngerprint detection methods is often behind the
progress of artiﬁcial techniques. Since there is no way to know in advance the materials and techniques of the fake ﬁngerprints used by the attackers, it is necessary to study the inter-operability of the training classiﬁers across different materials
of fake ﬁngerprints. That is to say, we have to detect the spoof ﬁngerprint images made of a speciﬁc type of material without
training the spoof images made of the same material. As a result, we created the following experiments. The training part
consists of 1000 live images and 800 spoof images made of other types of materials. The testing part consisted of 200 spoof
images made of the speciﬁc type of material. The number of false detections and its comparison with results for detecting the
same ﬁngerprints with the whole training parts are shown in Tables 3 and 4. The number before the symbol/represents the
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Fig. 9. The ACE of different scale in testing parts.

Table 3
The comparison of false detection in MSLBP1.
The number of fake ﬁngerprint images misclassiﬁed as real

EcoFlex
Gelatine
Latex
Playdoh
Silicone
WoodGlue
Sum

Biometrika

Digital

ItalData

Sagem

Sum

2/1
43/26
37/25
⁄
23/11
61/32
166/95

⁄
182/8
58/10
145/8
0/0
173/3
558/29

90/28
19/11
27/17
⁄
53/17
159/47
348/120

⁄
133/29
1/0
48/8
33/9
24/8
239/54

92/29
377/74
123/52
193/16
109/37
417/90
1311/298

Table 4
The comparison of false detection in MSLBP2.
The number of fake ﬁngerprint images misclassiﬁed as real

EcoFlex
Gelatine
Latex
Playdoh
Silicone
WoodGlue
Sum

Biometrika

Digital

ItalData

Sagem

Sum

58/25
50/34
12/10
⁄
34/16
116/51
270/136

⁄
13/6
12/15
12/8
29/26
102/15
168/70

24/10
27/14
7/1
⁄
31/14
109/35
198/74

⁄
71/27
14/3
22/6
96/20
118/7
321/63

82/35
161/81
45/29
34/14
190/76
445/108
957/343

Table 5
The cross-device inter-operability of MSLBP1.
ACE of MSLBP1 in (%)

Biometrika
Digital
ItalData
Sagem

Biometrika

Digital

ItalData

Sagem

7.3
50.0
50.0
46.5

48.5
2.5
49.9
53.1

50.0
50.8
14.8
50.0

39.1
50.0
42.7
5.3

number of mistaken the spoof ﬁngerprints as the live one without training the spoof images made of the speciﬁc type of
material. The number after the symbol/represents the number of mistaken the spoof ﬁngerprints as the live one with training all the types of spoof images. From the above tables, we can make the following observations. Compared with the results
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Table 6
The cross-device inter-operability of MSLBP2.
ACE of MSLBP2 in (%)

Biometrika
Digital
ItalData
Sagem

Biometrika

Digital

ItalData

Sagem

10.6
49.3
41.6
48.3

49.9
6.7
44.2
58.9

42.4
50.1
12.6
41.7

49.9
49.9
47.4
5.6

of training the spoof ﬁngerprints made of all types of materials, almost all of the numbers of false detections have increased
except those from the cell in row 5 column 3 of Table 4. This exception may have resulted from the small number of testing
parts. Overall, the MSLBP2 had better inter-operability performance across different materials than the MSLBP1.
There were four LivDet2011 datasets acquired by various sensors. We tested the inter-operability performance of the
training classiﬁers across different devices. The interoperable ACE matrices are shown in Tables 5 and 6. The diagonal cells
indicate that the ﬁngerprint images for training and testing were acquired by the same sensor. Other cells indicate that the
ﬁngerprint images for training and testing were acquired by different sensors. The sensor datasets in the columns represent
the sensors for training and the sensor datasets in the rows represent the sensors for testing. All of the cross devices for ACE
were about 40–50%. It of this was caused by the huge difference between the images acquired by various sensors. It was difﬁcult for the classiﬁer trained by the images collected by one sensor to distinguish the live images from the spoof images
acquired by another device.
6. Conclusion
The real and spoof ﬁngerprints exhibited different textural characteristics. The LBP operator has excellent performance for
classiﬁcation. We proposed a novel ﬁngerprint vitality detection method based on the multi-scale local binary pattern. Two
kinds of MSLBPs showed their ability to distinguish the spoof ﬁngerprints from the live ones. Different from most previous
methods using a series of images, this method needs just one image. Moreover, it is purely software-based. We test our algorithm on the database of LivDet 2011. The experimental results showed its great performance in fake ﬁngerprint detection.
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