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Abstract: Based on compressive sensing and fractional discrete cosine transform (DCT) via polynomial interpolation (PI-FrDCT), an
image encryption algorithm is proposed, in which the compression and encryption of an image are accomplished simultaneously. It can
keep information secret more effectively with low data transmission. Three-dimensional piecewise and nonlinear chaotic maps are em-
ployed to obtain a generating sequence and the exclusive OR (XOR) matrix, which greatly enlarge the key space of the encryption sys-
tem. Unlike many other fractional transforms, the output of PI-FrDCT is real, which facilitates the storage, transmission and display of
the encrypted image. Due to the introduction of a plain-image-dependent disturbance factor, the initial values and system parameters of
the encryption scheme are determined by cipher keys and plain-image. Thus, the proposed encryption scheme is very sensitive to the
plain-image, which makes the encryption system more secure. Experimental results demonstrate the validity and the reliability of the
proposed encryption algorithm.
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1 Introduction

With the rapid development of network communica-
tion and multimedia technologies, information can be
easy to obtain via the Internet. Correspondingly,
however, the insecurity of information arises because of
the possibilities of data tampering and theft. In this con-
text the way information is expressed is through text, im-
age, video or speech. An image is amongst the most im-
portant means of expressing information due to its com-
prehensiveness and intuitiveness. Thus, image encryption
is necessary so as to resist illegal access to data. Encryp-
tion methods based on different transforms and scram-
bling techniques have been proposed in various literat-
ures. These transforms include Fourier transform(l 2,
fractional Fourier transform (FrFT)B. 4, gyrator trans-
forml], Hartley transforml®, Mellin transform[’, random
transforml®, etc. For example, Unnikrishnan et al.% out-
lined an optical image encryption using FrFT, in which a
primary image was encoded to stationary white noise
with the fractional orders as the cipher keys. In order to
enlarge the key space, an image encryption algorithm
based on the multiple-parameter FrFT[0 was introduced
and showed superior robustness to blind decryption com-
pared with other methods that existed.
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The pixel scrambling and diffusion operation, which
can change the positions and values of image pixels ran-
domly, is another kind of encryption method!1 13, An en-
cryption algorithm based on hyper-chaos was presented
by Gao and Chenl!4. It employed a total image shuffling
matrix to shuffle image pixels and combined the states of
a hyper-chaotic system to change the grey values of the
shuffled-image. Another example of an image encryption
scheme using reverse 2-dimensional (2D) chaotic maps
and dependent diffusion was found in [15], in which the
scrambling and diffusion of pixels were achieved simul-
taneously. In the above mentioned encryption methods,
the volume of encrypted image data was equal to or
greater than that of the original image.

In many applications, the real-valued data are neces-
sary and can benefit the digital image processing.
However, the output of the encrypted images via the con-
ventional encryption methods are usually complex, which
increases the burden of storage and transform. In 2004, a
method of reality-preserving treatment for a fractional
transform was introduced!!6l. Subsequently, an image en-
cryption based on the reality-preserving multiple-para-
meter fractional Fourier transform (MPFRFT) was pro-
posed, in which the parameters of the reality-preserving
MPFRFT enhanced the space of keys[l7. An image en-
cryption algorithm based on the reality-preserving frac-
tional Mellin transform (RpFrMT) was presented in [18],
in which the output of the transform was real and the
transform was nonlinear. However, the disadvantages
were its floating-point output and data expansion with
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respect to the original image. In addition, the above men-
tioned reality preserving transform adopted the same way
of transforming, i.e., a reality-preserving transform mat-
rix must be constructed and it lost some properties com-
pared with non-reality preserving fractional transform.
Due to the high redundancy of digital images and the
limited sensibility of the human eyes to high frequency
image information, a certain degree of distortion of im-
age information is allowed. Thus, much of the literature
examines lossy image compression. A spectrum cutting is
a kind of lossy data compression method. For example,
an optical multi-image encryption based on Fourier trans-
form and fractional Fourier transform was proposed in
[19]. It performed the operation of Fourier transform to
obtain the distributed spectrum, in which most energy in
the frequency domain was centralized in the central part
of the spectrum. Then, a spectrum cutting was carried
out to allow multiple image to be encrypted into a single
one. The popularly known Shannon’s sampling theory
states that the sampling rate must be at least twice the
signal bandwidth to avoid the loss of information while
sampling a signal. To reduce the encryption and decryp-
tion processing time and the cost of storage and transmis-
sion of information, a compression method using high
speed sampling, and then encryption is often adopted.
This method wastes some sampling resources. In 2006,
the theory of compressive sensing or compressive
sampling (CS) was proposed in [20-22], which achieved
the sampling and compression simultaneously. After-
wards, many researchers have focused on CS-based im-
age and signal processing(23-28]. A compression-combined
digital image encryption method based on compressive
sensing was proposed by Huang and Sakurail23], in which
the block Arnold scrambling was used to permutate the
positions of measurements, and encryption and compres-
sion were accomplished in one step. However, the secur-
ity of this method was not so high due to the periodicity
of Arnold transform. Although Rachlin and Baron[24
proved that the CS-based encryption scheme cannot
achieve perfect security, it is still of interest owing to the
high computational complexity of breaking through the
security. Subsequently, Mayiami et al.?3] proposed a com-
pressed sensing-based encryption which can achieve Shan-
non's definition of perfect secrecy subject to a restriction
on the number of measurements. An image encryption
based on compressive sensing and a double random-phase
encoding technique was provided in [26], where the im-
age information was encrypted twice with low data trans-
mission and smaller random phase masks so as to effect-
ively improve information security. Generally, an image
encryption based on compressive sensing treats the whole
measurement matrix as the key. This renders the key too
large to distribute and memorize. A novel image coding
scheme was investigated by Hu et al.27, in which the
compression and encryption were achieved simultan-
eously under a parallel compressive sensing framework.
And the measurement matrix was constructed by utiliz-

ing a Logistic-Tent system controlled by four keys. This
decreased the burden of storage as compared with a key
using the whole measurement matrix.

In this paper, an image encryption algorithm based on
CS and fractional discrete cosine transform (DCT) via
polynomial interpolation (PI-FrDCT) will be proposed,
which can keep information secret more effectively with
low data transmission. Firstly, the original image is com-
pressed and encrypted by CS. Then the PI-FrDCT is car-
ried out. The PI-FrDCT is a unitary, real and orthogon-
al transform, in which a specific sequence, called a gener-
ating sequence (GS), has resolved the nonuniqueness of a
fractional operator. Three-dimensional piecewise and non-
linear chaotic maps are employed to generate the ran-
dom GS, in which the initial values and system paramet-
ers are treated as the cipher keys. Lastly, a simple bit-
wise exclusive OR (XOR) operation is performed to con-
ceal the distribution property of the encrypted image
after PI-FrDCT.

The rest of this paper is organized as follows. Section 2
describes some related work. Section 3 introduces the im-
age encryption and decryption process based on CS and
PI-FrDCT. Section 4 gives the experimental results and
provides analysis. And the conclusions are drawn in
Section 5.

2 Related work
2.1 CS

CS theory points out that if a signal is sparse in one
basis then it can be recovered from a small number of
projections onto a second basis that is incoherent with
the first[20-22], Usually natural signals in the time domain
are non-sparse, but may be sparse in some transform do-
mains, such as discrete cosine transform (DCT), discrete
Fourier transform (DFT), and discrete wavelet transform
(DWT) domains. Consider a 1-D discrete signal & with
length N, which may be represented in the ¥ domain:

a=Yez. (1)

If only K of the N coefficients in « in (1) are non-zer-
0s, K << N, « is termed as K sparse signal. The linear
measurement process is expressed as

y=%x =¥ a =0« (2)

where ' denotes transposition, ¢ is a measurement matrix
with size M x N (M < N). And the sensor matrix @ is
the product of ¢ and @’'.

In order to perfectly reconstruct the signal from y, the
sensor matrix @ satisfies the restricted isometry property
(RIP) for any K-sparse vector v meeting (3)29):

2
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where dx is the smallest number of the isometry constant
0 of ®, 6 € (0,1).

RIP ensures that @ will not map two different K-
sparse signals into the same set, i.e., the formed matrix
by each M column vector extracted from @ is non-singu-
lar.

Meanwhile, the measurement data length M is restric-
ted by the inequation:

M > e log( ) (4)

where c is a small constant, K is the sparsity degree.
Since x is K-sparse, & can be rebuilt from y by solv-
ing the optimal problem below:

min [|a|, subject to y = Oa. (5)

The above problem is optimal in theory. But, it is not
feasible numerically because it is an NP-hard problem[0,
To overcome this difficulty, some relaxing reconstruction
algorithms, such as basis pursuit (BP)BI, total variation
(TV)B2, matching pursuit (MP)B3]) orthogonal matching
pursuit (OMP)B4, smooth Iy algorithm (SLg)P%, have
been developed. Since SLy not only solves the problem of
an intractable computational load of the minimal [
search, it also results in an algorithm which is much
faster than those algorithms based on minimizing the [y
normB3]. Thus, SL is adopted in the proposed algorithm.

2.2 PI-FrDCT
For a signal of length N, its fractional DCT (FrDCT)
matrix C, is defined as[36-39

N N
2 2

Co=2Re | > U, Aj|=2Re | > Upe/Frt2rina| =
n=1 n=1

(An coswpa + By sinw,a) (6)

M vz

n=1

where « is the fractional order, N is an integer multiple
of 4, U, = u,u,, is a unitary matrix, w, is the n-th
eigenvector of the N x N DCT matrix, A, = 2Re[U,],

B, =2Im[U,], wn=¢n +27qn, 0<p,<m, n=1,

2,000, EX N is an integer multiple of 4, ¢, is an arbitrary

integer. ¢ = (q1,q2, - -+ ,qn ) resolves the nonuniqueness of
2

a fractional operator and is called “the generating
sequence” of the FrDCT. The detailed derivation of C,
can be found in [36, 38]. The FrDCT inherits all features
of DCT, such as having a unique orthonormal basis, the
reality preservation, index additivity, and non-periodicity.
To compute C,, one can write an interpolation for-
mula for (6) that allows the construction of C,. The FrD-
CT matrix via polynomial interpolation is expressed as

@ Springer

Co = i Ca,lr(a) (7)

where a, is considered as the r-th “fraction”, and (o) =

N

Z 271 (don—1,r cOSwna + dan r sSinwnp), D=||dn,||=H},

H = ||hrn|| with hropn—1 = COSWnQr, hr2n = sinwpor,
N

r=0,1,--- ,N—-1,n=1,2,--- 5 - The detailed deriva-

tion of the interpolation formula of C, is demonstrated

in [36, 39].

Equation (7) is the general interpolation formula,
which gives the FrDCT matrix as a weighted combina-
tion of its values at the N different fractions .

From (7), the FrDCT via polynomial interpolation
(PI-FrDCT) S, of a given sequence s can be obtained by

Sa=>_ Sa,lr(a). (8)

Thus, S» can be obtained by merely evaluating the
FrDCTs S, of s for N different fractions «,. The in-
verse PI-FrDCT of S, can be expressed as

N-1
8=C_0Sa= ) Ca,Sulr(~0). 9)

r=0
For simplicity, a»=nr, r=0,1,---, N—1 and

n=1,2 3,---

In this paper, the condition number of matrix H is
calculated for different n when «, = nr. When a, = 5r,
r=0,1,---, N —1, the coefficient matrix H is found
not singular and the equation set (7) is well-conditioned.
Of course, n can be set to any other values satisfying (7).
Choosing o =57, r =0, 1,---, N — 1, yields

is chosen.

C.= z_: Csr (). (10)

At last, The PI-FrDCT of a given sequence s can be
expressed as

S. = lo(Oé)S =+ ll(a)35 —+ lg(a)s“’ + -+ lN_l(Oé)Ss(N_l)
(11)

where s is the original sequence, s® is the 5th DCT of s,
819 is the 5th DCT of s%, etc.

From (11), the PI-FrDCT can be completed by merely
calculating the multiple DCT of the signal and [, with
the arguments ¢, of the eigenvalues and the generating

sequence q = (q1,qQ7 e ,q%) due to wn = pp + 2mg,. It
does not require the calculation of the orthonormal set
w4y of eigenvectors compared with (7), and allows fast
computation.

For any fraction «, one can iterate the DCT al-
gorithm by 5(N —1) times. Since fast algorithms are
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available for the DCT, with a computational complexity
of Nlog, N operationsB], the calculation of K distinct PI-
FrDCTs using (11) has complexity of 5(IN — 1)log, N+
KN operations, instead of the K N? operations required
for direct calculation. Hence, with the approach of (11),
an improvement can be obtained for K > 5log,N.

The PI-FrDCT of an image F' can be calculated as
follows:

Let T € RM*Y be an intermediate matrix, and be de-
noted by (tij)mxn. The matrices G and F are denoted
by (gij)mxn~ and (fij)mxn, respectively. If they are sup-
posed to be images transformed and to be transformed,
respectively, then

ti.=lo(e) fi+1(0) £ A12(a) F1 4+ (a) i,
i=0,1,--,M—1
9:s =lo(B)t. + 1 (B)E s+l (B)E5 +- -+l (B ™Y,

j=0,1,- N-1
(12)

where o and [ are the fractional orders of row and
column, respectively, M and N are integer multiples of 4,
t;. and g.,; are the i-th row of the matrix T and the j-th
column of the matrix G, respectively, and

N
E
lr () :Z (d2n—1,r cO8(@nt27ppn )+ don,r sin(pn +27py ) )

M
5
1-(8)= E (d2n—1,r cos(ont+2mgqn) B+d2n,r sin(pn+2mgn) )

(13)

where p = (pl,pg, - -,p%) and q = (ql,q2, . -,q%) are
respectively generating sequences of the rows and the
columns of PI-FrDCT.

The inverse PI-FrDCT is simply given by

tii =lo(=B)g.i + h(=B)g +12(=B)gid + -+
-1 (=B)g’™M ™", i=0,1,-- ,N-1

2.3 Three-dimensional piecewise and non-
linear chaotic maps

Three-dimensional (3D) piecewise and nonlinear
chaotic maps/4 are employed to generate the GS, since
they have more initial and system parameters than in
one-dimensional case:

4b1b3l‘n(1 — .Tn)

I T T A(bbs — Dan(1 — 2n)
_ 4b1%yn (1 — yn)
Yn+1 = 3
1+ 4(b1 - 1)yn(]— - yn)
4632zn(1 — Zn)
Zn+4+1 =
1+4(bs% — Dzn(1 — 22)
1
- _ 4bobazn (1 — zp)
T L 4(bobs — D (1 — x0)
_ 4622yn(1 - yn)
Yn+1 = P
1+ 4(62 - 1)yn(1 - yn) (15)
; _ 4b42zn(1 — Zn)
T T 4(ba? — 1)z (1 — 20)
1
Tn € (5, ].:|

where z,, yn, € (0, 1), n =0, 1, 2,---, and xo, yo are the
initial values. If 0.52 < b1bs, b2ba, b1, b2, bs,bs < 6, the 3D
piecewise and nonlinear chaotic maps will exhibit chaotic
behavior. Fig.1 exhibits the chaotic nature of x, y, z in
(15) and Fig.2 shows the bifurcation behavior of x.

2.4 Generation of variable initial values
and system parameters

In this paper, a disturbance factor A associated with
the plain-image is introduced and generated byl[38l

PRI

)
A*255xMxN (16)

Fis =lo(—a)t: + hi(=a)t], + la(—a)t;t + -+ " where f(i,7) indicates the pixel value of plain-image at
lN71(—a)t?£N71), j=0,1,---,M—1. (i,7) and M x N is the size of image.
With the disturbance factor, the actual initial values
1.0 1.0 1.0
" 1\ \H I '\H s [ ,j " \|‘ j\ IE: il } [ ‘\N I
0.7 F 0.7 \ ' 0.7 R A .
= 05 ~ 05 ‘ 05
04 ‘ 04 04 ‘ ‘\ ‘
03 0.3 0.3 I
02 } H ‘ 02 ‘ ‘ J\ ‘ ‘“ 02 "
01 |J or |1 \ 0.1 |
0 0 0

0 20 40 60 80 100120140160180200

0 20 40 60 80 100120140160180200

0 20 40 60 80 100120140160180200

Fig. 1 From left to right are chaotic behaviors of x, y, 2z (£0=0.8232, y0=0.235, 20=0.8654, b1=1.5, b2=0.892, b3=3.256, b4=1.2389)
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Fig. 2

Bifurcation behavior of £ (£0=0.011)

and system parameters can be modified such that:

2 =z+A (17)
where 2z represents given initial values and system
parameters. 2z’ represents the actual ones. If there is even
a one bit difference between two plain images, the actual
initial values and system parameters will be completely
different due to the introduction of A.

3 Image encryption and decryption
process on CS and PI-FrDCT

The encryption and decryption process of the pro-
posed method is shown in Fig.3 and the image encryp-
tion steps are as follows.

Step 1. Construct measurement matrix ¢ with size
M x NHI:

Generate a sequence with length N + m1 by a logistic
map, i.e., o5, = prn(l —z,) with an initial value
and a system parameter p, discard previous m, entries
for enhancing randomness and confusion to obtain the se-

International Journal of Automation and Computing 17(2), April 2020

as the result of index sequence of sorting m in descending
order.

Sort the natural sequence n =[1,2,---, N| according
to the index sequence e, mark pp = [pp1,pp2,--- ,PPN]| as
the result of sorting n.

Generate the Hadamard matrix J of order N, choose
the row vectors, J(pp1, :), J(pp2, :), -+, J(ppm, :)
and then form the measurement matrix ¢, i.e.,

J(pp1, 3)
B J(ppa2, 1)
I(ppar, 2)

Step 2. Obtain I» with size M x M by one-time
measuring or two-time measuring I, using .

a) For one-time measuring, apply CS to I, and mark
I,/ with size M x N as the result of the measurement,
and then I, is taken column-wise from I;,.

b) For two-time measuring, obtain I» in accordance
with

I, = W (d¥1;) (18)
where ¥ is the discrete wavelet transform matrix and I
is the original image.

Step 3. Perform the PI-FrDCT for Iy in accordance
with (12), and mark I3 as the result of PI-FrDCT.

For an image Is of size M x M, two generating se-

M
quences of length - are necessary for PI-FrDCT. First, a

chaotic sequence of length m + M + M? is generated by
iterating (15); and the previous m entries are discarded to

obtain the sequences x =[zo,z1, - -,x%fl], y=[yo,y1, ",

yu ] and z=[z0,21, - ,%p2_1). M entries are dis-
2

carded to further confirm the randomness of the se-

quences. Since the GS takes integer values, P and g are

quence 1 = [n1,M2, -+ ,nn] and mark € = [e1,€2, -+ ,EN] uniformly quantized to map intervals (0, 0.25], (0.25, 0.5],
a B
vy
Original 4 CS L L L 1 £
image measurement PI-FrDCT Quantization XOR
P ;ml ®. 9 bl;bz;b3;b4; 0
Construction of . 31? piecewise.: and Channel
measurement matrix nonlinear chaotic maps
) . 1 _ 1 1
A . 9) Xoi Yoizg i om 0
1 Iy Ly 1 E
44 E
Decrypted | s PI-FtDCT Dequantization |=—| XOR
image reconstruction
T
—a. _ﬁ

Fig.3 Flowchart of the encryption and decryption process
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(0.5, 0.75], (0.75, 1) into integers 0, 1, 2, 3, respectively.
The matrix Q of size M x M, which serves as a diffusion
matrix for the XOR operation, is taken column-wise from
zz = [z20 221 -+ - 2Zp2_ 1| With

zz; = (2 x 10°) mod 256, i = 0,1,--- ,M*> —1.  (19)

Step 4. Non-uniformly quantize Is with 8bits in ac-
cordance with (20) to obtain I4:

I
I, = round(128 x tan(ﬁgo) +128). (20)
Step 5. Carry out bitwise XOR to conceal the distri-
bution property of I, and make the energy uniformly dis-
tributed over the entire image E.

E=1,9Q (21)

where @ denotes the bitwise XOR operation.

The decryption process is the XOR followed by the
dequantization, the inverse operation of PI-FrDCT and
the reconstruction operation with the SLy algorithm. All
the cipher keys do not change except for the fractional or-
ders, which are —« and —f, respectively.

Instead of minimizing the [; norm using linear pro-
gramming (LP), the SLy algorithm directly minimizes the
lp norm and is about two to three orders of magnitude
faster than the interior-point LP solvers, while keeping
the same accuracy. The detailed description of the SLj al-
gorithm can be found in [35].

4 Experimental results and analyses

The proposed algorithm is tested using two images,
Lena and Peppers, both with size 512x512 (Figs.4(a) and
4(d)). An average value should be subtracted to remove
the direct current (DC) component, so that the quantiza-

() ©

(d © ®

Fig.4 Test image and results: (a) Original Lena, (b)
Encrypted image of (a), (c) Decrypted image of (b), (d) Original
Peppers, (e) Encrypted image of (d), and (f) Decrypted image of
(e)

tion error can be as small as possible in the quantization
process after PI-FrDCT. 128 is selected as an approxima-
tion of the DC value for convenience. «, 3, 0, u, m1, b1,
b2, bs, ba, xo, Yo, 20, m and A serve as the cipher keys.
Since the sensitivity of the fractional orders o and S to
the decrypted image quality is not high, they serve as
auxiliary keys. According to Section 2.3, z({, u, mi, b1, ba,
b3, ba, o, Yo, 20 and m are randomly chosen within the
specified intervals. In our experiment, o and [ are set to
be 0.7689 and 0.4578, a disturbance factor A associated
with the plain-image is produced in the encryption pro-
cess according to (16). The common initial value and
parameter x(, @, mi, b1, bz, bs, ba, To, Yo, zo and m are
set to be 0.1105, 3.9924, 1000, 3.2569, 0.89254, 2.5672,
1.862, 0.2345, 0.56897, 0.9875, 2000, respectively. These
parameters can of course be set to be any other values
satisfying the conditions. The actual cipher keys of x(, L,
ma1, b1, ba, bs, ba, o, yo and zo are obtained by (17). The
encryption and decryption results are shown in Fig.4.
Here, the compression ratio is 1.78, i.e., the size of the en-
crypted image is 384x384. As can be seen, the decrypted
images contain the main information in spite of some dis-
tortion. To evaluate the security and effectiveness of the
proposed algorithm, statistical analysis, key space analys-
is and robustness analysis are carried out.

In addition, the encryption algorithm performing one-
time measuring in the CS stage is called Algorithm 1, and
the encryption algorithm using the two-time measuring in
the process of the encryption is called Algorithm 2. The
experiments are performed in order to analyze the differ-
ence between Algorithms 1 and 2 with the same compres-
sion ratio.

4.1 Statistical analysis

4.1.1 Histogram

Histograms of both original test and encrypted im-
ages are shown in Fig.5. From Figs.5(b) and 5(d), it can
be found that histograms of the encrypted images exhibit
a uniform distribution and are different from those of the
original images. None of the useful information is leaked
to the adversary. The introduction of PI-FrDCT and
XOR operations makes the encrypted scheme more se-
cure. Hence, the proposed algorithm is secure enough to
resist statistical analysis attacks by histogram analysis.
4.1.2 Information entropy

The information entropy is expressed as

L—-1

H(m) == P(m:)log,P(m.) (22)
1=0

where m; is the i-th gray value for an L-gray level image
and P(m;) is its normalized occurrence frequency. A
larger entropy usually means a more uncertain
distribution. The maximum entropy for an image with
256 gray levels is 8 when all gray levels are equally
distributed, indicating the largest randomness. As shown
in Table 1, the values of information entropy for different
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3000 | 1200
2500 | 1000
E 2000 | —q;; 800
E 1500 E 288 i
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“ 500 | “ 200
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Gray level Gray level
(@) (b)
3000 |
2500 |
E 2000 | E
£ 1500 | =}
2 1000 | =
500
0 . .
0 50 100 150 200 250 0 50 100 150 200 250
Gray level Gray level
© (d)

Fig. 5 Histograms: (a) Original Lena, (b) Encrypted Lena,
(c) Original Peppers, and (d) Encrypted Peppers

Table 1 Information entropy of original and encrypted images

Original image Algorithm 1 Algorithm 2
Lena 7.4455 7.9984 7.9985
Peppers 7.5715 7.9986 7.9984
Barbara 7.4664 7.9987 7.9987
Boat 7.1238 7.9986 7.9988
Plane 6.7054 7.9986 7.9984
Camera 7.0480 7.9983 7.9984

encrypted images using Algorithms 1 and 2 are larger
than those for different original images, and are very
close to 8. It indicates that the distribution of the image
grey value is completely random and possesses an ability
to resist entropy based attacks. Thus, it can be concluded
that the proposed algorithm can effectively resist entropy
based attacks.
4.1.3 Correlation of adjacent pixels

Correlation analysis is considered here. Pairs of all ad-
jacent pixels in the horizontal, vertical or diagonal direc-
tions from both the original image and encrypted image
are selected and then the correlation coefficients of adja-
cent pixels for each direction are calculated as

> (s -7

Toy = =1 (23)

N

N N
_ 1 1
where T = N E z; and § = N E y;, ;i and y; are gray
i=1. . Loi=1
values of two achacent pixels in an image, N represents
the number of pairs of adjacent pixels in the same image.

@ Springer

The values of the correlation coefficients of adjacent
pixels in the encrypted image are reduced compared with
those in the corresponding encrypted image and the ori-
ginal image, as shown in Table 2. The correlation coeffi-
cients of the proposed Algorithm 2 are relatively smaller
than those of Algorithm 1 in Table 2. The results show
the coefficients of the proposed Algorithm 2 are all suffi-
ciently low, which indicates a satisfactory confusion ef-
fect.

As an example, the experimental results of the Lena
image are exhibited in Fig.6. From Figs. 6 (a)-6(c), it can
be seen that the joint distribution of gray values of adja-
cent pixels of the original image in three directions dis-
tributes near the diagonal of the coordinate plane. This
demonstrates a strong correlation in the original image.
And from Figs.6(d)—6 (f), the joint distribution of gray
values of adjacent pixels of the encrypted images in three
directions exhibit relatively uniform. Therefore, we can
conclude that the statistical analysis attack on our
scheme is infeasible.

In conclusion, the results in Fig.6 and Table 2 demon-
strate that the correlation between adjacent pixels in the
encrypted image is greatly reduced.

4.1.4 Differential attack analysis

To evaluate the ability to resist differential attacks,
two criteria are defined: the number of pixels change rate
(NPCR) and the unified average changing intensity
(UACT). The NPCR and UACT are defined as[® 42

ZC(i,j)

NP ==
CR M N

x 100% (24)

Oa Tl(%]) = TZ(’L?J)

17 Tl(iuj) #T2(Zv.7) (25)

ct.9) = {
where M x N is the size of images Ty and T5. T (4, j) and
T5(i,7) indicate the pixel values of two cipher-images at
(4, 7), corresponding to two plain-images that are different
by one pixel.

> |Tu(i, ) — Ta(i, 5)]

UACI = ¢ s AN < 100%. (26)

For an image with 8bits for each pixel, the expected
values of NPCR and UACI are respectively 99.61% and
33.46%[43. As shown in Table 3, the NPCRs are all above
99.60% and the UACIs of the encrypted image are all
over 33.20%, which indicates that the values of each pixel
pair at the same location in two encrypted images are
substantially different. Thus, the encryption scheme is
very sensitive with respect to a small change in the plain-
images even by as little as one pixel difference. The
scheme is even more secure due to combining CS, PI-
FrDCT and XOR operations. In conclusion, the results in
Table 3 demonstrate that the proposed encrypted al-
gorithm has an ability to resist a differential attack.
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Table 2 Correlation coefficients of adjacent pixels

Algorithm Image Horizontal Vertical Diagonal
Original Lena 0.952 976 0.984 795 0.948 743

Algorithm 1 Encrypted Lena 0.005358 0.019380 0.003486
Algorithm 2 Encrypted Lena 0.000536 -0.000220 0.000684
Original Peppers 0.977372 0.980 018 0.970 839

Algorithm 1 Encrypted Peppers 0.031067 -0.004 843 0.005 990
Algorithm 2 Encrypted Peppers —0.002496 —0.002 326 0.000855
Original Barbara 0.919 631 0.968776 0.914 610
Algorithm 1 EncryptedBarbara -0.001703 —-0.005070 —0.017 998
Algorithm 2 Encrypted Barbara 0.006 552 -0.004 922 -0.001693
Original Boat 0.957 812 0.957637 0.941071

Algorithm 1 Encrypted Boat 0.006925 —0.027 532 —-0.006066
Algorithm 2 Encrypted Boat 0.001010 0.001783 -0.001020
Original Plane 0.962 652 0.960 947 0.925 657

Algorithm 1 Encrypted Plane 0.068 614 0.085 247 0.004917
Algorithm 2 Encrypted Plane —-0.014 870 0.014 370 0.006 899
Original Camera 0.986 567 0.990648 0.985 069

Algorithm 1 Encrypted Camera 0.112 101 0.164102 0.010177
Algorithm 2 Encrypted Camera -0.001703 0.002 353 0.001361
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Fig. 6 Joint distribution of gray values of adjacent pixels of the original Lena and encrypted Lena: (a), (b) and (c) are the horizontal,
vertical and diagonal correlations of the original Lena, respectively. (d), (e) and (f) are the horizontal, vertical and diagonal correlations

of the encrypted image, respectively.
4.2 Key space

In the proposed algorithm, the cipher keys are «, (3,
x4, i, m1, b, ba, b3, ba, To, Yo, 20, m and A. The fraction-
al orders o and f serve as auxiliary keys. Fig.7 illus-
trates the decrypted images of Lena with just one wrong
key during decryption. Intuitively, the decrypted images

are completely disordered, as shown in Fig.7. The results
show that any slight mismatch in the cipher key will lead
to a incorrect decoding. If the error is up to 1075, the
key space size is 1035 if x{, u, by, b2, bz, ba, o, yo and 2o
are used as cipher keys. In addition, the choice of «, 3,
m1 and m makes the actual key space even larger. The
introduction of PI-FrDCT and 3D piecewise and nonlin-
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Table 3 NPCRs and UACIs for different encrypted images

Algorithm NPCR (%) UACI (%)
Algorithm 1 99.6189 33.3335
Lena
Algorithm 2 99.6216 33.3009
Algorithm 1 99.6297 33.2017
Peppers
Algorithm 2 99.6345 33.2193
Algorithm 1 99.6107 33.2178
Barbara
Algorithm 2 99.6053 33.2416
Algorithm 1 99.6114 33.2241
Boat
Algorithm 2 99.6134 33.2226
Algorithm 1 99.6101 33.3330
Plane
Algorithm 2 99.6053 33.3427
Algorithm 1 99.6250 33.2841
Camera
Algorithm 2 99.6250 33.259 8

® (@ ()

® 0] (9] 0]
Fig. 7 Decrypted images with only one wrong key. The
deviations are respectively: (a) Az = 107°, (b) Ap = 10715,
() Ami=1, (d) Ab; =101 () Aby =107 (f)
Aby =107, (g) Aby=107%5, (h) Az =107, (i)
Ayo =107, (§) Azo=10""°, (k) Am =1, (1) use A of
Peppers.

ear chaotic maps enlarges the key space and enhances the
security of the encryption scheme. Therefore, the key
space is large enough to resist brute-force attacks.

4.3 Robustness analysis

For a noise attack, the Gaussian noises are added in-
to the encrypted imagel38:

Ex = E(1+kG) (27)

where En and E are the noise-affected and noiseless
encrypted images, respectively. k represents the intensity

@ Springer

level of the added noise. G is the Gaussian noise with
zero-mean and unit standard deviation. When k is respec-
tively set to 0.01, 0.05, 0.1 and 0.5, the corresponding
decrypted images of Lena and Peppers are exhibited in
Fig.8. As shown in Figs.8(a)-8(h), the quality of the
decrypted images decreases with the increase of added
noise intensity. The content of decrypted image can still
be identified despite the interference of noise to some
extent. Figs.9(a)-9(c) respectively show the encrypted

images with an occlusion of 6—14, % and i. Figs.9(d)-9 (i)

(a) (b) () (d)

(e) ® (® ()

Fig. 8 Decrypted images with Gaussian noise intensity levels
of: (a), (e) k=0.01; (b), (f) k=0.05, (¢), (g) k=0.1 and (d), (h)
k=0.5

(2 (b (O]

Fig. 9 Results of anti-occlusion attacks: the encrypted images
for Lena with an occlusion of (a) &, (b) 1i6’ (c)i; (d), (e) and (f)
are decrypted images from (a), (b), (c¢), respectively; (g), (h), (i)
are decrypted images for Peppers under the same occlusions as in
(a), (b), (c), respectively.
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show the corresponding decrypted images for Lena and
Peppers. The quality of the decrypted images decreases
as the occlusion size increases. Although the encrypted
image is partly occluded, the main content of the original
images can be still recognized from the decrypted image,
as shown in Figs.9(d)-9(i). Hence, the proposed encry-
ption scheme has a certain robustness against noise and
occlusion attacks.

4.4 Compression performance
To measure the similarity of original and decrypted

images for different compression ratios, the peak signal-
to-noise ratio (PSNR)B! is adopted.

2
PSNR = 10log,, i55 XMXN_ am) (28)
SN0 5) - 1. 5))]
i=1 j=1

where M x N is the size of image, I(7,7) and O(4,j) are
the pixel values of the original and reconstructed images
at (4, 7), respectively.

In order to obtain the same compression ratio, the
number of rows of the sensor matrix in Algorithm 1 is
smaller than that in Algorithm 2. As shown in Tables 4
and 5, the quality of the reconstructed images decreases
as the compression ratio increases. From Table 4, the
quality of the reconstructed image using Algorithm 1 is

Table 4 Reconstructed image for different compression ratios

visually inferior to that using Algorithm 2 when the com-
pression ratio is 4:1. For instance, Lena’s mouth and eye-
brows become blurred. In particular, from the reconstruc-
ted images in Tables 4 and 5 and PSNR in Tables 6 and
7, more information is lost when adopting Algorithm 1
than adopting Algorithm 2, when the compression ratio is
7.11:1. Even though the PSNR of the proposed algorithm
is relatively small when the compression ratio is up to
7.11:1, the main content of the reconstructed images can
be obtained. Tables 6 and 7 list the PSNR of the pro-
posed algorithm and the algorithm in [19]. Compressive
sensing is a signal processing tool to efficiently acquire
and reconstruct a signal. Its principle is based on optimiz-
ation and sparsity. The signal can be sampled at a fre-
quency smaller than that required by the Nyquist theory.
Although the PSNRs of proposed algorithm are not su-
perior to those in [19], both of [19] and ours are of signi-
ficance and we need not focus on their PSNRs too much.

Table 5 Reconstructed image for different compression ratios

of Lena

Decrypted images Size of
Compression ratio encrypted

Algorithm 1 Algorithm 2 image
1.306:1 448X 448
1.78:1 384 X384
2.56:1 320X 320
4:1 256 X 256
7.11:1 192X192

of Peppers

Decrypted images Size of
Compression ratio encrypted

Algorithm 1 Algorithm 2 image
1.306:1 448X 448
1.78:1 384X 384
2.56:1 320X 320
4:1 256 X 256
7.11:1 192X192

Table 6 PSNR for different compression ratios of Lena

PSNR (dB)
Compression ratio

Reference [19]  Algorithm 1 Algorithm 2

1.306:1 43.7162 39.5420 36.3516
1.78:1 40.3293 34.9400 32.2785
2.56:1 37.8124 30.6873 28.5479

4:1 35.3508 26.3369 26.1006
7.11:1 32.6772 19.8274 23.4567
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Table 7 PSNR for different compression ratios of Peppers

PSNR (dB)
Compression ratio
Reference [19]  Algorithm 1  Algorithm 2
1.306:1 39.3963 38.2418 35.9605
1.78:1 35.9300 34.3119 32.7708
2.56:1 34.0884 29.5596 28.9986
4:1 32.4140 24.0902 25.7883
7.11:1 30.7389 16.9537 22.4488
4.5 Known-plaintext and chosen-plain-

text attacks analysis

It is clear that in the proposed scheme, the initial val-
ues and system parameters of the encryption scheme are
determined by cipher keys and plain-image due to intro-
duction of a disturbance factor. The actual initial values
and system parameters are different for different plain-
images. A disturbance factor makes the encryption sys-
tem more effective in resisting the known-plaintext and
chose-plaintext attacks. In addition, GSs used in the PI-
FrDCT and the matrix @ used in the XOR operation are
generated by 3D piecewise and nonlinear chaotic maps
and are also different for different plain-images. Hence,
the correct decrypted results cannot be obtained when a
disturbance factor for another image is adopted, as shown
in Fig.7(1). Thus, the proposed algorithm can resist the
known-plaintext and chosen-plaintext attacks.

5 Conclusions

In this paper, we proposed an encryption scheme
based on CS and PI-FrDCT, in which the compression
and encryption are achieved simultaneously. In the en-
cryption phase, we utilized the CS theory to encrypt and
compress the original image. To enhance the security of
the encrypted image, the resulting image after CS is re-
encrypted by PI-FrDCT. The real-valued output is
quantized with 8bits for a coefficient, which makes the
encrypted results convenient for storage, display and
transmission. Meanwhile, GSs and the XOR matrix are
generated by 3D piecewise and nonlinear chaotic maps,
which further strengthen the security of the encryption
scheme. The sensitivity of cipher keys is high due to em-
ploying the 3D piecewise and nonlinear chaotic maps. Ex-
perimental results show the effectiveness and high secur-
ity of the proposed scheme. For example, it has a high
sensitivity, a sufficiently large key space, a robustness
against noise and occlusion attacks and an ability to res-
ist common attacks.
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