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Abstract: In this paper, we investigate a resilient control strategy for networked control systems (NCSs) subject to zero dynamic

attacks which are stealthy false-data injection attacks that are designed so that they cannot be detected based on control input and

measurement data. Cyber resilience represents the ability of systems or network architectures to continue providing their intended

behavior during attack and recovery. When a cyber attack on the control signal of a networked control system is computed to remain

undetectable from passive model-based fault detection and isolation schemes, we show that the consequence of a zero dynamic attack

on the state variable of the plant is undetectable during attack but it becomes apparent after the end of the attack. A resilient linear

quadratic Gaussian controller, having the ability to quickly recover the nominal behavior of the closed-loop system after the attack

end, is designed by updating online the Kalman filter from information given by an active version of the generalized likelihood ratio

detector.
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1 Introduction

With the rapid advancements of technology and novel

control strategies, networked control systems (NCSs) have

been at the core of infrastructure systems and industrial

plants[1]. NCSs are spatially distributed systems consist-

ing of actuators, sensors, and controllers, the operations

of which are coordinated by the exchange of information

passed over a communication network as illustrated in

Fig. 1.

Fig. 1 Block diagram of cyber-physical systems
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Several results on estimation, analysis and controller syn-

thesis for NCSs have been discussed in [2]. Transport sys-

tems, electrical power systems, chemical processes, water

and gas distribution networks, manufacturing and trans-

portation networks can be considered as examples of appli-

cation areas of cyber-physical systems (CPSs). CPS is an

integration of communication capabilities, computational

resources and physical processes. Such systems are of-

ten considered as large scale distributed physical processes

but not necessarily always large and can be monitored and

controlled by using a supervisory control and data acqui-

sition (SCADA) software which can be critical to system

operation[3] in various infrastructures.

The design of control systems taking into account the

effects of packet losses and packet delays for NCS have

been presented in [4]. Besides several network-induced

effects such as time-delays and packet losses, NCSs become

vulnerable to cyber physical attacks incorporating cyber

and physical activities into a malicious attack. Recently,

a sharp rise in the number of cyber attacks has been

reported. Consequently, many researchers have shown a

great concern for the analysis of vulnerabilities of NCS

integrating physical processes, computational resources,

and communication capabilities to external attacks[5, 6].

For instance, in [7] denial of service (DoS) attacks against

a networked control system are defined when the adversary

prevents the controller from receiving sensor measurement

or the plant from receiving control law. In [8–10], decep-

tion attacks (also called false data injection attacks) are

introduced when the adversary sends false information

on sensors or actuators. Replay attacks are discussed in [11]
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when the adversary generates artificial measurement delays.

The effects of covert attacks against control systems are in-

vestigated in [12] when the adversary takes the control of

the plant. Direct physical attacks on the plant (including

sensors and actuators) close to traditional faults are taken

into account by fault detection and isolation (FDI) tech-

niques.

After having represented, a NCS under attack as a lin-

ear time-invariant system subject to target and nuisance

faults[13, 14], the detection problem of coordinated attacks

in CPS seems to be closely related to the detection problem

of multiple component, sensor or actuators faults from tra-

ditional model-based FDI schemes[15−18] , but there exists

a significant difference: multiple faults are considered as a

phenomenon which occurs randomly on actuators, sensors

or communication channels while a coordinated attack is an

intentional action designed by adversaries to remain unde-

tectable. In this new context, it is necessary to design an

active FDI scheme as explained in [19] having the ability to

detect the presence of coordinated attacks. This paper con-

siders a special covert attack called zero dynamic attack[20]

designed by using the output-nulling controlled invariant

subspace in geometric control theory. In other words, zero

dynamic attacks are stealthy false-data injection attacks

that are constructed so that they cannot be detected based

on control input and measurement data. Keller et al.[21, 22]

presented a detection scheme to destroy the stealthy attack

strategy of the adversary by modifying the system′s struc-

ture or by triggering data losses on the control signals due

to unreliable communication networks. When the attacker

and the defender both consider the same model of the plant,

the only chance to detect the attack is to assume the exis-

tence of defensive actions forcing the adversary to perform

the malicious activity in a limited period of time[23]. Af-

ter having represented a cyber-physical system under zero

dynamic attack of finite duration as a linear time-invariant

system subject to two sequential pulses, this paper shows

that the attack end cannot remain stealthy and proposes to

detect this event from an active version of the generalized

likelihood ratio (GLR) test developed in [24].

Conventional active fault-tolerant control systems

(FTCS) have the ability to accommodate component fail-

ures automatically from a controller reconfiguration mech-

anism driven by the FDI results, see [25] and references

therein. Consequences of undetected coordinated attacks

on active FTCS are potentially catastrophic in safety-

critical systems. Nuclear power plants and chemical plants

can be considered as examples of these safety-critical sys-

tems. Consequently, it is also necessary to design active

FTCS capable of tolerating potential coordinated attacks

to enforce the overall system stability and survivability at

the occurrence of such attacks. A zero dynamic attack is de-

signed to be stealthy to any anomaly detectors with respect

to any observer-based controllers. This paper presents an

active FTCS having the ability to quickly recover the be-

havior of the nominal linear quadratic gaussian (LQG) con-

troller after the end of the attack. The obtained controller,

including the nominal LQG controller, the active GLR test

and the Kalman filter working in closed-loop with the FDI

results will be called resilient LQG controller in reference

with various definitions of resilience used in different areas

of the science. Resilience in computing science represents

the ability of a system or network architecture to recover

normal operation after a brutal crash. Recently, the concept

of resilient control of NCS against denial-of-service attacks

has been proposed in [26–28], but only few work has tackled

cyber resilience for NCSs under zero dynamic attacks.

The paper is organized as follows: Section 2 presents

a stealthy attack scheme close to covert attack that a

malicious agent can use to successfully realize the attack

without being detected. Section 3 investigates a resilient

defense strategy that a defender can use to quickly re-

cover the nominal behavior of the NCS. Obtained results

are proved through an illustrative example presented in

Section 4. Conclusion follows in Section 5.

2 Problem statement

In this Section, we formulate the cyber/physical attack

detection problem in networked control systems described

by a physical plant and communication network, an LQG

controller and an anomaly detector as illustrated in Fig. 2.

Fig. 2 NCS under attack with LQG controller

The plant is represented by the following linear discrete-

time stochastic system

xk+1 = Axk + Buk + wk (1a)

yk = Cxk + εk (1b)

where xk ∈ Rn, uk ∈ Rq and yk ∈ Rm are the state, input

and measurement vectors, wk ∈ Rn and εk ∈ Rm are zero

mean uncorrelated Gaussian random sequences with



T. Rhouma et al. / Resilient Control for Networked Control Systems Subject to Cyber/Physical Attacks 347

E

⎧
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⎩

[
wk

εk
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wj

εj
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⎫
⎬

⎭
=

[
W 0

0 V

]

δk,j

W � 0, V > 0. (2)

The initial state x0, assumed to be uncorrelated

with wk and εk, is a Gaussian random variable with

E {x0} = x̄0 and P0 = E
{

(x0 − x̄0)(x0 − x̄0)
T
}

� 0.

The pair (A,C) is detectable, (A,B) is stabilizable and

rank(

[
Iz − A −B

C 0

]

) = n + q for almost all z.

Under no attack (uk = ūk), the model of the plant viewed

by the controller is described by

x̄k+1 = Ax̄k + Būk + wk (3a)

yk = Cx̄k + εk (3b)

and the nominal control law of the infinite horizon LQG

controller solution to

J = min lim
T→∞

E

{
1

T

[
T−1∑

k=0

x̄T
k Qx̄kk

+ ūT
k Rūk

]}

(4a)

where the controller design parameters Q � 0 and R > 0,

is given by

ūk = −Lx̂k/k (4b)

with

L = (BTSB + R)−1BTSA (4c)

S = ATSA + Q − ATSB(BTSB + R)−1BTSA (4d)

where x̂k/k is the minimum variance unbiased state estimate

of the plant under no attack generated by the Kalman filter

x̂k/k = x̂k/k−1 + Kk(yk − Cx̂k/k−1) (5a)

P̄k/k = (I − KkC)P̄k/k−1(I − KkC)T + KkV KT
k (5b)

Kk = P̄k/k−1C
T(CP̄k/k−1C

T + V )−1 (5c)

x̂k+1/k = Ax̂k/k + Buk (5d)

P̄k+1/k = AP̄k/kAT + W (5e)

with x̂0/−1 = x̄0 and P̄0/−1 = P0.

Assume for simplicity that the plant has one real unstable

invariant zero λ so that

rank

([
Iλ − A −B

C 0

])

= n + q − 1 with |λ| > 1

(6)

and λ /∈ sp(A) where sp(A) represents the eigenvalues of A.

The false data injection ak can cause catastrophic damage

the plant while remaining undetectable from standard FDI

scheme applied on the Kalman filter′s innovation sequence

γk = yk − C ˆ̄xk/k−1.

The attacker may prefer to perform the malicious activi-

ties within a short period of time due to the resource limit.

Assume that the attack window of the adversary can be

limited to a false data injection during τ periods of time.

Let us assume that the adversary launches the attack dur-

ing the period τ = [k0, kf ], where k0 is the attack begin

instant and kf is the attack end instant. By representing

the begin and the end of a stealthy zero dynamic attack as

two sequential pulses acting on the attack-free system (3),

we show that the begin of the attack is undetectable but its

end can be detected. To quickly recover the nominal behav-

ior of the LQG controller after the end time of the attack,

Section 3.2 proposes an autonomous resilient LQG control

strategy obtained by updating online the Kalman filter (5)

from information given by a GLR detector designed on the

Kalman filter′s innovation sequence.

2.1 Modeling zero dynamic attacks

Let us assume that the malicious agent can realise a par-

ticular deception attack ak, called zero dynamic attack[20]

on the control signals, at the intrusion time k0. We suppose

that to compute the appropriate attack policy, the attacker

has access to the detailed model of the system.

Definition 1. In deception attacks, the adversary at-

tempts to prevent the actuator or the sensor from receiving

a data integrity. The goal is to modify the control sig-

nals or the sensor measurements from their real values by

sending false information from controllers or sensors. The

false information can be a wrong sender identity, an incor-

rect sensor measurement, a false control input or an untrue

time when a measurement is observed.

When the false data sequences ak �= 0, ∀k � k0, are

added by the attacker on the control signal transmitted by

the controller to the plant, the control signal received by the

plant is uk = ūk + ak, and the model of the plant viewed

by the controller becomes

xk+1 = Axk + Būk + Bak + wk (7a)

yk = Cxk + εk. (7b)

The model of the plant under no attack is expressed as

xk = x̄k + Δxa
k and yk = Cx̄k + Δya

k , where the additive

consequence of the attack Δxa
k and Δya

k , ∀k � k0, are de-

scribed by

Δxa
k+1 = AΔxa

k + Bak (8a)

Δya
k = CΔxa

k (8b)

with Δxa
k0 = 0.

When the adversary knows the state model of the plant,

a particular deception attack ak = −ΣΔx̃a
k, called zero

dynamic attack, can be designed from the following au-

tonomous system:

Δx̃a
k+1 = (A − BΣ)Δx̃a

k (9a)

Δỹa
k = CΔx̃a

k (9b)

initialised with Δx̃a
k0

close to Δxa
k0

. Otherwise, if it is equal

to zero than ak = 0, ∀k � k0.
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The stealthy strategy of the adversary consists of deter-

mining Σ so that

Δỹa
k = 0, ∀k � k0 (10a)

lim
k→∞

|Δx̃a
k| → ∞ (10b)

with Δx̃a
k0 close to zero.

Under (6), there exist ξ and g solution to

[
Iλ − A −B

C 0

] [
ξ

g

]

= 0 (11a)

or equivalently

[
Iλ − (A − BΣ) −B

C 0

][
ξ

g − Σξ

]

= 0.

(11b)

Under g = Σξ, (11b) gives (A − BΣ)ξ = λξ and Cξ = 0

showing that the invariant zero λ becomes an unobservable

mode of the pair (A−BΣ, C). With Σ = h(ξ)+, Δx̃a
k0 = dξ

and d close to zero, the solution Δx̃a
k = dξλk−k0 to (9a)

shows that the zero dynamic attack reaches the destabiliz-

ing and stealthy goals with ak = dgλk−k0 , ∀k � k0, the

goal (10) of the adversary is then reached. An illustrative

example will be given in Section 4 to show the appearance

effects of the proposed stealthy attack strategy on the nom-

inal control signals, the outputs and the system states.

2.2 Modeling passive attack detection
scheme

We propose to design a passive attack detection scheme

that the defender can be useed by using anomaly detectors

designed on the innovation sequence of the Kalman filter.

By defining dδk,k0−1 as a pulse of size d triggered at time

k0 − 1 with δk,k0−1 = 0, ∀k �= k0 − 1 and δk,k0−1 = 1, when

k = k0 − 1, the attack model of (9) can be rewritten as

Δx̃a
k+1 = (A − BΣ)Δx̃a

k + ξdδk,k0−1 (12a)

Δỹa
k = CΔx̃a

k (12b)

with Δx̃a
k0−1 = 0. The augmented state model of the plant

under attack, given from (12) and ak = −ΣΔx̃a
k in (7), can

be described as

[
xk+1

Δx̃a
k+1

]

=

[
A −BΣ

0 A − BΣ

] [
xk

Δx̃a
k

]

+

[
B

0

]

ūk +

[
0

ξ

]

dδk,k0−1 +

[
I

0

]

wk (13a)

yk =
[

C 0
]
[

xk

Δx̃a
k

]

+ εk. (13b)

By letting

[
x̃k

Δx̃a
k

]

= T

[
xk

Δx̃a
k

]

with T =

[
I −I

0 I

]

, (13) can be equivalently rewritten as

[
x̃k+1

Δx̃a
k+1

]

=

[
A 0

0 A − BΣ

] [
x̃k

Δx̃a
k

]

+

[
B

0

]

ūk +

[
−ξ

ξ

]

dδk,k0−1 +

[
I

0

]

wk (14a)

yk =
[

C C
]
[

x̃k

Δx̃a
k

]

+ εk. (14b)

From CΔx̃a
k = 0 with ∀k � k0, Δx̃a

k = dξλk−k0 and Cξ = 0,

the augmented state model (14) shows that Δx̃a
k is unob-

servable and that x̃k evolves in accordance to

x̃k+1 = Ax̃k + Būk − ξdδk,k0−1 + wk (15a)

yk = Cx̃k + εk. (15b)

If the attacker chooses d close to zero and ξ orthog-

onal to the eigenvectors of A associated with unstable

eigenvalues, the pulse dδk,k0−1 cannot be detected from

the anomaly detector designed on the innovation sequence

γk = yk −Cx̂k/k−1 of the Kalman filter. The proof that the

attacker can perform the malicious act while forcing the

system out of its safe operating region without any conse-

quences on the nominal control law (4b) are established via

a simulation example given in Section 4.1.

3 Resilient defensive strategy

Resilient defensive strategy injection on the control signal

generated by a LQG controller can be designed to act on the

state variables of the NCS while remaining undetectable to

any passive detector applied on the innovation sequence of

the Kalman filter. In this section, we give an active attack

detection scheme to reveal the presence of a zero dynamic

attack and investigate a resilient control strategy that a de-

fender can use to quickly recover the normal behavior of the

NCS, see Fig. 3.

3.1 Detection of zero dynamic attack

When the attack is stopped at the intrusion time kf , the

consequences of ak, ∀k � kf can be described as

Δx̃a
k+1 = AΔx̃a

k (16a)

Δỹa
k = CΔx̃a

k (16b)
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Fig. 3 NCS under attack with resilient LQG controller

with Δx̃a
kf

= dξλkf−k0−1 and Δx̃a
kf−1 = 0. From νδk,kf−1,

a pulse of size ν = dλkf−k0−1, (16) can be equivalently

rewritten as

Δx̃a
k+1 = AΔx̃a

k + ξνδk,kf−1 (17a)

Δỹa
k = CΔx̃a

k. (17b)

When d is assumed to be close to zero, substituting (14) for

(17), the model of the plant view by the controller ∀k � kf

becomes
[

x̃k+1

Δx̃a
k+1

]

=

[
A 0

0 A

] [
x̃k

Δx̃a
k

]

+

[
B

0

]

ūk+

[
0

ξ

]

νδk,kf−1 +

[
I

0

]

wk (18a)

yk =
[

C C
]
[

x̃k

Δx̃a
k

]

+ εk. (18b)

From

[
xk

Δx̃a
k

]

= T−1

[
x̃k

Δx̃a
k

]

with T−1 =

[
I I

0 I

]

,

the augmented state model of the plant refers to (18) is

rewritten as
[

xk+1

Δx̃a
k+1

]

=

[
A 0

0 A

] [
xk

Δx̃a
k

]

+

[
B

0

]

ūk+

[
ξ

ξ

]

νδk,kf−1 +

[
I

0

]

wk (19a)

yk =
[

C 0
]
[

xk

Δx̃a
k

]

+ εk (19b)

and can be reduced to

xk+1 = Axk + Būk + ξνδk,kf−1 + wk (20a)

yk = Cxk + εk. (20b)

The size ν = dλkf−k0−1 of νδk,kf−1 in (20) (upper bounded

by dλT) is greater than the size d of dδk,k0−1 in (15) via

|λ| > 1, and the pulse νδk,kf−1 has now a chance to be

detected from anomaly detectors. When the model of the

plant switches from (15) to (20), the active model-based

FDI scheme consists of detecting the hypothesized pulse

νδk,kf−1 of unknown size ν and occurrence time kf from

the GLR test as

xk+1 = Axk − Būk + ξνδk,kf−1 + wk (21a)

yk = Cxk + εk. (21b)

The state prediction error ek/k−1 = xk − x̂k/k−1 and the

innovation γk = yk − Cx̂k/k−1 of the Kalman filter propa-

gate as

ek+1/k = (A − KkC)ek/k−1 − Kkεk + ξνδk,kf−1 + wk

(22a)

γk = Cek/k−1 + εk (22b)

where νδk,kf−1 is a pulse of unknown size ν = dλl greater

than d when 1 < l ≤ τ via λ > 1. The pulse dδk,kf−1 cho-

sen undetectable with d close to zero, the following section

proposes to detect νδk,kf−1 from a GLR detector applied

on the innovation sequence of the Kalman filter. To avoid

the detection of νδk,kf−1 several times, the Kalman filter

will be updated online according to the detected event. The

updating strategy of the Kalman filter associated to the in-

finite horizon LQG controller of Section 2 will lead to an

autonomous resilient LQG controller. The additive effect of

νδk,kf−1 on the state prediction error ēk/k−1 = x̄k − x̂k/k−1

and the innovation sequence γ̄k = yk − Cx̂k/k−1 of the

Kalman filter can be expressed as

ek+1/k = ēk+1/k + f(k, kf − 1)ν (23a)

γk = γ̄k + h(k, kf − 1)ν (23b)

where f(k, kf −1) and h(k, kf −1) are recursively computed

as

f(k, kf − 1) = (A − KkC)f(k − 1, kf − 1) − ξδk,kf−1

(24a)

h(k, kf − 1) = Cf(k, kf − 1) (24b)

with f(kf − 1, kf − 1) = 0.

Let H0 denotes the null hypothesis under which no at-

tack exists and H1 denotes the attack end hypothesis at

time kf . The hypothesis H1 can be confronted to the null

hypothesis H0 as

H0 : E
{
γj

}
= 0, k � j � 0 (25a)

H1 : E
{
γj

}
= h(j, kf − 1)ν,k � j � kf − 1 (25b)

and

E
{
γj

}
= 0, kf − 1 > j � 0. (25c)

Let P (
γj

H1
), P (

γj

H0
) be the Gaussian probability density

functions of γj conditioned on H1, H0, and define the like-
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lihood ratio as

λ(k, kf − 1) =

P

(
γkf−1

H1

)

P

(
γkf

H1

)

· · ·P
(

γk

H1

)

P

(
γkf−1

H0

)

P

(
γkf

H0

)

· · ·P
(

γk

H0

) . (26)

From h(kf − 1, kf − 1) = 0 and h(kf , kf − 1) = 0 via

Cξ = 0, we have P (
γkf −1

H1
) = P (

γkf −1

H0
), P (

γkf

H1
) = P (

γkf

H0
),

and the likelihood ratio (26) becomes

λ(k, kf − 1) =

exp
(
− 1

2

k∑

j=kf +1

‖γj − h(j, kf − 1)ν‖2

Q̄−1
j

)

exp
(
− 1

2

k∑

j=kf +1

‖γj‖2

Q̄−1
j

)

(27)

where Q̄j = CP̄j/j−1C
T + V is the covariance of γj . The

maximum likelihood estimate of the pulse magnitude ν con-

ditioned on kf is given by

ν̂(k, kf − 1) =
b(k, kf − 1)

a(k, kf − 1)
(28a)

where

a(k, kf − 1) =
k∑

j=kf+1

[hT
j,kf−1(Q̄j)

−1
hj,kf−1] (28b)

b(k, kf − 1) =
k∑

j=kf +1

[hT
j,kf−1(Q̄j)

−1
γj ]. (28c)

After having replaced ν by ν̂(k, kf − 1) in (27), the log-

likelihood ratio T (k, kf − 1) = 2 log(λ(k, kf − 1)) can be

expressed from the normalized estimate ν̂(k, kf − 1) =

a(k, kf − 1)−
1
2 b(k, kf − 1) of the pulse conditioned on H1

as T (k, kf − 1) = ν̂(k, kf − 1)2 and the decision rules of the

GLR detector becomes

T (k) = max
kf∈

[

0 k−1
]

{
ν̂(k, kf − 1)2

}
{

� ε decision for H0

> ε decision for H1

(29)

where ε is the threshold level. For a real time implementa-

tion of (29), the maximization can be realized on a sliding

window of limited size. False alarms, missed detections and

good decisions rate depend on the choice of the decision

level and on the size of the sliding window.

3.2 Resilient LQG controller

When T (k) > ε, the detection of the same pulse νδk,kf−1

several times can be avoided by using a Kalman filter up-

dating strategy described as

x̂′
k/k = x̂k/k + f(k, k̂f − 1)ν̂(k, k̂f − 1) (30a)

P̄ ′
k/k = P̄k/k + f(k, k̂f − 1)a(k, k̂f − 1)−1f(k, k̂f − 1)T

(30b)

where a(k, k̂f − 1)−1 presents the covariance of ν̂(k, k̂f −1).

x̂′
k/k and x̂k/k denote the new and the old minimum vari-

ance unbiased estimate, respectively. The same notation

is used for the new state covariance P̄ ′
k/k and the old one

P̄k/k.

The attack end time estimate k̂f is given by

k̂f = arg

⎛

⎜
⎝ max

kf∈
[

k − 1 − M k − 1
]

{
ν̂(k, kf − 1)2

}

⎞

⎟
⎠ .

(31)

The autonomous resilient LQG controller is then derived

from the updating strategy (30) applied on the Kalman fil-

ter (5) and associated to the infinite horizon LQG controller

designed in Section 2. To evaluate the overall characteris-

tic of the obtained resilient LQG controller, a performance

criterion needs to be studied in relation with the maximum

duration τ of the attack signal. An illustrative example will

be given in Section 4 to prove that the proposed resilient

controller works very well when a zero dynamic attack sig-

nificantly impacts the state variables of the plant before

being stopped.

4 Results and discussion

After the completion of the modelling of attack detec-

tion schemes and the resilient control strategy, a simulation

example is given in this section to demonstrate the effec-

tiveness of the obtained results. First, we illustrate how

the attacker can successfully realise the malicious act while

remaining undetectable from passive detectors. We then ap-

ply the proposed detection scheme of Section 3 and evaluate

the performance of the proposed resilient LQG controller

via a comparative study with the standard LQG controller.

For illustration, we consider the following linear discrete

time stochastic system:

A =

⎡

⎢
⎢
⎢
⎣

0.9 0 0.34 0.35

0 1.8 0 0.37

0 0 0.5 0

0 0 0 0.9

⎤

⎥
⎥
⎥
⎦

B =

⎡

⎢
⎢
⎢
⎣

1 0 0

1 0 1

0 0 2

0 1 1

⎤

⎥
⎥
⎥
⎦

C =

⎡

⎢
⎣

1 0 0 0

0 1 0 0

0 0 0 1

⎤

⎥
⎦

(32)

where z0 = 1.18 is the invariant unstable zero of the plant.

4.1 Zero dynamic attack′s consequences

We first illustrate the consequences of the stealthy at-

tack strategy on the NCS of Fig. 2, where the zero dy-

namic attack has been simulated during the time instants

τ = [80 s, 120 s], see Fig. 4. Note that d is chosen very close

to zero to remain stealthy to any passive detector applied

on the innovation sequence of the Kalman filter.

As we can see in Figs. 5 and 6, the attack happens in a



T. Rhouma et al. / Resilient Control for Networked Control Systems Subject to Cyber/Physical Attacks 351

stealthy way having no consequences on the control signal

uk and no consequences on measurements yk, respectively.

Whereas it has a harmful effect on the third state which

increases to infinity as shown in Fig. 7. Fig. 8 shows that

the detection variable Tk cannot detect the presence of the

attack.

This demonstrates that an attacker located inside the

network of a NCS can provide malicious consequences on

the system′s state using a stealthy strategy without being

detected from traditional model based fault detection and

isolation schemes.

Fig. 4 Zero dynamic attack sequence/time (s)

Fig. 5 LQG control law/time (s)

4.2 A comparative study between stan-
dard and resilient control

To prove the usefulness of the proposed detection scheme

and the resilient control strategy, a comparative study be-

tween the standard LQG control and the resilient LQG con-

trol is presented.

Fig. 6 Measurements yk/time (s)

Fig. 7 States of the plant/time (s)

Fig. 8 Detection variable Tk of the GLR detector and the deci-

sion level ε
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Fig. 9 Zero dynamic attack sequence/time (s)

Consider now that the NCS of Fig. 3 is attacked by a zero

dynamic attack during the time instants τ = [50 s, 80 s] as

illustrated in Fig. 9. As we can see in Fig. 10, this strategy

allows to detect the presence of the stealthy attack when

the detection variable Tk exceeds the threshold levels of

significance values.

Fig. 10 Detection variable Tk of the GLR detector

By using the standard control strategy (4) and (5) with

V = R = I3, W = 0.01I4 and Q = I4, Figs. 11–13 show the

consequences of the zero dynamic attack on state variables,

control signal and regulated outputs, respectively.

By using the resilient control strategy (30) and (5), the

consequences of the zero dynamic attack on the state vari-

ables, control signal and regulated outputs of the plant by

using the resilient LQG controller are plotted in Figs. 14–16,

respectively.

Compared to the regulated outputs of Fig. 13 obtained

with the standard LQG controller, Fig. 16 shows that the

updating strategy (30) allows to recover more quickly the

nominal behavior of the networked control system.

Fig. 11 States of the plant/time (s)

Fig. 12 Standard LQG control law/time (s)

Fig. 13 Regulated outputs/time (s)

By representing the plant subject to multiple zero dy-

namic attacks as a linear time-invariant system subject to

simultaneous or sequential pulses, the design of resilient

controllers for plants having multiple invariant zeros is cur-

rently under consideration by the authors. Future works
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will concern the design of distributed resilient controllers

for large scale NCS decomposed into subsystems.

Fig. 14 States of the plant/time (s)

Fig. 15 LQG control law/time (s)

Fig. 16 Regulated outputs/time (s)

5 Conclusions

This paper has studied a resilient control strategy for

linear discrete-time stochastic systems subject to zero dy-

namic attack. When the attack window of the adversary

is limited by the defender mechanism of the cyber-physical

system, we have shown in the first part of the paper that

the zero dynamic attack is undetectable from traditional

model based fault detection and isolation schemes. In the

second part, we have designed a resilient linear quadratic

Gaussian controller having the ability to quickly recover the

nominal behavior of the closed-loop system. The resilient

linear quadratic Gaussian controller is obtained by updat-

ing online the Kalman filter from information given by the

generalized likelihood ratio detector.
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