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Abstract. Outlier detection is an important and attractive problem
in knowledge discovery in large data sets. The majority of the recent
work in outlier detection follow the framework of Local Outlier Factor
(LOF), which is based on the density estimate theory. However, LOF
has two disadvantages that restrict its performance in outlier detection.
First, the local density estimate of LOF is not accurate enough to detect
outliers in the complex and large databases. Second, the performance of
LOF depends on the parameter k that determines the scale of the local
neighborhood. Our approach adopts the variable kernel density estimate
to address the first disadvantage and the weighted neighborhood density
estimate to improve the robustness to the variations of the parameter
k, while keeping the same framework with LOF. Besides, we propose a
novel kernel function named the Volcano kernel, which is more suitable
for outlier detection. Experiments on several synthetic and real data
sets demonstrate that our approach not only substantially increases the
detection performance, but also is relatively scalable in large data sets
in comparison to the state-of-the-art outlier detection methods.

Keywords: Outlier detection, Kernel methods, Local density estimate.

1 Introduction

Compared with the other knowledge discovery problems, outlier detection is ar-
guably more valuable and effective in finding rare events and exceptional cases
from the data in many applications such as stock market analysis, intrusion
detection, and medical diagnostics. In general, there are two definitions of the

� This work is supported in part by the NSFC (Grant No. 60825204, 60935002 and
60903147) and the US NSF (Grant No. IIS-0812114 and CCF-1017828).

J.Z. Huang, L. Cao, and J. Srivastava (Eds.): PAKDD 2011, Part II, LNAI 6635, pp. 270–283, 2011.
c© Springer-Verlag Berlin Heidelberg 2011



RKOF: Robust Kernel-Based Local Outlier Detection 271

outlier detection: Regression outlier and Hawkins outlier. Regression outlier de-
fines that an outlier is an observation which does not match the predefined metric
model of the interesting data [1]. Hawkins outlier defines that an outlier is an
observation that deviates so much from other observations as to arouse suspicion
that this observation is generated by a different mechanism [2]. Compared with
Regression outlier detection, Hawkins outlier detection is more challenging work
because of the unknown generative mechanism of the normal data. In this paper,
we focus on the unsupervised methods for Hawkins outlier detection. In the rest
of this paper, outlier detection refers particularly to Hawkins outlier detection.

Over the past several decades, the research on outlier detection varies from
the global computation to the local analysis, and the descriptions of outliers vary
from the binary interpretations to probabilistic representations. Breunig et al.
propose a density estimation based Local Outlier Factor (LOF) [4]. This work is
so influential that there is a rich body of the literature on the local density-based
outlier detection. On the one hand, plenty of local density-based methods are
proposed to compute the outlier factors, such as the local correlation integral [5],
the connectivity-based outlier factor [8], the spatial local outlier measure [9], and
the local peculiarity factor [7]. On the other hand, many efforts are committed
to combining machine learning methods with LOF to accommodate the large
and high dimensional data [10,14].

Although LOF is popular in use in the literature, there are two major dis-
advantages restricting its applications. First, since LOF is based on the local
density estimate theory, it is obvious that the more accurate the density esti-
mate, the better the detection performance. The local reach-ability density used
in LOF is the reciprocal of the average of reach-distances between the given
object and its neighbors. This density estimate is an extension of the nearest
neighbor density estimate, which is defined as

f(p) =
k

2n
· 1
dk(p)

(1)

(a) Old Faithful data (b) Density estimate

Fig. 1. (a) Eruption lengths of 107 eruptions of Old Faithful geyser. (b) The density
of Old Faithful data based on the nearest neighbor density estimate, redrawn from [3].
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where n is the total number of the objects, and dk(p) is the distance between
object p and its kth nearest neighbor. As shown in Fig. 1, the heavy tails of the
density function and the discontinuities in the derivative reduce the accuracy
of the density estimate. This dilemma indicates that with the LOF method, an
outlier is unable to deviate substantially from the normal objects in the complex
and large databases. Second, like all other local density-based outlier detection
methods, the performance of LOF depends on the parameter k which is defined
as the least number of the nearest neighbors in the neighborhood of an object
[4]. However, in LOF, the value of k is determined based on the average density
estimate of the neighborhood, which is statistically vulnerable to the presence of
an outlier. Hence, it is hard to determine an appropriate value of this parameter
to ensure the acceptable performance in the complex and large databases.

In order to address these two disadvantages of LOF, we propose a Robust
Kernel-based Outlier Factor (RKOF) in this paper. Specifically, the main con-
tributions of our work are as follows:

– We propose a kernel-based outlier detection method which brings the vari-
able kernel density estimate method into the computation of outlier factors,
in order to achieve a more accurate density estimate. Besides, we propose
a new kernel function named the Volcano kernel which requires a smaller
value of the parameter k for outlier detection than other kernels, resulting
in less detection time.

– We propose the weighted density estimate of the neighborhood of a given
object to improve the robustness of determining the value of the parameter
k. Furthermore, we demonstrate that this weighted density estimate method
is superior to the average density estimate method used in LOF in robust
outlier detection.

– We keep the same framework of local density-based outlier detection with
LOF. This makes that RKOF can be directly used in the extensions of LOF,
such as Feature Bagging [10], Top-n outlier detection [14], Local Kernel Re-
gression [15], and improve the detection performance of these extensions.

The remainder of this paper is organized as follows. Section 2 introduces our
RKOF method with a novel kernel function, named the Volcano kernel, and an-
alyzes the special property of the Volcano kernel. Section 3 shows the robustness
and computational complexity of RKOF. Section 4 reports the experimental
results. Finally, Section 5 concludes the paper.

2 Main Framework

A density-based outlier is detected by comparing its density estimate with its
neighborhood density estimate [4]. Hence, we first introduce the notions of the
local kernel density estimate of object p, the weighted density estimate of p’s
neighborhood. Then, we introduce the notion of the robust kernel-based outlier
factor of p, which is used to detect outliers. Besides, we analyze the influences of
different kernels to the performance of our method, and propose a novel kernel
function named the Volcano kernel with its special property in outlier detection.
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To make this work self-contains, we introduce the notions of the k-distance of
an object p, and the k-distance neighborhood of p, which are defined in LOF.

Definition 1. Given a data set D, an object p, and any positive integer k, the
k-distance(p) is defined as the distance d(p, o) between p and an object o ∈ D,
such that:

– for at least k objects o′ ∈ D\{p}, it holds that d(p, o′) ≤ d(p, o).
– for at most k − 1 objects o′ ∈ D\{p}, it holds that d(p, o′) < d(p, o).

Definition 2. Given a data set D, an object p, and any positive integer k, the
k-distance neighborhood of p, named Nk(p), contains every object whose distance
from p is not greater than the k-distance(p), i.e., Nk(p) = {q ∈ D\{p}|d(p, q) ≤
k-distance(p)}, where any such object q is called a k-distance neighbor of p.
|Nk(p)| is the number of the k-distance neighbors of p.

2.1 Robust Kernel-Based Outlier Factor (RKOF)

Let p = [x1, x2, x3, . . . , xd] be an object in the data set D, where d is the number
of the attributes. |D| is the number of all the objects in D.

Definition 3. (Local kernel density estimate of object p)
The local kernel density estimate of p is defined as

kde(p) =

∑

o∈Nk(p)

{
h−γλ−γ

o K(h−1λ−1
o (p − o))

}

|Nk(p)|

λo = {f(o)/g}−α log g = |D|−1 ∑

q∈D

log (f(q))

where h is the smoothing parameter, γ is the sensitivity parameter, K(x) is the
multivariate kernel function and λo is the local bandwidth factor. f(x) is a pilot
density estimate that satisfies f(x) > 0 for all the objects, α is the sensitivity
parameter that satisfies 0 ≤ α ≤ 1, and g is the geometric mean of f(x).

kde(p) is an extension of the variable kernel density estimate [3]. kde(p) not
only retains the adaptive kernel window width that is allowed to vary from one
object to another, but also is computed locally in the k-distance neighborhood of
object p. The parameter γ equals the dimension number d in the original variable
kernel density estimate [3]. For the local kernel density estimate, the larger γ,
the more sensitive kde(p). However, the high sensitivity of kde(p) is not always
a merit for the local outlier detection in high dimensional data. For example,
if λo is always very small for all the objects in a sparse and high dimensional
data set, (λo)−γ always equals infinity. This makes kde(p) lack of the capacity
to discriminate between outliers and normal data. We give γ a default value 2
to obtain a balance between the sensitivity and the robustness.
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In this paper, we compute the pilot density function f(x) by the approximate
nearest neighbor density estimate according to Equation 1.

f(o) =
1

k-distance(o)
(2)

Substituting Equation 2 into kde(p) in Definition 3, we obtain Equation 3,
where the default values of C and α are 1. In the following experiments, we
estimate the local kernel density of object p as follows:

kde(p) =

∑

o∈Nk(p)

1
(C·k-distance(o)α)2 K( p−o

C·k-distance(o)α )

|Nk(p)| C = h · gα (3)

Definition 4. (Weighted density estimate of object p’s neighborhood)
The weighted density estimate of p’s neighborhood is defined as

wde(p) =

∑

o∈Nk(p)

ωo · kde(o)

∑

o∈Nk(p)

ωo
ωo = exp

{

− (k-distance(o)
mink

− 1)2

2σ2

}

where ωo is the weight of object o in the k-distance neighborhood of object p, σ
is the variance with the default value 1, and mink = mino∈Nk(p)(k-distance(o)).

In the majority of local density-based methods, outlier factor is computed by the
ration of the neighborhood’s density estimate to the given object’s density esti-
mate. The neighborhood’s density is generally measured by the average value of
all the neighbors’ local densities in the neighborhood. In this estimate approach,
the detection performance is sensitive to the parameter k. The larger the value
of k, the larger the scale of the neighborhood. When k is large enough that the
majority in the neighborhood are normal objects, outliers have the chance to
be detected. In the weighted neighborhood density estimate, the weight of the
neighbor object is a monotonically decreasing function of its k-distance. The
neighbor object with the smallest k-distance has the largest weight 1. Compared
with the average neighborhood density estimate, the weighted neighborhood
density estimate makes that outliers can be detected accurately even if the num-
ber of outliers in the neighborhood equals the number of normal objects. This
means that the interval of the acceptable k in the weighted neighborhood density
estimate is much larger than that of the average neighborhood density estimate,
and our method is more robust to the variations of the parameter k.

Definition 5. (Robust kernel-based outlier factor of object p) The robust kernel-
based outlier factor of p is defined as

RKOF (p) =
wde(p)
kde(p)

where wde(p) is the density estimate of the k-distance neighborhood of p, and
kde(p) is the local density estimate of p.
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RKOF is computed by dividing the weighted density estimate of the neighbor-
hood of the given object by its local kernel density estimate. The larger RKOF,
the more probable to be an outlier the given object. It is obvious that the
smaller the object p’s local kernel density, and the larger the weighted density
of its neighborhood, the larger its outlier factor.

2.2 Choice of Kernel Functions

In LOF method, for most objects in a cluster, their outlier factors are approxi-
mately equal to 1; for most outliers isolated from the cluster, their outlier factors
are much larger than 1 [4]. This property makes it easy to distinguish between
outliers and normal objects.

The multivariate Gaussian and Epanechnikov kernel functions are commonly
used in the kernel density estimation, whose formulations are defined as follows:

K(x) = (2π)−d/2 exp
(

−1
2
‖x‖2

)

(4)

K(x) =
{

(3/4)d(1 − ‖x‖2), if ‖x‖ ≤ 1
0, otherwise

(5)

where ‖x‖ denotes the norm of a vector x and it can be used to compute the
distances between objects.

Our RKOF method with the Gaussian kernel cannot ensure that outlier fac-
tors of the normal objects in a cluster are approximately equal to 1. Then, we
need to determine the threshold value of outlier factors in addition. The Epanech-
nikov kernel function equals zero when ‖x‖ is larger than 1. Hence, for most of
outliers and normal objects lying in the border of clusters, their outlier factors
equal infinity.

In order to achieve the same property with LOF, we define a novel kernel
function called the Volcano kernel as follows:

Definition 6. The Volcano kernel is defined as

K(x) =
{

β, if ‖x‖ ≤ 1
βg(‖x‖), otherwise

where β assures that K(x) integrates to one, and g(x) is a monotonically de-
creasing function, lying in a close interval [0, 1] and equal to zero at the infinity.
Unless otherwise specified, we use g(x) = e−|x|+1 as the default function for our
experiments.

Fig. 2 shows the curve of the Volcano kernel for the univariate data. When ‖x‖
is not larger than 1, the kernel value equals a constant value β. This generates
that outlier factors of the objects deeply in the cluster are approximately equal
to 1. When ‖x‖ is larger than 1, the kernel value is the monotonically decreasing
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Fig. 2. The curve of the Volcano kernel for the univariate data

function of ‖x‖ and less than 1. This not only makes outlier factors continuous
and finite, but also makes outlier factors of outliers much larger than 1. Hence,
RKOF method with the Volcano kernel can capture outliers much easier, and
sort all the objects according to their RKOF values.

3 Robustness and Computation Complexity of RKOF

In this section, we first analyze the robustness of RKOF to the parameter k.
Then, we analyze the computation complexity of RKOF in detail.

Compared with the average neighborhood density estimate used in LOF, the
weighted neighborhood density estimate defined in Definition 4 is more robust to
the parameter k and it substantially helps improve the detection performance.
As shown in Theorem 1, if the weighted neighborhood density estimate replaces
the average neighborhood density estimate in the computation of outlier factors,
any local density-based outlier detection method following the framework of LOF
can be less sensitive to the parameter k.

Theorem 1. Let Nk(p) be the neighborhood of object p, and p be an outlier in
a data set D. Let r be the proportion of the outliers in Nk(p). Suppose that these
outliers have the same local density estimate (DE) α and k-distance α

′
with p.

Also suppose that the normal data in Nk(p) have the same local density estimate
β and k-distance β

′
, with α < β and α

′
> β

′
. The Outlier Factor (OF) can be

computed based on any local density-based outlier detection method that follows
the framework of LOF. Then for the average density estimate, it holds that:

OF (p) = r + (1 − r)ρ

For the weighted density estimate, it holds that:

OF (p) =
(ρ − w)r − ρ

(1 − w)r − 1

where ρ = β/α and ω is the weight of the outlier in Nk(p).

Proof: For the average density estimate:

OF (p) =

∑

o∈Nk(p)

DE(o)

|Nk(p)|DE(p)
=

r|Nk(p)|α + (1 − r)|Nk(p)|β
|Nk(p)|α = r + (1 − r)ρ
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Fig. 3. The curves of OF (p) for the average and the weighted density estimates

For the weighted density estimate:
Let ωoi and ωoj be the weights of the outlier and the normal object, respectively.

According to Definition 4, ωoi < 1 and ωoj = 1 because α
′
> β

′
. Replacing ωoi

with ω, we have

OF (p) =

∑

o∈Nk(p)

ωo · DE(o)

DE(p) · ∑

o∈Nk(p)

ωo
=

r|Nk(p)|ωα + (1 − r)|Nk(p)|β
α(r|Nk(p)|ω + (1 − r)|Nk(p)|)

=
rω + (1 − r)ρ
rω + (1 − r)

=
(ρ − ω)r − ρ

(1 − ω)r − 1

According to Theorem 1, OF (p) is a function of the parameter r while ρ has
a fixed value. r is determined by the parameter k. As shown in Fig. 3, for the
average neighborhood density estimate, OF (p) is a monotonically decreasing
linear function when r increases. For the weighted neighborhood density esti-
mate, OF (p) is a quadratic curve of r. When r ∈ [0, 1], OF (p) of the average
method is always much less than that of the weighted method. Fig. 3 shows that
OF (p) of the weighted method is larger than τ% of the maximum of OF (p)
when r ∈ [0, ετ ]. ετ depends on ρ and the weights of the outliers in the neighbor-
hood of p. More importantly, OF (p) is approximately a constant in the interval
[0, ετ ]. This property indicates that the weighted method makes the local outlier
detection more robust to the variations of the parameter k.

Since RKOF shares the same framework with LOF, RKOF has the same
computational complexity as that of LOF. To compute the RKOF values with
the parameter k, the RKOF algorithm includes two steps. In the first step, the
k-distance neighbors for each object need to be found with their distances to
the given object computed in the data set D of n objects. The computational
complexity of this step is O(n log n) by using the index technology for k-nn
queries, which has been used in LOF [4]. In the second step, the kde(p), wde(p),
and RKOF (p) values are computed by scanning the whole data set. Since both
kde(p) and wde(p) are computed in the k-distance neighborhood of the given
object, the computational complexity of this step is O(nk). Hence, the total
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computational complexity of the RKOF algorithm is O(n log n + nk). Clearly,
the larger k is, the more the running time is consumed.

4 Experiments

In this section, we evaluate the outlier detection capability of RKOF based on
different kernel functions and compare RKOF with the state-of-the-art outlier
detection methods on several synthetic and real data sets.

(a) Synthetic-1 (b) Synthetic-2

Fig. 4. The distributions of the synthetic data sets

4.1 Synthetic Data

As shown in Fig. 4, the Synthetic-1 data set consists of 1500 normal objects and
16 outliers with two attributes. The normal objects distribute in three Gaussian
clusters with 500 normal objects in each cluster with the same variance, respec-
tively. Fifteen outliers lie in a dense Gaussian cluster, and the other outlier is
isolated from the others. The Synthetic-2 data set consists of 500 normal objects
uniformly in the annular region, 500 normal objects in a Gaussian cluster, and
20 outliers in two Gaussian clusters.

Table 1 exhibits the outlier detection results of LOF and RKOF on the
Synthetic-1 data set, respectively, where σ is the parameter of the weight in
RKOF. Top-16 objects are the sixteen objects that have the largest outlier fac-
tors in the synthetic data set. Obviously, if all top-16 objects are outliers, the

Table 1. Outlier detection for the Synthetic-1 data set

k
Number of outliers in the top-16 objects (coverage)
LOF RKOF(σ = 0.1) RKOF(σ = 1)

26 1(6.25%) 15(93.75%) 15(93.75%)

27 2(12.5%) 16(100%) 15(93.75%)

30 4(25%) 16(100%) 15(93.75%)

31 5(31.25%) 16(100%) 16(100%)

59 15(93.75%) 16(100%) 16(100%)

60 16(100%) 16(100%) 16(100%)

70 16(100%) 16(100%) 16(100%)
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(a) RKOF: k=14 (b) LOF: k=20

Fig. 5. The best performances of RKOF and LOF on the Synthetic-2 data (Top-20)

detection rate is 100% and the false alarm rate is zero. coverage is the ratio of
the number of the detected outliers to the 16 total outliers. RKOF(σ = 0.1)
can identify all the outliers when k ≥ 27. RKOF(σ = 1) can detect all the out-
liers when k ≥ 31. Clearly, the parameter σ directly relates to the sensitivity of
the outlier detection for RKOF. LOF is unable to identify all the outliers until
k = 60. Table 1 indicates that the available k interval of RKOF is larger than
that of LOF, which means that RKOF is less sensitive to the parameter k.

As shown in Fig. 5, RKOF with k = 14 captures all the outliers in Top-20
objects. LOF obtains its best performance with k = 20, whose detection rate is
85%. Compared with RKOF, LOF can not detect all the outliers whatever the
value of k is. It is obviously that the annular cluster and the Gaussian cluster
pose an obstacle to the choice of k. This result indicates that RKOF is more
adapted to the complex data sets than LOF.

4.2 Real Data

We compare RKOF with several state-of-the-art methods, including LOF [4],
LDF [6], LPF [7], Feature Bagging [10], Active Learning [11], Bagging [12], and
Boosting [13], on the real data sets. The performance of RKOF with the Gaus-
sian, Epanechnikov, and Volcano kernels is also compared. In the real data sets,
the features of the original data include discrete features and continuous fea-
tures. All the data are processed using the standard text processing techniques
following the original steps of the methods [7,11,10].

These real data sets consist of the KDD Cup 1999, the Mammography data
set, the Ann-thyroid data set, and the Shuttle data set, all of which can be
downloaded from the UCI database except the Mammography data set1. The
KDD Cup 1999 is a general data set condensed for the intrusion detection re-
search. 60593 normal records and 228 U2R attack records labeled as outliers
are combined as the KDD outlier data set. All the records are described by 34
continuous features and 7 categorical features. The Mammography data set in-
cludes 10923 records labeled 1 as normal data and another 260 records labeled
2 as outliers; all the records consist of 6 continuous features. The Ann-thyroid
data set consists of 73 records labeled 1 as outliers and 3178 records labeled 3
1 Thank Professor Nitesh.V.Chawla for providing this data set.
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Table 2. The AUC values and the running time in parentheses for RKOF and the
comparing methods on the real data sets by the k-d tree method [17]. Since LPF has
the higher complexity and is unable to complete the data sets in the reasonable time,
the accurate running time for LPF is not given in this table.

�������Methods
Data

KDD Mammography Ann-thyroid Shuttle (average)

RKOFa 0.962 (1918.1s) 0.871 (15.8s) 0.970 (4.9s) 0.990 (36.4s)

RKOFb 0.961 (2095.2s) 0.870 (19.8s) 0.970 (5.2s) 0.990 (36.9s)

RKOFc 0.944 (2363.7s) 0.855 (48.2s) 0.965 (13.2s) 0.993 (36.7s)

LOF 0.610 (2160.1s) 0.640 (28.8s) 0.869 (5.9s) 0.852 (42.0s)

LDF 0.941 (2214.9s) 0.824 (36.4s) 0.943 (7.2s) 0.962 (37.1s)

LPF 0.98 (�2363.7s) 0.87 (�48.2s) 0.97 (�13.2s) 0.992 (�42.0s)

Bagging 0.61(±0.25) 0.74(±0.07) 0.98(±0.01) 0.985(±0.031)

Boosting 0.51(±0.004) 0.56(±0.02) 0.64 0.784(±0.13)

Feature Bagging 0.74(±0.1) 0.80(±0.1) 0.869 0.839

Active Learning 0.94(±0.04) 0.81(±0.03) 0.97(±0.01) 0.999(±0.0006)

a. Using Volcano kernel b. Using Gaussian kernel c. Using Epanechnikov kernel

as normal data. There are 21 attributes where 15 attributes are binary and 6
attributes are continuous. The Shuttle data set consists of 11478 records with
label 1, 13 records with label 2, 39 records with label 3, 809 records with label
5, 4 records with label 6, and 2 records with label 7. We divide this data set into
5 subsets: label 2, 3, 5, 6, 7 records vs label 1 records, where the label 1 records
are normal, and others are outliers.

All the comparing outlier detection methods are evaluated using the ROC
curves and the AUC values. The ROC curve represents the trade-off between
the detection rate as y-axis and the false alarm rate as x-axis. The AUC value
is the surface area under the ROC curve. Clearly, the larger the AUC value, the
better outlier detection method.

The AUC values for RKOF with different kernels and all other comparing
methods are given in Table 2. Also shown in Table 2 are the running time data
for RKOF with different kernels as well as those of the other three local density-
based methods; since the AUC values for other comparing methods are directly
obtained from their publications in the literature, the running time data for
these methods are not available and thus are not included in this table.

From Table 2, we see that different RKOF methods using different kernels
receive similar AUC values on all the data sets, especially the Volcano and Gaus-
sian kernels. The k values with the best detection performance for all the three
kernels on all the data sets are shown in Fig. 6(a). Clearly, the k values for the
Volcano kernel are always smaller than those of the other kernels, and the k
values for the Epanechnikov kernel are the largest among three kernels. This
experiment supports one of the contributions of this work that the proposed
Volcano kernel achieves the least computation time among the existing kernels.
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(a) k for different kernels (b) ROC curves

Fig. 6. (a)The k values with the best performance for different kernels in RKOF. (b)
ROC curves for RKOF based on the Volcano kernel on the KDD and the Mammography
data sets.

(a) KDD (b) Mammography

Fig. 7. AUC values of RKOF based on the Volcano kernel with different k values for
the KDD and Mammography data sets

It indicates that different kernels used in RKOF do not significantly influence
the detection performance, but they dramatically change the minimal k value
with the acceptable performance and consequently the running time.

Fig. 6(b) shows the ROC curves of RKOF based on the Volcano kernel for
the KDD data set (k = 320) and the Mammography data set (k = 110). Fig.
7 shows the AUC values of RKOF based on the Volcano kernel with different
k values for the KDD and Mammography data sets. The AUC values for the
KDD data set are larger than 0.941, when k varies from 280 to 700; the AUC
values for the Mammography data set are larger than 0.824, when k changes
from 40 to 460. Clearly, the detection performance of RKOF for any k in these
interval is better than that of the other comparing methods except LPF. For
the Mammography data set, RKOF is more effective than the other comparing
methods with k = 110, compared with k = 11183 for LPF. For the KDD data
set, RKOF achieves the second best performance with k = 320. The best AUC
value is achieved by LPF, but this AUC value is obtained when k = 13000. The
complexity of RKOF is O(n log n + nk), compared with O(nd log n + ndk) for
LPF, where d is the dimensionality of the data. It is clear that under the same
circumstances LPF takes much longer time than RKOF while the AUC value
of RKOF is very close to this best value. For the Ann-thyroid data set, RKOF
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achieves the acceptable performance that is very close to the best performance.
The AUC value of the Shuttle data set is the average AUC of all the five subsets,
where the AUC values of the subsets with the label 5, label 6, and label 7 are
all approximately equal to 1. RKOF also obtains the acceptable performance
that is very close to the best performance for the Shuttle data set. Overall, while
there is no winner for all the cases, RKOF always achieves the best performance
or is close to the best performance in all the data sets with the least running
time. In particular, RKOF achieves the best performance or is close to the best
performance for the KDD and the Mammography data sets with much less
running time, which are the two large data sets of all the four data sets. This
demonstrates the high scalability of the RKOF method in outlier detection.
Specifically, in all the cases RKOF always has less running time than LOF, LDF
and LPF. Though the running time data for the other comparing methods are
not available, from the theoretic complexity analysis it is clear that they would
all take longer running time than RKOF.

5 Conclusions

We have studied the local outlier detection problem in this paper. We have
proposed the RKOF method based on the variable kernel density estimate and
the weighted density estimate of the neighborhood of an object, which have ad-
dressed the existing disadvantages of LOF and other density-based methods. We
have proposed a novel kernel function named the Volcano kernel, which is more
suitable for outlier detection. Theoretical analysis and empirical evaluations on
the synthetic and real data sets demonstrate that RKOF is more robust and
effective for outlier detection at the same time taking less computation time.

References

1. Rousseeuw, P.J., Leroy, A.M.: Robust Rgression and Outlier Detection. John Wiley
and Sons, New York (1987)

2. Hawkins, D.: Identification of Outliers. Chapman and Hall, London (1980)
3. Silverman, B.: Density Estimation for Statistics and Data Analysis. Chapman and

Hall, London (1986)
4. Breunig, M.M., Kriegel, H.-P., Ng, R.T., Sander, J.: Lof: Identifying density-based

local outliers. In: SIGMOD, pp. 93–104 (2000)
5. Papadimitriou, S., Kitagawa, H., Gibbons, P.: Loci: Fast outlier detection using

the local correlation integral. In: ICDE, pp. 315–326 (2003)
6. Latecki, L.J., Lazarevic, A., Pokrajac, D.: Outlier Detection with Kernel Density

Functions. In: Perner, P. (ed.) MLDM 2007. LNCS (LNAI), vol. 4571, pp. 61–75.
Springer, Heidelberg (2007)

7. Yang, J., Zhong, N., Yao, Y., Wang, J.: Local peculiarity factor and its application
in outlier detection. In: KDD, pp. 776–784 (2008)

8. Tang, J., Chen, Z., Fu, A.W.-c., Cheung, D.W.: Enhancing effectiveness of outlier
detections for low density patterns. In: Chen, M.-S., Yu, P.S., Liu, B. (eds.) PAKDD
2002. LNCS (LNAI), vol. 2336, pp. 535–548. Springer, Heidelberg (2002)



RKOF: Robust Kernel-Based Local Outlier Detection 283

9. Sun, P., Chawla, S.: On local spatial outliers. In: KDD, pp. 209–216 (2004)
10. Lazarevic, A., Kumar, V.: Feature bagging for outlier detection. In: KDD, pp.

157–166 (2005)
11. Abe, N., Zadrozny, B., Langford, J.: Outlier detection by active learning. In: KDD,

pp. 504–509 (2006)
12. Breiman, L.: Bagging predictors. J. Machine Learning 24(2), 123–140 (1996)
13. Freund, Y., Schapire, R.: A decision-theoretic generalization of on-line learning and

an application to boosting. J. Comput. Syst. Sci. 55(1), 113–139 (1997)
14. Jin, W., Tung, A., Ha, J.: Mining top-n local outliers in large databases. In: KDD,

pp. 293–298 (2001)
15. Gao, J., Hu, W., Li, W., Zhang, Z.M., Wu, O.: Local Outlier Detection Based on

Kernel Regression. In: ICPR, pp. 585–588 (2010)
16. Barnett, V., Lewis, T.: Outliers in Statistic Data. John Wiley, New York (1994)
17. Bentley, J.L.: Multidimensional binary search trees used for associative searching.

J. Communications of the ACM 18(9), 509–517 (1975)


	RKOF: Robust Kernel-Based Local Outlier Detection
	Introduction
	Main Framework
	Robust Kernel-Based Outlier Factor (RKOF)
	Choice of Kernel Functions

	Robustness and Computation Complexity of RKOF
	Experiments
	Synthetic Data
	Real Data

	Conclusions
	References



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (ISO Coated v2 300% \050ECI\051)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.3
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Perceptual
  /DetectBlends true
  /DetectCurves 0.1000
  /ColorConversionStrategy /sRGB
  /DoThumbnails true
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts false
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 149
  /ColorImageMinResolutionPolicy /Warning
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 150
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.40
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 149
  /GrayImageMinResolutionPolicy /Warning
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 150
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.40
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 599
  /MonoImageMinResolutionPolicy /Warning
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 600
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<

    /BGR <>
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /CZE <>
    /DAN <>
    /ESP <>
    /ETI <>
    /FRA <>
    /GRE <>

    /HRV (Za stvaranje Adobe PDF dokumenata najpogodnijih za visokokvalitetni ispis prije tiskanja koristite ove postavke.  Stvoreni PDF dokumenti mogu se otvoriti Acrobat i Adobe Reader 5.0 i kasnijim verzijama.)
    /HUN <>
    /ITA <>
    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /LTH <>
    /LVI <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>
    /RUM <>
    /RUS <>
    /SKY <>
    /SLV <>
    /SUO <>
    /SVE <>
    /TUR <>
    /UKR <>
    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
    /DEU <>
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [595.276 841.890]
>> setpagedevice




