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   Abstract—The concept of sharing of personal health data over
cloud  storage  in  a  healthcare-cyber  physical  system  has  become
popular in recent times as it improves access quality. The privacy
of health data can only be preserved by keeping it in an encrypted
form,  but  it  affects  usability  and  flexibility  in  terms  of  effective
search. Attribute-based searchable encryption (ABSE) has proven
its  worth  by  providing  fine-grained  searching  capabilities  in  the
shared  cloud  storage.  However,  it  is  not  practical  to  apply  this
scheme to the devices with limited resources and storage capacity
because  a  typical  ABSE  involves  serious  computations.  In  a
healthcare cloud-based cyber-physical system (CCPS), the data is
often  collected  by  resource-constraint  devices;  therefore,  here
also,  we  cannot  directly  apply  ABSE  schemes.  In  the  proposed
work,  the  inherent  computational  cost  of  the  ABSE  scheme  is
managed  by  executing  the  computationally  intensive  tasks  of  a
typical ABSE scheme on the blockchain network. Thus, it makes
the  proposed  scheme  suitable  for  online  storage  and  retrieval  of
personal  health  data  in  a  typical  CCPS.  With  the  assistance  of
blockchain  technology,  the  proposed  scheme  offers  two  main
benefits. First, it is free from a trusted authority, which makes it
genuinely  decentralized  and  free  from  a  single  point  of  failure.
Second,  it  is  computationally  efficient  because the computational
load  is  now  distributed  among  the  consensus  nodes  in  the
blockchain  network.  Specifically,  the  task  of  initializing  the
system,  which  is  considered  the  most  computationally  intensive,
and  the  task  of  partial  search  token  generation,  which  is
considered  as  the  most  frequent  operation,  is  now  the

responsibility of the consensus nodes. This eliminates the need of
the  trusted  authority  and  reduces  the  burden  of  data  users,
respectively. Further, in comparison to existing decentralized fine-
grained searchable encryption schemes, the proposed scheme has
achieved a significant reduction in storage and computational cost
for the secret key associated with users. It has been verified both
theoretically and practically in the performance analysis section.
    Index Terms—Cloud-based  cyber-physical  systems  (CCPS),  data
encryption,  healthcare  information  search  and  retrieval,  keyword
search, public-key cryptosystems, searchable encryption.
  

I.  Introduction

CYBER-PHYSICAL  systems  (CPS)  tightly  intertwine
software  and  physical  components  that  can  have

applications  in  nearly  any  field  we  can  think  of,  including
healthcare,  energy  conservation,  environment  protection,
defense,  agriculture  and  many  more.  CPS  tirelessly  produce
huge  silos  of  data,  and  to  ensure  scalability  and  efficient
storage,  large  companies  like  Microsoft  and  Honeywell,  etc.,
are  moving towards  cloud-based  solutions.  Cloud-based  CPS
(CCPS) improves existing CPS functionalities, but at the same
time, presents security challenges.

The  data  related  to  healthcare  and  defense  may  contain
sensitive  information.  Therefore,  in  CCPS,  in  addition  to
applying security policies at the physical level, there is a need
to ensure security at the cyber level, i.e., the cloud component.
The cloud-based CPS for healthcare offers many benefits like
monitoring  and  controlling  patient’s  health  by  deploying
sensors and actuators in the form of wearable devices.  These
devices  keep  track  of  the  essential  vitals  and  may  even  alert
associated  medical  practitioners  in  case  of  critical  situations.
The  data  involved  in  the  entire  process  of  monitoring  and
alerting  is  highly  sensitive,  whether  it  is  the  location  of  the
patient or the vitals stored by these devices. Therefore, a need
for  a  security  mechanism  is  as  essential  as  providing
healthcare  services  to  the  patients.  Further,  the  data  involved
in the continuous monitoring may be massive, and the devices
which  gather  this  data  are  resource  constrained.  Hence  the
data is  generally stored at  a third party cloud server.  For this
purpose,  an obvious solution is  to  encrypt  sensitive data  first
and  then  store  it  to  an  untrustworthy  cloud  platform.
Encryption indeed ensures security but severely debilitates the
accessibility of data. It makes even the most basic operation of
searching,  a  highly  challenging  task.  The  searchable
encryption (SE) technique is the answer to this problem.
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SE  enables  the  cloud  server  to  search  confidential  data
without  revealing  any  information  about  the  data  being
searched.  Further,  in  the  cloud  environment,  users  from
multiple  domains  interact;  therefore,  access  control  must  be
embedded to enable fine-grained searching functionalities. All
the stated features  in  the encryption scheme including search
capability  and  access  control  fulfills  our  requirement  for
cloud-based  CPS  for  healthcare.  However,  these  features
come with an inherent cost, and cannot be directly applied for
the  resource-constraint  devices.  There  is  a  need  of  a
mechanism to reduce this cost, and this is the key goal of this
paper.  To enable fine-grained searching capabilities,  we have
used  attribute-based  encryption  (ABE)  and  specifically  its
ciphertext-policy  (CP)  variant  as  it  makes  it  possible  for  the
data owners to implement access rule over the encrypted data.
Also,  the  data  owner  has  full  control  over  his  shared  data
which  is  the  essential  requirement  in  any  healthcare  system.
To reduce the associated cost with the ciphertext-policy ABSE
scheme, we have leveraged the blockchain technology, where
most  of  the  computational  load  of  the  ABSE  scheme  is
delegated to the blockchain network.  

A.  Research Methodology
This  section  describes  the  approach  followed  for  the

reduction  in  computational  complexity,  starting  with  the
problem formulation of the proposed scheme.

1) Problem Formulation
The ABSE scheme provides fine-grained search capabilities

to  its  users  but  it  comes  with  an  inherent  computational
overhead.  In  a  typical  ABSE  scheme  the  associated  storage
and the computational cost varies linearly with the number of
attributes  possessed  by  a  user.  In  a  healthcare  CCPS,  the
devices  participating  in  the  network  are  resource  constraint.
Thus it is not feasible to directly apply the ABSE schemes to
access the encrypted information.

Given  the  above  problem,  we  aim  to  construct  a  keyword
search  scheme  with  fine-grained  search  capabilities  that  can
handle  a  large  number  of  diverse  attributes.  Furthermore,  it
should  be  lightweight  enough  to  be  able  to  be  deployed  at
devices with resource constraints.

2) Proposed Hypotheses
The  proposed  hypotheses  state  that  the  computational

complexity  of  the  existing  state-of-the  art  fine-grained
searchable encryption schemes is high and also varies with the
number  of  attributes  involved  in  the  system.  To  use  such
security solutions for devices with limited resources, there is a
need to develop a delegation mechanism which can reduce the
computational burden from the entities involved in the system.
The proposed scheme aims to reduce the associated cost of a
fine-grained searchable encryption scheme with the assistance
of blockchain technology.

3) Proposed Solution
To address the above-stated problem, in our view, there can

be two possible solutions. First, is to make the associated cost
independent  of  the  number  of  attributes.  It  has  already  been
the  focus  of  many  works,  like  [1]–[4].  Second,  resource-
constraint  devices  should  not  execute  computationally
intensive  tasks  involved  in  a  typical  ABSE  scheme  by

themselves  and  leverage  other  technology  like  blockchain
technology,  which  can  improve  both  flexibility  and  reduce
system overhead.

With  blockchain  technology,  the  proposed  scheme  can
attain the following characteristic features:

Decentralization: It  is  the  key  property  of  blockchain
technology, which means that there is no central control, i.e.,
there  exists  no  single  authority  responsible  for  governing the
system. The searchable encryption system developed using the
blockchain technology inherits this fundamental property and
hence results in a fully decentralized system.

Reduction  in  computation  overhead: In  the  blockchain-
assisted  searchable  encryption  system,  the  task  of  system
initialization  is  not  the  responsibility  of  a  single  entity.
However,  it  is  handled  together  by  blockchain  consensus
nodes.  Furthermore,  the  task  of  search  token  generation  is
assisted  by  consensus  nodes  to  reduce  the  burden  from  end-
users.

Improves  system reliability  and  free  from a  single  point  of
failure: In  the  blockchain-assisted  searchable  encryption
system, there is no need for a central authority, and no master
secret  key is  needed to  generate  user  credentials.  Hence,  this
makes  the  system  more  reliable  in  case  one  or  more  nodes
fails or becomes malicious.

The  remaining  of  this  article  is  organized  as  follows:
Section II discusses related works. In Section III, the reader is
enlightened  with  the  essential  background  required  to
understand the construction of the proposed scheme. Further,
it  presents  an  introduction  to  the  blockchain  and  other
retrospective  techniques  which  forms  the  basis  of  the  paper.
Section  IV  gives  the  system  and  security  definitions  and
explains  the  system  and  security  model  of  the  proposed
scheme.  Section  V  provides  detailed  construction  of  the
proposed  scheme  along  with  its  correctness  and  security
analysis. Section VI finally concludes the paper with possible
directions for future work.  

II.  Related Work

ABSE enables fine-grained searching capabilities in a multi-
user environment. Several attribute-based searchable schemes
have  been  developed  using  either  of  the  two  design
frameworks  (ciphertext-policy  or  key-policy)  [1]–[3].
Moreover, in the area of healthcare, there exist some attribute-
based  keyword  search  schemes  [5]–[8].  However,  most  of
them need a central authority for management and distribution
of secret keys to the cloud users. Consider a scenario where a
data  owner  wants  to  share  his  data  with  a  large  number  of
users who possess attributes from different domains. Then the
single  authority  cannot  efficiently  manage  such  a  large  and
diverse set of attributes alone. Such a scenario is prevalent in
the  healthcare  system,  e.g.,  in  healthcare  networks,  a  data
owner, i.e., a patient may want to share his data with users like
a researcher, or a doctor or some insurance agent. All of these
users belong to an entirely different domain; hence, there is a
need  for  a  multi-authority  system  where  each  authority  is
responsible  for  the management  of  a  disjoint  set  of  attributes
from different domains.

One such multi-authority searchable encryption scheme was
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recently  proposed  by  Miao et  al.  [9].  They  achieved  decen-
tralization  by  eliminating  the  central  authority.  However,  the
schemes  mentioned  above,  including  the  one  in  [9]  comes
with tremendous computational complexity inherited from the
underlying  ABE  scheme.  To  reduce  this  computational
overhead and to achieve decentralization at the same time, the
authors  leveraged the blockchain technology.  They delegated
most  of  the  computationally  intensive  tasks  either  to  the
blockchain  network  or  to  the  cloud  server.  In  the  proposed
scheme,  the  system  initialization  and  partial  search  token
generation tasks are handled by the blockchain network, while
the  cloud  server  handles  the  search  task.  Thus,  the  users  can
stay  relaxed  and  get  their  task  completed  by  the  smart
blockchain  technology.  There  exist  several  scenarios  in
literature  where  blockchain  technology  has  been  used
[10]–[13]. In [14], the searchable encryption scheme has been
developed by leveraging blockchain technology, but it focuses
on the searchable encryption in the symmetric setting. In [12],
a  searchable  encryption  scheme  has  been  proposed  with  the
assistance of blockchain technology in the public-key setting,
but  they  did  not  consider  the  fine-grained  searching
capabilities into account.  

III.  Background

This  section  gives  the  necessary  information  about  the
bilinear  map,  hardness  assumptions  on  which  the  proposed
scheme  relies,  and  the  structure  of  the  access  policy  used  in
the proposed scheme.  

A.  Bilinear Map and Hardness Assumption
G p GT

p g
G e G

GT e : G×G→GT ,

Let  be a source cyclic group of prime order, , and  be
a target cyclic group of same order  and  be the generator of
the  source  group, .  Let  be  a  map  between  and

,  it is called a bilinear map if it satisfies the
following conditions:

∀X = gu ∈G1 Y = gv ∈G2 : e (gu,gv) = e(g,g)uv

u,v ∈ Zp

1)  and  where
. This is called the bilinearity property.

e(g,g) GT g
G

2)  is the generator of the target group, , if  is the
generator of . This property is called non-degeneracy.

∀X,Y ∈G e(X,Y)3) ;  is efficiently computable.

e : G×G→GT
Zp

p s,a,b1,b2, . . . ,bq ∈ Zp U ∈GT

D
g,gs,

{
gai}

i∈[2q],i,q+1
,
{
gb jai}

(i, j)∈[2q,q],i,q+1
,

Assumption  (q-decisional  parallel  bilinear  Diffie-Hellman
exponent (DPBDHE) ): Let  be a bilinear map
defined above. Consider another cyclic group  of integers of
order  again .  Choose ,  and
compute  the  tuple ,  which  consists  of  the  following
elements: 
 {

g
s

b j

}
j∈[q]
,

g saib j
bk


(i, j,k)∈[q+1,q,q], j,k.

(
D,V = e(g,g)saq+1

)
(D,U)

The  distinguishing  probability  of  the  distributions
 and  is negligible [15].

  

B.  Access Structure

U
A U

To  construct  the  proposed  searchable  encryption  scheme,
we have used the monotonic access structure, which is defined
as:  Let  the  attribute  universe  be  represented  by .  A
monotonic  access  structure, ,  on  consists  of  non-empty

U A
A ∀B,C ∈ A B ∈ A

B ⊆C C ∈ A

π Zp

subsets  of  such  that  if  a  subset  belongs  to  then  its
superset must also be there in , i.e., , if  and

,  then  [16].  To  distribute  the  secret  over  the
access structure we use a linear secret sharing scheme (LSSS),

, over , which is defined as follows [16]:
s ∈ Zp Zp1) The shares of a secret  forms a vector over .

A
l×n Zp ρ : [l]→U

U ρ (i) |li=1 ∈ U
s −→v = (s,v2, . . . ,vm) v2, . . . ,vm ∈ Zp−→

λ = A−→v T
λi = Ai

−→v T |li=1
s

2)  For  each  access  structure  defined  on  the  attribute
universe,  there  exists  a  share  generating  matrix, ,  of  order

 whose elements are taken from .  Let  be a
function  that  maps  each  row  of  the  matrix  to  the  attributes
from set , i.e., . To generate the secret shares of
,  consider  a  vector  where 

and  compute  where  represents  a
secret share of .

∃S ∈ A I
(l) ρ (l) ∈ S ∃{ci}i∈I ∈ Zp :

∑
i∈Iciλi = s

λi s

LSSS  should  satisfy  the  linear  reconstruction  property
which  states  that  if  such  that  represents  the  set  of
rows  such  that  then ,
given  represents the valid shares of secret, .  

C.  Shamir’s Secret Sharing Scheme
n

k
k

k (xi,yi)

q k−1 q (xi) = yi∀i
k−1

q (x) =
c0+ c1x+ c2x2+ · · ·+ ck−1xk−1 : c0 = s,ci|k−1

i=1
$← Zp Zp

n
xi|ni=1 (xi,yi)

k
n

q (x)
k

It is used to divide a secret into  shares such that the secret
can only be constructed if a minimum of  shares is available
among  them.  Therefore,  represents  the  threshold  because
after collecting k shares, the secret can be revealed. It is based
on polynomial interpolation, given  points, ,  such that
no two different points have the same x-axis component,  and
in  a  two-dimensional  space,  there  exists  a  single  unique
polynomial, , of degree  such that . Thus, the
idea  is  to  construct  a  polynomial  of  degree ,  where  the
data  to  be  shared is  placed at  the  position of  a  constant  term
and rest of the coefficients are selected randomly, i.e., 

,  where 
is  the  group  of  integers  over  which  the  polynomial  is
constructed. Now, generate the  points from this polynomial
by putting different values of ,  i.e.,  generate .  The
secret  can  be  reconstructed  by  using  any  of  the  points
among the available  points using the Lagrange interpolation
method.  To  find  the  coefficients  of ,  first,  find  the
Lagrange identities by using these  points as follows:
 

l j =
∏k

m=1

m, j

(x− xm)(
x j− xm

) . (1)

q (x) =
∑k

j=1y jl j

x0

Now,  find  the  polynomial, .  Among  the
coefficients  computed  using  this  formula,  the  coefficient  of
the term,  (constant term), is the secret that we have shared.  

D.  Consortium Blockchain Platform and its Role in the Proposed
Scheme

The  consortium  blockchain  (CB)  platform  extends  the
concept  of  private  blockchain  where  the  entire  network  is
managed  by  a  group  of  organizations  instead  of  a  single
organization  like  in  a  private  blockchain  platform [14],  [17],
[18].  A  CB  platform  represents  the  fine  line  between  public
and private blockchain platforms. It adds flexibility in rules to
be  more  like  public  blockchain.  The  visibility  of  the
blockchain may be limited only to validators, authorized users
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or  is  visible  to  everyone,  thereby  combining  the  features  of
both  the  public  and  private  blockchain  platforms.  The  most
noticeable  difference  between  both  public  and  private  block-
chain platforms is  observed during the consensus.  Unlike the
open system in public blockchain or a completely closed sys-
tem in a private blockchain, in consortium blockchain, a group
of equally powered nodes participate in consensus. The typical
structure of the blocks and how these blocks are connected in
any blockchain platform is shown below in Fig. 1.

Blockchain, as the name suggests itself that it  is a chain of
blocks,  and  this  chain  is  formed  and  secured  with  the
application  of  cryptography.  Blockchain  can  also  be  defined
as  a  sequence  of  records  which  is  analogous  to  traditional
ledgers with an additional property of immutability. Hence, it
is often called an immutable ledger. Now, depending upon the
requirement  and  application  area,  the  responsibility  of
managing and updating this ledger is given either to everyone
in  the  blockchain  network  (public  blockchain  platform,  e.g.,
the  Bitcoin  network  [19]),  or  to  one  particular  organization
(private  blockchain  platform,  e.g.,  Hyperledger),  or  to  a
selected  set  of  users  from  different  organizations  with  equal
power (consortium blockchain platform, e.g., Quorum).

In  cloud-based  healthcare  CPS,  the  public  blockchain
platform does not seem suitable because the public blockchain
allows access to everyone on the system and the data involved
in  the  healthcare  CPS  may  contain  sensitive  information
which  is  not  for  the  public  use.  The  private  blockchain
platform also does not fit in the considered scenario because it
is  too  restrictive,  and  there  is  still  control  by  one  single
authority  who  can  manipulate  the  data  for  their  benefit.
Therefore,  the  option  that  is  suited  well  for  the  present
scenario is the consortium blockchain where different entities
associated  with  the  healthcare  CPS  makes  a  consortium  and
pre-decides  the  nodes  that  will  participate  in  the  consensus.
By  leveraging  the  benefits  of  consortium  blockchain  in
healthcare-CCPS, one can impose control as well as can enjoy
the  decided  degree  of  freedom.  The  architecture  of  the
consortium blockchain used in the proposed scheme is shown
in Fig. 2.

The consortium blockchain for healthcare CPS may involve
entities  like  hospitals,  research  institutions,  various  state  and
central  health  departments  managed  by  the  health  ministry,
and  the  insurance  and  pharmaceutical  industries,  etc.  These
organizations  pre-select  some  of  the  nodes  as  the  consensus
nodes as per their governance policy. These designated nodes
are  the  one  which  participate  in  managing  and  updating  the

distributed ledger. In contrast, the other nodes can generate or
contribute  data.  If  the  number  of  the  consensus  nodes  is
increased,  then  it  results  in  a  more  secure  and  fault-tolerant
system.  Because  now  more  nodes  must  agree  to  reach
consensus.  Further,  the  system  becomes  more  scalable  in
terms of the number of transactions processed. Because in the
consortium blockchain consensus nodes are the ones who can
contribute  a  new  block  in  the  blockchain.  The  consensus
protocol  also  requires  less  computational  power  because  the
consensus nodes are chosen by the organizations with a  high
trust level.

Thus, as the number of consensus node increases, there will
be  an  increase  in  the  number  of  new blocks,  and  as  a  result,
more  transactions  will  be  included  for  processing.  Lastly,  as
we  increase  the  number  of  consensus  nodes,  the  degree  of
decentralization also increases, which results in a more robust
system.

Role of CB in the proposed scheme:
1) System Setup: The consensus nodes initialize the system

and  generate  the  global  public  parameters  by  using  Shamir’s
secret sharing scheme.

2)  User  Registration  and  Generation  of  Partial  Search
Token: Any  user  can  register  themselves  to  CB  by  storing
their public key corresponding to their unique global identity.
It  is  also responsible  for  managing and generating the search

 

Block #: 128 Block #: 129 Block #: 130
Timestamp: 1519181445 Timestamp: 1519181455 Timestamp: 1519181465
Nonce: 28 Nonce: 112 Nonce: 09
Data: Data: Data:

Prev. Hash: 034DFA257 Prev. Hash: 4D56E1F05 Prev. Hash: 3057E1F67
Hash: 4D56E1F05 Hash: 3057E1F67 Hash: 0058D7A1F

Merkle root

Transactions

Merkle root

Transactions

Merkle root
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Fig. 1.     General structure of a blockchain.
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Fig. 2.     Architecture of consortium blockchain for healthcare CPS.
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token when some user wants to retrieve encrypted information
from the cloud, he/she can reach the CB to generate the partial
search token corresponding to the attributes possessed by the
user.

3) Free From Keeping the Master Secret: In the CB assisted
proposed  scheme,  there  is  no  single  entity  that  manages  the
system. Hence, it is free from keeping master secret unlike the
existing schemes [11]–[14].  

IV.  Scheme Preliminaries

This  section  explains  the  architecture  that  provides  the
general  algorithm  for  the  proposed  scheme.  Further,  it  gives
the  security  definition  along  with  the  game-based  security
model for the proposed scheme.  

A.  Architecture of the System
The  system  is  composed  of  the  following  four  entities,  as

shown in Fig. 3:
1)  Consortium  Blockchain  (CB): This  entity  will  initialize

the system and generate global parameters. Further, it registers
the public key of the user corresponding to their unique global
ID (GID). When a user wants to perform a search, then he/she
can  reach  the  CB  along  with  the  attributes  possessed  by
him/her and the CB will  generate the partial search token for
the user.

GenIndex

2) Data Owner (DO): As the name suggests, DO is the one
who owns some data (health data in the considered scenario)
and  wants  to  share  his/her  health  data  to  a  third-party  cloud
server.  Before  outsourcing  both  the  health  data  file  and  the
associated  data,  the  keywords  are  first  encrypted.  In  a
healthcare  system,  the  data  owner  is  a  patient  who  encrypts
his  health  data  using  any  standard  encryption  algorithm  and
probably the symmetric key algorithm (fast computation). The
associated  symmetric  key  used  for  encrypting  data  and  the
keywords  contained  in  that  data  are  encrypted  using  the

 algorithm of the proposed scheme.
3) Data User (DU): DU is the one who wants to access the
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Fig. 3.     Architecture of the proposed scheme for CCPS.
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data  stored  at  the  cloud  server.  He/she  will  generate  the
complete search token which is then sent to the cloud server to
retrieve  the  file  containing  the  searched  keyword.  In  a
healthcare system, a data user may be a researcher or a doctor,
etc.

4) Cloud Server (CS): CS is the one which stores encrypted
health data,  performs a keyword search on behalf  of  the data
user  and  returns  the  search  result.  A  healthcare  provider
usually manages it in the considered scenario.

The detailed explanation of various steps shown in Fig. 3 is
as follows:

1)  The  consortium  blockchain  performs  system  initializa-
tion, and the global public parameters are published.

2)  The  CCPS  users  (data  owner  and  data  user)  register
themselves  on  CB  by  storing  their  public  key  generated  by
them locally, along with their GID.

GenIndex3) The data owners run the  algorithm to generate
the  ciphertext  and  upload  it  to  the  cloud  server  for  secure
sharing.

4)  To  get  the  required  data  from  the  cloud  server,  the  DU
sends a search token generation request to the CB. The search
token  request  contains  the  global  ID  of  the  user,  along  with
his/her set of attributes.

5)  In  CB,  the  set  of  consensus  nodes  will  verify  the  user’s
attributes  and  generate  a  partial  search  token  for  them  using
those attributes,  which is then sent to the user who requested
it.

6)  Using  the  partial  search  token,  DU  will  generate  the
complete search token using his/her secret key corresponding
to his/her GID. The complete search token generated by DU is
then sent to the cloud server.

S earch7)  Using  the  complete  search  token,  CS  runs  the 
algorithm on behalf  of  the  user,  and  the  search  result  is  then
returned to DU.  

B.  Primary Algorithms
The proposed scheme consists of the following probabilistic

polynomial time (PPT) algorithms:
GPP←GS etup (1n)

CN = {cn1,cn2, . . . ,

cnn} Att
W

1) : CB  runs  this  algorithm  by  taking
the  security  parameter  in  the  unary  format  as  input  and
generates  global  public  parameters.  Let 

 be  the  set  of  consensus  nodes, ,  be  the  universe  of
attributes and  represents the keyword space such that each
keyword is a binary string.

[PKGid,S KGid]← KeyGen (GPP,Gid ∈ GID)
PK

S K Gid PKGid
S KGid

2) : It  is  run
locally  by  each  CCPS  user  to  get  their  key  pair  (public, 
and secret, )  corresponding to  their .  is  sent  to
the blockchain and  is kept by the user.

C←GenIndex (GPP, (A,ρ) ,w ∈W)
w

A GPP

3) : It  is  executed  by
DU to get the searchable index for the keyword, . As we are
using  the  CP-ABE  design  framework,  this  algorithm  takes
access  structure, ,  in  addition  to  to  encrypt  the
keyword.

PT K← PTok (GPP,Gid ∈ GID,S ⊆ Att)

Gid

4) : This algorithm
is run by the consensus nodes in the consortium blockchain. It
takes  and  the  attributes  possessed  by  the  user.  CB  will
first  verify  that  the  attributes  claimed  by  the  user  are

Gid
genuinely  his/her  attributes  by  checking  the  information
associated  with  his/her .  After  verification  is  successful,
then CB will output the partial search token for that user.

CT K←CTok (GPP,S KGid,w’)

w’ S KGid

5) : The  data  user  will  use
this  algorithm  to  generate  the  complete  search  token  for  the
keyword, , using his secret key credentials, .

0/1← S earch (GPP,C,CT K)

C CT K w

⊥

6) : This  algorithm  is  run  by
the  cloud  server  on  behalf  of  the  data  user.  It  will  take  the
ciphertext, , and the search token, , of the keyword, ,
and performs a search for that keyword without decrypting it.
If a match is found then it returns 1 else, it returns 0 and if a
user is not authorized to perform the search, then it returns .

The interaction between different entities involved in the sys-
tem, along with their role, is shown in Fig. 4. The detail of each
step shown in Fig. 4 has already been given in Section IV-A.

Correctness: The  proposed  scheme  is  correct  if  the
following condition holds:
 

S earch(C,T K) = 1. (2)
GPP←GS etup, [LPPτ,MS Kτ]← AAS etup,

S KGid ← KeyGen, C←GenIndex T K← Trapdoor
For  the  given 

  and .  

C.  Security Definition and Model

C A

In this section,  we will  first  define the meaning of security
against  a  non-adaptive  chosen  keyword  attack.  Then  the
security  of  the  proposed  scheme  is  modelled  as  a  game
between  a  challenger, ,  and  an  adversary, ,  where
challenger  tries  to  break  the  security  by  leveraging  the
adversary’s output.

1) Security Definition

A

k−1
A∗ A

Indistinguishability  against  non-adaptive  chosen  keyword
attack (CKA): It  states that  given the two challenge keyword
ciphertexts,  should  not  be  able  to  determine  which
ciphertext is the encryption of a keyword of their choice even
if they gain access to the trapdoors for all the keywords except
the  challenge  keywords.  In  the  non-adaptive  security
definition,  an  adversary  chooses  the  consensus  nodes  to  be
corrupted  after  looking  at  the  global  public  parameters  and
keeping  them  the  same  throughout  the  game,  which  can
corrupt  at  most  nodes.  Moreover,  the  adversary  selects
the challenge access policy, , which  plans to attack.

C A
The above-stated security definition is  modelled as  a  game

between  and , with the following phases:
C GS etup (λ)

A
a) Global  setup  phase: Here,  runs  algorithm

to get the global public parameters, which are then sent to .

CNc ⊆CN :
|CNc| ≤ k−1
CNn ⊆CN : (CNc∩CNn) = ∅ A A

A∗

b) Initialization  phase: After  looking  at  the  global
parameters,  a  set  of  corrupted  consensus  nodes, 

,  and  a  set  of  non-corrupted  consensus  nodes,
 are  chosen  by .  Further, 

selects the challenge access policy, .
A

(Gidi,S i)
Ltk C

c) Query  phase: Here,  can  submit  the  query  for  the
search token with . The queried trapdoors are stored
in a list, , maintained by .

A
{w0,w1} {w0,w1} < Ltk

C
C b ∈ {0,1}

d) Challenge  phase: In  this  phase,  is  asked  to  choose
keywords,  of  equal  length  such  that 
which  are  then  sent  to .  Upon  receiving  the  challenge
keywords,  selects  a  binary  bit,  and  generates  the
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C∗ wb
GenIndex A∗

C∗ A

challenge  ciphertext, ,  for  the  keyword, ,  by  using
 algorithm and the challenge access policy, . The

resulting  is then sent to the adversary, .
A b′ b

b′ = b
e) Output  phase: Here  outputs  its  guess  of  and

becomes the winner if  with the advantage as follows:
 

AdvsCKA
A (k) =

∣∣∣∣∣Pr
(
µ = µ′

)− 1
2

∣∣∣∣∣ = ϵ. (3)

AIf  for  all  PPT  this  advantage  is  negligible,  then  the
proposed scheme is said to be CKA secure.  

V.  The Proposed Scheme

This  section  discusses  the  construction  of  the  proposed
scheme  along  with  a  detailed  correctness  analysis,  security
analysis,  performance  analysis  and  a  comparative  analysis
with the existing schemes.  

A.  Detailed Construction

A

The  proposed  scheme  uses  a  linear  secret  sharing  scheme
(LSSS)  and  monotonic  access  structure  represented  by  an
LSSS matrix, . The detail of each algorithm involved in the
scheme is given below:

GS etup (1n)1) 

CN = {cn1,cn2, . . . ,cnn}
G p g

e : G×G→GT GT

p GID
Att W

H1 : GID→G H2 :U→G H3 : {0,1}∗→ Zp Zp

p

The  global  setup  algorithm  is  run  by  a  set  of  consensus
nodes, .  It  selects  a  cyclic  source
group, , of prime order, , with a generator, , and generates
a  bilinear  map, ,  where  is  a  target  cyclic
group  of  prime  order, .  Let  be  the  global  identity
space,  be  the  attribute  universe,  and  be  the  keyword
space.  Select  three  collision-resistant  hash  functions,

, ,  where  is  a
group  of  integers  of  prime  order, ,  and  each  keyword,

w ∈W
{α,β} ← Zp{
αi,βi
}n
i=1 (k,n) n

e (g,g)αi

gβi

k

,  is  assumed  to  be  a  binary  string.  Select  two  secrets
,  and  calculate  the  shares  of  these  two  secrets,

 using  Shamir’s  secret  sharing  scheme  for 
consensus  nodes.  Using  the  secret  shares,  each  consensus
node  computes  the  two local  public  parameters,  and

 and broadcast them to the blockchain network. To get the
global public parameters,  or more consensus nodes combine
their  secret  shares  using  the  Lagrange  polynomial
interpolation method as follows:
 

e (g,g)α =
k∏

i=1

(
e (g,g)αi

)Li = e (g,g)
∑k

i=1αiLi (4)

 

gβ =
k∏

i=1

(
gβi
)Li
= g
∑k

i=1βiLi . (5)

GPP =
(
e, p,g,H1,H2,H3,e (g,g)α,gβ

)Consensus  nodes  publish  the  global  public  parameters,
.

KeyGen (GPP,Gid ∈ GID)2) 

Gid
γGid ∈ Zp gγGid

PKGid = gγGid

S KGid = γGid

It  is  executed  locally  by  each  CCPS  user  to  get  his/her
public  and  private  key  pair  corresponding  to  his/her .
Randomly select,  and compute .  The user  then
sends  the  public  key,  to  the  blockchain  (user
registration at blockchain) and keeps the corresponding secret
key,  to himself/herself.

GenIndex (GPP, (A,ρ) ,w ∈W)3) 
w

A l×m
ρ : [l]→U A

−→v = (s,v2, . . . ,vm) −→u = (0,u2, . . . ,

DO  run  this  algorithm  to  encrypt  the  keyword, ,  under
access policy, , which is a  LSSS matrix with a function

 which maps ’s rows to the attributes. DO select
two  random  vectors,  and 
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Fig. 4.     Interaction Between Different Entities in the Proposed Scheme.
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um) ∈ Zp
−→v

−→u −→
λ = A

(−→v )T = {λx}∀x=ρ(l)
−→w = A

(−→u )T = {wx}∀x=ρ(l)

λx wx s 0,
x ∈ A [l]

zx ∈ Zp C1 = e(g,g)s C2,x = e (g,g)λx e (g,g)αzx

C3,x = gwx gβzx C4,x = gzx C5,x = H2(ρ (l))zx

x′ C5,x′ = H2(ρ (l′))zx′H3(w)

C =
(
C1, {Ci}2≤i≤5,∀x∈ρ(l), (A,ρ)

)

 and  compute  shares  of  the  first  element  of  both 
and  as:  and 
where  and  represents  the  secret  shares  of  and 
respectively.  For each row,  select  a random number,

,  and  compute: , ,
, ,  and for some fixed

attribute, ,  compute  and  outputs  a
keyword  ciphertext, ,  which  is
then sent to the CS.

PTok (GPP,PKGid,S ⊆ Att)4) 

x ∈ S
rxi ∈ Zp PT K1,i = gγGidαi

PT K2,i = H1 (Gid)βi PT K3,x,i = grxi PT K4,x,i = H2(x)rxi k

PT K = [PT K1,

PT K2,PT K3,x,PT K4,x] PT K1=
∏k

i=1(gγGidαi )Li PT K2=∏k
i=1

(
H1 (Gid)βi

)Li PT K3,x =
∏k

i=1
(
grxi
)Li PT K4,x =

∏k
i=1(

H2(x)rxi
)Li

To extract the needed information DU sends a search token
generation request  to  the consortium blockchain.  The request
includes the global ID of the user and the attributes possessed
by the user.  Upon receiving the request,  the consensus nodes
first  verify  the  claimed  attributes  and  then  executes  this
algorithm  to  get  the  partial  search  token  for  that  user  on
demand. For each attribute, , each consensus node selects
a  random  number, ,  and  computes: ,

, , . The 
consensus  nodes  together  combine  their  partial  search  token
components  using  the  Lagrange  polynomial  interpolation
method, to generate the partial search token as 

 where , 
, , 

. The generated PTK is then sent to the user.
CTok (GPP,S KGid,PT K,w’)5) 

w’
t← Zp

CT K1 = (PT K1)
1
γGid ·PT Kt

2 CT K2,x =
(
PT K3,x

)t CT K3,x =(
PT K4,x

)t CT K4 = H1 (Gid)t x′

GenIndex CT K3,x′ =
(
PT K4,x

)tH3(w)

CT K =
(
CT K1,CT K2,x,CT K3,x,CT K4

)

Upon receiving the partial  search token from CB, DU now
generates  the  complete  search  token  for  the  keyword ,  by
selecting  a  random  number, ,  and  computing;

, , 
, .  For  the  same  as  in
,  compute .  Output  trap-

door, .  This  search
token is now sent to CS to enable search on his/her behalf.

6) Search(GPP, C, CTK)
ρ (l) A

(1,0, . . . ,0) x
A

Dx =C2,x × e
(
C3,x,CT K4

)
/e
(
C4,x,CT K1

)
cx ∈ Zp :

∑
x cxA = (1,0, . . . ,0)

D′x =
∏

x (Dx)cx

The CS finds a subset of rows  of  such that the span
of  these  rows  is  and  for  all  such  attributes, ,
labelled  by  those  rows  of ,  the  cloud  server  computes,

.  The  cloud  server
now  chooses  constants ,  and
finds  and outputs
 {

1, if D′x × e
(
C5,x,CT K2,x

)
=C1× e

(
C4,x,CT K3,x

)
0, Otherwise.

(6)

Correctness analysis:
DxFrom L.H.S. of Equation (7.3), compute, :

 

=
e(g,g)λx e(g,g)αzx e(g,H1 (Gid))wxte(g,H1 (Gid))βtzx

e(g,g)αzx e(H1 (Gid) ,g)βtzx

= e(g,g)λx e(g,H1 (Gid))wxt (7)
 

D′x =
∏

x

(
e(g,g)λx e(g,H1 (Gid))wxt

)cx
= e(g,g)s. (8)

λxcx s wxcx 0 λx will  reconstruct  and  will  reconstruct .  are

s wxthe shares of secret , while  are the shares of 0.
 

e
(
C5,x,CT K2,x

)
= e
(
H2(ρ (l))zxH3(w),grxt

)
= e(H2 (x) ,g)zxH3(w)rxt. (9)

Multiply (8) and (9):
 

D′x × e
(
C5,x,T2,x

)
= e (g,g)s× e(H2 (x) ,g)zxH3(w)rxt. (10)

From R.H.S. of (6), compute:
 

C1× e
(
C4,x,CT K3,x

)
= e(g,g)s× e

(
gzx ,H2(x)rxtH3(w)

)
= e(g,g)s× e(g,H2 (x))zxH3(w)rxt. (11)

From (10) and (11), (6) holds, provided the keyword in both
the ciphertext and the trapdoor are same.  

B.  Security Analysis

Gid

Gid

Security against collusion attacks: In the proposed scheme,
each user possesses a unique global identity, , which binds
the search token components of a user together in a consistent
manner. If some user wants to collude with another user then
the  binding  fails  and  thus  prevents  two  users  with  different

 to collude [20].
Security against non-adaptive CKA: The following theorem

guarantees the security against the non-adaptive CKA:
Theorem  1: The  proposed  scheme  is  secure  against  non-

adaptive  chosen  keyword  attack  if  the  decisional  parallel
bilinear Diffie-Hellman exponent (DPBDHE) problem is hard.

A

C
(D,V)

C

Proof: We  will  start  the  proof  by  assuming  that  if  there
exists  a  probabilistic-polynomial  time  (PPT)  adversary, ,
who  can  break  the  proposed  scheme,  then  we  can  construct
another  probabilistic-polynomial  time  adversary, ,  who  can
break  DPBDHE  assumption,  given  an  instance  of  the
DPBDHE problem.  simulates the challenger in the security
game defined for the proposed scheme as follows:

(D,U) C GPP = (e, p,
g,G,GT )

Global Setup Phase: Given the DPBDHE problem instance
,  publishes  global  public  parameters, 

.
A

CNc ⊆CN : |CNc| ≤ k−1
A′ l∗×m∗

A∗ c = |CNc|

Initialization Phase:  selects a set of corrupted consensus
nodes, , and constructs the challenge
LSSS  matrix, ,  of  size  using  the  challenge  access
structure, . Let .

C

τ ∈CNn
τ C{

αi,βi
}← Zp
τ C{
α′i ,β

′
i

}
← Zp

Query  Phase: In  this  phase,  first  generates  the  local
public  parameters  for  each  non-corrupted  consensus  node,

 using  the  approach  given  in  [21].  If  the  consensus
protocol  does  not  involve ,  then  randomly  selects

.  In  another  case,  if  the  consensus  protocol
involves , then  will incorporate the DPBDHE instance by
choosing  and setting
 

e(g,g)αi = e(g,g)α
′
i

∏
x∈X

e
(
gbxa,gaq)A′x,1 (12)

 

gβi = gβ
′
i

∏
x∈X

∏m′

j=2

(
gbxaq+2− j

)A′x, j (13)

m′ ≤ q Xwhere  and  are  the  set  of  attributes  in  the  challenge
access structure.

H1,H2, H3 H1 CHash  queries (  and ): To  answer  queries, 
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LGid (Gid,hGid)
LGid Gid C

hGid Gid < Qsk C
hGid ∈G LGid

Gid ∈ Qsk C
ρ∗ (l∗)∩S i = ∅ C hi ∈ Zp

hGid = ghi ×ga · · ·gam′−1
ρ∗ (l∗)∩S i , ∅

X′ S i

S i ⊭ A
′ ∃−→di ∈ Z1×m

p 1
−→
di ×A’T

x∈X′ = 0
A′ X′

c
−→
di

1
di, j|m∗−c+1≤ j≤m = 0 C
hi ∈G hGid = ghi × (ga)di,2 · · ·(

gam′−1
)di,m′

H2 C LAtt

(x,hx) LAtt
x C hx

x < ρ∗ (l∗) C hx ∈G
LAtt x ∈ ρ∗ (l∗) C

fx ∈G hx = g fx ×∏ j∈[m′]
(
gbxaq+1− j)A′x, j

H3 wl C H3 (wl)
Zp H1 H2

C
{Gidi,S i}

maintains  a  list, ,  which  contains .  If  an  entry
exists  in  for  the  queried ,  then  returns  the
corresponding  value.  Otherwise,  if ,  then 
selects  a  random  value  and  adds  it  to .  If

, then  considers the following two subcases: 1) If
,  then  randomly  selects,  and  sets

.  2)  If ,  i.e.,  there  are
some  rows  whose  associated  attributes  belong  to  and

,  then  with  first  term  and .
Now, by the construction of , it is known that  will span
over  the  subspace  with  dimension .  Therefore,  is
orthogonal to the vectors that have exactly one  in the last  c
positions,  which  implies .  In  this  case, 
selects a random element,  and sets 

.  To  answer  queries,  maintains  a  list, ,
which contains . If an entry exists in  for the queried
attribute ,  then  returns  the  corresponding  value.
Otherwise,  if ,  then  randomly  selects,  and
adds  it  to .  If ,  selects  a  random  element,

 and sets .  Let  the query
to  be ,  where  responds  to  with  a  random
number  from .  Now,  using  the  output  of  and  hash
oracles,  will  answer  the  partial  search  token  queries  for

 as follows:
x < ρ∗ (l∗) C αi, βi

x ∈ ρ∗ (l∗) S i∩ρ∗ (l∗) = ∅

i
C H1 H2

If ,  then  knows  and  generates  the  secret
key as in the original scheme. If  and ,
which  implies  that  the  attribute  is  in  the  challenge  access
structure,  but  none  of  the  attributes  of  user  is  present  in  it,
then  uses the output of  and  oracles and sets
 

PT K1 =
(
gγGidi

)α′ (14)
 

PT K2 =
(
gβ
′)hi ×g

∑
x∈X
∑m′

j=2
∑m′

k=2bxaq+1− j+kA′x, j (15)
 

PT K3 = grx =
∏

k∈[m′]

(
gak
)−1

(16)

 

PT K4 =
(
grx
) fx g−

∑
x∈X
∑m′

j=2
∑m′

k=2bxaq+1− j+kA′x, j . (17)

x ∈ ρ∗ (l∗) S i∩ρ∗ (l∗) , ∅

x ∈ X C H1 H2

Otherwise,  and ,  which  means  the
user has some shares of the challenge access policy. Then for
each such ,  uses another output of  and  oracles
and sets
 

PT K1 = gγGidiα
′

(18)
 

PT K2 =
(
gβ
′)hi ×g

∑
x∈X
∑m′

j,k=2, j,kbxaq+1− j+kA′x, jdi,k (19)
 

PT K3 = grx =
∏

k∈[m′]

((
gγGidi

)ak
)−di,k

(20)

 

PT K4 =
(
grx
) fx g−

∑
x∈X′′

∑m′
j,k=2, j,kbxaq+1− j+kA′x, jdi,k . (21)

CThe  partial  search  token  is  then  used  by  to  answer  the
search token queries for any keyword.

CChallenge  Phase: To  generate  the  challenge  ciphertext, 

b ∈ {0,1} wb C1 = V
C −→v =

(
saq+1,0, . . . ,0

)
−→u =
(
0, saq, . . . , saq−m′+2

)
λx∗ ,wx∗ = 0 C

zx∗ ∈ Zp C2,x∗ = e (g,g)αzx∗

C3,x∗ = gβzx∗ C4,x∗ = gzx∗ C5,x∗ = H2(ρ (x∗))zx∗

λx∗ = saq+1×A′x∗,1 wx∗ =
∑m′

j=2saq− j+2×A′x∗,1
C zx∗ = s/bx∗

chooses  a  bit,  randomly  and  encrypts , .
For  other  components,  implicitly  sets 
and .  If  the  consensus  protocol
involves  corrupted  consensus  nodes  then  and 
randomly  selects  and  computes: ,

, , .  Otherwise,  set
 and ,  then  for

each of row in the access matrix,  implicitly sets 
and computes
 

C2,x∗ =
∏

x∈X\{x∗}
e
(
g,gsbxaq+1/bx∗

)A′x∗ ,1 (22)

 

C3,x∗ =
∏

x∈X\{x∗}

∏m′

j=2

(
gsbxaq+2− j/bx∗

)A′x∗ , j (23)

 

C4,x∗ = gs/bx∗ (24)
 

C5,x∗ =
∏

x∈X′′

∏m′

j=2

(
gsbxaq+1− j/bx∗

)A′x∗ , j
. (25)

b′ = b C
V = e(g,g)saq+1 C GT

Output Phase: If the guess of the adversary is correct, i.e.,
,  then  correctly  outputs  the  challenge  term

, otherwise  outputs a random element of .
■  

C.  Performance Analysis
In  this  section,  we  will  first  present  the  analysis  of  the

proposed  scheme  comparatively  with  exiting  schemes  in  the
literature  and  then  provide  the  implementation  details  of  the
proposed scheme to validate the theoretical claims.

1) Comparative Analysis
The comparative analysis of the proposed scheme is done in

terms of the features,  the storage cost,  and the computational
cost  with  the  similar  CP-ABE  based  searchable  encryption
schemes  in  the  literature.  The  notation  used  throughout  the
comparative analysis is given in Table I.

Table II compares the basic features of the proposed scheme
with related schemes.

2) Asymptotic Complexity Analysis
In  this  section,  we  will  compare  the  storage  and  the

computational  cost  of  the  existing  CP-ABE  based  similar
searchable  encryption  schemes  in  the  literature  with  the
proposed scheme, as shown below in Table III. Here, we will
not  compare  every  CP-ABE  based  searchable  encryption
scheme,  but  we  will  focus  only  those  CP-ABE  based
searchable  encryption  schemes  which  have  multi-authority
support  to  manage  a  diverse  set  of  users.  The  storage  cost  is
computed  in  terms  of  the  number  and  size  of  the  group
elements  involved.  In  contrast,  the  computational  cost  is
computed  in  terms  of  the  number  and  types  of  operations
involved in the output of each algorithm.

As shown in Table III, the storage and computational cost of
the  key  generation  algorithm  is  constant  in  the  proposed
scheme, unlike other similar schemes where it varies with the
number of attributes. Therefore, the proposed scheme reduces
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the burden from attribute authorities to manage the secret key
of  users.  Instead,  it  is  managed  by  the  consensus  nodes,  and
that  too  is  done  only  when  the  consensus  nodes  receive  a
search  token  generation  request  from  the  end-users.  For
remaining  algorithms,  storage  and  computational  cost  is
dependent  upon  the  number  of  attributes.  However,  the
proposed scheme is  genuinely  decentralized and more secure
due  to  the  application  of  blockchain  technology.  Further,  the
search  token  needs  not  be  stored  by  the  user;  it  can  be
computed on-demand with consensus nodes. Consensus nodes
generate  a  partial  search  token,  upon  which  the  user  will
perform  some  exponent  and  multiplication  operations
(minimal  cost  operations)  to  compute  the  complete  search
token. Therefore, we can say that the cumbersome process of
computing search tokens corresponding to the user’s attributes
is  delegated  to  the  blockchain.  Furthermore,  system
initialization  is  also  managed  by  the  consensus  nodes  in  the
blockchain.  Therefore,  the  proposed  scheme  is  genuinely
decentralized and is free from a single point of failures.

3) Experimental Analysis

y2 = x3+ x Fq

q = 3mod4 G1 G2

E
(
Fq
)

Experimental  setup: To  evaluate  the  performance  of  the
proposed  scheme,  the  implementation  is  done  on  a  64-bit
Windows 10 system with an Intel Core i3 processor 2.00 GHz
and  4  GB  RAM,  in  JAVA  using  the  Netbeans-8.1  IDE  and
java  pairing-based  cryptography  library  (JPBC)  [23].  To
create the symmetric bilinear map, we used a Type A pairing
constructed  on  the  elliptic  curve,  over  a  field ,
where  is  a  prime.  In  this  pairing  both  and 
are  the  group  of  points  from  and  hence  it  is  called  a
symmetric pairing.

p G GT

Parameter  setting: The  size  of  the  base  field  is  set  to  be
512-bit  which offers a security equivalent to 1024-bit  DLOG
[23] and the order,  of source group  and target group  is
set to be 160-bit. The efficiency of the proposed scheme relies
on  the  operations  performed  by  the  consensus  nodes  in  the
blockchain  network  and  the  remaining  operations  by  the  end
users and the cloud server. The performance of the blockchain
operations  depends  entirely  upon  the  consensus  mechanism

 

TABLE I 

Notation and Description

Notation Meaning

|G| |GT |, Size of the source group (Symmetric bilinear map)
|G1 | |G2 |, Size of source groups (Asymmetric bilinear map)
|GT | Size of the target group
ξ N, Number of attributes associated with users and access policy, respectively

k Number of keywords

E ET, Exponent operation in the source and the target group, respectively

P H, Bilinear pairing and hash operation, respectively

S Zp MZp DZp, , ZpModular subtraction, multiplication and division in the group 
|CN | Total number of consensus nodes

CP-ABE Ciphertext-policy attribute-based encryption

KP-ABE Key-policy attribute-based encryption

MBF Monotone Boolean function

MSEDDH Multi-sequence of exponents decisional Diffie-Hellman

DBDH Decisional bilinear Diffie-Hellman

DPBDHE Decisional parallel bilinear Diffie-Hellman exponent

ABDHE Augmented decisional bilinear Diffie–Hellman exponent assumption

LSSS Linear secret sharing scheme

FS, SS Full security and selective security resp.
 

 

TABLE II 

Comparison of Basic Features of the Proposed Decentralized Searchable Encryption Scheme With Existing Schemes

Ref. BaseTech. AccessStructure Authorities Security model & Assumption

[1] KP-ABE, CP-ABE Tree Single SS, Decision Linear

[2] CP-ABE AND Single SS, DBDH

[7] CP-ABE Tree Single SS, DBDH

[8] CP-ABE AND Single SS, MSEDDH

[9] CP-ABE MBF Multiple SS, DPBDHE

[22] CP-ABE MBF Multiple ABDHE and DBDH

Proposed scheme CP-ABE MBF Multiple consensus nodes SS, DPBDHE
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and the computational power of the consensus nodes, which is
not the focus of this paper. In this paper, we mainly focus on
the  regular  operations  performed  by  the  end  users  and  how
blockchain technology assisted in reducing burden from these
end  users  and  the  cloud,  and  compared  that  with  existing
multi-authority searchable encryption schemes [9], [22].

ξ

Procedure: To  demonstrate  performance,  we  have  varied
the  number  of  attributes  in  the  attribute  universe,  and  the
access policy in the set  from 10 to 50 with a step length of
10. In each step, the experiment has been executed 20 times to
find the average time taken by each algorithm which is listed
below in Table IV.

For  the  better  demonstration  of  the  results,  we  plotted  the
time  complexity  of  each  algorithm  against  the  number  of
attributes comparatively, as shown in Fig. 5. As mentioned in
the  asymptotic  complexity  analysis  section,  we  will  compare
the  time  complexity  of  the  proposed  scheme  with  existing
similar  decentralized  CP-ABE  based  searchable  encryption
schemes.

Fig. 5(a) denotes  the  time  taken  by  the  key  generation
algorithm of  the  proposed  scheme and  other  related  schemes
[9], [22]. The key generation time for the proposed scheme is
constant  and  does  not  vary  with  the  number  of  attributes,
while  in  [9]  and  [22]  a  linear  graph  can  be  observed.  In  the

 

TABLE III 

Comparison of Storage and Computational Cost of the Proposed Decentralized Searchable
Encryption Scheme With Existing Schemes

Ref. Algorithm Storage cost Computational cost

[22]

KeyGen ξ |G| 2ξE+ ξH

GenIndex
(2N +1) |GT |+5N |G|Offline: (3N +2) ET +7NEOffline: 

1 |GT |+4N
∣∣∣Zp
∣∣∣Online: 3NMZp +NDZp +1ETOnline: 

GenTok (ξ+3) |G|+1
∣∣∣Zp
∣∣∣ (ξ+3) E+ (k+1) H

S earch 2NP+ (2N +1) E+NET

[9]

KeyGen (3ξ+4) |G|+3
∣∣∣Zp
∣∣∣ (3ξ+8) E

GenIndex (3N +3) |G|+2 |GT |+N
∣∣∣Zp
∣∣∣ (4N +3) E+2ET +P

GenTok 2 |G|+1
∣∣∣Zp
∣∣∣ (2ξ+2) E

S earch 2P+NMZp

Proposed scheme

KeyGen 1
∣∣∣Zp
∣∣∣ 1E

GenIndex 3N |G|+ (N +1) |GT | 4NE+ (2N +1) ET + (N +1) H

PTok  by blockchain (2ξ+2) |G| (2ξ+2) E+ (ξ+1) H

CTok  by user No need to store (2ξ+2) E

S earch 4NP+NET
 

 

TABLE IV 

ξ
Average Execution Time (AET) (Second) of the Algorithms of the Proposed Scheme Where the Number of Attributes in

Attribute Universe, Access Policy and the Set  is Kept the Same

Proposed scheme (AET (s))
Number of attributes

10 20 30 40 50

Algorithms

KeyGen 0.004948404 0.004698573 0.004915196 0.004712041 0.004631696
GenIndex 0.424942489 0.517242993 0.641555095 0.782029384 0.995143897

CTok 0.130210341 0.193235129 0.259217566 0.324164851 0.408873766
S earch 0.676173615 1.226010711 1.583026596 1.919774288 2.183988908
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Fig. 5.     Average execution time taken by (a) KeyGen, (b) GenIndex, (c) CTok,
and (d) Search algorithms.
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proposed  scheme,  the  attributes  are  not  embedded  while
generating the secret  key for the user.  At the same time, it  is
done  directly  during  the  search  token  generation  by  the
consensus  nodes.  Here,  the  user  will  generate  a  public  and
private  key  pair  for  himself/herself  corresponding  to  his/her
unique global identity and sends the public key to blockchain
network to register himself/herself to the blockchain network.
Therefore,  the  proposed  scheme  eliminates  the  need  of  a
central  authority  for  the  management  of  users  attributes.  It  is
done by the consensus nodes when a search token generation
request is received from the user.

Fig. 5(b) shows  the  time  taken  by  the  index  generation
algorithm. As it can be observed from the Fig. 5(b), the index
generation time of the schemes under consideration is almost
the  same  and  varies  linearly  with  the  number  of  attributes.
Fig. 5(c) presents  the  time  taken  by  the  search  token
generation  algorithm  at  the  user’s  end.  It  also  increases
linearly  with  the  number  of  attributes  for  all  the  three
schemes. Fig. 5(d) shows  the  time  taken  by  the  search
algorithm executed by the cloud server. It also varies linearly
with  the  number  of  attributes,  and  the  proposed  scheme  has
higher time complexity as compared to [9] and [22]. The time
complexity  of  [9]  is  least  among  the  three  since  it  only  has
two pairing operations, and thus the time taken by the search
algorithm  is  almost  constant.  However,  this  algorithm  is
executed by the cloud server, which is assumed to have plenty
of  resources,  and  will  not  affect  the  performance  of  the
scheme.  Hence,  the  experimental  results  validate  the
theoretical claims made in the asymptotic complexity analysis
section.  

VI.  Conclusion and Future Directions

In this paper, we have proposed a truly decentralized, robust
and  computationally  efficient  ABSE  scheme  for  healthcare
CCPS  with  the  assistance  of  consortium  blockchain.  The
devices  involved  in  a  typical  healthcare  CCPS  are  resource
constrained.  Further,  the  users  in  a  healthcare  CCPS  may
belong from a variety of domains, and to manage such a large
number of diverse users, a single authority is not sufficient.

Keeping  that  in  mind,  we  have  proposed  a  scheme  where
computationally intensive tasks are delegated to the consensus
nodes in the blockchain network to increase efficiency and to
avoid  single  point  failure.  The  consensus  nodes  are
responsible  for  initializing  the  system  and  generating  partial
search  tokens  for  users.  This  helps  in  reducing  the
computational burden from data users and also eliminates the
need  for  a  global  central  authority  which  sets  up  the  system.
Further,  consensus  nodes  in  the  blockchain  network  handle
the  user’s  attributes,  unlike  the  central  trusted  authority  in
similar  ABSE  schemes.  Therefore,  a  large  number  of
attributes from diverse domains can efficiently be handled by
the proposed scheme. The proposed scheme addresses both of
the aforementioned constraints in a healthcare CCPS, and thus
works well in this scenario.

As  a  part  of  future  work,  one  can  work  in  two  directions.
First,  one  can  impart  efforts  to  incorporate  a  proper  reward

mechanism like the bitcoin network. In the proposed scheme,
if  we add a proper mechanism to reward users financially by
means  of  a  token,  which  can  be  spent  by  the  users  either  in
availing  healthcare  services  or  can  be  converted  to  other
cryptocurrencies  in  return  for  sharing  their  data  with
government  and  healthcare  agencies.  By  doing  this,  we  can
inspire  users  to  utilize  the  system for  the  benefit  of  both  the
healthcare agencies and themselves. Second, one can work on
adding scheme-specific features like verifiability of the search
results  and  handle  the  event  of  user  revocation  with  the
assistance  of  the  blockchain  network  to  increase  the
correctness, robustness and dynamicity of the system.
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