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A method for embedding the spread spectrum watermark
into images with the self-adaptive embedding strength
includes the following steps: designing a spread spectrum
watermark capable of completely shielding a host signal
interference by using prior knowledge of the host signal
interference, self-adaptively adjusting a value of an embed-
ding strength in the spread spectrum watermark with differ-
ent host images, ensuring imperceptibility of each image
while simultaneously maximizing robustness of the water-
mark, and finally embedding the spread spectrum watermark
in the host image. The present disclosure can not only
completely shield the host signal interference but also effec-
tively withstand various common image processing attacks
and geometric attacks, and at the same time, all the water-
marked images can obtain consistent imperceptibility. The
present disclosure can be applied to various watermarking
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METHOD FOR EMBEDDING SPREAD
SPECTRUM WATERMARK INTO IMAGES
WITH SELF-ADAPTIVE EMBEDDING
STRENGTH

CROSS REFERENCE TO THE RELATED
APPLICATIONS

This application is based upon and claims priority to
Chinese Patent Application No. 201811009168.3, filed on
Aug. 31, 2018, the entire contents of which are incorporated
herein by reference.

TECHNICAL FIELD

The embodiments of the present disclosure relate to the
technical field of copyright protection of digital images,
specifically to a method for embedding a spread spectrum
watermark into images with a self-adaptive embedding
strength.

BACKGROUND

With the rapid development of computer, Internet and
digital media technologies, digital media contents including
images can be readily produced, disseminated, copied and
modified on the Internet, which brings convenience to
people, whilst causes serious digital copyright issues. In
recent years, the digital copyright has attracted more and
more attention. It is obvious that digital copyright infringe-
ment imposes a great impact on interests of copyright
holders. A combat against copyright infringement has
become a common concern in all walks of life, especially in
industry and academia, a demand for a boycott of the
copyright infringement is becoming more and more promi-
nent. Image watermarking technology provides a good solu-
tion for addressing digital image copyright protection issues,
wherein a digital mark that identifies copyright is embedded
into an image in an imperceptible manner, and this mark is
also called a watermark. When a copyright dispute occurs,
an ownership of the image can be identified by extracting the
watermark. As an effective means for the copyright protec-
tion of digital images, though the image watermarking
technology has been developed for more than 20 years and
a huge progress has been made, there are still some impera-
tive problems to be solved in both academic research and
engineering applications.

A good digital watermarking technique has to possess
both imperceptibility and robustness. Imperceptibility
requires the watermark to be embedded in the image without
compromising the quality and practicability of the image.
Robustness means the watermark can be extracted correctly
even when the image is distorted by various attacks (e.g.,
noise superimposition, content compression, dimensional
change, etc.). Unfortunately, there exists contradiction
between the imperceptibility and the robustness, of an image
watermarking method. Increasing the robustness is usually
at the cost of reduced imperceptibility, and vice versa. They
are mutually constrained. An effective watermarking tech-
nique requires an appropriate trade-off between them.

Selection of the embedding domain, determination of the
embedding locations, and design of the embedding and
extracting schemes are the primary concerns in the intact
watermarking framework. The embedding domain of the
watermark is divided into a spatial domain and a transform
domain. A transform domain watermarking technology has
better imperceptibility and robustness than a spatial domain
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watermarking technology. Commonly used domain trans-
formations include a discrete cosine transformation (DCT),
a discrete wavelet transformation (DWT), and a discrete
Fourier transformation (DFT), etc. Among these domain
transformation methods, the DCT has an advantage of
energy compression, so that better imperceptibility can be
obtained when the watermark is embedded in a DCT
domain. The embedding locations of the watermark depends
on the selection of the embedding domain. Usually, the
embedding locations are determined by exploring some
stable characteristics of an embedding domain coefficient
matrix, so that the watermark can be embedded into these
locations synchronously to a certain extent. The design of
the embedding method is the core of the watermarking
technology and closely related to robustness and impercep-
tibility of the watermarking technology.

At present, the common embedding method is a spread
spectrum method. The spread spectrum method converts
every bit of the watermark into an independent code vector,
a sequence of real numbers, and then adds it into the
coeflicients of the transform domain of the host image. At
the decoder, the embedded watermark can be extracted by
correlating the coefficients of the transform domain embed-
ding the watermark to the code vectors. With the high
embedding capacity, simple structure of the decoder, and
enhanced robustness to noise, the spread spectrum scheme is
attractive to the digital watermarking field. However, the
main problem of this method is an existence of host signal
interference, i.e., an influence of the image’s own informa-
tion on the watermark extraction, which leads to a degra-
dation of the watermark extraction performance.

The spread spectrum method generally employs a param-
eter called embedding strength to control the embedding
energy of the watermark. A value of the embedding strength
determines robustness of the watermarking method. Increas-
ing the value can improve robustness, but at the same time
increase the embedding energy of the watermark, thereby
leading to a decrease in imperceptibility and vice versa.
Setting the embedding strength should consider both robust-
ness and imperceptibility. Most of the existing spread spec-
trum methods use a fixed embedding strength in the course
of embedding watermarks into each image, wherein only
robustness of the watermarking method is taken into
account, while good imperceptibility of watermark cannot
be ensured in each watermarked image because impercep-
tibility depends on the embedding energy of the watermark,
which is related to the image itself. The embedding energy
of the watermark are different for different images, so
imperceptibility of each image is different, intensifying the
conflict between robustness and imperceptibility.

SUMMARY

The present disclosure proposes a method for embedding
a spread spectrum watermark into images with a self-
adaptive embedding strength in light of an application
scenario of embedding a watermark in a DCT domain, in
order to solve the problem that in the spread spectrum
method, a host signal interference exists and robustness and
imperceptibility cannot be simultaneously ensured by using
a fixed embedding strength.

To achieve the aforementioned objective, the method for
embedding the spread spectrum watermark into images with
the self-adaptive embedding strength is provided, which
includes the following steps:
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performing a discrete cosine transform (DCT) on a host
image to obtain a DCT coefficient matrix, and constructing
a feature vector;

converting a binary watermark to be embedded into a
spread spectrum watermark with a self-adaptive embedding
strength, and embedding the spread spectrum watermark
into the feature vector; and

using the feature vector embedded with the spread spec-
trum watermark to update the DCT coefficient matrix, then
performing an inverse discrete cosine transform (IDCT) on
the DCT coefficient matrix to obtain an image embedded
with the watermark.

Specifically, the step of performing the discrete cosine
transform on the host image, obtaining the DCT coefficient
matrix, and constructing the feature vector includes the
following steps:

performing a discrete cosine transform on the host image
to be embedded with the watermark; and

picking n coefficients from the DCT coefficient matrix to
construct the feature vector, wherein the feature vector is
expressed as V=[v,, v|, . .., V,,].

Specifically, the step of converting the binary watermark
to be embedded into the spread spectrum watermark with the
self-adaptive embedding strength, and embedding the spread
spectrum watermark into the feature vector includes the
following steps:

initializing an original binary watermark, wherein the
original watermark is expressed as W=[w,, w,, ..., w, I,
alength of W is m, w,&{0,1}, the watermark is initialized as
WAL, 1y, ..., 1,1, an initializing method is described as
follows:

M

randomly generating m orthogonal unit code vectors;
assuming an i” code vector is P=[p,o, Pi1s - - - » Pigey)> @
length of P, is n (n=m), i=0, 1, . . . , m-1; wherein C(P,, P,)=1
and C(P,, P)=0 (i=]), C(*) represents an inner product of two
vectors;

converting, according to the equation (2), an initialized
watermark into the spread spectrum watermark with the
self-adaptive embedding strength; wherein the spread spec-
trum watermark is expressed as W'=[w,, w,', ..., w, '], a
length of W' is n (nzm), an expression of W' is as follows:

et @
W’ = Z(;((A 44 -C(V, P)-P)

in the equation (2), C(V, P,) is related to information of the
host image and represents a host signal interference; a
control parameter X, is used to control the host signal
interference, and satisfies

CV,P)-L20
V. P i=0,1,...

A=,
i ,m—1;
Azl OV, P <0

A represents the embedding strength of the watermark for
adjusting robustness of a watermarking method, and satisfies
A=0.
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As shown in the equation (3), embedding the spread
spectrum watermark into the feature vector by a superim-
position, the feature vector embedded with the watermark is
Vi=vy, vi's oo vl

V=V 3)

Specifically, the step of converting the initialized water-
mark into the spread spectrum watermark with the self-
adaptive embedding strength includes the following steps:

setting an optimized value of the control parameter A
when C(V, P,) and 1, have a same sign, and satisfy one of two
conditions as follows, setting A, as 0, otherwise, setting A, as
1;

[rf 2 )
(- Cv, Pi))]

m—=1 2

Sew, py - 2= L B MN

i ot m - 10PSNR/10

m-1 )
Dl -cw, Py .

= = 255%-M-N

<0 and Z WV, P22

1QPSNR/10
i=0

m

self-adaptively obtaining a value of the embedding
strength A; a relationship between the embedding strength A
and a peak signal-to-noise ratio (PSNR) is expressed as the
equation (6):

2552 M-N ©

m—1 m-1
2 2 =
mAR & 3 A C(V, POF =243 (-2 CLV, P) = Zmem

i=0 i=0

the equation (6) establishes a relationship between robust-
ness and imperceptibility; as values of the PSNR and A, are
given, the equation (6) is figured out using a binary search
algorithm, so that a maximum value of the embedding
strength A can be quickly calculated; and

according to the equation (2), converting the initialized
watermark into the spread spectrum watermark.

Compared with the prior art, the aforementioned technical
solution at least has the following advantages:

In the method for embedding the spread spectrum water-
mark into images with the self-adaptive embedding strength,
by using a priori knowledge of the host signal interference,
the spread spectrum watermark is designed. It is theoreti-
cally proven that the spread spectrum watermark can com-
pletely shield the host signal interference; and the optimal
value of the parameter used to control the host signal
interference in the spread spectrum watermark is analyzed to
facilitate a tradeoft between robustness and imperceptibility
of the watermarking method. Moreover, the value of the
embedding strength can be self-adaptively adjusted with
different host images, so that each image can obtain the
specified peak signal-to-noise ratio, which not only maxi-
mizes robustness of the watermarking method, but also
ensures imperceptibility of each watermarked image. Mean-
while, the binary search algorithm is employed to obtain the
embedding strength, which greatly improves a solving effi-
ciency. The present disclosure can shield the host signal
interference, effectively resist a variety of image processing
attacks and geometric attacks, and be applied to various
watermarking techniques based on the discrete cosine trans-
form.
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BRIEF DESCRIPTION OF THE DRAWINGS

The drawings, as a part of the present disclosure, are to
provide a further understanding of the present disclosure.
The illustrative embodiments of the present disclosure are
merely used for illustrating the present disclosure, rather
than improperly limiting the present disclosure. Obviously,
the drawings in the following descriptions are merely some
embodiments. As for those of ordinary skill in the art, other
drawings can be obtained without creative work based on
the drawings of the present disclosure. In the drawings:

FIG. 1 is a schematic block diagram of a method for
embedding the spread spectrum watermark into images with
the self-adaptive embedding strength;

FIG. 2 is a schematic diagram showing a location selec-
tion and a sequence of coefficients constructing a feature
vector in the course of watermark embedding in or extrac-
tion from an image;

FIG. 3 shows an image before embedding a watermark;

FIG. 4 shows the image after embedding the watermark;

FIG. 5 is a schematic diagram comparing peak signal-to-
noise ratios of watermarked images obtained by embedding
watermarks with a fixed embedding strength and a self-
adaptive embedding strength, respectively; and

FIG. 6 is a schematic block diagram showing a spread
spectrum watermark extraction method.

These drawings and literal descriptions are not intended to
limit the scope of the inventive concept of the present
disclosure in any way, but illustrate the concept of the
present disclosure for those skilled in the art with reference
to the specific embodiments.

DETAILED DESCRIPTION

The technical problems to be solved, technical solutions
employed, and the technical effects achieved by the embodi-
ments of the present disclosure are described clearly and
completely hereinafter with reference to the drawings and
specific embodiments. Obviously, the described embodi-
ments are merely a part of embodiments of the present
disclosure, rather than all. All other equivalent or obviously
modified embodiments made by those of ordinary skill in the
art without creative work based on the embodiments of the
present disclosure should also be considered as falling
within the scope of the present disclosure. The embodiments
of the present disclosure can be implemented in a variety of
manners defined and covered by claims.

It should be noted that, many specific details are given in
the following descriptions for facilitating comprehension.
However, obviously the present disclosure can be imple-
mented without these specific details.

It should be noted that, without clear limit or conflict,
various embodiments of the present disclosure and the
technical features thereof can mutually be combined to form
technical solutions.

The embodiments of the present disclosure provide a
method for embedding the spread spectrum watermark into
images with the self-adaptive embedding strength. As shown
in FIG. 1, the method includes step S1000 to step S1200.

Step S1000: a discrete cosine transform (DCT) is per-
formed on a host image to obtain a DCT coefficient matrix,
and a feature vector is constructed.

In a preferred embodiment, a two-level discrete cosine
transform is performed on an image to be embedded with a
watermark. Specifically, the present step further includes:
step S1010 to step S1030.
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Step S1010: a minimal magnification is carried out on the
host image to achieve a height and a width of the host image
larger than kxK and evenly divided by K. Where, kEN™,
KEN* and K?=z4n, n represents a length of the spread
spectrum watermark; preferably, a minimum value of k is
10.

Step S1020: the magnified host image is divided into KxK
blocks, on which the DCT operation is performed respec-
tively. Coefficients at row i, column i of a block DCT
coefficient matrix are selected to form a KxK one-level DCT
coeflicient matrix, and the DCT process is performed on the
one-level DCT coefficient matrix again to ultimately obtain
a KxK two-level DCT coefficient matrix. Preferably, the
coeflicients at row i, column i should represent low- and
medium-frequency coefficients in the blocks.

Step S1030: coefficients from the two-level DCT coeffi-
cient matrix with even row index and even column index
(the row index and column index start from 0) are selected
to form a feature vector. Taking an 8x8 matrix as an
example, a coefficient selection and a sequence are shown in
FIG. 2. First, coefficients in a leading diagonal of the
two-level DCT coefficient matrix are extracted, then, a
coeflicient on the upper right of the leading diagonal is
extracted, and a coefficient on the lower left of the leading
diagonal is extracted, and so forth; the coeflicients extracted
in the above two steps are connected, the first n coefficients
are selected to construct the feature vector, and the feature
vector is expressed as V=[vq, vy, . . ., v, ;]

The present disclosure is not limited to the selection
method of the feature vector described in step S1000. Any
method capable of extracting the DCT coefficients to form
the feature vector can be applied to the present disclosure.

Step S1100: a binary watermark to be embedded is
converted into the spread spectrum watermark with self-
adaptive embedding strength, and the spread spectrum
watermark is embedded into the feature vector.

Specifically, the step S1100 may include: step S1110 to
step S1140.

Step S1110: an original binary watermark is initialized.

The original watermark is expressed as W=[w,,
Wy, ..., w, ], alength of W is m, w,={0,1}, the watermark
is initialized as W=1,, 1, . . ., 1,,;], and an initializing
method is described as follows:

®

Specifically, the original watermark is recorded copyright
information in diversified forms, all of which can be con-
verted into a binary sequence consisting of 0 and 1.

Step S1120: m orthogonal unit code vectors are randomly
generated.

A series of random numbers are generated based on a
secret key, and the random numbers are in a sequence
arranged into an mxn (nzm) two-dimensional data matrix;
each row of the matrix represents one code vector with a
length of n, and m code vectors in total are included; all of
the code vectors are orthogonalized by using Gram-Schmidt
process, and each of the orthogonalized vectors are normal-
ized. Assuming an i” code vector is P,=[p,o, Psrs - - - » Pige-1))s
=0, 1, ..., m~1; wherein C(P, P,)=1 and C(P,, P))=0 (i=)),
C(*) represents an inner product of two vectors.

Step S1130: the initialized watermark is converted into
the spread spectrum watermark with the self-adaptive
embedding strength.
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A formation process of the spread spectrum watermark is
as follows:

The spread spectrum watermark is designed by utilizing
the prior knowledge of host signal interference (C(V, P,)),
and the spread spectrum watermark is proven to be capable
of completely shielding the host signal interference. Since
understanding the proving process requires clarifying all
steps of the present disclosure, the proving process will be
described after introducing all steps of the present disclo-
sure. The spread spectrum watermark is expressed as W'=
[wo, w,'s ..., w,;'l, and a length of W' is n (nzm); an
expression is as follows:

m-1 2)
w :;((A-Z;—A;-C(v, PP

where, C(V, P)) is related to information of the host image
and is a host signal interference; a control parameter A, is
used to control the host signal interference, and satisfies

CV,P)-l;j=0

A=,
,i=0,1,... ,m-1;
l; = 1, C(V, P;)-l; <0

A represents the embedding strength of the watermark for
adjusting robustness of the watermarking method, and sat-
isfies A=0.

According to the equation (2), the initialized watermark
(W) can be converted into the spread spectrum watermark
(W") with the self-adaptive embedding strength; a spread
spectrum operation can make energy of the original binary
watermark more scattered, which is conductive to showing
imperceptibility and robustness of the watermark.

Step S1140: the spread spectrum watermark is embedded
in the feature vector.

As shown in the equation (3), the spread spectrum water-
mark is embedded into the feature vector by a superimpo-
sition; the feature vector embedded with the watermark is
expressed is V'=[v,, v,", ..., v, ']

V=V ©)

Specifically, step S1130 may further include step S1131 to
step S1133.

Step S1131: an optimal value of the control parameter A,
is set.

When C(V, P,) and 1, have a same sign, and satisfy one of
two conditions as follows, A, is set as 0, otherwise, A, is set
as 1;

m-1 (C)]
[Z G- CV, P)

i=0

m—1

> v, P -

< m
=0

m=1

Dl-Cv, Py

i=0

2
] 2552.M-N
z 10PSNR/10

(5)
m-1

<0 and ZC(V, P)? =
=0

2552.M-N
10PSNR/10

A theoretical analysis shows that setting A, in such a
manner can achieve a tradeoff between robustness and
imperceptibility of the watermarking method. Since under-
standing the analyzing process requires clarifying all steps
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of the present disclosure, the analyzing process will be
described after introducing all steps of the present disclo-
sure.

Step S1132: a value of the embedding strength A is
self-adaptively obtained.

As for the spread spectrum watermark embedding
method, a relationship between the embedding strength A
and a peak signal-to-noise ratio (PSNR) is as follows:

2552 M-N ©

m—=1 m—1
2 2 -
AT+ A OV, POF =243 (i €V, P) = = e

i=0 i=0

A deducing process is described as follows:

The peak signal-to-noise ratio is an objective standard to
measure the image quality and can be a proper indicator for
measuring imperceptibility of watermark. The larger the
value of the PSNR, the less the difference between images,
and better imperceptibility of watermark. Assuming a size of
the image is MxN, the host image is represented as I, and the
watermarked image is represented as I'. A mean square error
(MSE) and the peak signal-to-noise ratio (PSNR) between
the host image and the watermarked image are respectively
expressed as follows:

1 M-1N-1
MSE= s ) ) G ) - 16, I
=0 j=0
MAX?
PSNR =10-log;,
MSE

Where, MAX, represents a maximum gray value of pixels
in the host image, which is commonly set as 255.

Imperceptibility of watermark depends on the embedding
energy of the watermark. The larger the embedding energy
of the watermark, the poorer the imperceptibility. In the
spread spectrum watermarking method, the embedding
strength is used to control the embedding energy of the
watermark. The value of the embedding strength also deter-
mines robustness of the watermarking method. Increasing
the value can improve robustness, however, since the
embedding energy of the watermark is simultaneously
increased, imperceptibility declines and vice versa. There-
fore, the embedding strength can be used to adjust the
robustness of and imperceptibility of the watermarking
method.

The discrete cosine transform-based watermarking
method has an energy conservative property. Thus, a rela-
tionship between the DCT coeflicients before and after
watermark embedding and the pixels of the host images
before and after watermark embedding is as follows:

M-1N-1 —1N-1

DD G =D DIF = Y > G p-1G. DIP

=0 =0 =

=

i
=3

Where D'(i, j)-D(, j) represents the difference between
the DCT coefficients at row i and column j before and after
the watermark is embedded. A left side of the equation
represents the embedding energy of the watermark.

In the preferred embodiment, the two-level DCT opera-
tion is performed (namely another DCT operation is per-
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formed on the coefficients which have been already sub-
jected to a first DCT operation). According to an embedding
rule (step S1120), a modification amount of the coefficients
obtained after a second DCT operation is the embedding
energy of the watermark:

M-1N-1.

DDA, = Dalis IF =W W’
=0 j=

where, D,'(1, )-D,(i, j) represents the difference between
the coefficients at row i and column j in the second DCT
coefficient matrix before and after the watermark is embed-
ded.

According to the energy conservative property of DCT,
the relationship between the DCT coefficients before and
after embedding the watermark and the pixels of the host
images before and after embedding the watermark is as
follows:

M-1N-1 M-1N

Wew = 3 S DG, =Dl pIP = )

- -1
=0 =0 =0 j=0

WG - 16, It

.
.

Where, D,'(i, j)-D, (i, j) represents the difference between
the coeflicients at row i, column j of the first DCT coefficient
matrix before and after embedding the watermark.

The expression of the peak signal-to-noise ratio can be
converted as:

M-1N-1

2552.M-N

2 G =16, DIF = =g
=0 j=

combining the aforementioned two equations and the
expression of the spread spectrum watermark, a relationship
between the embedding strength A and the peak signal-to-
noise ratio (PSNR) is:

ww =

255%.M-N

m—1 m-1
2 2
mA? 4 3 Q- CWV, PO =245 (-4 C(V, P) = =g

i=0 i=0

The above expression establishes the relationship
between robustness (robustness depends on the embedding
strength) and imperceptibility (imperceptibility is reflected
by the peak signal-to-noise ratio).

As the values of the PSNR and A, are given, the expression
is a quadratic equation of the embedding strength (A). A
maximum value of the embedding strength (A) can be fast
calculated by figuring out the expression using the binary
search algorithm. In the expression, C(V, P,) is related to the
information of the host image. Therefore, through the
expression, the embedding strength can be self-adaptively
adjusted according to different host images, and each image
can obtain a specific peak signal-to-noise ratio, which maxi-
mums robustness of the watermarking method, and ensures
imperceptibility of each image in the meanwhile.

The two-level discrete cosine transform is merely one
preferred embodiment of the present disclosure. The present
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disclosure is not only limited to the two-level DCT opera-
tion. As long as the watermark is embedded into the DCT
domain, the present disclosure is applicable, and such
embodiments should fall within the scope of the present
disclosure.

Step S1133: the initialized watermark is converted into
the spread spectrum watermark.

By substituting the feature vector (V) of the host image,
the randomly generated code vector (P), the initialized
watermark (W), the corresponding control parameter (A.),
and the embedding strength (A) into the equation (2), the
spread spectrum watermark (W') with the corresponding
self-adaptive embedding strength can be obtained.

Step S1200: the DCT coefficient matrix is updated using
the feature vector embedded with the spread spectrum
watermark, subsequently, an inverse discrete cosine trans-
form is performed on the coefficient matrix to obtain the
image embedded with the watermark.

Step S1200 is a reverse process of step S1000, which
specifically includes step S1210 to S1230.

Step S1210: coefficients in the feature vector embedded
with the spread spectrum watermark are used to replace
coeflicients at corresponding positions of the two-level DCT
coefficient matrix to obtain the two-level DCT coefficient
matrix after the watermark is embedded.

Step S1220: the inverse discrete cosine transform process
is performed on the two-level DCT coefficient matrix
embedded with the watermark to obtain the one-level DCT
coeflicient matrix, and each coeflicient of the one-level DCT
coeflicient matrix is used for substituting the coefficient at
row i, column i of each block DCT coeflicient matrix. The
updated block DCT coefficient matrix is subjected to inverse
discrete cosine transform process again, and the (enlarged)
image embedded with the watermark is determined.

Step S1230: the (enlarged) image embedded with the
watermark is shrunk to a same size with the original host
image, so as to determine the image embedded with the
watermark.

As shown in FIGS. 3 and 4, FIG. 3 schematically shows
the image before embedding the watermark; FIG. 4 sche-
matically shows the image after embedding the watermark.

The method for embedding the spread spectrum with the
self-adaptive embedding strength will be described herein-
after in detail with reference to a preferred embodiment.

In the present embodiment, 85 rectangular natural scene
images and 15 square natural scene images of different sizes
in the image processing field are randomly selected as the
host images.

In the present embodiment, a randomly generated 128-bit
0-1 sequence is used as the original watermark, and a 0-1
sequence having a length of 128 bits can basically realize a
relatively comprehensive description of the copyright infor-
mation. The original watermark is converted into a 256-bit
spread spectrum watermark, so that the energy of the water-
mark is more dispersed.

A minimal magnification is performed on the host image
so that the host image meets a requirement that both the
height and width of the host image are greater than 320 and
capable of being divided by 32.

The enlarged image is divided into 32x32 blocks, on
which the DCT operation is performed respectively. The
coeflicients at the row 6, column 6 of the block DCT
coefficient matrices are selected to form a 32x32 one-level
DCT coefficient matrix, and the one-level DCT coefficient
matrix is performed with the DCT process again to obtain a
32x32 two-level DCT coefficient matrix.
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A 256-bit feature vector is selected from the two-level
DCT coeflicient matrix according to the coefficient selection
method and sequence shown in FIG. 2.

According to the equation (1), the original binary water-
mark is initialized.

128 of 256-bit orthogonal unit code vectors are randomly
generated.

When C(V, P,) and |, have a same sign, if the equations (4)
and (5) are satisfied, the control parameter A, is set as O,
otherwise, the control parameter A, is set as 1.

Let PSNR=45 dB, the equation (6) is figured out using the
binary search algorithm to obtain the value of the embedding
strength A.

The feature vector, the initialized watermark, the code
vector, the control parameter, and the embedding strength
obtained above are substituted into the equation (2), and the
128-bit binary watermark is converted into a 256-bit spread
spectrum watermark.

According to the equation (3), the spread spectrum water-
mark is embedded into the feature factor by superposition.

The two-level DCT coefficient matrix is updated using the
feature vector embedded with the watermark, and then the
coeflicient matrix is performed with the inverse discrete
cosine transform and scaling to obtain the image embedded
with the watermark.

It should be illustrated that:

For the host images whose sizes do not meet the require-
ments, a precision loss exists in the magnification operation
and the domain transform process, which will have some
impacts on the image quality. Therefore, the given peak
signal-to-noise ratio needs to be slightly larger than the
required peak signal-to-noise ratio after the image is embed-
ded with the watermark. In the present preferred embodi-
ment, even if no watermark is embedded (W' is set as 0), an
average peak signal-to-noise ratio of the 100 watermarked
images is up to 46.64 dB; and after embedding the water-
mark according to the above steps, the average peak signal-
to-noise ratio is 40.55 dB. In general, the peak signal-to-
noise ratio greater than 40 dB represents a very good visual
quality. As shown in FIGS. 3 and 4, the two images do not
show differences before and after the watermark is embed-
ded from the visual side.

In order to demonstrate the self-adaptive adjustment of
the embedding strength can ensure imperceptibility of each
image, in the preferred embodiment, the embedding strength
A is directly set as a fixed value of 70 to obtain the same
average peak signal-to-noise ratio as the self-adaptive
embedding strength is used. The peak signal-to-noise ratios
of various images obtained using the fixed embedding
strength and self-adaptive embedding strength are com-
pared. At the same time, degree of deviations of the peak
signal-to-noise ratios of the various images obtained using
the fixed embedding strength and the self-adaptive embed-
ding strength from the average peak signal-to-noise ratio are
compared. In order to avoid the influence of the image
magnification operation on the peak signal-to-noise ratio, in
the present embodiment, 32 images that do not need to be
magnified are selected from the 100 images. FIG. 5 shows
the peak signal-to-noise ratios of the 32 watermarked
images, wherein no AES indicates the use of the fixed
embedding strength, while AES indicates the use of self-
adaptive embedding strength. It can be seen that with the
fixed embedding strength, the peak signal-to-noise ratios of
many images are lower than the average value (expected
value), which means the embedded watermark may be
perceived. The use of self-adaptive embedding strength
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ensures that the peak signal-to-noise ratios of all images are
substantially close to the average value, thus ensuring imper-
ceptibility.

The embodiment of the present invention further provides
a spread spectrum-based watermark extracting method. As
shown in FIG. 6, the method includes the following steps:

The watermarked image is performed with the discrete
cosine transform to obtain a DCT coefficient matrix, and a
feature vector is constructed.

The feature vector is established using the method iden-
tical to step S1000 of the embedding method. The feature
vector is expressed as V¥=[v * v, *, ... v, ,*], wherein V*
has a length of n, and V* are not always equal to V', because
the image at this time may have been subjected to some
kinds of image processing attacks or geometric attacks.

m orthogonal unit code vectors are randomly generated
using the secret key identical to that in the embedding
method.

The embedded watermark is extracted according to the
correlation between the feature vector and the code vector.
An extracted watermark sequence is expressed as W¥*=[w*,
w, ¥ ..., W, ¥] with a length of m, and:

L, Cv*,P)=0
Yi =0, cvr, Py <0

wherein C(*) is an inner product of two vectors with a
same length. C(V*, P)) is also called an extractor. In this
way, the embedded watermark sequence is extracted.

Whether each extracted watermark is right or not depends
on the extractor (C(V*, P,)). C(V*, P,) includes two param-
eters, V¥ and P, wherein P, is the i” orthogonal unit code
vector satisfying: C(P,, P,)=1 and C(P,, P)}=0 (i=j). V* is the
feature vector extracted from the watermarked image.
Assuming N represents a variation quantity of the feature
vector due to the attacks, according to an embedding prin-
ciple described in step S1140 of the embedding method, an
equation can be obtained as V*=V'+N=V+W'+N. Therefore,
the extractor can be factorized as:

C(V*, P)=C(V, P)+ C(W', P)+CWN, P))

m—1
=C(V, P)+ (| Y (Al =4 C(V, P)- P, Pi |+ C(N, Py)
i=0

=1 -)CV, P)+A-[+CWN, P)

when C(V*, P,) and have a same sign, it indicates that the

extracted watermark is right. The sign of C(V*, P,) is
collectively determined by (1-A,)C(V, P,), A-l,, and C(N, P,),
wherein C(V, P,) represents an influence brought by the host
image itself, i.e., the host signal interference; A1, represents
an effect of the embedding strength, due to A>0, A1, always
has the same sign as 1, for enhancing robustness of the
watermarking method; C(N, P,) represents an impact caused
by the attacks. According to the definition of the spread
spectrum watermark, when C(V, P,) and |, have the same
sign, A;<1; otherwise, A,=z1; so we can know: (1-A)C(V, P)
also has the same sign as 1,, and (1-A,)C(V, P,) will not affect
a validity of extracting the watermark. If A,=1, the present
disclosure can completely shield a carrier signal interfer-
ence. [f A, is away from 1, the host signal interference further
helps the extractor to resist the negative impact caused by
the attacks.

ith
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Although as |A,~11 is larger, the extractor shows stronger
robustness, in the meanwhile, imperceptibility is diminished
as the embedding energy of the watermark increases. When
A; is set as 1, optimal imperceptibility can be obtained.
Hence, robustness and imperceptibility place opposite
requirements on A;, and the setting of the value of A, needs
a proper trade-off.

A, plays a role in controlling the host signal interference
(C(V, P))). As for different host images, C(V, P,) consider-
ably differs from each other. Therefore, it is hard to ensure
that each bit of extracted watermark has relatively stronger
robustness by adjusting the value of A,. In contrast, more
consistent robustness can be obtained by increasing the
embedding strength (A). Therefore, we tend to increase the
embedding strength (A) to enhance robustness and set A, as
1 to avoid the negative impact on imperceptibility. However,
as for some images, this setting is not optimal. If an image
meets the two following cases, it may result in that the value
of the embedding strength figured out by the self-adaptive
method is 0, making the image embedded with the water-
mark barely invulnerable to any attack.

— e 2
Z’i Q- CV, PR —[Z’i G- Cv, P;))] /m >
i=0 i=0

(2552 - M - N/ 10PSNRI10

m—1
A* <0 and Z (- C(V, P))? = (2552 - M - N) [ 10PSVRIL0
=0

As for the first case, to minimize the left side of the
inequation, A; should be equal to 0; as for the second case,
as A, gets closer to 0, Z,_,"'(A,-C(V, P,))* is lower. To avoid
these two cases and improve robustness of these images, the
value of A, should be set as 0. Therefore, when all A, are set
as 1, as for images which satisty one of the aforementioned
two cases, if C(V, P,) has the same sign as 1, A, =0 is set; if
C(V, P,) has a different sign from 1, A=1 is maintained,
because at the time A,=1 is the minimum value of A,.

In conclusion, when C(V, P,) has the same sign as 1, and
one of the following two conditions is satisfied, A, is set as
0, otherwise, A, is set as 1.

m-1 2
-GV, P))
”HCVPZ [; _ 255 M N
Z v, Py - m = T OPSNR/IO
i=0

m=1

Dl-Cv, Py

i=0

m—1
<0 and Z v, P =
=0

2552.M-N
10PSNR/10

Therefore, setting A, in this way can help balance robust-
ness and imperceptibility of the watermarking method.

Robustness of the watermarking method is generally
evaluated using a bit error rate (BER). The bit error rate is
a ratio of a number of wrong bits to a total number of bits,
obtained by comparing the extracted watermark with the
original watermark. As the bit error rate is lower, robustness
of the watermark is better. The bit error rates of the original
watermark sequence W=[w,, w,, . . . , W,,;] and the
extracted watermark sequence W*=[w* w,* ... w, ¥]
are calculated as follows:
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m-1
2
=0

BER = x100%,

*

0, w;=w
e; = .
1, w+w

i

100 watermarked images obtained using the watermark
embedding method according to the above embodiment are
respectively performed with various image processing
attacks, including JPEG compression with a quality factor of
60%, a Gauss noise with a variance of 0.01, a Salt&Pepper
noise with the density of 0.04, a 3x3 of average filter, a 3x3
of median filter, a histogram equalization, a brightness
decrease to 60% of the original and a brightness increase to
120% of the original, etc. Subsequently, the watermark in
the watermarked image after subjected to attacks is extracted
by using the spread spectrum-based watermark extracting
method according to the embodiment, which is compared
with the original watermark, so as to obtain an average bit
error rate of 100 extracted watermarks shown in Table 1:

TABLE 1

Attack Type Parameter Bit Error Rate
JPEG Compression 60% 0.00%
Gauss Noise 0.01 0.03%
Salt & Pepper Noise 0.04 0.12%
Average Filter 3x3 0.00%
Median Filter 3x3 0.13%
Histogram equalization — 0.07%
Brightness adjustment 0.6 0.00%

1.2 0.00%

100 watermarked images obtained using the watermark
embedding method according to the above embodiment are
respectively performed with various geometrical attacks,
including a horizontal flip, a vertical flip, a 90-degrees
anticlockwise rotation, a 180-degrees anticlockwise rota-
tion, an image resizing with a quality factor of 60%, an
image resizing with a quality factor of 200%, and an
extension at an aspect ratio of 0.8x0.4, etc. Subsequently, the
watermark in the watermarked image after subjected to
attacks is extracted by using the spread spectrum-based
watermark extracting method according to the embodiment,
which is compared to the original watermark, so as to obtain
an average bit error rate of 100 extracted watermarks shown
in Table 2:

TABLE 2

Attack Type Parameter Bit Error Rate
Flip horizontal 0.00%
vertical 0.00%
Rotation 90° 0.00%
180° 0.00%
Resizing 0.6 0.09%
2.0 0.00%
Aspect ratio adjustment 0.8x 1.4 0.00%

As shown in Table 1, Table 2, and FIG. 5, facing common
image processing attacks and geometric attacks, the water-
mark can be 100% extracted by the embodiment of the
present disclosure, and a high peak signal-to-noise ratio of
about 40 dB can be ensured in each image. Therefore, it can
be proved the present disclosure can not only effectively
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resist various image processing attacks and geometric
attacks, having relatively stronger robustness, but also
ensure imperceptibility of the watermark in each image.

In watermarking method according to the above embodi-
ment, let PSNR=45 dB, different values of A, are set, which
includes the following steps: the values of A, are set accord-
ing to step S1131, expressed as 0/1-1/1; all values of A, are
set as 1, expressed as 1/1; when C(V*, P,) has the same sign
as 1,, the value of A, is set as 0, and when C(V*, P,) and |,
have different signs, the value of A, is set as 1, expressed by
0/1; when C(V*, P,) has the same sign as 1,, the value of A,
is set as 0, and when C(V*, P,) and 1, have different signs, the
value of A, is set as 2, expressed by 0/2; when C(V*, P,) has
the same sign as 1, the value of A, is set as -1, and when
C(V*, P,) and ], have different signs, the value of A, is set as
3, expressed by —1/3; the watermarked images obtained by
using different values of A, are performed with various
attacks, and then the watermark in the watermarked image
after subjected to attacks is extracted by using the spread
spectrum-based watermark extracting method according to
the embodiment, which is compared to the original water-
mark, so as to obtain an average bit error rate of 100
extracted watermarks shown in Table 3:

TABLE 3
Attack Type  Parameter 0/1-1/1 11 0/1 0/2 -1/3
JPEG 60% 0.00% 0.00% 0.16% 0.16% 1.05%
Compression
Gauss Noise 0.01 0.03% 0.03% 0.03% 0.47% 2.40%
Salt & 0.04 0.12%  0.12% 0.23% 0.73%  3.14%
Pepper
Noise
Average 3x3 0.00%  0.00% 0.00% 0.19% 1.09%
Filter
Median 3x3 0.13% 0.13% 0.24% 0.45% 2.15%
Filter
Histogram — 0.07% 0.07% 0.07% 0.49% 2.19%
Equalization
Brightness 0.6 0.00%  0.00% 0.00% 0.02% 0.42%
Adjustment 1.2 0.00%  0.00% 0.00% 0.04% 0.70%
Flip Horizontal 0.00%  0.00%  0.00%  0.00%  0.37%
Vertical ~ 0.00%  0.00%  0.00% 0.00% 0.37%
Rotation 90° 0.00%  0.00% 0.00% 0.00% 0.37%
180° 0.00%  0.00% 0.00% 0.00% 0.37%
Resizing 0.6 0.09% 0.09% 0.14% 0.43% 1.82%
2.0 0.00%  0.00% 0.00% 0.02% 0.45%
Aspect ratio 0.8 x 1.4 0.00%  0.00%  0.00% 0.08% 0.62%

adjustment

It can be seen from the results, as the value of A, gets
farther away from 1, robustness of the watermark is poorer,
which is consistent with the theoretical analysis. It can be
further seen that, the results when A, is set as 0/1-1/1 are
identical to the results when A, is set as 1/1, because when
PSNR=45 dB, none of 100 images satisfies the condition
described in step S1131. In fact, all values of A, are 1 at that
time. When PSNR=-50 dB, the average bit error rate of 100
extracted watermarks is shown in Table 4:

TABLE 4

Attack Type Parameter 0/1-1/1 1

JPEG Compression 60% 3.15% 4.84%
Gauss Noise 0.01 5.41% 6.68%
Salt & Pepper Noise 0.04 7.73% 9.23%
Average Filter 3x3 2.52% 4.06%
Median Filter 3x3 4.88% 6.12%

20

25

30

35

40

45

50

55

60

65

16
TABLE 4-continued
Attack Type Parameter 0/1-1/1 1
Histogram Equalization — 2.81% 4.92%
Brightness Adjustment 0.6 0.30% 2.51%
1.2 0.62% 2.62%
Flip horizontal 0.24% 2.47%
vertical 0.24% 2.47%
Rotation 90° 0.24% 2.47%
180° 0.24% 2.47%
Resizing 0.6 3.77% 5.21%
2.0 0.46% 2.42%
Aspect ratio adjustment 0.8x 1.4 0.67% 2.95%

It can be seen from the results that, the present disclosure
performs better when A, is set as 0/1-1/1. It is because when
is A, set as 1/1, some images cannot satisfy the conditions
described in step S1131, which leads to a failure of water-
mark extraction and affects the average bit error rate. There-
fore, it proves that it is optimal to set A, as 0/1-1/1.

Those skilled in the art should understand the aforemen-
tioned assumptions are merely examples, which should not
be considered as improper limitation of the present disclo-
sure.

In the above embodiment, although the steps are
described in sequence as above, those skilled in the art can
understand that in order to implement the effects of the
present embodiment, it is unnecessary to perform different
steps in the above order, and different steps can be per-
formed simultaneously (in parallel) or in reverse order.
These simple changes are within the scope of the present
invention.

It should be noted that, the method for embedding the
spread spectrum with the self-adaptive embedding strength
can be applied to various discrete cosine transform-based
watermarking technologies. Any DCT-based image water-
marking technology achieved by the method for embedding
the spread spectrum watermark with self-adaptive embed-
ding strength according to the present disclosure should be
considered as falling within the scope of the present disclo-
sure.

The technical solutions provided by the embodiments of
the present invention are described in detail above. Although
the principles and implementations of the present invention
have been described with reference to specific examples, the
description of the above embodiments is only used for
facilitating understanding of the principles of the embodi-
ments of the present invention. In the meanwhile, as for
those skilled in the art, changes may be made within the
scope of the specific embodiments and applications accord-
ing to the embodiments of the present disclosure.

It should be noted that, the flowcharts or block diagrams
referred to in the present disclosure are not merely limited to
the form shown in the present disclosure, but may be divided
or combined.

It should be noted that, the designators and words in the
drawings are merely intended to illustrate the present dis-
closure more clearly, and should not be considered as
improperly limiting to the scope of the present disclosure

It should be noted that, the terms ‘first’, ‘second’, etc. in
specification, claims and drawings, are used for distinguish-
ing similar objects, rather than describing a specific order or
a sequential order. It should be understood that, data used in
this way can be interchanged in some proper situations, so
that the above-mentioned embodiments of the present dis-
closure can be implemented in orders except for those
described in the drawings and the specification.
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The term ‘include’ or any other similar words are intended
to cover non-exclusive inclusion, so that processes, meth-
ods, matters, or equipment/devices that include a plurality of
elements include not only those elements, but also other
elements which are not specifically enumerated, or further
include those elements that the processes, methods, matters,
or equipment/devices inherently have.

The various steps of the present invention can be imple-
mented with general computing devices. For example, they
can be integrated on a single computing device, such as a
personal computer, a server computer, a handheld device or
a portable device, a tablet device, or a multi-processor
device. The steps may also be distributed on a network
composed of a plurality of computing devices. The above-
mentioned devices may perform the steps shown or
described in the present disclosure in an order different from
the one described herein or may be respectively integrated
into various integrated circuit modules. Alternatively, a
plurality of modules of the above devices or steps are made
into a single integrated circuit module for implementation.
Thus, the present invention is not limited to any specific
hardware, software or a combination thereof.

The method provided by the present invention can be
implemented using programmable logic devices or can be
implemented using computer program software or program
modules (including routines, programs, objects, components
or data structures that perform specific tasks or implement
specific abstract data types, etc.). For example, according to
the embodiments of the present invention, the device may be
a computer program product that is operated to enable the
computer to perform the demonstrated method. The com-
puter program product includes a computer readable storage
medium in which computer program logic or code portions
is contained for implementing the method. The computer
readable storage medium may be a built-in medium installed
in a computer or a removable medium capable of being
dismounted from a computer main body (e.g., a storage
device using a hot plug technology). The built-in medium
includes, but is not limited to, a rewritable non-volatile
memory such as a RAM, a ROM, a flash memory, and a hard
disk. The removable medium includes, but is not limited to,
optical storage media (e.g., CD-ROM and DVD), magneto-
optical storage media (e.g., MO), magnetic storage media
(e.g., magnetic tape or mobile hard disk), media provided
with a built-in rewritable non-volatile memory (e.g., a
memory card) and media provided with a built-in ROM
(e.g., a ROM box).

The aforementioned specific embodiments further
describe the objectives, technical solutions, and advantages
of the present disclosure in detail. It should be understood
that, the above-mentioned embodiments are merely specific
embodiments of the present disclosure and are not used to
limit the present disclosure. Any modifications, equivalent
substitutions and improvements within the spirits and prin-
ciples of the present disclosure, should be considered as
falling within the scope of the present disclosure.

What is claimed is:

1. A method for embedding a spread spectrum watermark
into images with a self-adaptive embedding strength, com-
prising:

performing a discrete cosine transform (DCT) on a host

image to obtain a DCT coefficient matrix and construct-
ing a feature vector;

converting a binary watermark to be embedded into the

spread spectrum watermark with the self-adaptive
embedding strength and embedding the spread spec-
trum watermark into the feature vector; and
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using the feature vector embedded with the spread spec-
trum watermark to update the DCT coeflicient matrix,
then performing an inverse discrete cosine transform
(IDCT) on the DCT coefficient matrix to obtain an
image embedded with the spread spectrum watermark;

wherein the step of converting the binary watermark to be
embedded into the spread spectrum watermark with the
self-adaptive embedding strength and embedding the
spread spectrum watermark into the feature vector
comprises the following steps:

initializing an original binary watermark, wherein the
original binary watermark is expressed as W=
[Wo, Wi, - - - 5 W,,1 ], @ length of W is m, w,&{0,1}, and
a method of initializing the original binary watermark

as W1, 1,, ..., 1, ] described in an equation (1),
comprises:
1, w=1 1
5= L, i=0,1,... ,m—1 @
-1, w;=0

randomly generating m orthogonal unit code vectors;
assuming an i code vector is P=[p,q, D5 - - - » Pie1y]s
a length of P, is n (n=m), i=0, 1, . . ., m-1; wherein
C(P,, P)=1 and C(P,, P)=0 (i=}), and C(*) represents an
inner product of two vectors;

converting, according to an equation (2), an initialized
original binary watermark into the spread spectrum
watermark with the self-adaptive embedding strength;
wherein the spread spectrum watermark is expressed as
W=wy',w,'s ..., w, '], alength of W'is n (n=m), and
an expression of W' is as follows:

m-1 2)
w = ; (AL =4 - C(V, Py)- Py)

wherein, C(V, P,) is related to information of the host image
and represents a host signal interference; a control parameter
A, is configured to control the host signal interference, and
satisfies

C(V, P;)-l; =0

liﬁl,
, i=0,1,...
l; 21, C(V, P;)-l; <0

,m—1;

A represents the embedding strength of the spread spectrum
watermark for adjusting robustness of the spread spectrum
watermarking method, and satisfies A=0;
as shown in an equation (3), embedding the spread
spectrum watermark into the feature vector by a super-
imposition, and the feature vector embedded with the
spread spectrum watermark is V'=[v,', v,', . .., v, '],
and

V=V @)

2. The method for embedding the spread spectrum water-
mark into images with the self-adaptive embedding strength
according to claim 1, wherein the step of performing the
discrete cosine transform on the host image to obtain the
DCT coefficient matrix and constructing the feature vector
comprises the following steps:

performing the discrete cosine transform on the host

image to be embedded with the spread spectrum water-
mark; and
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picking n coefficients in the DCT coeflicient matrix to
establish the feature vector, wherein the feature vector
is expressed as V=[vy, v, . . ., v, ]

3. The method for embedding the spread spectrum water-
mark into images with the self-adaptive embedding strength
according to claim 1, wherein the step of converting an
initialized watermark into the spread spectrum watermark
with the self-adaptive embedding strength comprises the
following steps:

setting an optimal value of a control parameter A,: when
C(V, P,) and ], have a same sign, and satisfy one of two
conditions shown in an equation (4) or an equation (5),
as follows, setting A, as 0, otherwise, setting A, as 1;

m=1 2 Q)
[Z G-, P;))]
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m-1 5)
D G-Cv, Py
i=0
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self-adaptively obtaining a value of an embedding
strength A; a relationship between the embedding
strength A and a peak signal-to-noise ratio (PSNR) is
expressed as an equation (6) as follows:

m=1

255%-M N (6)

PSNR/10
i=0 i=0 10

wherein the equation (6) establishes a relationship between
robustness and imperceptibility; as the values of the PSNR
and A, are given, the equation (6) is figured out using a
binary search algorithm, so that a maximum value of the
embedding strength A can be quickly calculated; and

according to the equation (2), converting the initialized
watermark into the spread spectrum watermark.
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