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Abstract — As the number of devices connected to the
Internet of things (IoT) surges , the amount of data explodes.
Therefore it not only increases the bandwidth load of data
transmission but also aggravates the computing and storage
load of a cloud platform. At the same time, the traditional
computing paradigm centered on cloud computing cannot meet
the real-time requirements in many application scenarios. The
emergence of edge computing can solve the problems of realtime data processing and network bandwidth occupation in the
current IoT scene. In this paper, according to the
characteristics of IoT, such as fragmented data, heterogeneous
network, and limited energy consumption, the architecture of
an IoT edge computing system is constructed to suit better an
IoT scene. In addition, the application of edge computing key
technologies such as virtualization, edge intelligence,
computing offload, collaborative scheduling and micro-services
in resource-constrained IoT scenarios is analyzed in detail.
Finally, the functions and application of energy consumption
monitoring and optimization to a central air-conditioning
system are analyzed and summarized, which is a typical
application of edge computing in the context of the IoT.
Keywords—IoT, Edge computing, Energy monitoring and
optimization Introduction

I. INTRODUCTION
As it is well-known, the Internet of Things (IoT) is an
important part of the new generation of information
technology. It is based on a sensor network, Internet and
telecommunications network as the information carrier to
carry out ubiquitous connection, information exchange and
communication among things, and between things andpeople.
It realizes intelligent perception, recognition, location,
tracking, monitoring and management of objects and people
[1][2]. Since the concept of IoT was put forward in 1999,
ithas been developing vigorously. It has been applied in
many industries and fields such as intelligent transportation
[3], smart home [4], intelligent manufacturing [5], smart
agriculture [6], smart city [7] and internet of vehicles
[8][9][10].It has promoted the development of information
and intelligence. In different industries, the requirement of

IoT scenarios are also different. Generally, IoT systems are
built with different sensors, controllers, communication
networks and cloud platforms, which will inevitably lead to
some problems, such as data fragmentation, network
isomerization and function component homogeneity of the
platform. Now there are the following factors restricting the
development of IoT applications.
1) Network capacity
The rapid growth of IoT devices and diversified business
applications leads to the explosive growth of data.
Themassive data challenges the traditional cloud computing
paradigm. The data transmission can take up muchnetwork
bandwidth.
2) Data timeliness
In industrial control, autonomous driving, virtual reality
and other business applications, the requirements forsystem
delay are very high, generally within the 10ms level or less.
The delay time by cloud computing is affected by data
transmission distance and network stability. Too much delay
makes it impossible tomeet the requirements of business
applications or result in poor user experience.
3) Terminal resource
Due to the limitations of computing, storage capacity and
energy supply, IoT terminals are unable to meet the
requirements of processing and analyzing massive data in
real time.
4) Heterogeneous interconnection
In the context of IoT, terminal types and communication
networks are diverse, so it is difficult for IoT applications to
adapt the connected terminals in data analysis, terminal
control and other aspects.
5) Security and privacy
IoT faces security and privacy threats such as
eavesdropping, tracking, attack, spoofing, replay, physical
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cracking, DDoS, and virus[11]. Remote data transmission
increases the threat of data security and privacy.
Based on the above constraints, the traditional computing
paradigm centered on a cloud platform cannot meet the
development needs for IoT applications. However, the
computing paradigm centered on edge computing can
provide new solutions and technical systems to meet such
needs. Edge Computing can realize real-time data processing,
reduce the bandwidth occupation of the backbone network,
reduce the energy consumption of IoT terminals, and provide
a more flexible processing mechanism of a heterogeneous
network.
According to IoT characteristics , such as data
fragmentation, heterogeneous network and limited energy
consumption, this work constructs an edge computing system
architecture of IoT. Itskey technologies
such as
virtualization, edge intelligence, computing offload,
collaborative scheduling and microservices in resourceconstrained IoT scenarios are analyzed in detail. Finally, its
application to a central air-conditioning is analyzed and
summarized.
II. IOT EDGE ARCHITECTURE

Core Network

Edge Layer

Virtualization

Edge intelligence

Co-scheduling

Computation unloading

Filed Layer
City

Town

Social Network Transportation

Rural Area

Fig.2.IoT Edge Architecture

The proposed IoT edge architecture includes a field layer,
edge layer and cloud platform layer. The field layer includes
a series of sensors, terminals and production lines in the
household, workshop, transportation, which is the source of
data and the carrier of system control. The edge layer
includes physical ICT infrastructure and functional software
which includes protocol management, device management,
data processing, modeling and analysis, intelligent inference,
distributed control and related applications. The cloud
platform layer in the IoT edge architecture is a functional
upgrade based on the cloud platform layer of the traditional
IoT system. It also includes resource collaboration, data
collaboration,
intelligent
collaboration,
application
management
collaboration,
business
management
collaboration and service collaboration with the edge layer.
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Fig.3.The function view of edge computing
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A traditional IoT architecture includes a perception layer,
network layer and cloud platform layer [12]. The perception
layer is mainly responsible for the collection of field data and
the control of the system. The network layer is mainly
responsible for the transmission of perception data and
control instructions. The platform layer mainly completes
equipment
management,
connection
management,
application enablement, business analysis and other functions.
It can realize the unified access management of IoT devices
and the unified processing and analysis of data. Therefore,
the computing and storage load of a traditional IoT
architecture are mainly concentrated in the platform layer,
and at the same time the data transmission can take up a
large amount of network bandwidth. It is known that a cloud
platform in the traditional IoT architecture can provide
intelligent services by the strong computing and storage
capacity. However, the timeliness of data processing is
limited and the robustness of the system is poor. If the cloud
platform is attacked or the network is blocked, the whole IoT
system fails. In addition, due to the data fragmentation and
network isomerization of an IoT system, the massive amount
of heterogeneous invalid data can inevitably cause the waste
of network resources, which can also increase the burden of
computing and storage in the cloud computing center,
resulting in the waste of energy.

with the traditional IoT architecture, IoT edge architecture
adds edge layer between perception layer and platform layer.
Edge layer is the function sink of cloud platform, which can
realize real-time analysis and processing of data. It also can
realize the real-time control and decision-making of system.
This is bound to reduce the use of invalid data to network
bandwidth, reduce system delay, and save the energy
consumption caused by data transmission. At the same time,
the IoT system in the edge side is a closed-loop system,
which greatly improves the robustness and the reliability of
the system.

Town

Rural Area

Social Network Transportation

Fig.1. Traditional IoT Architecture

The application of edge computing in IoT scenarios is an
effective complement to traditional IoT systems. Compared

The relationship between edge computing and cloud
computing is not a substitution but a complementary synergy.
Cloud computing is good at global, non-real-time, long-cycle
big data processing and analysis [13]. It ownsan advantage in
such fields as long-cycle maintenance and business decision
support. Edge computing is more suitable for the processing
and analysis of local, real-time and short-period data, which
can better support the real-time intelligent decision-making
and execution of local business. Edge computing and cloud
computing need to work closely together to better meet the
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needs of various IoT scenarios, which further expands their
value [14].
III.

ENABLING TECHNOLOGIES

The edge layer in the proposed IoT edge architecture
inherits the enabling technologies of the cloud platform layer.
It includes virtualization, edge intelligence, microservices,
computational offloading, and collaborative scheduling, etc.
However, compared with such technologies in the cloud
platform layer, they are special in the resource-constrained
edge layer.
A. Virtualization
Virtualization mainly unifies the management and
utilization of physical resources such as computing, network
and storage. It realizes the virtualization of physical
resources and breaks the inseparable barrier among physical
entities. It enables users to apply these resources in a better
configuration and improves the utilization of system
resources. A virtualization technique has been widely used
and mature in cloud computing, especially virtual machine
and container technology. Once a VMis turned on, all the
pre-allocated resources are occupied. So the traditional VM
has the problem of large system size and slow startup speed.
Its disadvantages are not easy to be seen in a cloud
computing platform with abundantcomputing and storage
resources, but such VM is not applicable in the resourcelimited IoT edge.
Docker is a typical representative of a container [15]. It
runs directly on a host operating system, providing users
with more computing resources on a limited hardware.
Containers start and run much faster than VM, which are
more efficient. In the same hardware environment, containers
can share a system kernel with a shared application library
and run with the minimal memory. In addition, docker runs
far more applicatoins than VM, which is extremely efficient
for the system, but container technique has still not
handledsecurity issues yet. According to the characteristics
of a container, it is very suitable for edge computing and has
been adopted in amainstream edge computing platform [16].
Unikernel is a new lightweight virtualization technique. It
is a streamlined and exclusive application system designed
from the architecture perspective to meet the needs of a
single core microservice, which eliminates almost all
redundant components and greatly reduces resource space
and attack surface. Unikernel [17][18] compiles and links a
library operating system and application services into a
sealed virtual image with a single address space, which has
strong specificity, high security, small space, high
optimization, and fast startup speed. Itis very suitable for the
development needs of IoT devices. According to different
applications, it can flexibly assemble micro-service systems
suitable for running on embedded devices.

mature and has been applied in cloud computing centers or
edge devices. However, considering lightweight and security,
unikernel represents the trend of future development and is
more suitable for IoT scenarios with limited resources. They
are summarized in Table I.
B. Edge Intelligence
Deep learning has been widely used in image processing,
speech recognition and natural language processing.
Especially in image classification, AlexNet [19], VGGNet
[20], GoogLeNet [21], ResNet [22], DenseNet [23] and other
models[24] have excellent performance. Although deep
learning is powerful, it needs strong computing power,
algorithms and data to support. It is difficult to deploy
models directly on resource-constrained edges. How to
effectively combine deep learning with edge computing and
realize edge data mining and intelligent services is the
current research direction of edge intelligence. Deep learning
consists of training and inference execution. The former
mainly involves model training based on a large amount of
data. Inference execution mainly uses the input data to
predict and classify the output results by the model. The
model training and inference execution architecture of
traditional deep learning based on cloud computing is shown
in Fig.4. The process requires a lot of computing, storage,
energy consumption, and it thus difficult to deploy models
directly on resource-constrained edges. Now, the edge
usually is not able to use a large amount of data for model
training, but it is doableto carry out model inference at the
edge. The cloud-edge-end inference execution centered on
the edge side is shown in Fig.5, a) Model reasoning is
performed on the edge server; b) Model reasoning is
performed at the terminal; c) The part of model reasoning is
executed at the terminal and part is executed at the edge
server;d) The part of model reasoning is performed on the
edge server and part is performed in the cloud center.
According to hardware resources and time requirement, we
can select one of the above the four kinds of cooperative
inference .

Model
Cloud platform
Inference

Training

Data

Data
Data

TABLE I. THE PERFORMANCE COMPARISON OF VIRTUAL MACHINE ,
CONTAINER AND UNIKERNEL
Performance
Startup Speed
Resource
Occupation
Security
Application
Scenario

Low
High

VM

Container
Fast
High

Unikernel
Faster
Low

High
Cloud
computing

Low
Edge
computing

High
IoT,Edge
computing

Fig.4.Traditional deep learning training and inference execution mode
architecture

In summary , it is clear that VM is not suitable for
resource-constrained IoT applications. Container is very
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Fig.5.Architecture of deep learning inference mode centered on the edge
side

To solve the problem about a large number of parameters
and high storage cost and computing cost in the traditional a
deep learning model, how to realize the rapid deployment of
deep learning model on the edge under the premise of
ensuring the application accuracy needs a series of key
technical supports. At present, edge intelligence mainly
includes model segmentation, model compression, compact
model design, network model early exit and other techniques.
Model segmentation and model compression mainly reduce
the dependence of edge intelligence on edge devices in
computing and storage demand. The compact model is
designed to improve the efficiency of intelligent computing.
The network model exits in advance to improve the
execution speed of the model and save computing resources.
C. Computing OffLoad
An IoT system has the characteristic of heterogeneous
computing, with different computing and storage
performance among nodes. Nodes in asystem are in the state
of network communication, which provides the possibility
for cooperation between devices. To realize the efficient
utilization of resources and load balancing of the system, we
can offload compute-intensive tasks to resource-rich devices.
Traditional computing offload is to directly transfer the tasks
of the terminal to the cloud computing center. This approach
can meet a task’s demand for computing resources, but
increase the consumption of network transmission bandwidth
and the response time. Edge computing can transfer tasks
previously done in the cloud computing to the edge of the
system. It can make full use of the idle resources on the edge
to provide computing resources for compute-intensive and
time-delay sensitive tasks [25]. Computing offload mainly
includes offload decision, resource allocation and offload
system realization [26]. The offload decision mainly solves
the problem of how a terminal offloads, how much and what.
Resource allocation focuses on how to allocate resources
afteroffload decision-making. Duringthe implementation, we
focuson the implementation of a user migration process.
While designing a task offload algorithm, it is usually
necessary to consider many factors, such as network
bandwidth, task response time, energy saving, calculation
and economic cost caused by offloading.
Despitemany investigationson computational offloading
there are many problems and challenges in mobility
management, security and interference management. In
mobility management, low delay and path prediction need to
be considered to ensure business continuity and achieve
green and energy-saving communication. Many scientific
research problems of edge computing offload can be referred
to the more mature solutions in cloud computing. However,
due to the distributed deployment and the more complex
network environment, the security problem in the edge
network cannot fully learn from a cloud computing scheme.
Interference problems is one of key problems to be solved in

computing offload [27][28][29]. when multiple access
devices unload tasks to the edge server at the same time, it
can produce serious interference problems. How to guarantee
QoS under the premise of realizing the reasonable
distribution of resources and solving the problem of
interference is a key challenge in computing offload.
D. Collaborative scheduling
Collaborative scheduling on the edge side is mainly used
by a edge server to coordinately process tasks offloaded by
the terminal using system resources, and finally feedback the
calculation results to the terminal. In the overall calculation
process, it is necessary to consider the computing resources
of the edge server, the computing resources of the edge node,
and the communication resources. Taking the above factors
into account, the task collaborative processing is realized
with the goal of time optimization or energy consumption
optimization. The collaborative scheduling of computing
tasks in edge computing can improve the overall efficiency
of the edge network, reduce the response delay and the
energy consumption of the system.

Cloud Platform

Marginal Layer

Terminal Equipment

Fig.6.The collaborative architecture of cloud-edge-end

Task scheduling is a typical NP-hard problem, which is a
process of maximizing resource utilization, reducing waiting
time, improving task execution rate and allocating resources
to specific tasks at a specific time. Common scheduling
algorithms include heuristic algorithms, deep learning, and
reinforcement learning ones. Traditional heuristic scheduling
algorithms include First Come First Serve (FCFS), Shortest
Job First (SJF), Round Robin (RR), Minimum Execution
Time (MET), Minimum Completion Time (MCT), and Minmin and Max-min. FCFS is executed according to the order
of taskarrivals. The algorithm is simple and easy to
implement. However, due to ignoring many constraints of
real tasks, it is rarely used alone in an actual scheduling
system. SJF reorders all incoming tasks according to their
length, and executes them in FCFS mode according to the
new sorting. Considering only the length of tasks greatly
limits their application performance; RR places all tasks to
be processed into the available nodes, but only executes them
for a given time. If the task times out, the task isinterrupted
and the next task is carried out, which results in a limited
success rate of task execution. MET randomly assigns tasks
to resources that estimate the shortest completion time, but
does not consider the resource availability of nodes, which is
worse in the case of dynamic changes of resource.
Considering the available waiting time and task execution
time of nodes, MCT allocates tasks to the expected shortest
time resources in any order, but it is difficult to allocate tasks
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to the ideal nodes in practice. Min-Min algorithm first
performs tasks with a small amount of data and allocates
them to the most efficient processor, but it is easy to cause
servers with high computing power to have high load rate
and servers with low computing power to be idle for a long
time. Max-Min gives priority to allocate tasks with large
amount of data to the most efficient processors to optimizes
and balances the load of the processors, but lacks scalability
[30][31].
The widely used heuristic algorithms are mainly Ant
Colony Optimization algorithms (ACO), Genetic Algorithm
(GA), Particle Swarm Optimization (PSO), Simulated
Annealing Algorithm (SA), Bat Algorithm (BA) and a series
of derivative algorithms based onthem [32]. Compared with
the traditional algorithms, they have high robustness and
feasibility, as their clearadvantages in the process of task
scheduling and optimization. However, their disadvantages
are that they converge too early and fall into the local
optimal solution or the execution time is too long.Some
proper combinations of them can partially overcome such
weakness as done in [33][34][35].
In the edge environment, the scheduling strategy can be
directly constructed with some constraints, such as Load
Balancing [36], Business Priority [37][38], Security
Management [39], Trusted Collaboration [40] or using
classic scheduling algorithm, heuristic algorithms, and
machine learningones.At present, the research about
cooperative scheduling on the edge side is that the terminal
offloads the computing task to the edge server for solving the
problem of insufficient computing in the edge terminal and
studying the resource scheduling problem of the edge
server.Since not all computing resources on the edge side are
well-utilized, answeringhow to schedule computing tasks to
the terminal on the edge side is a research task of edge side
collaborative scheduling.
E. Microservice
Microservices are a way to develop applications that
build a small set of independently deployable services
around specific business functions. It uses business-functionoriented design concepts, where each service has a business
function that runs autonomously and the application is made
up of one or more microservices [41][42]. It is open to the
public without language restrictions. In the design of the
application program, the business function or process design
is firstly segmented, and each business function is
independently realized as an individual service that can run
autonomously. Then, the same protocol is used to combine
all the services to form an application program. To extend a
specific business function, we just extend the service of that
business function, not the entire application. Micro-services
can be configured according to the needs of computing
resources, and thus micro-services have adaptability for edge
devices with relatively limited resources. Compared with the
traditional IT software architecture, which has poor
scalability, and high maintenance cost, a microservice has a
better organizational structure, which can maximize
decoupling, facilitate functional expansion and reduce the
occurrence of errors.
IV.

TYPICAL APPLICATION OF EDGE
COMPUTING IN IOT SCENARIOS
There are much industrial equipment with high energy
consumption, high safety risk and low utilization efficiency

in t industrial sites. This paper introduces the central airconditioning system built with an INDICS platform and edge
intelligent gateway. The systemhas a field layer, edge layer
and cloud platform layer and as is shown in Fig.7. The watercooled central air conditioning on the field layer is mainly
composed of several cold water pumps, cooling tower,
condensing water pumps and cooling load, all of which
belong to the class of high energy consumption equipment
[43][44][45]. The edge layer includes an edge intelligent
gateway. It conducts real-time analysis and processing of
inlet and outlet water pressure, circulating water temperature,
pressure difference, flow and other data of the central airconditioning system equipment. At the same time, it
comprehensively monitors the operation parameters of the
system and the running state of the equipment. The running
frequency and starting quantity of the water pump and
cooling tower fan are reversely controlled according to the
monitoring information, so as to track the changes of the
industrial control for the main air conditioner in real time. It
can achieve the system’s closed-loop control in the shortest
time and increase the robustness of the edge side airconditioning system. The cloud platform layer carries out
data analysis, system configuration, energy management and
equipment management for the monitoring and optimization
of the edge air-conditioning system in the region. The edge
intelligent gateway can process the monitoring data of a
single building and upload the monitoring results to the cloud
platform in real time, so as to realize the distributed
monitoring and control of the edge air conditioning system
by the cloud platform. This system can not only realize the
overall energy consumption configuration of the airconditioning system, but also realize the quantitative
configuration of the local single building air-conditioning
system, so that the system is in the best working state under
various load conditions, and can improve the stability of the
overall air-conditioning system and reduce energy
consumption.

INDICS Platform

Cloud Layer

Edge Layer

Gateway

Gateway

Gateway

Filed Layer

Fig.7.The system architecture of Central Air-conditioning Energy
Consumption Monitoring and Optimization

A. Edge Intelligent Gateway
The detailed hardware parameters of the edge intelligent
gateway adopted by this system are shown inTable II. It
provides functional modules for data collection, conversion,
processing, transmission and system control, which can be
connected to the INDICS cloud platform. It supports a
variety of protocols, including OPC UA, Modbus RTU,
Modbus TCP/IP, HTTP, MQTT. It alsosupports cloud and
local configurations, and WIFI/4G/3G/NB-IoT wireless
communications. Edge intelligence gateway can accessto the
central air conditioning system of a building, which includes
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three water chillers, and two cold water pump. It collects key
data such as pressure, temperature and flow through Modbus
protocol. It analyzes and processes the data to control the air
conditioning cooling system in real time according to the
actual environment and equipment status. At the same time,
the edge intelligent gateway deploys a device fault diagnosis
model to realize fault diagnosis and life prediction for field
hardware devices, thus providing users with more intelligent
services.

monitoring and optimization of energy consumption on the
cloud-side.

TABLE II HARDWARE PARAMETERS OF EDGE INTELLIGENT GATEWAY
CPU
Storage Media
Memory type
Main Memory size
Available slot
USB interface
Serial interface
Industrial Ethernet interface

Intel Quark X1020
1*microSD card slot
DDR3-SDRAM
1GB
1*Arduino board、1*mPCIe
1*USB 2.0、1*USB-Client
2*COM interface（RS 232、RS
485、RS 485）
2*100Mbit/s Ethernet（RJ45）

B. Central Air-conditioning Energy Monitoring and
Optimization platform
The backend of the system adopts a Spring Boot microservice development framework. It uses the micro-service to
build functional modules such as operation monitoring, data
analysis, equipment management, user management and
system log. The frontend of the system is built with JS and
Freemaker template engine, and MySQL is used for data
storage. The MQTT protocol is used for communication and
Docker is used for application deployment, operation and
control. At the same time, the system builds the property
model of a chiller, cold water pump, cooling tower and other
equipment on the cloud platform, and completes the creation
and configuration of accessdevice, protocol management and
so on. The cloud platform receives the monitoring and
control results uploaded by the edge intelligent gateway, and
adjusts and controls the global edge systems.

Fig.9. Energy monitoring and optimization application interface of central
air conditioning

V. CONCLUSION
In this paper, according to the characteristics of an IoT
scenario, such as high timeliness demand, limited terminal
resources, heterogenous network, security and privacy, we
proposes an IoT edge architecture by combining edge
computing with IoT. In addition, the enabling technologies
such as virtualization, edge intelligence, computational
offloading, collaborative scheduling and microservices for
constructing the edge system of the Internet of things
arediscussed. Finally, the functions and application of the
energy monitoring and optimization under such architecture
are given as a typical application case of edge computing in
the context of IoT.
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