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Relentless False Data Injection Attacks Against
Kalman-Filter-Based Detection in Smart Grid

Yifa Liu and Long Cheng , Senior Member, IEEE

Abstract—As one of the most dangerous cyber attacks
in smart grids, the false data injection attacks pose a se-
rious threat to power system security. To detect the false
data, the traditional residual method and other improved
methods, such as the Kalman-filter-based detector, have
been proposed. However, these methods often have de-
fects, especially in a very complex networked system with
noises. By investigating the tolerance to the uncertainty
in the residual detection method and properties of noises,
the attack magnitude planning has been presented to hide
the attack behind noises, which can bypass the residual
detection method. As to the Kalman-filter-based detector,
this article designs a specific attack strategy that can suc-
cessfully deceive the Kalman-filter-based detector. Under
this strategy, the false data injected at each step are used
to balance the anomalies caused by previous false data,
making the system look quite normal in monitoring, while
deviating the system from normal operation eventually.

Index Terms—Attack sequence, false data injection,
Kalman filter, smart grid security, state estimation.

I. INTRODUCTION

E LECTRICITY plays an important role in the daily pro-
ductions and lives of human beings, and power failure

can cause serious losses these days [1]. With the advancement
of various industrial developments, especially the advance of
Industry 4.0, the demand for electricity has soared significantly
[2]. Therefore, the requirements of the management and control
for the power systems become urgent. As a result, the smart
power grid has been proposed [3]. Adopting digital technology,
the smart grid allows the two-way flow of information between
power generators and end consumers to help improve efficiency
and reliability of the power transformation and transmission.
However, with the increasing growth of its scale and complexity,
the smart grid has proven to be fragile and vulnerable [4],
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[5]. Smart grids use historical data for the dynamic optimiza-
tion of the grid operation and resource utilization. There are
many meters amounted at important components, and those
measurements are transmitted to the control center. Based on
these measurements, the control center makes the right decision
[6]. Therefore, the false data injection (FDI) attacks against the
grid state estimation can cause great damage to the smart grid
[7], [8].

To combat FDI attacks, the smart grid first needs to detect
attacks. The traditional detection method for FDI attacks is to
monitor the residual of state estimation [9]. The false data usually
do not satisfy the laws of physics, such as Kirchhoff’s laws. Even
if these laws are satisfied, the false data often contradict the rules
of the power system operation. Hence, when the power grid is
under FDI attacks, the residual is increasing significantly.

However, it is indicated that the attacker can manipulate the
injected false data to bypass the residual detection and introduce
arbitrary errors into the state estimation [10], [11]. To be able to
detect false data more accurately, many studies have taken dif-
ferent approaches to enhance detection capabilities. Maximum
likelihood estimation was applied in [12] and [13]. In [14], an
adaptive Markov strategy was utilized to change the threshold
values in the detection process. A game theoretic approach was
adopted to analyze the optimal detection threshold for FDI in
[15]. By using the multiagent system theory, a voting protocol
was proposed to evaluate the risk of each element being attacked
in [16]. In [17], by examining the difference between estimations
obtained from different subsets of sensors, hypothesis testing
was proposed to find the attacked part. Even though many
improved measures are proposed [18], these methods have a
common serious defect: they are all static data-based methods,
and rely entirely on the measurement data collected by the
sensors. As long as the attacker has adequate knowledge of
the grid structure, the well-designed false data can bypass the
residual test to avoid being detected.

The defect of the static data-based detection method essen-
tially lies in the lack of the correct reference basis. To overcome
these limitations, the Kalman-filter-based detection method has
been proposed, which builds a prediction of the grid state based
on the grid’s historical states. Therefore, this method can detect
these carefully designed stealthy FDI attacks [19], [20].

Although the Kalman-filter-based detection has led to great
success, many studies may have overoptimistic expectations
regarding its detection ability. This is because the serious disrup-
tive effect of noises in the detection process is not fully analyzed.
Due to the existence of measurement noises, even without FDI
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attacks, the residual of state estimation in the detection method
still exists [21]. It is noted that the Kalman-filter-based detec-
tion cannot distinguish small amounts of false data and noises
[22], [23]. Based on this property, it has been proved that the
attacker is able to successfully inject false data without being
detected by the Kalman-filter-based detection [23]. Although
the results presented in [23] make the first step against the
Kalman-filter-based detection, the attack method proposed in
[23] cannot cause sufficient damage to the power system. The
reasons are summarized as follows.

1) The attack magnitude is limited. If the attack magnitude
is set too high, the attack is to be detected immediately.

2) The attack duration is short. This attack method is based
on the assumption that the power grid operates in a steady
state. When the grid state is changed by the attacks, the
attack method fails and can be detected by the Kalman-
filter-based detection.

3) The states of the system after the attack have not been
well analyzed, which makes it impossible to design the
subsequent attack strategy.

Motivated by the aforementioned observations, in order to
design a long-term continuous attack strategy to cause fatal
harm to the power system, this article quantitatively analyzes
the relationship between the attack magnitude and the exposure
risk, as well as the conditions for relentless stealthy attacks
against the Kalman-filter-based detection. It has been found
that the estimations generated by the Kalman filter are based
on historical measurement data whose security cannot be guar-
anteed either. According to this observation, this article tries to
take advantage of the previous attacks and further continuously
fabricate new and more violent attacks to balance the residu-
als caused by attacks so as to continuously attack the power
grid with an increasing magnitude by theoretical analysis. The
simulation results indicate that the detection result based on the
Kalman filter at each step can be normal if the attack vectors
are well-organized, while the attack strength can be reinforced
constantly and push the smart grid to collapse step by step. In
addition, the proposed method is proved to be able to avoid being
detected by the residual detection method as well, which means
that the proposed attack method can bypass the dominant FDI
detection methods in the literature.

The contributions of this article are summarized as follows.
1) This article proposes a continuous false data injection

attack strategy to bypass the traditional residual detection
method even if the attacker does not know the precise
structure information about the power grid.

2) This article finds out the defects of the Kalman-filter-
based detection method and constructs an attack sequence
of increasing magnitude to bypass the detection, which
illustrates that the Kalman-filter-based detector cannot
fully ensure the security of the smart grid either.

II. PRELIMINARIES

This section gives the model of the smart grid operation and
the state estimation with and without FDI attacks.

A. Smart Grid Description

The dynamics and measurement equations of the smart grid
can be described by the following state space equations:

X̊[k+1] = g(X̊[k], Ů [k])

Z̊[k] = h(X̊[k])+v[k] (1)

where X̊[k]= [̊x1[k] x̊2[k] · · · x̊n[k]]
T ∈Rn is the vector of

states at the kth sampling instant, x̊i[k] is the state of the ith node
in the grid, Ů [k]∈Rn is the input vector at the kth sampling
instant, Z̊[k]= [̊z1[k] z̊2[k] · · · z̊m[k]]T ∈Rm, m>n is the
measurement vector at the kth sampling instant, z̊i[k] is the
measurement of the ith meter, v[k]=[v1[k] v2[k] · · · vm[k]]T ∼
Nm(0, R) is the vector of measurement noises, and R∈Rm×m

is positive definite.
In the literature, since meters are physically isolated [24],

the noises v1, v2 · · · vm are assumed to be independent, i.e.,
R=diag(σ2

1 , σ
2
2 , . . . , σ

2
m), vi∼N(0, σ2

i ), i = 1, 2, . . . ,m.
Similar to the one in [25], around the stable operating

point (Xd, Ud), which satisfies Xd = g(Xd, Ud), the system
model can be linearized as follows: denote X[k]=X̊[k]−Xd =
[x1[k] x2[k] · · ·xn[k]]

T ∈Rn, U [k]= Ů [k]− Ud, and Z[k] =
Z̊[K]−HXd = [z1[k] z2[k] · · · zm[k]]T ∈ Rm, then the
power system defined by (1) can be simplified as

X[k+1] = GX[k]+BU [k]

Z[k] = HX[k]+v[k] (2)

where G = ∂g
∂X |X=Xd

U=Ud

, B = ∂g
∂U |X=Xd

U=Ud

, and H = ∂h
∂X |X=Xd

U=Ud

.

Since it is difficult to directly measure the states X[k] during
the power grid operation, the control center uses the collected
measurements Z[k] to estimate the states of the smart grid.
Denote X̂[k] as the state estimation at the kth sampling instant,
and r[k] defined below is the residual between the real state value
and its estimation

r[k] = Z[k]−HX̂[k]. (3)

To minimize the following objective function:

J [k] = (Z[k]−HX̂[k])TR−1(Z[k]−HX̂[k])

= [X̂[k]−(HTR−1H)−1HTR−1Z[k]]THTR−1

H[X̂[k]−(HTR−1H)−1HTR−1Z[k]]

+ Z[k]T [I−R−1H(HTR−1H)−1HTR−1]Z[k] (4)

the weighted least-square estimation X̂[k] can be obtained as

X̂[k] = (HTR−1H)−1HTR−1Z[k]. (5)

Applying the state estimation (5) into the measurement model
(3), the corresponding residual can be obtained as

r[k] = Z[k]−HX̂[k]

= (I−H(HTR−1H)−1HTR−1)v[k]. (6)

During the stable operation of the smart grid, the control
objective is to keep the grid’s state at the stable operating point
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(Xd, Ud), i.e.,X[k] = 0. To this end, the linear feedback control
can be employed [25]. Because the controller can only use
the state estimation, the output feedback-based control law is
designed as follows:

U [k] = KX̂[k] = K(HTR−1H)−1HTR−1Z[k]

= KX[k]+K(HTR−1H)−1HTR−1v[k]. (7)

Then, substituting the control law (7) and the estimation (5) into
(2) leads to the following closed-loop system:

X[k+1] = (G+BK)X[k]+BK(HTR−1H)−1HTR−1v[k]

Z[k] = HX[k]+v[k]. (8)

B. FDI Attack Description

When the attacker launches an FDI attack, some measured
data are tampered with the mix of false data. The modified
measurements are shown as follows:

Za[k] = Z[k]+A[k] = HX[k]+v[k]+A[k] (9)

whereZa[k] is the measurement vector after tampering at the kth
sampling instant, and A[k] = [A1[k]A2[k] · · · Am[k]]T ∈ Rm

is the malicious data added to the original measurements. In
this article, both the direction and the magnitude of the FDI
attacks are considered. That is: D[k]T [k] = A[k] where D[k] =
A[k]/‖A[k]‖2 = [D1[k]D2[k] · · · Dm[k]]T ∈ Rm is the attack
direction vector and T [k] ≥ 0 is the attack magnitude at kth
instant.

Replacing the original measurements Z[k] with measure-
ments after being attacked Za[k], the estimation of the grid state
and the corresponding residual at this time are

X̂a[k] = (HTR−1H)−1HTR−1(Z[k]+A[k]) (10)

r[k] = Za[k]−HX̂a[k]

= (I−H(HTR−1H)−1HTR−1)v[k]

+ (I−H(HTR−1H)−1HTR−1)A[k] (11)

where X̂a is the estimation after being attacked.
Applying (9) and (10) into the system (8), the dynamic be-

havior of the attacked system is described as follows:

X[k+1] = GX[k]+BK(HTR−1H)−1HTR−1Za[k]

= (G+BK)X[k]+BK(HTR−1H)−1HTR−1v[k]

+BK(HTR−1H)−1HTR−1A[k]

Za[k] = HX[k]+v[k]+A[k]. (12)

The following sections introduce the traditional residual de-
tection method and the Kalman-filter-based detection method
against FDI attacks, and study how to design stealth attacks to
bypass these two detection methods.

III. TRADITIONAL RESIDUAL DETECTION METHOD AND

CORRESPONDING ATTACK STRATEGY

This section first introduces the traditional residual detection
method, then indicates its detection range and gives an attack

strategy to avoid its detection without the precise configuration
information of the smart grid.

A. Problem Formulation

When the attacker launches an FDI attack, according to (6)
and (11), the residual of estimation may increase. The traditional
detection method is to monitor that residual in real time, and set
a prespecified threshold τ . If the norm of the residual exceeds
the threshold i.e., ‖r[k]‖ > τ , then it is believed that the data
have been maliciously modified or a fault has occurred in the
system. This article considers the Euclidean norm for analysis
and discussion

‖r[k]‖2 = ‖(I−H(HTR−1H)−1HTR−1)(v[k]+A[k])‖2.
(13)

However, due to the existence of noise, the threshold τ cannot
be set too low; otherwise, alarms may be triggered frequently,
affecting the normal operation. It is well known that the prob-
ability that a white (Gaussian) noise is higher than any value
is always not zero. Then, the residual may still exceed that
threshold, regardless of how high the threshold is set.

Therefore, the significance level α should be set to allow the
residual norm exceeding the threshold. That is, the tolerance
domain for FDI attacks satisfies the following condition:

P (‖r[k]‖2>τ) < α. (14)

B. Defects of the Residual Detection

It should be noted that if the attacker knows all (see [24]) or
partial (see [11]) structure information of the smart grid, and
chooses an appropriate attack direction to satisfy the condition
D[k] = Hc/‖Hc‖2, for any c ∈ Rn, then residual defined by
(11) at this time is

r[k] = (I−H(HTR−1H)−1HTR−1)v[k]

+ (I−H(HTR−1H)−1HTR−1)HcT [k]

= (I−H(HTR−1H)−1HTR−1)v[k]+HcT [k]−HcT [k]

= (I−H(HTR−1H)−1HTR−1)v[k]

which is the same as the residual without attacks (6). In this
case, no matter how strong the attack is, it can pass the residual
detection. This attack strategy needs to adjust the attack vector
A[k] into an appropriate direction. In the actual operation, the
attacker carries out the attacks by hacking the distributed meters
and modifying their measurements. The following subsection
gives the fact that even if the attacker can only choose a fixed
and adverse attack direction, it can still avoid the detection by
continuously injecting a small amount of false data.

C. Attack Against the Residual Detection

In this subsection, it is assumed that the attacker can only
change the attack magnitude, and cannot change the attack direc-
tion, i.e., D[i]=D=[D1 D2 · · · Dm]T , A[i]=DT [i]. Denote
‖(I−H(HTR−1H)−1HTR−1)‖2 � ξ, ρi = |Di/σi|, σmax=
maxi=1,2,...,m{σi}, and ρmax=maxi=1,2,...,m{ρi}.
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Theorem 1: When the magnitude of a single FDI attack T
satisfies the following conditions, i.e., A[i] = DT, for any i, it
can bypass the residual detection defined by (14):

T 2 <
2ξ2σ2

max

mρ2max(τ
2−ξ2σ2

max)

[
τ2

2ξ2σ2
max

+ lnα+
1

2
ln

π

2

− ln

(
4+

τ

ξσmax

(
64

(m− 1)π

)m−1
2

)]
. (15)

Proof: See the proof of Theorem 1 in Appendix B. �
Although this is a very conservative strategy, at least, the

conclusion can be given that low-intensity attacks cannot be
detected. Furthermore, since each test is independent, the same
strategy can be adopted each time. So, the attacker can con-
tinuously launch an “imperceptible” attack and inject a small
amount of false data to continuously harm the smart grid.

IV. KALMAN-FILTER-BASED DETECTION METHOD AND

CORRESPONDING ATTACK STRATEGY

The defect of the residual detection lies in the fact that the test
statistics for attack detection completely rely on the measured
data that may be attacked, hence, well-designed false data can
bypass the detection. If the control center can predict the oper-
ating states and compare them to measurements under attacks,
regardless of how the false data are constructed, they can be
found.

The Kalman filter is an efficient optimal recursive data pro-
cessing algorithm that can obtain the effective and reliable
prediction of the future state through the past measurements
[26]. It is suitable for detecting false data attacks.

This section first introduces a Kalman-filter-based FDI attack
detection method, and then, gives the analysis of its performance
and weakness in the presence of attacks. Finally, an infiltrating
attack strategy is proposed to bypass the detection and sabotage
the grid.

A. Kalman-Filter-Based Attack Detector

Denote X̂[t1|t2] as the state estimation at time t1 by using
measurements up to time t2, and let P [t1|t2] be the covariance
of the estimation X̂[t1|t2].

Prediction: At time k, according to (8), the priori estimation
at time k+1 and its corresponding covariance are

X̂[k+1|k] = (G+BK)X̂[k|k]
= (G+BK)(X̂[k|k]−W [k]v[k])+(G+BK)W [k]v[k]

(16)

P [k+1|k]
= (G+BK)(P [k|k]−W [k]RW [k]T )(G+BK)T

+ [BK(HTR−1H)−1HTR−1+(G+BK)W [k]]R

× [BK(HTR−1H)−1HTR−1+(G+BK)W [k]]T (17)

where W [k] ∈ Rn×m is the Kalman gain at time k.

Remark 1: Notice that X[k] and (X̂[k|k]−W [k]v[k]) are
uncorrelated with v[k], respectively [see (22)]. This means that
the process noise and the measurement noise are correlated,
therefore, this Kalman filter used in this article is slightly differ-
ent from the classic Kalman filter.

Update: At time k+1, notice that v[k+1] is uncorrelated with
the combination of v[1], v[2], . . . , v[k]. The posteriori estimation
and its covariance are

X̂[k+1|k+1]

= X̂[k+1|k]+W [k+1](Z[k+1]−HX̂ [k+1|k])
=(I−W [k+1]H)X̂[k+1|k]+W [k+1](HX[k+1]+v[k+1])

(18)

P [k+1|k+1]

= (I−W [k+1]H)P [k+1|k](I−W [k+1]H)T

+W [k+1]RKT [k+1]. (19)

To minimize P [k+1|k+1], W [k+1] should be designed as

W [k+1] = P [k+1|k]HT (HP [k+1|k]HT +R)−1.

Then, the Kalman filter of (8) is described as follows:

X̂[k+1|k] = (G+BK)X̂[k|k]
P [k+1|k] = (G+BK)P [k|k](G+BK)T

+BK(HTR−1H)−1KTBT

+BK(HTR−1H)−1HTW [k]T(G+BK)T

+ (G+BK)W [k]H(HTR−1H)−1KTBT

X̂[k+1|k+1] = (I−W [k+1]H)X̂[k+1|k]
+W [k+1]Z[k+1]

P [k+1|k+1] = P [k+1|k]−W [k+1]HPT [k+1|k]
W [k+1] = P [k+1|k]HT (HP [k+1|k]HT +R)−1.

(20)

The residual given by the Kalman filter (20) is defined as the
difference between the measurement and the prediction

r[k] = Z[k]−HX̂[k|k−1]. (21)

The healthy grid operates normally and provides stable power
supplies. It is assumed that the Kalman filter can give the accurate
estimate before the system is attacked, i.e., (X[t]−X̂[t|t])∼
Nm(0, P [t|t]), t<k+1

X̂[k|k] = (I−W [k]H)X̂[k|k−1]+W [k]Z[k]

= (I−W [k]H)X̂[k|k−1]+W [k]HX[k]+W [k]v[k].
(22)

It is noted that X[k] is uncorrelated with v[k], and (X̂[k|k]−
W [k]v[k]) is uncorrelated with v[k]. Hence, (X[t]−X̂[t|t]+
W [k]v[k])∼Nm(0, P [t|t]−W [k]RWT [k]).

If the grid suffers from an FDI attack at time k and the
tampered data are the same as the one defined in (9), then the
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residual becomes

r[k] = Za[k]−HX̂[k|k−1]. (23)

Through real-time monitoring the Euclidean norm of this
residual, the presence of (some) bad measurements can be
detected, if this residual is so large that its norm exceeds the
threshold, i.e., ‖r[k]‖2>τ . Similarly with (14), due to the exis-
tence of noises, the threshold still needs to be set to limit false
alarms. Then, the tolerance domain for FDI attacks satisfies the
following condition:

P (‖r[k]‖2>τ) < α. (24)

From (23), it can be seen that regardless of how the attack
directionD is designed, the attack magnitude is always reflected
in the residual. It means that this Kalman-filter-based detection
method can overcome the limitation of the traditional residual
detection defined by (11), avoiding the harm caused by the
stealth bad data injection [27].

However, it is noted that the effectiveness of the Kalman-filter-
based detection method is entirely based on the premise that
historical data are trustable. The later parts give a special way to
infiltrate the smart grid with the Kalman-filter-based detector.

B. Single Attack Case: The Preattack Strategy

Since the Kalman filter cannot fundamentally separate attacks
from noises, small attacks still work. Based on this observation,
this subsection discusses the possibility of a single attack by-
passing the detection.

Assume the first attack occurs at time s, i.e., T [j] = 0, j <s.
Theorem 2: For a smart grid under stable operation, the first

attackA[s] can avoid being detected by the Kalman filter as long
as its magnitude is sufficiently small to satisfy the following
condition:

‖A[s]‖22 <
2‖Γ‖22

md2min(τ
2−‖Γ‖22)

[
τ2

2‖Γ‖22
+ lnα+

1

2
ln

π

2

− ln

(
4 +

τ

‖Γ‖2

(
64

(m−1)π

)m−1
2

)]
(25)

where ΓΓT =R+[HBK(HTR−1H)−1HTR−1−H(G+BK)
W [s]]R[HBK(HTR−1H)−1HTR−1−H(G+BK)W [s]]T +
H(G+BK)(P [s|s]−W [s]RWT [s])(G+BK)THT , and dmin

is the smallest absolute value of the elements of
Γ−1A[s]/‖A[s]‖2.

Proof: See the proof of Theorem 2 in Appendix C. �
Remark 2: If the attacker can choose D[s] = Hc/‖Hc‖2, for

any c ∈ Rn, as the attack direction, the preattack strategy can
certainly bypass the traditional residual detection as mentioned
in Section III-B. Even if this condition cannot be satisfied, it
only needs to let the attack magnitude satisfy both constraints
given by Theorems 1 and 2, and then, the preattack strategy can
bypass the traditional residual detection.

The false data injected at a single small attack have insuf-
ficient power. Hence, relentless attacks are required to cause
considerable damage to the grid.

When the system with a Kalman filter (20) is injected with
false data, those false data may continue to implicitly appear in
subsequent residuals and affect the detection tests. Hence, the
attacker can take advantage of the impact of previous attacks
when developing the attack strategy.

C. Multiple Attacks Case: The Postattack Strategy

Since the indicator of the Kalman filter relates to the past
states of the grid, the tolerances for multiple attacks are time
varying. First, the operating state equations of the smart grid
with the Kalman filter before and after attacks are given.

Before the attacks, there is enough time for the grid and its
filter to reach the steady state, and the covariance matrices of
priori and posteriori estimations converge as follows:⎧⎨

⎩
|t] = P [t+1|t+1] � P, t → ∞
P [t+1|t] = P [t+2|t+1] � P̃ , t → ∞
limt→∞ W [t] � W∞.

(26)

Then, applying the steady-state covariance and the correspond-
ing Kalman gain (26) into prediction process (16) and update
process (18) leads to the following conditions:⎧⎪⎪⎪⎪⎨
⎪⎪⎪⎪⎩

P̃ = (G+BK)(P−W∞RWT
∞)(G+BK)T

+[BK(HTR−1H)−1HTR−1+(G+BK)W∞]R
×[BK(HTR−1H)−1HTR−1+(G+BK)W∞]T

P = P̃−P̃HT (HP̃HT +R)−1HP̃T

W∞ = P̃HT (HP̃HT +R)−1.

(27)

Hence, the control center actually uses a constant Kalman gain
for estimation, and the attacker can also use this gain. Then, the
system (8) with a Kalman filter (20) can be simplified as follows:

X[k+1] = (G+BK)X[k]

+BK(HTR−1H)−1HTR−1v[k]

Z[k] = HX[k]+v[k]

X̂[k+1|k] = (G+BK)X̂[k|k]
X̂[k+1|k+1] = (I−W∞H)X̂[k+1|k]+W∞Z[k+1]

= (I−W∞H)(G+BK)X̂[k|k]
+W∞(HX[k+1]+v[k+1]). (28)

After the attacker launches the attack, at any moment l ≥ s,
replacing Z[k] with Za[k] leads to the following system equa-
tion:

X[l+1] = (G+BK)X[l]

+BK(HTR−1H)−1HTR−1v[l]

+BK(HTR−1H)−1HTR−1A[l]

Za[l] = HX[l] + v[l] +A[l]

X̂[l+1|l] = (G+BK)X̂[l|l]
X̂[l+1|l+1] = (I −W∞H)(G+BK)X̂[l|l]

+W∞(HX[l+1] + v[l+1] +A[l+1]).
(29)
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Theorem 3: After the first attack, if the attacker adopts the
following postattack strategy, it can pass the detection using the
Kalman filter defined by (29):

A[l]= [H(G+BK)W∞−HBK(HTR−1H)−1HTR−1]A[l−1]

−H(G+BK)

{
l−s−2∑
k=0

(G+BK)l−s−k−2BK

× (HTR−1H)−1HTR−1A[s+k]

+
l−s−2∑
k=0

l−s−2∑
i=k

[(I−W∞H)(G+BK)]l−s−i−2W∞H

× (G+BK)i−kBK(HTR−1H)−1HTR−1A[s+k]

+

l−s−2∑
k=0

[(I−W∞H)(G+BK)]l−s−k−1W∞A[s+k]

}

(30)

where s < l is the first attack occurring time, and A[s] can be
any sufficient small vector following the preattack strategy in
Theorem 2.

Proof: See the proof of Theorem 3 in Appendix D. �
Theorem 4: The postattack strategy defined by (30) in Theo-

rem 3 can bypass the traditional residual detection completely.
Proof: See the proof of Theorem 4 in Appendix E. �
After the smart grid suffers from the FDI attacks, there is a

slight difference between the amount of false data contained in
the estimation and that in the measurement, and this difference
gradually becomes significant over time. However, on the other
hand, the attacker can take advantage of this and keep generating
false data in order to make the previous false data look real.

V. NUMERICAL SIMULATION

This section illustrates the defects of two detection methods
in concern (the traditional residual detection and the Kalman-
filter-based detection).

Consider a 4-bus model of the distribution test feeders pro-
posed by IEEE distribution test feeder working group [28],
which is shown in Fig. 1. The admittance matrix Y of this power
network is given in (31), shown at the bottom of the page.

Each distributed energy resource is connected into the smart
grid at the point of common coupling, and it needs to con-
trol the voltages (V = [V1 V2 V3 V4]

T ) of those points of

Fig. 1. Illustration of the IEEE 4-bus test feeder model.

common coupling to keep them at the reference values Vd =[
12.470 7.123 2.258 1.987

]T
(kV).

To achieve that, the system state is defined as the deviation of
the voltages from the reference values, i.e., X = V − Vd. The
sampling period is set to be 10 ms. From [25], the dynamics of
the system can be written by

X[k+1] = GX[k]+BU [k]

U [k] = −KX[k] (32)

where the state transition matrixG, input matrixB, and feedback
control gain K are shown as follows:

G =

⎡
⎢⎢⎢⎣

2.759 1.768 5.110 10.360

−3.500 1 0 0

−5.442 −4.748 −3.088 −8.288

−1.197 −5.546 −9.688 −9.775

⎤
⎥⎥⎥⎦

B =

⎡
⎢⎢⎢⎣

0.008 3.342 5.251 −10.360

−3.500 0 0 0

−0.693 −0.661 −4.201 −8.288

−4.349 −4.142 −1.087 −10.775

⎤
⎥⎥⎥⎦

K =

⎡
⎢⎢⎢⎣

1.0000 −1.4286 −0.0000 −0.0000

−0.8052 1.5995 2.4960 0.7234

1.5276 0.2175 −0.6126 1.6858

−0.1371 0.4545 0.0014 0.0878

⎤
⎥⎥⎥⎦ .

The measurements are based on the sensors in branch and bus
power flows, which can be derived by

Z[k] = HX[k]+v[k]

Y (s)=

⎡
⎢⎢⎢⎣

1
0.1750+0.0005s − 1

0.1750+0.0005s 0 0

− 1
0.1750+0.0005s

1
0.1750+0.0005s+

1
0.1667+0.0004s − 1

0.1667+0.0004s 0

0 − 1
0.1667+0.0004s

1
0.1667+0.0004s + 1

0.2187+0.0006s − 1
0.2187+0.0006s

0 0 − 1
0.2187+0.0006s

1
0.2187+0.0006s+

1
12.3413+0.0148s

⎤
⎥⎥⎥⎦
(31)
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Fig. 2. Stealth false data injection attack bypasses the traditional residual detection while being detected by the Kalman-filter-based detec-
tion. (a) Voltage on each bus. (b) There is no significant difference in residuals given by the weighted least-squares estimator with and without
attack. (c) Residual given by the Kalman filter with attack is significantly larger than that without attack.

where Z=[P1 P2 P3 P4 P12 P23 P34]
T is the measure-

ment vector consisting of power injections, v∼N7(0,
diag(1.7050, 5.2910, 2.2502, 6.2500, 2.0610, 4.1305, 6.2500))
is the i.i.d noise sequence, and the measurement matrix H is

H =

⎡
⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎣

38.5002 67.4010 0 0

−38.5002 −80.8445 −42.4082 0

0 13.4435 46.9084 5.1140

0 0 −4.5002 −5.1140

104.0129 −67.4010 0 0

0 98.9019 42.4082 0

0 0 16.1489 −5.1140

⎤
⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎦
.

A. Kalman-Filter-Based Detection Against the Stealth
Attack

As the most common detection method against false data
injection attacks, the traditional residual detection method can
find many attacks, except for those carefully constructed stealth
FDI. To launch a stealth attack, the attack direction is designed
as D = [0 0 1 −1 0 0 −1]/

√
3, and attack magnitude T is set

to 1. That is

A[i] =

[
0 0

1√
3

− 1√
3
0 0 − 1√

3

]
, for any i. (33)

Both the traditional residual detection and the Kalman-filter-
based detection are adopted. Fig. 2 shows the evolutions of
the states at normal operation and the states under attacks.

There is no significant difference between the residuals with
and without attacks in Fig. 2(b), which means that the stealth
attack (33) can bypass the traditional residual detection. Fig. 2(c)
shows the results of the Kalman-filter-based detection. It can
be seen that the residual between the measurement and the
estimation significantly soars after the attack. Once the Kalman
filter is adopted, those stealth FDI attacks can be found
immediately.

B. Specific Attack for Kalman-Filter-Based Detection

This subsection verifies the correctness of Theorems 2–4,
namely, whether the relentless false data injection attacks can
bypass the Kalman-filter-based detection and the traditional
residual detection.

When the attacker launches a relentless false data injection
attack proposed in this article, the preattack strategy is designed
as A[1] = [1 1 1 1 1 1 1]× 10−99, which would not be caught
certainly. Then, the subsequent attack vector design follows the
requirement defined by (30) in Theorem 3. Fig. 3 shows the
evolutions of the states of the power system with the Kalman-
filter-based detection and the traditional residual detection. From
Fig. 3(d), the attack magnitude increases rapidly. While from
Fig. 3(b) and 3(c), the residual is quite normal and has almost
no difference from the case without attack. However, this attack
can eventually cause the bus voltage to significantly jump from
the reference state. This can demonstrate that the attack sequence
defined by (30) successfully cheats the Kalman-filter-based de-
tector.
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Fig. 3. Attack strategy proposed in this article bypasses the Kalman-filter-based detection. (a) Voltage on each bus. (b) There is no significant
difference in residuals given by the Kalman filter with and without attack. (c) There is no significant difference in residuals given by the weighted
least-squares estimator with and without attack. (d) Attack magnitude gradually increases.

VI. CONCLUSION

This article analyzes the defects of the traditional residual
detection method, and indicates the effect of the Kalman filter
in the detection of stealth attacks. By predicting the real-time
states of the smart grid, the Kalman filter can make up for those
defects to some extent. However, the Kalman-filter-based detec-
tion method cannot solve the problem completely. This article
then investigates the defects of the Kalman-filter-based detection
method in detail, and proposes a specific attack strategy. Through
theoretical studies, the carefully constructed attack is proved to
be able to deceive the Kalman filter: estimations and residuals
given by the Kalman filter behave normally as if nothing happens
while the attack magnitude is gradually increasing, which finally
causes the damage of the smart grid.

APPENDIX A

Lemma 1: The probability of a normal random variableX∗ ∼
N(0, 1) being greater than a given value

√
2K ln lnn satisfies

P (X∗≥
√
2K ln lnn) < 4

√
K

π
(lnn)−K

where n>e = 2.718. . ., K > 0

Proof:P (X∗≥
√
2K ln lnn) =

1√
2π

∫
x≥√

2Klnlnn

e−
x2

2 dx

<
1√
2π

∑
r≥n

[
√

2K ln ln(r+1)−
√
2K ln ln r]e−K ln ln r

<

√
K

π

∑
r≥n

ln ln(r+1)− ln ln r√
ln ln r

(ln r)−K

<

√
K

π
(lnn)−K

∑
r≥n

ln[ 1
r ln r+1]√
ln ln r

< 4

√
K

π
(lnn)−K .

Lemma 2: For anyx > 0, the following two inequalities hold:

ex + e−x < 2ex
2

ex − e−x < 2xex
2

.
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APPENDIX B
PROOF OF THEOREM 1

Proof: With a given attack direction D, the norm of the
residual can be derived as follows:

‖r[k]‖2 = ‖(I−H(HTR−1H)−1HTR−1)(v[k]+DT [k])‖2
< ξ‖(v[k]+DT [k])‖2. (34)

A sufficient condition to satisfy condition (14) is

P (‖ (v[k]+DT [k]) ‖2 >
τ

ξ
) < α. (35)

Consider the probability of the Euclidean norm of a random
vector (v+DT ) being greater than a given value γ, where v∼
Nm(0, R), D∈Rm, ‖D‖2 = 1, T ∈ R

P (‖(v+DT )‖2>γ) = P

⎛
⎝
√√√√ m∑

i=1

(vi+DiT )2 > γ

⎞
⎠

=

∫∫
· · ·
∫

√∑m
i=1(vi+DiT )2>γ

m∏
i=1

1√
2πσi

exp

(
− v2i
2σ2

i

)
dvi

=

∫∫
· · ·
∫

∑m
i=1(σiωi)2>γ2

(2π)−
m
2 exp

(
−1

2

m∑
i=1

(
ωi−Di

σi
T

)2
)

m∏
i=1

dωi

<

∫∫
· · ·
∫

∑m
i=1ω

2
i>

γ2

max
j

σ2
j

(2π)−
m
2 exp

(
−1

2

m∑
i=1

(
ωi−max

j
|Dj

σj
|T
)2
)

m∏
i=1

dωi.

(36)

Find a rotation matrix T ∈Rm×m whose first row is
[ 1√

m
1√
m

· · · 1√
m
] such that T [ω1 ω2 · · · ωm]T =

[
1 
2 · · · 
m]T , where 
1=
1√
m

∑m
i=1 ωi,

∑m
i=1 ω

2
i =∑m

i=1 

2
i ,and

∏m
i=1 dωi=

∏m
i=1 d
i, 
i ∼ N(0, 1), i =

1, 2, . . . ,m. The rotation matrix T is not unique. Then, (36)
can be transformed into the following integral:

P (‖(v+DT )‖2 > γ)

<

∫∫
· · ·
∫

∑m
i=1 ω2

i>
γ2

σ2
max

(2π)−
m
2 exp

(
−1

2

m∑
i=1

(ωi−ρmaxT )
2

)
m∏
i=1

dωi

=

∫∫
· · ·
∫

∑m
i=1 �2

i>
γ2

σ2
max

(2π)−
m
2 exp

(
−1

2
(
1−

√
mρmaxT )

2

)

exp

(
−1

2

∑m
i=2 


2
i

)∏m
i=1 d
i

<P

(

1>

γ

σmax
+
√
mρmaxT

)
+P

(

1>

γ

σmax
−√

mρmaxT

)

+

∫ γ
σmax

�1=− γ
σmax

1√
2π

exp

(
−1

2
(
1−

√
mρmaxT )

2

)
d
1

×
∫∫

· · ·
∫

∑m
i=2 �2

i>
γ2

σ2
max

−�2
1

m∏
i=2

1√
2π

exp

(
−
2

i

2

)
d
i. (37)

According to Lemma 1, it can be calculated that the probabil-
ityP (
2>

√
2Kn) < 4

√
Ke−nK/

√
π. Then, letK = 1/(m−

1) and n = γ2/2σ2
max−
2

1/2, it can be obtained that

P

(

2 >

1√
m−1

√
γ2

σ2
max

−
2
1

)

< 4

√
1

(m−1)π
exp

(
− 1

m−1

(
γ2

2σ2
max

−
2
1

2

))
. (38)

And letK = 1/2 andn = γ
σmax

±√
mρmaxT , it can be obtained

that

P

⎛
⎝
1 >

√
2
1

2

(
γ

σmax
±√

mρmaxT

)2
⎞
⎠

< 4

√
1

2π
exp

(
−1

2

(
γ

σmax
±√

mρmaxT

)2
)
. (39)

Then, applying (38) and (39) into (37), we can have that

P

⎛
⎝
√√√√ m∑

i=1

(vi+DiT )2 > γ

⎞
⎠

< 4

√
1

2π
exp

(
−1

2

(
γ

σmax
+
√
mρmaxT

)2
)

+ 4

√
1

2π
exp

(
−1

2

(
γ

σmax
−√

mρmaxT

)2
)

+

(
8

√
1

(m−1)π

)m−1

exp

(
− γ2

2σ2
max

+

2

1

2

)

× 1√
2π

∫ γ
σmax

�1=− γ
σmax

exp

(
−1

2

2

1−
1

2
mρ2maxT

2

+
√
mρmaxT
1

)
d
1

<

√
8

π
exp

(
− γ2

2σ2
max

− 1

2
mρ2maxT

2

)

×
[
exp

(
γ
√
mρmaxT

σmax

)
+exp

(
−γ

√
mρmaxT

σmax

)]

+
1√

2πmρmaxT

(
64

(m− 1)π

)m−1
2

× exp

(
− γ2

2σ2
max

− 1

2
mρ2maxT

2

)

×
[
exp

(
γ
√
mρmaxT

σmax

)
−exp

(
−γ

√
mρmaxT

σmax

)]
. (40)
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According to Lemma 2

exp

(
γ
√
mρmaxT

σmax

)
+ exp

(
−γ

√
mρmaxT

σmax

)

< 2 exp

([
γ
√
mρmaxT

σmax

]2)
(41)

exp

(
γ
√
mρmaxT

σmax

)
− exp

(
−γ

√
mρmaxT

σmax

)

< 2
γ
√
mρmaxT

σmax
exp

([
γ
√
mρmaxT

σmax

]2)
. (42)

Furthermore, applying (41) and (42) into (40) leads to the
following equation:

P

⎛
⎝
√√√√ m∑

i=1

(vi+DiT )2 > γ

⎞
⎠

<

√
32

π
exp

(
− γ2

2σ2
max

− 1

2
mρ2maxT

2+
mγ2ρ2maxT

2

σ2
max

)

+

√
2

π

γ

σmax

(
64

(m−1)π

)m−1
2

× exp

(
− γ2

2σ2
max

− 1

2
mρ2maxT

2+
mγ2ρ2maxT

2

σ2
max

)

=

[√
32

π
+

√
2

π

γ

σmax
(

64

(m−1)π
)

m−1
2

]

× exp

(
− γ2

2σ2
max

− 1

2
mρ2maxT

2+
mγ2ρ2maxT

2

σ2
max

)
. (43)

According to (43), let

P

⎛
⎝
√√√√ m∑

i=1

(vi[k]+DiT [k])2 >
τ

ξ

⎞
⎠

<

[√
32

π
+

√
2

π

τ

ξσmax

(
64

(m−1)π

)m−1
2

]
exp

(
− τ2

2ξ2σ2
max

)

× exp

([
mτ2ρ2max

ξ2σ2
max

− 1

2
mρ2max

]
T [k]2

)
< α

then it can be obtained that

T [k]2 <
2ξ2σ2

max

mρ2max(τ
2−ξ2σ2

max)

[
τ2

2ξ2σ2
max

+lnα+
1

2
ln

π

2

− ln

(
4+

τ

ξσmax
(

64

(m−1)π
)

m−1
2

)]
. (44)

Since each test is independent of each other, every attack can
effectively bypass the detection as long as its magnitude satisfies
condition (15).

APPENDIX C
PROOF OF THEOREM 2

Applying the Kalman filter (20) into (23), the norm of the
residual can be derived by the following equation:

‖r[s+1]‖2 = ‖Za[s+1]−HX̂[s+1|s]‖2
= ‖HX[s+1]+v[s+1]+A[s+1]−H(G+BK)X̂ [s|s]‖2
= ‖HBK(HTR−1H)−1HTR−1v[s]+v[s+1]

+H(G+BK)(X[s]−X̂[s|s]+W [s]v[s])

−H(G+BK)W [s]v[s]+A[s+1]‖2. (45)

Notice that (v[s+1]+(HBK(HTR−1H)−1HTR−1−H(G+
BK)W [s])v[s]+H(G+BK)(X[s]−X̂ [s|s]+W [s]v[s]))
∼Nm(0,ΓΓT ). Let w[i] ∼ Nm(0, I), i = 1, 2, . . . , be a series
of independent zero-mean random vectors following Gaussian
distribution, Γw[s+1] ∼ Nm(0,ΓΓT ), and then, it can be
obtained that

‖r[s+1]‖2 = ‖Γw[s+1]+A[s+1]‖2. (46)

Because R is a positive definite matrix and (P [s|s]−
W [s]RWT [s]) is the covariance matrix of (X[t]−X̂[t|t]+
W [s]v[s]), which is positive semidefinite, Rank(ΓΓT )=
Rank(Γ)=m. Therefore, Γ is invertible.

When the first attack occurs, to be not detected, it must satisfy
the condition (24), i.e.,

α > P (‖r[s]‖2>τ) = P (‖Γw[s]+A[s]‖2>τ)

> P (‖Γ‖2 · ‖w[s]+Γ−1A[s]‖2>τ)

= P

(
‖w[s]+Γ−1 A[s]

‖A[s]‖2 ‖A[s]‖2 ‖2 >
τ

‖Γ‖2

)
. (47)

By applying Theorem 1, it can be calculated that

P

(
‖w[s]+Γ−1 A[s]

‖A[s]‖2 ‖A[s]‖2 ‖2 >
τ

‖Γ‖2

)

<

[√
32

π
+

√
2

π

τ

‖Γ‖2

(
64

(m−1)π

)m−1
2

]
exp

(
− τ2

2‖Γ‖22

)

× exp

([
mτ2d2min

‖Γ‖22
− 1

2
md2min

]
‖A[s]‖22

)
. (48)

Combining (47) and (48), it can be obtained that the magni-
tude of the attack should satisfy the following condition:

‖A[s]‖22 <
2‖Γ‖22

md2min(τ
2−‖Γ‖22)

[
τ2

2‖Γ‖22
+ lnα+

1

2
ln

π

2

− ln

(
4+

τ

‖Γ‖2

(
64

(m−1)π

)m−1
2

)]
. (49)

As long as the magnitude of the attack is small enough, this
condition can be satisfied.
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APPENDIX D
PROOF OF THEOREM 3

Proof: By applying (22) and (26) into (21), the residuals in the
case that the system has reached steady state and is not attacked
can be derived by

r[k+1]

= Z[k+1]−HX̂[k+1|k]
= H(G+BK)(X[l]−X̂ [l|l]+W∞v[l])+v[l+1]

+HBK(HTR−1H)−1HTR−1v[l]−H(G+BK)W∞v[l]

∼ Nm

(
0, R+[HBK(HTR−1H)−1HTR−1−H(G+BK)W∞]

×R[HBK(HTR−1H)−1HTR−1−H(G+BK)W∞]T

+H(G+BK)(P−W∞RWT
∞)(G+BK)THT

)
. (50)

Denote (I−W∞H)(G+BK) � Ψ, the states of (29) and the
estimation given by the Kalman filter at each time after attacks
are calculated as follows:

X[l] = (G+BK)X[l−1]

+BK(HTR−1H)−1HTR−1(v[l−1]+A[l−1])

= (G+BK)l−s+1X[s−1]

+
l−s−1∑
k=−1

(G+BK)l−s−k−1BK(HTR−1H)−1

×HTR−1(v[s+k]+A[s+k]) (51)

X̂[l|l] = ΨX̂[l−1|l−1]+W∞(HX[l]+v[l]+A[l])

= Ψl−s+1X̂[s−1|s−1]

+
l−s∑
k=0

Ψl−s−kW∞H(G+BK)k+1X[s−1]

+

l−s∑
k=0

Ψl−s−kW∞H

k−1∑
i=−1

(G+BK)k−i−1BK

× (HTR−1H)−1HTR−1(v[s+i]+A[s+i])

+
l−s∑
k=0

Ψl−s−kW∞(v[s+k]+A[s+k]). (52)

Before the attack beginning, for any time j, f < j < s, where
f is a large time when the system has already reached steady
state, by the properties of the Kalman filter, it can be obtained
that X[j]−X̂[j|j]∼Nm(0, P ). Then, if there was no attack, the
Kalman filter would get an accurate estimate. Namely, if we
replace A[k] with zero vector in (51) and (52), the difference
between state and estimate X[l]−X̂[l|l] follows a multivariate
normal distribution Nm(0, P ).

Similar with Remark 1, X[l] and (X̂[l|l]−W∞v[l]) are both
uncorrelated with v[l] in (51) and (52). Then

X[l]|A[k]=0−(X̂[l|l]|A[k]=0−W∞v[l])

=

{
(G+BK)l−s+1X[s−1]+

l−s−1∑
k=−1

(G+BK)l−s−k−1BK

× (HTR−1H)−1HTR−1v[s+k]−Ψl−s+1X̂[s−1|s−1]

−
l−s∑
k=0

Ψl−s−kW∞H(G+BK)k+1X[s−1]

−
l−s∑
k=0

Ψl−s−kW∞
k−1∑
i=−1

(G+BK)k−i−1

×BK(HTR−1H)−1HTR−1v[s+i]

−
l−s∑
k=0

Ψl−s−kW∞v[s+k]+W∞v[l]

}

∼ Nm(0, P−W∞RWT
∞). (53)

Now with attacks, by combining (51)–(53), and together with
A[s−1]=0, we can have the following equation:

X[l]−X̂[l|l]+W∞v[l]

∼ Nm

(
l−s−1∑
k=0

(G+BK)l−s−k−1BK

× (HTR−1H)−1HTR−1A[s+k]

−
l−s−1∑
k=0

l−s−1∑
i=k

Ψl−s−i−1W∞H(G+BK)i−k

×BK(HTR−1H)−1HTR−1A[s+k]

−
l−s∑
k=0

Ψl−s−kW∞A[s+k], P−W∞RWT
∞

)
. (54)

Then, applying (54) into (23), the residual can be obtained as
follows:

r[l+1] = Za[l+1]−HX̂[l+1|l]
= H(G+BK)(X[l]−X̂ [l|l]+W∞v[l])+v[l+1]

+A[l+1] +HBK(HTR−1H)−1HTR−1(v[l]+A[l])

−H(G+BK)W∞v[l]

∼ Nm (A[l+1]+[−H(G+BK)W∞

+HBK(HTR−1H)−1HTR−1]A[l]

+H(G+BK)

{
l−s−1∑
k=0

(G+BK)l−s−k−1

×BK(HTR−1H)−1HTR−1A[s+k]

−
l−s−1∑
k=0

l−s−1∑
i=k

Ψl−s−i−1W∞H(G+BK)i−k

×BK(HTR−1H)−1HTR−1A[s+k]
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−
l−s−1∑
k=0

Ψl−s−kW∞A[s+k]

}

R+[HBK(HTR−1H)−1HTR−1−H(G+BK)W∞]

×R[HBK(HTR−1H)−1HTR−1−H(G+BK)W∞]T

+H(G+BK)(P−W∞RWT
∞)(G+BK)THT

)
. (55)

Comparing (50) with (55), it can be seen that the residuals before
and after attacks have the same covariance when the system
reaches steady state, namely attacks do not change the spread
of residuals. Therefore, in order to prevent the attacks from
being detected, it only need to ensure that the expectation of
the residual after attacks does not change. From (55), it can
be found that the expectation of the residual after attacks r[i] is
only dependent on the historical attack data. Therefore, what the
attacker needs to do is just to make sure that E(r[i]) = 0 based
on the previous attacks in each step, and doing so can bypass
the detection effectively. Hence, the attack vector at each step
should be organized as follows:

A[l] = [H(G+BK)W∞−HBK(HTR−1H)−1HTR−1]A[l−1]

−H(G+BK)

{
l−s−2∑
k=0

(G+BK)l−s−k−2BK

× (HTR−1H)−1HTR−1A[s+k]

+

l−s−2∑
k=0

l−s−2∑
i=k

[(I−W∞H)(G+BK)]l−s−i−2W∞H

× (G+BK)i−kBK(HTR−1H)−1HTR−1A[s+k]

+

l−s−2∑
k=0

[(I−W∞H)(G+BK)]l−s−k−1W∞A[s+k]

}
.

�

APPENDIX E
PROOF OF THEOREM 4

Proof:

A[l] = H ×
{
[(G+BK)W∞−HBK(HTR−1H)−1HTR−1]

×A[l−1]−(G+BK)

{
l−s−2∑
k=0

(G+BK)l−s−k−2

×BK(HTR−1H)−1HTR−1A[s+k]

+

l−s−2∑
k=0

l−s−2∑
i=k

[(I−W∞H)(G+BK)]l−s−i−2W∞H

× (G+BK)i−kBK(HTR−1H)−1HTR−1

×A[s+k] +

l−s−2∑
k=0

[(I−W∞H)(G+BK)]l−s−k−1

×W∞A[s+ k]

}}

� H ×X [l].

Applying this formula to the traditional residual detection (11)
leads to the residual under the attack

r[l]|A[l] = (I−H(HTR−1H)−1HTR−1)v[k]

+ (I−H(HTR−1H)−1HTR−1)A[l]

= (I−H(HTR−1H)−1HTR−1)v[k]

+ (I−H(HTR−1H)−1HTR−1)HX [l]

= (I−H(HTR−1H)−1HTR−1)v[k]

+ (HX [l]−HX [l])

= (I−H(HTR−1H)−1HTR−1)v[k]

which is same as the residual without attacks (6). Therefore, the
postattack strategy can bypass the traditional residual detection.
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