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   Dear Editor,

This  letter  addresses  the  resilient  model  predictive  control  (MPC)
problems  for  adaptive  cruise  control  (ACC)  systems  under  sensor
attacks.  In  the  light  of  vulnerabilities  of  ACC  systems  to  sensor
attacks,  an  intrusion  detection  mechanism  is  proposed  at  the  con-
troller  side  to  distinguish  abnormal  data.  Then,  the  robust  control
gains  are  derived  to  design  the  terminal  region  constraint  for  MPC.
Further,  an  improved  event-triggered  scheme  is  presented,  which
shows the ability to relieve the computation burden in the implemen-
tation of MPC, by combining the memory-based event-triggered con-
dition  and  the  maximum  allowed  time  interval  condition.  Finally,
efficacy validations are given in simulations.

ACC  provides  critical  auxiliary  techniques  for  autonomous  vehi-
cles,  and  facilitates  a  safe  and  comfortable  journey  for  both  drivers
and passengers [1]–[3]. The main function of ACC system is to mon-
itor  the  other  vehicles’ conditions  by  sensors  and  then  maintain  the
constant  velocity,  acceleration  and  the  longitudinal  distance  with
them. In recent decades, a flood of concerns regarding to ACC have
been  addressed  by  researchers  from  different  perspectives.  Some
focused on the control methods formulation [4], while others empha-
sized the application scenarios exploration and performance enhance-
ment [5]–[7].

Due to the intrinsic constraints of position, velocity, and accelera-
tion involved in ACC, the MPC methods are seen as a  kind of  pro-
mising  solutions.  In  [5],  road  elevation  information  and fuel-saving
factor were simultaneously considered to design MPC for ACC sys-
tem.  Reference  [7]  constructed  a  MPC  framework  for  ACC  system
with  the  consideration  of  four  objectives,  including  comfort,  fuel-
economy,  safety,  and  car-following.  However,  none  of  the  above
methods  considered  the  calculation  volume  when  implementing
MPC, let alone the countermeasures of reducing the calculation bur-
den.

To reduce the calculation burden of implementing MPC for ACC,
the event-triggered scheme has been considered as a category of effi-
cient means. Under the event-triggered scheme, the measured output
is  used  as  the  feedback  signal  only  if  well-designed  event-triggered

conditions  hold.  In  existing  related  works,  most  of  the  event-trig-
gered  schemes  were  designed  by  comparing  measured  outputs  at
adjacent  time  instants,  such  as  [8]–[11].  However,  these  event-trig-
gered  conditions  overlooked  the  feature  of  system  dynamic  curves.
As  an  improvement,  memory-based  event-triggered  schemes  have
been proposed in recent years [12], in which several historic released
signals were collected to formulate the event-triggered conditions.

Sensor attacks are nothing new in autonomous vehicle control sys-
tems  [13]–[18].  From  adversary’s  perspective,  two  different  cate-
gories of malicious attacks are possible on sensors to implement their
conspiracy. One category is classified as the denial-of-service (DoS)
attack [16], which makes sensors cannot produce the successive mea-
surements.  The  other  is  classified  as  the  false  data  injection  (FDI)
attack, which plants the false information to the sensor and destroys
the  data’s  authenticity.  In  [17],  an  adaptive  control  framework  was
constructed  to  mitigate  both  sensor  and  actuator  attacks.  However,
these  investigations  with  the  sensor  attack  considerations  are  not
directly applicable to ACC systems.

χ2

To the authors’ best  knowledge,  no results  on resilient  MPC con-
sidering computation burden releasing for ACC system under sensor
attacks have been revealed till now. To fill the gap, we formulate this
letter. The primary innovations are identified as the following: 1) To
mitigate the impacts of sensor attacks on ACC system, a  intrusion
detection  mechanism is  presented  at  the  controller  side  under  MPC
framework. 2) To guarantee the stability of MPC, the robust control
gains  are  derived  to  formulate  the  terminal  region  constraint.  3)  To
improve  the  memory-based  event-triggered  scheme  [12],  this  letter
adds  the  maximum  allowed  time  interval  as  an  auxiliary  condition,
which  enhances  the  resiliency  of  the  ACC  system  by  guaranteeing
the controller is triggered even though the memory-based event gen-
erator breaks down.

Modeling  of  ACC: ACC  is  one  of  the  most  used  cruise  control
approaches. A general dynamic model is
 

τ
dp̈(t)

dt
+ p̈(t) = u(t) (1)

p τ
u

where  is the position of the vehicle,  is the time delay caused by
the limited bandwidth of the lower controller,  is the control input of
the upper controller.

In ACC system, we expect the vehicle keeps the constant longitu-
dinal  distance  with  the  preceding  one,  and  the  same  velocity  and
acceleration.  Thus,  in  this  letter  we  focus  on  the  relative  position,
velocity and acceleration in ACC system, and set the dynamic model
as
 {

ẋ(t) =Ax(t)+Bu(t)+Fw(t)
y(t) = Cx(t)

(2)

where
 

x(t) = [∆p(t) ∆v(t) ∆a(t)]T , B = [0 0 1/τ]T

A =

 0 1 0
0 0 1
0 0 −1/τ

 , C =
 1 0 0

0 1 0
0 0 1

 , F =
 0

1
0


∆p(t)

∆v(t)
∆a(t) w(t)

with  representing the longitudinal  distance between one vehi-
cle  and  its  preceding  vehicle,  representing  the  difference  of
velocity,  representing  the  difference  of  acceleration,  and 
representing the disturbance,  which indicates  the acceleration of  the
preceding vehicle in this letter.

To  facilitate  the  implementation  of  MPC  with  event-triggered
scheme, the discrete form of (2) is given as
 {

x(k+1) = Ax(k)+Bu(k)+Fw(k)
y(k) =Cx(k)

(3)

A = eAh C = C B =
r h

0 eAtBdt F =
r h

0 eAtF dt hwhere , , , ,  and  signi-
fies the sampling time.

MPC formulation: To realize  the  effective  control  for  ACC sys-
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tem,  this  letter  adopts  the  MPC,  which  has  been  seeing  as  a  most
promising control method in practical engineering. The cost function
in MPC is related with both the system states and control input with
the mathematical expression
 

ϕ( x(k+m | k),u(k+m | k))

= a(∆p(k+m | k)−∆ p̄)2 +b(∆v(k+m | k))2

+ c(∆a(k+m | k))2 +d(u(k+m | k))2 (4)
a, b, c, d ∆ p̄

(k+m | k)
(k+m)

k

where  are the weighting coefficients,  is the desired lon-
gitudinal  distance  between  vehicles,  and  denotes  the  pre-
dicted value at time  with the real-time measurements at time

.
MThroughout the prediction horizon , the total cost function is

 

ξ(xxx(k),u(k)) =
M−1∑
m=0

ϕ(x(k+m|k),u(k+m|k))

+V f (x(k+M|k)) (5)
u(k) = [u(k|k)T · · ·u(k+M−1|k)T ]T xxx(k) = [x(k|k)T · · · x(k+

M−1|k)T ]T V f = x(k+M|k)T Px(k+M|k)
M

in  which , 
,  indicates  the  terminal

penalty cost to be designed, and  represents the control horizon and
the prediction horizon.

Considering the constraints, the following MPC framework is pro-
posed for ACC system:
 

min
u
ξ(xxx(k),u(k)) s.t.



x(k+m+1|k) = Ax(k+m|k)+Bu(k+m|k)
x(k|k) = x(k)
x(k+M|k) ∈Ω
∆pmin ≤ ∆p(k+m|k) ≤ ∆pmax
∆vmin ≤ ∆v(k+m|k) ≤ ∆vmax
∆amin ≤ ∆a(k+m|k) ≤ ∆amax
m = 1,2, . . . ,M−1

(6)
Ω ∆pmin/∆pmax ∆vmin/

∆vmax ∆amin/∆amax
where  is  the  terminal  region  constraint, , 

,  and  respectively represent the lower and upper
bounds of the predicted position, velocity, and acceleration signals.

V f
K

Ω
V (k) = xT (k+M|k)Px(k+M|k) H∞

K 0 < ϵ < −maxRe{λ(A+BKC)}
ϵ2(A+BKC)T P(A+BKC)−P = −(Q+KT RK)

P Q R
a, b, c, d

Ω = {x ∈ R|xT Px ≤ β} β
xT Px

Ky

To guarantee the stability of ACC system under MPC, the terminal
penalty  cost  should  be  properly  designed.  In  this  letter,  a  robust
control  gain  is  derived  to  facilitate  the  design  of  the  terminal
region  constraint ,  by  choosing  the  Lyapunov  function

 and  incorporating  the  perfor-
mance index [19] and [20].  Limited by the space,  interested readers
can refer to Theorems 1 and 2 in [19] for the detailed deriving proce-
dure  of .  Selecting  and  calculating

,  a  unique  Lyapunov
matrix  can be obtained, where  and  can be acquired from the
weighting  coefficients .  Thus,  a  particular  ellipsoid

 is  set  as  the  terminal  region  constraint  with 
being  a  positive  constant,  is  chosen  as  the  terminal  cost,  and

 is employed to control the terminal region.
Intrusion  detection  under  sensor  attacks: The  MPC  embodies

the idea of rolling optimization. In each iteration, the controller needs
to collect the measured outputs from sensors to rectify the prediction
error. To enhance the resiliency of the MPC for ACC system, this let-
ter  considers  the  underlying  sensor  attacks.  Adversaries  may  trick
sensors to output false measurements by implanting malicious proce-
dures,  leading  false  control  actions  being  executed  and  finally  the
vehicle accidents. To capture the behaviors of the sensor attacks, the
actual measured output is described by
 

ỹ(k) = y(k)+g(k) (7)
y(k) g(k)where  denotes  desired  measured  output,  and  signifies  the

injected false information by adversaries.
χ2To mitigate the impacts of sensor attacks, this letter proposes a 

intrusion detection mechanism to detect the abnormal measurements.
Once a sensor is  judged as the attacked one,  the backup sensor will
take  its  place.  We  assume  that  states  of  the  preceding  vehicle  are
measurable and the differences of states between two adjacent vehi-
cles  are  independent  identically  distributed.  According to  this  basis,
one can define

 

ζ(k) =
k∑

j=k−T+1

[ỹ( j)− ȳ( j)]TΦ[ỹ( j)− ȳ( j)], k ≥ T (8)

ζ(k) χ2

3×T T ȳ
Φ = diag{ωp,ωv,ωa}

where  obeys  the  distribution  and  its  freedom  degree  is
( ),  represents the sliding window,  denotes the state measure-
ments for preceding vehicles, and  is adopted to
capture the importance degree of position, velocity, acceleration.

χ2 kThe  intrusion detector at time  is constructed by
 

ζ(k)
H0
≶
H1

ϱ (9)

ϱ
H0

H1

in which  denotes false alarm probability, which can be determined
based  on  a  specific  ACC  system.  When  the  initial  hypothesis 
assuming  the  states  of  two  adjacent  vehicles  are  within  the  accept-
able range is broken, the alarm  will be instantly triggered.

Event-triggered  scheme: In  the  design  of  event-triggered  condi-
tions,  most of the existing literatures only focused on the difference
between the current measurement and the most recently triggered sig-
nal,  while  ignored  the  significance  of  the  historic  triggered  signals.
The drawbacks of these results were analyzed and compared by [12]
with the consideration of  several  historic  triggered signals.  This  let-
ter  improves  the  above event-triggered scheme by incorporating the
maximum  allowed  time  interval  (MATI)  condition.  The  proposed
event-triggered conditions are represented as
 

Π(k) =
N∑

i=1

ηiei(k)TΨei(k)−δŷ(k)TΨŷ(k) ≥ 0

or ϑ1 ≥ Γ

(10)

ei(k) = ỹ(k)− ỹ(k−ϑi) ŷ(k) = (1/N)
∑N

i=1 ỹ(k−ϑi) ϑi

ϑ1 < ϑ2 < · · · < ϑi ỹ(k−ϑi)
ηi∑N

i=1 η
i = 1 N
Ψ

Γ δ

where , ,  repre-
sents  a  positive  integer  satisfying ,  signi-
fies  the  recently  released  signal,  means  the  weighting  coefficient
of  historic  released  signals  with ,  is  the  amount  of  the
necessary historic  released signals,  matrix  depicts  the importance
of each states,  is an indicator of the MATI, and  is used to adjust
the triggered frequency.

h

Remark: In  practice,  it  is  advised  to  consider  zeno-like  behavior
when  formulating  the  event-triggered  conditions  in  (10),  in  which
way  the  minimum  interval  between  any  two  consecutive  triggering
instants can be strictly greater than the sampling time . In that case,
the  computation  efficiency  will  be  further  improved.  The  detailed
zeno-like behavior exclusion method can refer to [11] and [21].

The  advantages  of  the  MATI  condition  are  twofolds.  First,  it  has
the ability to tolerate a certain incomplete modeling issues involved
in  existing  event-triggered  conditions.  Second,  the  MATI  condition
better  enhances  the  resiliency  of  the  ACC  system  by  guaranteeing
that the controller can be triggered when MATI reaches.

τ = 0.58 h = 0.2
∆ p̄ = 100 x(0) = [20;2;0] w(k) = 0.01× (rand(1)−0.5) a = 1 b =
0.5 c = 0.5 d = 1 ϵ = 0.65 M = 10 ϱ = 150 Γ = 6 N = 3 η1 = 0.6
η2 = 0.3 η3 = 0.1 T = 10 ωp = 1 ωv = 1 ωa = 1 Ψ = diag{1,1,1}
δ = 0.2 ∆pmin = 80 m ∆pmax = 120 m ∆vmin = −15 m/s ∆vmax =
15 m/s ∆amin = −8 m/s2 ∆amax = 8 m/s2 g(k) = [−2;1;0]
k = 100

Simulation validation: In simulations, the parameters of MPC for
the  ACC system are  set  up  as  the  following [22]. , ,

, , , , 
, , , , , , , , ,

, , , , , , ,
, , , , 
, , ,  from
.

χ2

χ2

χ2

Fig. 1 compares  the  system  dynamics  of  position,  velocity,  and
acceleration  signals  with  and  without  the  proposed  attack  detec-
tion  mechanism.  It  is  observed  from Fig. 1 that  all  three  states
become diverging without the  attack detection mechanism, which
means the adversaries can destruct the ACC system and make vehi-
cle  accidents  by  attacking  sensors  if  no  countermeasures  are  taken.
With  the  proposed  attack  detection  mechanism,  all  three  states
perform  a  short  period  of  divergence  and  then  quickly  return  to
desired states.

Fig. 2 illustrates  event-triggered  instants  and  intervals  under  our
presented  event-triggered  scheme.  From Fig. 2 we  can  see  that,  the
calculation volume of MPC is drastically reduced compared with the
time-triggered  mechanism.  Moreover,  the  ACC  system  can  also  be
triggered when MATI reaches.
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Conclusion: In this  letter,  a  resilient  MPC method is  investigated
for ACC system under sensor attacks. To mitigate the impacts of sen-
sor attacks on system dynamics, an intrusion detection mechanism is
designed. To relieve the calculation burden in the implementation of
MPC, traditional memory-based event-triggered scheme is improved
by  integrating  of  the  maximum  allowed  time  interval  as  a  comple-
mentary  event-triggered  condition.  Comparison  simulations  verify
that both the proposed intrusion detection mechanism and the event-
triggered scheme are effective.
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Fig. 2. Event-triggered instants and intervals.
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