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Abstract—An effective false data injection attack should cause
enough damage to the system while avoiding being spotted by
detection methods. This brief proposes an extremely stealthy
attack strategy, which can make the residual almost always
unchanged to invalidate both the widely used )(2 detector and the
advanced summation detector and can eventually cause unbound
state deviations. Compared with the existing attack methods, the
proposed attack strategy can reduce the sum of cumulative resid-
ual increments by 85.39% while causing 9817001 times of the
state deviations in the numerical simulations.

Index Terms—False data injection attack, estimation, complete
stealthiness, detection, networked control systems.

I. INTRODUCTION

ENEFITED from the advances in technologies, such

as sensing, communication, computation and control,
large-scale networked control systems (NCSs) emerge and sig-
nificantly improve efficiency [1]. NCSs are applicable in many
fields including but not limited to smart transportation [2],
water supply [3], and electricity and electronics systems [4].
However, NCSs are proven vulnerable to cyber attacks due to
the addition of unreliable communications [5]. There are two
common categories of cyber attacks: denial-of-service (DoS)
attacks [6] and false data injection (FDI) attacks [7], [8]. False
data injection attacks tamper with control and/or measurement
data without obstructing channel operation and are therefore
more difficult to be detected [9]. Due to the stealthiness, FDI
attacks are more destructive and dangerous [10].

To combat FDI attacks, it needs to detect the attack
first. Many studies about detecting attacks, especially early
ones, used static detection methods [11], [12], [13], which
were proven to be vulnerable and have serious defects [14].
Therefore, more dynamic detection methods were applied,
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such as the widely used X2 detector [15] and Kullback-
Leibler divergence (KLD) detector [16]. The necessary and
sufficient conditions of stealthy FDI attacks against x2 detec-
tor for causing infinite estimation errors were investigated
in [17], [18]. And based on those conditions, attack sequences
can be designed to bypass the x? detector. A novel data-
driven FDI attack method and the necessary and sufficient
design conditions for achieving complete stealthiness against
the KLD detector were proposed in [19], in which a good
attack effect can be achieved without precise parameters. Since
the x? detector and the KLD detector are based on single-step
information, the attacker can launch long-term attacks causing
only a small fluctuation at each time to achieve attack goals.

Then, a summation (SUM) detector taking the cumulative
information as the indicator was developed to counter those
well-constructed attack methods in [20]. Through the compre-
hensive examination of historical information, this advanced
SUM detector can spot those attacks splitting magnitude in
time domain. In recent years, an attack strategy with energy
stealthiness was proposed in [21], which can gradually remove
the perturbations to fool the SUM detector. However, this
attack strategy still caused short-term exposure risks and took
effect more slowly. Then, a natural question is whether there is
an attack strategy that can completely hide its trace and cause
significant harm rapidly.

Motivated by this idea, this brief proposes an attack strategy
with ultimate stealthiness in terms of the SUM detector and
theoretically other historical information based detectors. This
attack strategy can directly make the residual be zero after
the second step, instead of making the residual asymptotically
approach zero. Furthermore, the proposed attack strategy can
rapidly cause more state deviations in the early stages and
eventually cause infinite state deviations to NCSs. Numerical
simulations indicate that the proposed method can achieve
better attack performance in both stealthiness and damage
compared with other attack strategies.

Notation: 0, I, and O denote the vector with all zeros, the
identity matrix, and the matrix with all zeros with appropriate
sizes, respectively. e; denotes the i-th column of /.

II. PRELIMINARIES

This section describes the control models of NCSs and the
corresponding FDI attacks against measurements.

A. Control System Model

Consider a sampled-data based NCS described by the
following stochastic linear state-space equation

(D

Xk+1 = Axg + Buy + wy,
Yk = Hxp+w,
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where x; € R", yv € R™ u; € RP are the state, the mea-
surement, and the input at the k-th time step, respectively;
wr ~ N,(0,Q), vp ~ N,(0,R), {w;} and {v;} are mutual
independent i.i.d noises, R € R™* and Q € R"*" are both
positive definite symmetric matrices. It is assumed that (A, B)
is stabilizable and (H, A) is observable.

Assumption 1: A has at least one eigenvalue A with the
maximum modulus satisfying |A| > 1.

In order to stabilize system (1) and maintain its normal
operation, the following feedback control is adopted

uy = Kxy, )

where K € RP*" is the control gain, p(A + BK) < 1, p(-)
denotes the spectral radius, and X is the estimated state.

B. State Estimation

Since it is difficult and non-economic to directly obtain all
system states in massive NCSs, the estimated states are used
instead. The methods to acquire the state estimation include
static methods and dynamic methods. Many electricity and
electronics systems adopt static estimation methods. The most
commonly used static method is the weighted least square
(WLS) method, in which the estimated states are

i = (H'RH)"'H Ryy, 3)

in order to minimize J; = (¢ —H%;)TR_l vk —Hx}). And the
corresponding estimation residual r; is defined as

=y — H¥ = [I — HH"RH) "' HT Rly;. 4)

The static estimated state and its corresponding residual
entirely rely on the current measurement, resulting in static
methods easier to be compromised [22].

Most control systems are more inclined to adopt dynamic
estimation methods and the following observer is used

Xpy1 = AXp + Bug + Lriy 1,
"krl = Yir1 — H(AXy + Buy), )
ek = Xt — Xk,

where ry € R™ and ¢, € R" are the residual and the estimation
error, respectively, and L € R is the observer gain matrix
satisfying p(A — LHA) < 1.

In this brief, attacks against both static and dynamic esti-
mation based detection methods are studied.

C. FDI Attacks Against Measurements

The estimation relies on the data from the remote distributed
sensors, which are far away from the central management and
lack sufficient protection. The attacker can launch an FDI
attack against those defenseless sensors to tamper with the
measurement data, and the tampered measurement becomes

Vi = Hxg + vk + o, (6)

where y7 € R" and o € R™ are the tampered measurement
and the additive attack vector, respectively. In this brief, the
symbols with superscript & denote the corresponding variables
after the attack. Then the entire closed-loop system without
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attack and that under attacks can be derived as follows

Xk+1 = Axg + BKXxp + wy

Yk = Hoxy + vk

Xip1 = (A4 BK)X + Ly @)

rk = yr — H(A + BK)X;_1

er+1 = (A—LHA)er + (I — LH)wg — Lviy,

X =Ax] + BKX) + wy

s = Hx} +vi + ax

A = A+ BRI + Ly, (8)

e =y —H(A+ BK)x{_,

eg_H =A- LHA)ez + (I — LH)wy — Lvgy1 — Loty -
The first attack occurs at the first time step, i.e, o = 0,

Vt < 0. The symbols with A denote the increments, namely
the difference between the corresponding variables of these
two systems, i.e., Axy = x —x;. Under this setting, the initial

values are [xg yo X0 rol” = [x§ ¥o X5 rg‘]T.

D. Detection and Stealthiness

To combat attackers, the control center needs to detect mali-
cious attacks. From (7) and (8), the attack directly changes
the residual (and measurement), therefore, the residual r or
its variants are selected as the test statistics in most detection
methods, such as the x2 detector and the SUM detector.

Definition 1: The FDI attack is the unbounded attack if
lim;, o || Aer]| = o0.

The x? detector is a widely used detector whose indicator is

2 _
g =P 'n<g, 9)

where P is a positive definite matrix and g is the threshold. If
g,)fz > g, an alarm is triggered.

Definition 2 [17], [18]: The FDI attack has stealthiness if
there exists a constant ¥ such that |Ars|| <y, Vi > 0.

From Definition 2, the attack with stealthiness can bypass
the x? detector. Then, the following SUM detector is proposed
to counter those attacks with stealthiness [20],

k k
1 _
gM = %(2 PO ) s s, (10)
i=1 i=1

where P and g are the same as those in (9).

Definition 3 [21]: The FDI attack has “complete stealthi-
ness” if there exists a constant y such that |Ars|| <y, Ve >0
and lim,_, » ||Ars]| = 0.

This condition can ensure the convergence of residual incre-
ments and then the sum of residual increments is bounded to
bypass the SUM detection. However, “complete stealthiness”
only requires the limit of the residual increment to be zero.
Then a natural question is whether it can be found an abso-
lutely strict condition requiring the residual increment to be
zero almost every step.

Based on this motivation, this brief proposes the following
more stringent stealthiness requirements.

Definition 4: The FDI attack has complete stealthiness if
there exist constants y and T such that |Ary]| <y, VO <t <T
and |[Ar|| =0, Ve > T.

This definition ensures that the residual increment is zero
after time 7', and therefore, the residual under attack is always
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the same as that if there is no attacks. In this brief, the time
limit 7 is set to be 2 (the low bound).

Then, the main purpose of this brief is to achieve the
following objective:

Objective 1: Find an attack sequence {oj, a2, ---} such
that |Arll < v, v > 0, [|[Arl = 0, V& > 2,
lim; 0 || A = oo.

III. MAIN RESULT

This section aims at achieving the above objective.

Assumption 2: It is assumed that the system matrices
A,B,H, K, L of NCSs are known.

This assumption is also widely adopted in previous studies.

The problem of completely stealthy attack sequence design
is divided into the following two sub-problems: the design
of the first attack vector and the design of subsequent attack
vectors.

A. Stealthy Attack Sequence Design
Since the subsequence design completely relies on the first
attack vector so as to achieve the residual on each step being
zero, and the final attack effect analysis requires the entire
attack sequence, the attack sequence construction principle is
first investigated. The first attack vector is presumed as o] # 0.
Theorem 1: The following attack sequence {a», o3, ...}

o = HA" Loy, k> 2, (1)

can achieve complete stealthiness, i.e., Ar, =0, Vt > 2.
Proof: Since the stealthiness performance is mainly related

to the residual increment, by combining (7) and (8), the state

equation of the variable increments can be obtained as follows

AXk+1 A BK O1[ Axx (0]
A1 LHA A+BK—LHA O||Ax |+ | L |ogyr
Aty HA —HA O || Arg 1

2 TlAxg Ak ArdT + [0 L1 gy (12)
It is noted that [l — I O]I" = (A — LHA)[I — I O], and then
the residual increment Ar; can be obtained as

Arg = [0 O IN[Axy Ak Arg]”
= [0 O N{I'[Axk—1 Aty Arg—11" + [0 L Ty}
= HA[I — I O[Axj—y Aki—y Are1]” + oy
= HA[I — I Ol{T*"'[Axg A%y Argl”

k—1
+ Y IO L) + e
i=1

= ay + HA{(A — LHA*"'[I —1 O][Axy Axg Argl”
k—1

+ > (A-LHAT —101[0 L 1o}
i=1

ax + HA(A — LHA) ' (Axg — AZo)

k—1

+ HAY (A — LHA) ' /(~L)a;

i=1
k—1 )
= a; — HA Z(A — LHAY " Lq;.

i=1

13)
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Substituting attack sequence (11) into (13) leads to the
residual performance under the designed attack,

k—1
Ary = HA¥ 'Lay — HA Z(A — LHAY " LHA™ Lo
i=2
— HAA — LHA ?La
k—1
= HA{A*? — Z(A — LHAY*"'""'LHA™™' — (A — LHAY*"?}La;
=2
k—1 ) )
= HA{A* = ) (A — LHA)*"'~'LHAT™!
i=3
— (A — LHAY"3LHA — (A — LHA)*73(A — LHA)}La
k—1
= HA{A* 2+ [ — Z(A — LHAY'""'LHA™? — (A — LHA)*31A}La
i=3
k—1 ) )
= HA{A*? + [ = > (A — LHAY* " ILHA™**2 — (A — LHA))A*}La
k—1
= HA{A*"? + [LHA — (A — LHA)1A* )L,

= HA{O}La; =0, k=>2. (14)
Therefore, the residual increment is always zero from the
second step. |
From Theorem 1, the residual increment Arg can be always
zero after the second step, which means that the residuals
under the attack are the same as those without attack. This
fact shows that the x2 detector, the SUM detector, and other
similar residual based detectors cannot detect this strategy.

B. Selection of the First Attack

Section III-A ensures the complete stealthiness of subse-
quent attacks, however, there are still two key questions to be
solved by the objective of this brief:

1) «; should satisfy the stealthiness requirement;

2) The entire attack strategy can cause sufficient damages.

It can be seen from Theorem 1 that «; determines the final
attack influence. Therefore, the following choice of ¢ is given

14

=— ' HH'L"Pe, 15
[HHTLT Pe, | ! (15)

o]

where AT = PAP’I, A is the Jordan normal form of A7,

A =diag(A1, Ay, ..., Ap), [ <n,
Ao 10 - 0 1
A= O )Ll Lo e R, Zr,-:n,
oo o A
Al = A2l = -+ = |4 and P = [p1 p2 -+ pal,
P1s P2, -.., pn € R" are the eigenvalues and the generalized

eigenvectors of matrix A7, respectively.
Obviously, the attack vector defined by (15) satisfies the

stealthiness requirement [|Ar| = |la1] < y.
Theorem 2: Attack sequence consisting of (11) and (15) is
unbounded, i.e., lim;_ || Ae;|| = o0.

Proof: By ignoring the residual, (12) can be simplified as

Axpy A BK Axy o
- e
[AfckH] [LHA A+BK — LHA] [A;CJ + [L]“k+1 (16)
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From the contents of braces in (14) and by denoting n = k—1,
it can be obtained that

n
A" =3 (A — LHAY"'LHA™' — (A — LHA)"™' = 0.(17)
i=2
By applying (11) and (15) into (16), and together with (17),
it can be obtained that

Aeg = [I — IN[Axx Axe)”

= (A - LHA)[I - 1][AXk_1 A)%k_l]T — Lak
k
(A — LHAY(I = IN[Axg Ako]" — ) (A — LHAY'La;

i=1

k

— > (A — LHA)*'LHA™'La; — (A — LHAY*"' Loy
=2

= —A" Loy,

k>2. (18)

Therefore,
lim Ae;r = lim Ak_lLal
k— 00 k— 00
= klim P TATPTY'LHHT LT Pe\y /| HHT LT Pey||. (19)
—00
Denoted PTLHHTLTPe; £ s = [s1 52 --- s,]F € R", then
s1 = el PTLHHTLT Pe,.
Suppose s; = 0, namely H'LTPe; = H'LTp; = 0. It is
noted that ATp1 = A1p1, then
pl(A—LHA) = mpl — (H'LTp)TA = 1p],  (20)

which contradicts the fact that p(A — LHA) < 1. Therefore,
s1 # 0. Then, the following equalities hold as long as s; # 0,

r
lim el (AT s = lim Z k= 1. kk_l_r'+isi
k—oo ! k—>o<>.1 r—i)l

=

= O(lim <k -1 )A’{"‘sl) = o00.

k—soo\71 — 1

21

Since A1 is the eigenvalue with the maximum modulus and P
is invertible, it can be derived that

I klim P TATPTY =1L LHHTLT Pe, ||
—> 00

= lim |P~T(AT*1PTg|| = 0, (22)
k— 00
and finally, limg o [[Aer]l = o0, limgso llefll = oo.

Therefore, the proposed attack strategy is unbounded. |

From Theorem 2, the attack strategy defined by (11)
and (15) can satisfy the unbounded attack requirement, and
together with satisfying the completely stealthiness require-
ment, the proposed attack strategy achieves the brief’s
objective.

C. Stealthiness Performance for Static Detection Methods

Another question is whether this attack strategy can bypass
the widely used static detection methods. Since the most com-
monly used static method is the WLS method whose detection
principle is consistent with other static methods, this section
verifies the stealthiness of the proposed attack strategy by
testing whether it can bypass the WLS detector.
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Theorem 3: Subsequent attack sequence (11) can achieve
complete stealthiness for the static WLS detector, ie., Ar] =
0, vi>1.

Proof: By applying (15) into (4), the residual increment of
the WLS detector at the first step can be derived that

A = [l — HH"RH)'H"R]a;
= —HH'RH)'"H'RIHHTL" Pey /|HHT LT Pe, ||
= {(HH'L"Pe; — H{(H'RH) ' (H'RH)|HT LT Pe,}
xy /IIHH"L" Pe, |
= {HH"L"Pe, — HH'L" Pe,}y /|HHT LT Pe;|| = 0.

Therefore, the first attack vector can bypass the WLS detector.
Applying (11) into (4) leads to the following results

Ary = [I — H(H"RH)""H" Ry
= (H— HH"RH) '"HTRH)A* Lo,
= (0)A" "La; = 0.

Therefore, other attack vectors bypass the WLS detector. H

From Theorem 3, it is proved that the proposed attack strat-
egy also achieves the desired stealthiness performance under
the surveillance of static estimation.

IV. NUMERICAL SIMULATION

This section verifies whether the proposed attack strat-
egy can achieve the objectives of complete stealthiness and
unbounded attack.

The numerical simulation is carried out on the IEEE 6-bus
power system, which is also used for the verification of the FDI
attack with “complete stealthiness” in [21]. The main system
model and its parameters are the same as those in [21]. The
generator rotor angle and rotation rate are sampled separately.

Four sets of simulations are performed: the case without
attack and the cases under the following three attacks.

Attack I satisfying Definition 2 is designed according
to [17] and is given as follows

k
a{ —af, Ol,i =0.9811 x Zkia*, k>2,
i=2
where o* = [0.3932 — 1.2454 0.0672]T, A= 1.0417, af =
[0.4019 — 1.2728 0.0687]T.

Attack II satisfying Definition 3 is designed according
to [21],

oz{l =al,
I — | 09811 Y Mot 2 <k <5, |
F10.9811 x 300 5 A 4+ 0.1822 x Y (Aha*, k> 5,

where a*, A and o are defined as those in Attack L
Attack III satisfying Definition 4 is designed according to
the attack strategy proposed in this brief,

ol = [<0.0062 —0.0063 1.3264]7, o/ = HA* 'l | > 2.

In the simulations, the state deviations and the detection
results of three detectors (x?2 detector, SUM detector and WLS
detector) are investigated and shown in Fig. 1. The detec-
tion thresholds are set to be 12.84 and 4.85 according to the
definitions of the detectors.
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Fig. 1. The proposed FDI attack strategy achieves a better performance
in damage and stealthiness: (a) Attack III causes far more state deviations;
(b) Attack magnitudes increase exponentially; (c) All attacks bypass the X2
detector; (d) All attacks bypass the WLS detector; (e) Attacks II and III bypass
the SUM detector; (f) Attack III causes less cumulative residual increments.

From Figs. 1 (a) and (b), Attack III has more magni-
tudes and causes far more deviations (508935027) than other
attacks (Attack I: 51.8422, Attack II: 13.5746), and the attack
effect increased by 508935027/51.8422 —1 = 9817001 times.
From Figs. 1 (c) and (d), the x> and WLS detectors can-
not prevent these advanced and well-crafted attacks. From
Fig. 1 (e), the performance of Attack III is closer to that in the
unattacked case than Attack II under the surveillance of the
SUM detector, the increments of detection indicator caused
by Attack I, Attack II, and Attack III are 9.3666, 1.2694,
and 0.1501 (1 —0.1501/1.2694 = 88.17% reduction), respec-
tively. From Fig. 1 (f), Attack III causes much less sum of
cumulative residual increments (39.7940) than other attacks
(Attack I: 887.5300, Attack II: 272.3680). This is a reduction
of (1—39.7940/272.3680 = 85.39% < 88.17%), which shows
the expected stealthiness of the proposed method.

Remark 1: Since the proposed attack strategy causes
85.39% less sum of cumulative residual increments compared
with the existing attacks, the exposure risk of this attack in
the presence of the SUM detector is reduced by no less than
85.39%. At the same time, compared with other attacks, this
attack quickly causes a large number of state deviations in a
short period of time, which means that it causes huge damage
to the NCS.

V. CONCLUSION

This brief proposes an FDI attack strategy with the desired
stealthiness performance against estimation in terms of x?2
detector and SUM detector in networked control systems. This
attack strategy is theoretically capable of making the residuals
almost everywhere unchanged and ultimately causing infinite
state deviations. In the simulation of IEEE 6-bus systems, com-
pared with other existing attack strategies, this method reduces

IEEE TRANSACTIONS ON CIRCUITS AND SYSTEMS—II: EXPRESS BRIEFS, VOL. 70, NO. 3, MARCH 2023

the sum of cumulative residual increments by 85.39% and
results in a 981700188% increase in the state deviation, which
shows that the proposed attack strategy has better performance
in both stealthiness and attack effect.
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