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Abstract—The power grid is a kind of national critical infras-
tructure directly affiliated to human daily life. Because of the
vital functions and potentially significant losses, the power grid
becomes an excellent target for many malicious attacks. Due to
the special nonlinear measurements, many detection methods do
not match the grid very well. The extended Kalman filter based
detection is one of the few methods suitable for nonlinear system
detection, and therefore can be used in power system to spot
malicious attacks. However, the reliability and effectiveness of
the extended Kalman filter based detection have not been fully
studied and adequately guaranteed. By proposing a two-step false
data injection attack strategy, this paper gives a stealthy way to
inject false data of increasing magnitude into the power grid,
which can eventually cause a certain degree of deviation of the
grid state without being detected. In the simulation, the method
proposed in this paper caused a voltage deviation of more than
25% before being discovered in the power system.

Index Terms—False data injection, state estimation, extended
Kalman filter, attack sequence.

I. INTRODUCTION

Integrating modern computation, control and communica-
tion technologies, the modern power systems realize the in-
teraction with the power transmission and distribution process
through the human-computer interaction interface, and provide
a way to control a power grid entity in a remote, real-time,
and collaborative manner through networked space [1].

However, while improving convenience and efficiency, the
power systems also introduce security problems. Remote com-
munications and connections give opportunities for malicious
attacks [2]–[4]. Due to the significant functions and instant
loss upon damage, the power grid becomes a brilliant target
of malicious attacks for enemies and hostile forces [5], [6].
And in reality, there are many examples of attacks on power
systems [7]–[9]. Especially for the false data injection attacks,
the smart grid relies on a large number of distributed meters
in the field to collect measurements, which are vulnerable
to attacks on the physical layer [10]–[12]. By replacing or
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distorting sensor information, the attacker can launch a false
data injection attack against the measurements to disrupt the
system operation [13]–[16], which causes a serious threat to
the security of the power supply.

However, it is noted that most studies about false da-
ta injection attacks, including attack methods and detection
methods mainly focus on the linear system model [17]–[22],
especially those studies about attacks on the general cyber-
physical systems. Even the false data injection attacks de-
signed for the power system are mainly aimed at the linearized
power system [6], [21], [22]. In actual grid operation, the
(active and reactive) powers are the most important indexes
and measurements for evaluating operating conditions, which
are nonlinear. And on the other hand, in order to counter
attacks, the power grids also adopt supervisory control and
data acquisition system for anomaly monitoring and attack
detection. Concretely speaking, in power system monitoring,
the extended Kalman filter (EKF) is widely used for detecting
malfunctions, faults, and attacks, and is placed high hopes
[23]–[25]. Inappropriate attacks can be detected by the control
center and then targeted measures are taken to cut off the
impact of the attacks. Those facts mean that the existing attack
methods cannot fully match the actual power system and may
be found before causing substantial damage to the power grid.

Though the EKF raises the difficulty of attacks significantly
and suppresses the effect of attacks theoretically, this paper
indicates that neither the EKF nor any filter variants under the
Kalman filter framework can distinguish between small false
data and noises. Based on that fact, this paper first proposes
a stealthy attack strategy to inject a small amount of false
data, which can bypass the EKF based detection. Furthermore,
when this step plan has been implemented, the false data
injected continuously present in subsequent system states and
estimations. Then those injected data become a springboard,
with which the attacker can launch succeeding and fiercer
attacks to offset the reflection of false data in the detection.
Under this two-step strategy, the constructed attack sequence
has increasing destructive force, and eventually interferes with
the power grid and causes voltage deviations.

The main contributions are summarized as follows:

1) This paper points out the flaws of the EKF based
detection and proves that the EKF can still be hijacked
by false data to cause the grid operation to be disrupted.

2) This paper proposes a two-step stealthy false data injec-
tion attack strategy against the power grid with the EKF
based detection, which can inject considerable amounts
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Fig. 1. Schematic diagram of the power transmission in the smart grid.

of false data into the power system to cause harm before
being discovered. Compared with

II. PRELIMINARIES

A. Power Grid and Voltage Control Model
The modern smart grid increases integration of large-scale

renewable energy systems by combining these distributed
generation resources. Figure 1 shows a schematic diagram
of power transmission in the modern power system. Each
distributed energy generator is connected into the main grid
network at the point of common coupling, and distribution
test feeders are interfaced to the local load through converter
[26]. The main control objective is to keep the voltages at the
points of common couplings V to be the reference values Vd.
Therefore, the system state is defined as the deviation of the
voltages from the reference value, i.e., x = V − Vd [27]. The
desired state value xd is the origin. Then the mathematical
models of power operation and measurement can be derived
as follows

x[k+1] = Fx[k] +Bu[k]

z[k] = h(x[k]) + v[k], (1)

where x[i] ∈ Rn is the state vector at i-th time instant.
u[k] ∈ Rp is the input vector. F ∈ Rn×n, B ∈ Rn×p,
(F, B) is controllable, and usually F is unstable at the origin;
z[i] ∈ Rm,m > n is the measurements vector at i-th time
instant. v[i] = [v1[k] v2[k] · · · vm[k]]T ∼ Nm(0, R) is the
i. i. d measurement noise vector. Due to the physical isolation
of the sensors, the measurement noises v1, v2 · · · vm are
assumed to be independent, i.e., R = diag(σ2

1 , σ
2
2 , · · · , σ2

m),
vi ∼ N(0, σ2

i ). h(·) : Rn → Rm is the nonlinear measurement
function.

In the high-voltage power transmission systems, it is d-
ifficult and not economical to directly measure all states in
the power grid. Therefore, distributed meters in the field are
used to collect power flow measurements and send those data
to the control center. Then the control center estimates the
state through the power flow model and measurement data.
Transmitted active power from the i-th bus to the j-th bus Pij

and the active power injection at the i-th bus Pi can be written
as follows,

Pij = V 2
i Gij − ViVj [Gij cos(θi−θj)+Bij sin(θi−θj)],

Pi =
∑
j∈Ni

ViVj [Gij cos(θi−θj)+Bij sin(θi−θj)],

where Vi and θi are the voltage magnitude and phase of the
i-th bus, respectively; Gij and Bij are the conductance and
the susceptance of the transmission line between bus i and bus
j, respectively; Ni is the set of adjacent buses of the i-th bus.

It is noted that each power flow measurement can be written
as the quadratic form of voltage as follows

Pij = V THijV = (Vd+x)THij(Vd+x),

Pi = V THiiV = (Vd+x)THii(Vd+x), (2)

where{Hij}are constant matrices. Then h(·) is a second-order
function and can be written as the sum of finite Taylor series,

h(x) = [I⊗(Vd+x)T ]H(Vd+x) = C+Jdx+(I ⊗ xT )Hx,
∂h(x)

∂x
= Jd + 2(I ⊗ xT )H, (3)

where Jd = ∂
∂xh(x)|x=xd

∈ Rm×n is the Jacobian ma-
trix of h(·) at the stable operation point xd and H =
[HT

1 HT
2 · · · HT

m]T ∈ Rmn×n where Hi ∈ {Hij}, i =
1, · · · ,m. ⊗ denotes the Kronecker product.

In the operation of power system, the feedback control
adopts estimation of system state

u = Kx̂. (4)

B. Extended Kalman Filter Based State Estimation

To acquire the estimated state x̂ by measurements z, the
EKF based state estimation methods are used. Denote X̂[t1|t2]
as the state estimation at time t1 by using measurements up to
time t2, and denote P [t1|t2] as the covariance of the estimation
X̂[t1|t2]. Then the iterations of EKF based state estimation
process is described as follows.

From (2), the state equation of the power grid is linear, and
therefore, the classic linear Kalman filter can be applied to
predict the state at the next instant. At time k, the estimated
state and its covariance matrix are

x̂[k+1|k] = Fx̂[k|k] +BKx̂[k|k]
P [k+1|k] = (F+BK)P [k|k](F+BK)T (5)

If the prediction process is correct, the measurement vector
at time k+1 should be, namely the estimated measurement is

ẑ[k+1|k] = h(x̂[k+1|k])
= h(Fx̂[k|k] +BKx̂[k|k]). (6)

Then at time k+1, the truly measurement vector z[k+1]
is collected and sent to the control center. By adding the
innovation (z[k+1]− ẑ[k+1|k]), the posteriori estimation and
its covariance can be derived by

x̂[k+1|k+1]= x̂[k+1|k] +W [k+1](z[k+1]− ẑ[k+1|k])

P [k+1|k+1]=(I−W [k+1]
∂h(x)

∂x
|x̂[k+1|k])P [k+1|k]

W [k+1]=P [k+1|k](∂h(x)
∂x
|x̂[k+1|k])T[(

∂h(x)

∂x
|x̂[k+1|k])

×P [k+1|k](∂h(x)
∂x
|x̂[k+1|k])T +R]−1, (7)

where W [i] ∈ Rn×m is the Kalman gain at time i.
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C. False Data Injection Attack and Extended Kalman Filter
Based Detection Description

When the attacker launches a false data injection attack
against measurements, some measured data are tampered with
the mix of false data as follows

za[k] = z[k] +A[k] = h(x[k]) + v[k] +A[k], (8)

where za[k] is the measurement vector after tampering at the
k-th sampling instant, A[k] ∈ Rm is the malicious data added
to the original measurements. Then the control center receives
the false measurement data and uses them to adjust system
operation incorrectly.

By replacing the original measurements z[k] with tampered
measurements za[k] and taking the partial derivative of h(·)
as a variable H , the system estimation model of the grid state
and the corresponding residual after attacks are

x[k+1] = Fx[k] +BKx̂[k|k]
za[k] = h(x[k]) + v[k] +A[k]

x̂[k+1|k] = (F+BK)x̂[k|k]
P [k+1|k] = (F+BK)P [k|k](F+BK)T

x̂[k+1|k+1] = x̂[k+1|k] +W [k+1](z[k+1]−ẑ[k+1|k])
P [k+1|k+1] = P [k+1|k]−W [k+1]H[k+1]P [k+1|k]

W [k+1] = P [k+1|k]HT [k+1]

×(H[k+1]P [k+1|k]HT [k+1] +R)−1

H[k+1] =
∂h(x)

∂x
|x̂[k+1|k] (9)

However, thanks to attack detection, the attackers cannot
attack at will. When the power grid works normally, the
measurement should be close to the estimation, i.e. ẑ[k]≈z[k].
The residual between the measurement and the estimation is

r[k] = z[k]− ẑ[k]

= h(x[k]) + v[k]− h(x̂[k|k−1]). (10)

In this paper, Euclidean norm is selected for analysis and
discussion, and the results can be extended to other common
norms. If the attacker tampers with the measurement as (8),
the norm of the residual after the attack may become larger,

ra[k] = za[k]− ẑ[k]

= z[k] +A[k]− ẑ[k]

= r[k] +A[k], (11)

where ra is the residual after attacks.
Then the control center can monitor the norm of the residual

and compare it with a threshold τ to detect attacks. If the norm
of the residual exceeds the threshold, it can be thought that an
exception has occurred, i.e.

∥ra[k]∥2 > τ. (12)

Due to the existence of noises, the threshold τ cannot be set
too low, otherwise, false alarms may be triggered frequently.
The mechanism of the EKF based detection is shown as Fig. 2.

+

Update Detector

Prediction

Measurement
(Distributed meters)

Plant
(Power grid)

Controllor
(Control center)

Attack

Kalman filter based detection

x
d

u x

z

A

z
a

z=h(x)ˆ ˆ

x̂

Fig. 2. An information flow diagrams of Kalman filter framework based
detection.

The primary target of the attacker is to disrupt grid operation
and force the control center to make the wrong schedule by
tampering with the measurement data. However, modern pow-
er grids have already been equipped with anomaly detection.
This fact demands the attacker to execute a stealthy attack that
does not trigger the EKF based detection.

In order to achieve two objectives, the attacker should
investigate the parameters and mechanism of the EKF based
detection. Therefore, the following assumption is adopted:

(A1) The attacker knows the precise parameters of the
system xd, F, B, K, h(·), R.

(A2) The noise intensity is not large enough to affect the
smooth operation of the system.

(A3) When the system works in the steady state (before
the attack), each random vector approximately obeys
Gaussian distribution.

III. ATTACK AGAINST EXTENDED KALMAN FILTER

To solve the main problem: that is the conflict between
being detected and insufficient power, this section adopts
two kinds of strategies. The one is to carry out attacks
that are not easily detected, and the other is the strategy of
increasing strength through continuous attacks. And the two
are combined through the analysis of the system with the
EKF operation mechanism. However, before launching attacks,
there are things need to be prepared in advance.

A. Preparation before Attacks

In order to implement the stealthy attack, the attacker
needs to know the states of the EKF, which is infeasible.
Therefore, asking for second place, the attacker should at least
approximate the parameters before launching attacks. In this
subsection, two Kalman filter parameter estimation methods
are proposed.

Most of the time, the power grid is operating near the stable
point xd in a peaceful situation, therefore, the EKF is also
operating near that point. This fact reveals that the states of
the EKF are stable before the attack, i.e.

P [t|t] p→ P∞,

P [t+1|t] p→ P̃∞,

W [t]
p→W∞, t→∞. (13)

Then the attacker can use the following two methods to get
an approximate value of these parameters.
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1) Combining (9) and (13) leads to the following equations
P∞ ≈ P̃∞ −W∞JdP̃∞,

P̃∞ ≈ (F+BK)P∞(F+BK)T ,

W∞ ≈ P̃∞JT
d (JdP̃∞JT

d +R)−1,

By solving (14), the estimated parameters can be gained.
2) Obviously, it is hard to get the solution to (14). Since

the EKF is achieved through iteration, its states converge
iteratively. Then the attacker can use the following
iterative algorithm to acquire those parameters.

Algorithm 1: Speculation over EKF states information
1: Initialization: Initialize P a

0 = 0.
2: while the stopping criteria is not satisfied do
3: P̃ a

t+1 = (F+BK)P a
t (F+BK)T .

4: W a
t+1 = P̃ a

t+1J
T
d (JdP̃

a
t+1J

T
d +R)−1.

5: P a
t+1 = P̃ a

t+1 −W a
t+1JdP̃

a
t+1.

6: t← t+1.
7: end while
8: Acquire P a

∞ = P a
t , P̃ a

∞ = P̃ a
t , W a

∞ = W a
t

as the recurrence of P∞, P̃∞, W∞, respectively.

B. Pre-attack Strategy
The design of the first attack is hard, which faces the detec-

tion head-on. Therefore, the goal of the first attack is not to
cause sufficient damage immediately. Since the basic operating
principle of the power system is known, this subsection first
provides a specific attack method which is suitable for power
system measurement.

Denote s as a large time when the system has already
reached the steady state, then this subsection discusses the
process after time s. Supposing the attacks start at time s+1,
i.e. A[t] ≡ 0, t ≤ s. From (10), the residual is mainly
determined by noises. By applying (3) into (11), it can be
obtained that

ra[s+1]

= [I ⊗ (Vd+Fx[s]+BKx̂[s|s]+w[s])T ]H
×(Vd+Fx[s]+BKx̂[s|s]+w[s]) + v[s+1] +A[s+1]

−[I ⊗ (Vd+(F+BK)x̂[s|s])T ]H(Vd+(F+BK)x̂[s|s]).
As the expectation of the quadratic form of noise is not zero,
the expectation of residual can be derived by

E(ra[s+1])

= E{[I ⊗ (Vd+Fx[s]+BKx̂[s|s])T ]H(Vd+Fx[s]+BKx̂[s|s])}
−E{[I ⊗ (Vd+(F+BK)x̂[s|s])T ]H(Vd+(F+BK)x̂[s|s])}
+A[s+1]

= E{[I ⊗ (Fx[s]−Fx̂[s|s])T ]H(Vd+(F+BK)x̂[s|s])}
+E{[I ⊗ (Vd+(F+BK)x̂[s|s])T ]H(Fx[s]−Fx̂[s|s])}
+E{[I ⊗ (Fx[s]−Fx̂[s|s])T ]H(Fx[s]−Fx̂[s|s])}+A[s+1]

≈ E{[I ⊗ (Fx[s]−Fx̂[s|s])T ]H(Fx[s]−Fx̂[s|s])}+A[s+1].(14)

Therefore, the first attack vector should be designed as

A[s+1] = −E{(Fx[s]−F x̂[s|s])H(Fx[s]−Fx̂[s|s])}
= tr(FP∞F )[H1 H2 · · · Hm]T . (15)

C. Post-attack Strategy

After the grid and its EKF suffer attacks, the false data are
injected and continuously affect grid operation. The mismatch
between false data content in the estimation and that in the
measurement gives the attacker the opportunity to launch more
and more fierce attacks. In order to reduce the change of the
innovation caused by the attacks, the attacker needs the current
state of the grid. Therefore, the attacker should estimate the
system state based on the system evolutionary equation and
previous attack data to design stealthy attacks.

Denote Xr and X̂r as the reconstruction of system state
Xa and estimation X̂a during attacks by the attacker, respec-
tively. According to system (9), Xr and X̂r should obey the
following dynamics

Xr[s+k+1]=FXr[s+k] +BKX̂r[s+k] (16)
X̂r[s+k+1]=(F+BK)X̂r[s+k] +W r[s+k+1]

×[h(FXr[s+k]+BKX̂r[s+k])

+A[s+k+1]−h((F+BK)X̂r[s+k])] (17)

Hr[s+k+1]=
∂h(x)

∂x
|(F+BK)X̂r[s+k] (18)

P r[s+k+1]=(I −W r[s+k+1]Hr[s+k+1])

×[(F+BK)P r[s+k](F+BK)T ] (19)
W r[s+k+1]=(F+BK)P r[s+k](F+BK)THrT[s+k+1]

×[Hr[s+k+1](F+BK)P r[s+k](F+BK)T

×HrT [s+k+1] +R]−1, (20)

where W a, P a, Ha are the attacker’s recurrence of W, P, H ,
respectively. Because it is impossible for the attacker to get the
noise information, and it is also nonsense to simulate noise,
therefore, there is no noise term V [t] in (20). The initial values
are

P r[s+1] = P∞, Hr[s+1] = Jd,

W r[s+1] = P∞Jd(JdP∞JT
d +R)−1. (21)

Since the initial value of the system X[s] is close to 0, the
initial values are also set as Xr[s] = 0, X̂r[s] = 0.

To achieve the final goal which is making the attacks
stealthy to avoid detection, the attacker should ensure the
residual between measurement and estimation does not exceed
the threshold value. As long as the attacker maintains that the
residuals after attacks mainly come from noises, it can make
the system look like it is not compromised, i.e.

E(ra|{A[s+k]} − r|{A[s+k]≡0}) ≈ 0. (22)

The impact of the attacks on the residual can be derived by

E(ra[s+k]− r[s+k])

= E[h(x[s+k]) + v[s+k] +A[s+k]− h(x̂[s+k|s+k−1])]
−E[h(x[s+k]|Xr[s+k]=0) + v[s+k]

−h(x̂[s+k|s+k−1]|X̂r[s+k−1]=0)]

≈ h(Xr[s+k]) +A[s+k]

−h((F+BK)(X̂r[s+k−1])). (23)
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To realize (22) as far as possible, the attacker should use
accessible information to satisfy the following conditions

0 = h(Xr[s+k])+A[s+k]−h((F+BK)(X̂r[s+k−1])).

And finally, the attacker should adopt the following strategy,

A[s+k] = h((F+BK)X̂r[s+k−1])− h(Xr[s+k]).(24)

In conclusion, the procedure to attack extended Kalman
filter based estimation and detection can be summarized into
the following algorithm,
Algorithm 2: Implement stealthy attacks on the power

system with EKF for the attacker
1: Estimate the parameters of EKF during steady-state

operation as Algorithm 1.
2: Carry out the first attack according to (15).
3: The attacker simulates the state values of the system

after the first attack, namely Xr, X̂r, Ha, P a, and W a,
and finishes the initialization as (21).

4: Calculate the deviations of the estimation at the time
the first attack occurred X̂r[s+1] = W r[s+1]A[s+1].

5: k = 1.
6: while(1) do
7: Update the system equation parameters Hr[s+k+1],

P r[s+k+1] and W r[s+k+1], according to the
current system state as (18)-(20).

8: Calculate the deviations of the estimation and the
system state Xr, X̂r as (16) and (17), respectively.

9: Design subsequent attack A[s+k+1] as (24).
10: k ← k+1.
11: end while

IV. NUMERICAL SIMULATION

This section verifies the effectiveness of the proposed false
data injection attack strategy against EKF based state estima-
tion, namely, whether the attacks can bypass the detection of
EKF while disrupting the grid operation.

Consider a 4-bus model of the distribution test feeders
proposed by the IEEE distribution test feeder working group
[28], which is shown in Fig. 3. The admittance matrix Y of
this power network is given in (25).

Each distributed energy resource is connected into the
smart grid at the point of common coupling, and it needs to
control the voltages (V = [V1 V2 V3 V4]

T ) of those points
of common coupling to keep them at the reference values
Vd = [12.470 7.123 2.258 1.987]T (KV). The power grid
adopts voltage regulation control, and the phase angles are
set fixed θ = [0 − 0.333 − 3.600 − 8.833]T◦. From [27], the
dynamics of the system state can be written by

ẋ = fx+ bu, (26)

where the state transition matrix f and input matrix b are
shown as follows

Bus3 Bus4Bus2Bus1

Infinite
Bus

Load

2000 ft. 2500 ft.

 I   
12

 I   
23

 I   
34

 V   
 3

 V  
 4

 V   
 2

 V   
 1

Fig. 3. An illustration of the IEEE 4-bus test feeder model.

f =


0.1759 0.1768 0.5110 1.0360
−0.3500 0 0 0
−0.5442 −0.4748 −0.4088 −0.8288
−0.1197 −0.5546 −0.9688 −1.0775

× 103,

b =


0.0008 0.3342 0.5251 −1.0360
−0.3500 0 0 0
−0.0693 −0.0661 −0.4201 −0.8288
−0.4349 −0.4142 −0.1087 −1.0775

× 103.

By applying the Euler formula, the sampled-data based forml
can be expressed by the following linear state-space model

x[k+1] = Fx[k] +Bu[k],

where F =exp(f△t) ≈ (I+f△t), B =
∫ △t
0

exp(fτ)bdτ ≈ b△
t. The sampling period △t is set to be 10ms. A linear feedback
control is adopted as u[k] = −Kx̂[k], where

K =


1.0000 −1.4286 −0.0000 −0.0000
−0.8052 1.5995 2.4960 0.7234
1.5276 0.2175 −0.6126 1.6858
−0.1371 0.4545 0.0014 0.0878

 .

The measurements are based on the sensors in
branch and bus power flows which are the same
with (2), the measurement vector is selected as
z = [P1 P2 P3 P4 P12 P23 P34]

T = h(x) + E,
where E = [e1 e2 e3 e4 e12 e23 e34]

T ∼ N7

(
0, diag

(1.7050, 5.2910, 2.2502, 6.2500, 2.0610, 4.1305, 6.2500)
)

is
the noise vector.

When the attacker launches a false data injection attack
proposed in this paper, the first attack is designed as A[1] =
[1 1 1 1 1 1 1] × 10−99, which is certainly small enough to
be not spotted. Then the subsequent attacks are obtained by
Algorithm 2.

Figure 4 shows the evolutions of the states of the power grid
with the EKF based detection in cases of the normal operation
and the attacked situation. From Fig. 4(c), the attack magnitude
soars rapidly. While from Fig. 4(b), the residual given by
EKF is quite normal and has almost no difference from the
case without attack. However, this increasing attack sequence
can eventually cause the bus voltages to significantly deviate
from the stable operating point as shown in Fig. 4(a). This
experiment can demonstrate that the attack strategy proposed
in this paper can cheat the EKF based detector in the power
grid successfully.

V. CONCLUSION

This paper focuses on a kind of typical cyber-physical
system with nonlinear measurements: the power systems,
and proposes a specific stealthy attack sequence construction
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Y (s)=


1

0.1750+0.0005s − 1
0.1750+0.0005s 0 0

− 1
0.1750+0.0005s

1
0.1750+0.0005s+

1
0.1667+0.0004s − 1

0.1667+0.0004s 0

0 − 1
0.1667+0.0004s

1
0.1667+0.0004s + 1

0.2187+0.0006s − 1
0.2187+0.0006s

0 0 − 1
0.2187+0.0006s

1
0.2187+0.0006s+

1
12.3413+0.0148s

 .

(25)

0 0.2 0.4 0.6 0.8 1
12

14

16

V
ol

ta
ge

 a
t

bu
s 1

 [K
V

]

Without attack
With attack

0 0.2 0.4 0.6 0.8 1

4

6

V
ol

ta
ge

 a
t

bu
s 2

 [K
V

]

0 0.2 0.4 0.6 0.8 1

-2

0

2

V
ol

ta
ge

 a
t

bu
s 3

 [K
V

]

0 0.2 0.4 0.6 0.8 1
time[s]

2

4

6

V
ol

ta
ge

 a
t

bu
s 4

 [K
V

]

(a)

0 0.2 0.4 0.6 0.8 1
time[s]

0

0.05

0.1

0.15

0.2

R
es

id
ua

l o
f t

he
ex

te
nd

ed
 K

al
m

an
 fi

lte
r Without attack

With attack

(b)

0 0.2 0.4 0.6 0.8 1
time[s]

10-100

10-50

100

A
tt

ac
k 

M
ag

ni
tu

de
 [K

V
]

(c)

Fig. 4. The attack strategy proposed in this paper cheats the extended Kalman
filter based detection: (a) voltage on each bus fluctuates sharply; (b) there is no
significant difference in extended Kalman filter detection indicators with and
without attack; (c) attack magnitude is growing rapidly.

method. Based on this attack strategy, the attacker can launch a
stealthy false data injection attack to cause the grid voltage to
jump, while bypassing the detection of the extended Kalman
filter. It is proved that only an extended Kalman filter cannot
guarantee the safety of power systems.
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