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Abstract. Power system faces thousands of physical and cyber attacks
which seriously threaten its security. It is noted that most defense meth-
ods are only suitable for specific cyber attacks and are not applicable
to physical attacks. This paper provides a generic method regardless
of different attack types through topological efforts to reduce poten-
tial loss of the power grid. In this paper, a proportional loss model is
proposed depending on the different attack-defense resource allocations.
The optimal allocation strategy can be converted into the solution to a
min max problem. In order to further improve the security of the power
grid, by taking the geographical feasibility into consideration, a hexag-
onal construction method is proposed to provide a cost-affordable and
geographically-feasible solution for new power grid construction.

1 Introduction

With the fast development of technology and the advancement of infrastructure
processes, demands for electricity quality and quantity have increased signifi-
cantly. Adopting modern sensing, control, measurement technologies, the mod-
ern smart power grid has been proposed to satisfy the huge requirement of
electrical power [1]. As network complexity increases [2], there are numerous
elements in the power system to be protected [3,4]. From the perspective of
the attack method, the power system is susceptible to a variety of physical [5]
and cyber attacks, such as denial-of-service (DoS) attack [6,7] and false data
injection (FDI) attack [8].

There are also plenty of specific defense methods for certain attack in the lit-
erature. A data verification method against FDI was introduced in [9]. Counter-
measure for the case where the attacker has limited knowledge was also proposed
in [10]. A two-layer game theoretical model for FDI attacks against power sys-
tems was given in [11]. A list of defense mechanisms against FDI attacks focused
on certain devices [12–15]. Analysis of defense against price attacks using game
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theory was given in [16]. An attack-resilient controller and an attack detection
mechanism for price attacks were proposed in [17]. Stochastic games were used
for fighting against coordinated cyber-physical attacks on power grids [18]. By
adding wireless communication, an efficient way of optimizing topology of a
wired networked system was proposed in [19]. There are also other methods of
reducing damage, for example, a load redistribution way was proposed to reduce
the impact on the load after attacks in [20]. It is noted that most papers regard-
ing power grid security focus on cyber attacks and the defense methods can only
handle a specific attack. Therefore, a natural question is whether we can find a
generic defense way to protect the power grid, or at least reduce the impact of
attacks.

In this paper, the power grid is modeled by a graph topology, and each section
is treated as a node. The value of each node is equivalent to the total value of
users affected by the crash of this node. Then a proportional model is proposed
to analyze the probability of a node being crashed depending on different attack-
defense resource allocations. For lack of information about the time and location
of potential attacks, the defender should adopt a conservative strategy. Then
this optimal resource allocation can be converted into a min max problem. It
can be found that the total loss function is dependent not only on the resource
allocation, but also on the topology of the power grid.

In order to further improve the security of the power grid, the function of
topology is taken into account. Adding redundant connections can reduce the
harm when some nodes are crashed, which does not conflict with many specific
defense methods and can be used with them simultaneously. Moreover, consider-
ing the construction feasibility of power grids in reality, a geography-based based
hexagonal city planning topology construction method is proposed to provide a
novel power grid construction solution.

2 Optimal Resource Allocation Strategies

2.1 Structure of Power Grid

The structure of power grid includes power plants, substations with different
capacities, regional dispatching systems at different levels and power transmis-
sion lines to users as shown in Fig. 1. Then the power grid can be described by a
graph topology, where each vulnerable section is treated as a node. This paper
assumes that the direction to the end-users is positive and considers a power
grid topology consisting of Q nodes.

2.2 Risk Function

Assumption 1. The attack resources are quite few compared to the defense
resources.

The attack resources can include personnel or hackers hired to launch the
attack, some technological resources such as advanced tools or malwares for
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Fig. 1. Typical structure of one power
grid.

Fig. 2. Smart grid with a n-ary tree
topology

malicious actions, and other economic resources. Similarly, the defense resources
can include personnel to reinforce and repair the grid, technological resources
such as efficient and effective suites of security tools or softwares to maintain
the normal operation of the grid, and other economic resources. If more attack
resources are allocated to the node, this node is more likely to be crashed, that
is, the node can no longer perform normal work, and vice versa.

Although there have been many serious blackouts to alert humans to the
importance of power grid security, and many of them have caused incalculable
loss. However, it should still be known that accidents are rare, and most of the
power grids are working properly, even if they often face various attacks.

Due to the law of diminishing marginal utility, with the more defense
resources already allocated, adding extra defense resources produces fewer
effects. By Assumption 1, the attack resources allocated to a single node are small
that to add more attack resources does not reduce the value of unit resources,
hence, the attack effect can be regarded as a linear function of quantity. Then
the probability of node i being crashed is modeled by

pi =
ai

di
. (1)

where pi denotes the probability of node i being crashed, 0 ≤ ai ≤ A and
A < di < D denote the attack and defense resource allocated to node i, di ≥ ai.
A =

∑N
k=1 ak and D =

∑N
k=1 dk, D � A denote the total attack and defense

resource, respectively.

Remark 1. The attacks discussed in this paper are primarily those that target
a single node. This analysis is not applicable to large-scale chain reactions, such
as infectious viruses. Unless it can be quickly blocked so that it affects only the
area where it occurred.

Assumption 2. Nodes are independent of each other.

As long as nodes are crashed, loss is caused. If damaged nodes are inde-
pendent of each other, then the expectation of total loss of power grid can be
expressed by

E(L) =
Q∑

k=1

pkvk =
Q∑

k=1

ak

dk
vk. (2)
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Assumption 3. The defender would take conservative strategies since it has no
information from the attack side.

Denote sa = [a1 a2 · · · aN ]T and sd = [d1 d2 · · · dN ]T as the strategies of
the attacker and defender respectively.

The goal of the attacker is to maximize the total loss by choosing the optimal
attack strategy s∗

a, while the task of the defender is to adopt the optimal defense
strategy s∗

d and minimize the total loss. Many studies simulated offense-defense
scenarios by using game theory [11,13,16], differential game models [12] or multi-
agent system [21]. However, neither the attacker nor the defender has global
information, which means that the classic 2-player game where both players have
perfect information of the payoff matrix and system states is not applicable.

Under Assumption 3, the defender should take the following conservative
strategy to avoid the risk of disastrous loss,

s∗
d = argmin

sd

max
sa

E(L(sa, sd)) = argmin
sd

max
sa

Q∑

i=1

ai

di
vi, (3)

s∗
a = argmax

sa

E(L(sa, s∗
d)). (4)

Then the total loss under the optimal attack-defense resource allocation is

E(L(s∗
a, s

∗
d)) = min

sd
max
sa

Q∑

i=1

ai

di
vi =

Q∑

i=1

a∗
i

d∗
i

vi. (5)

2.3 Optimal Resource Allocation Strategy

Considering the aciculate variation Δij = δ(ei−ej). Then the difference of any
two strategies can be expressed by a linear combination of aciculate variations.

First relax restrictions of 0≤ai≤A and A<di<D to be ai∈R and di∈R. For
any i, j, i �= j, E(L(s∗

a+Δij , s
∗
d))≤E(L(s∗

a, s
∗
d)), conversely E(L(s∗

a−Δij , s
∗
d))≤

E(L(s∗
a, s

∗
d)). Then it can be obtained that

δ

d∗
i

vi − δ

d∗
j

vj ≤ 0, − δ

d∗
i

vi +
δ

d∗
j

vj ≤ 0. (6)

Therefore, δvi/d∗
i − δvj/d∗

j must be 0.
It can be verified that this conclusion also holds under restrictions 0 ≤ ai ≤ A

and A < di < D. Then the optimal defense strategy should satisfy the following
condition

d∗
i

d∗
j

=
vi
vj

, d∗
i =

vi
∑Q

k=1 vk
D > 0. (7)

It can be found that the amount of defense resources allocated to each node
should be proportional to the value of that node. Furthermore, the loss function
under the optimal strategies of both sides is shown as follows

E(L(s∗
a, s

∗
d)) =

A

D

Q∑

k=1

vk. (8)
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It is obvious that s∗
a can be any feasible solution, which means s∗

d is sufficiently
robust to deal with all attack strategies.

Equation (8) reveals the fact that the loss suffered by the power grid is
positively correlated with the attack intensity and the power grid value, and
negatively correlated with the amount of defense. However, that value vi has
not yet been assessed.

In reality, Electricity was transmitted from the plant to the users: residents,
factories and etc. The power grid distributes electricity to users in a large area.
High-voltage transmission (HVT) technology and three-phase transmission tech-
nology are adopted to reduce loss in power transmission. Therefore, there are
many transformers with different capacities at intermediate levels. This obser-
vation makes the tree topology reasonable, where the plant is the root and the
users are leaves. Since the completion of the power supply need requires a series
of different devices, and the damage of any node can block the process. When
a node is crashed, the power supplies of some end-users are affected. From this
point of view, vi is equal to the total value of leaf nodes affected.

Consider a n-ary tree with M, M > 1 levels, Q = (nM −1)/(n−1). Label
each node as shown in Fig. 2. Denote vuser as the value of a user, namely the
loss caused when a user cannot get power. The loss caused by a crashed leaf
node at the M -th level is vnM−1−1

n−1 +j
= vuser, j = 1, · · · , nM−1. There are nM−i

leaf nodes in the descendant set of a node on the i-th (i = 1, 2, · · · ,M−1) level,
and those sets do not intersect. Hence all nodes on the i-th level have the same
value vni−1−1

n−1 +j
= nM−ivuser, j = 1, · · · , ni−1, and the defense resources allocated

to them are equal.
Since there are ni−1 nodes at the i-th level, the total value of the i-th level

is nM−1vuser. Then all levels have the same value, which requires that defense
resources should be distributed to each level evenly,

d∗
ni−1−1
n−1 +j

=
D

Mni−1 , i = 1, 2, · · · ,M, j = 1, 2, · · · , ni−1. (9)

And the expectation of the total loss can be obtained that

E(L(s∗
a, s

∗
d)) = MnM−1 A

D
vuser. (10)

3 Improved Loss Function and Allocation Strategies

Assumption 4. Nodes are relevant to each other.

Based on Assumption 2, the loss function (2) works only when damaged
nodes are irrelevant to each other. However, when any two nodes are at the
“high” risk, the relationship between them should be taken into consideration.

When the parent node has been crashed, there is no need to attack any
downstream node of this node, and vice versa. Only in the case that all its
upstream nodes are intact, the value of the crashed node can be added to the total



Optimal Defense Resource Allocation and Geographically Feasible 457

loss function. Due to the physical isolation, the probabilities of any two nodes
being crashed are independent of each other. Therefore, under Assumption 4,
the loss function can be improved as

E(L) =
Q∑

k=1

[pkvk
∏

j∈Uk

(1 − pj)] =
Q∑

k=1

[
ak

dk
vk

∏

j∈Uk

(1 − aj

dj
)], (11)

where Ui is the set of upstream nodes of node i.
This improved loss function reflects one fact that the more attack resources

allocated to the upstream node, the less necessity to take downstream nodes into
account.

It is noted that loss function (11) is always no greater than (2) under the same
strategies of both sides. If any attacked node is not an upstream (downstream)
node of other attack targets, loss function (11) degenerates into (2). Therefore,
the attacker should try to avoid the path between targets.

In the n-ary tree topology, the optimal attack can be achieved as long as
the existence of path between the attacked nodes is avoided, while the defender
should distribute defense resources evenly to all levels.

Assume the defender adopts the defense strategy defined by (9). Denote
L as the maximal loss under any attack resource allocation. Let L∗ =
MnM−1Avuser/D, which is equal to the loss in (10), then L ≤ L∗. Some dif-
ferent attack target selections are shown in Fig. 3. From this figure, it is obvious
that the attacker can always avoid the existence of path to get the maximal
loss L∗ in a tree topology. And nodes at all levels are threaten as the one in
Subsect. 2.3.

Fig. 3. Loss under different attack target selections in a tree topology.

If the defender does not take the defense strategy defined by (9), there exists
a node such that the defense resource allocated to this node is less than that in
(10). If the attacker centralizes all attack resources to this node, the loss becomes
greater than that of (10). Hence the defense strategy defined by (9) is optimal.

To summarize, under the improved loss function defined by (11), the optimal
defense strategy is the same as (9). And the optimal attack strategy can be any
feasible strategy as long as there is no path between all attacked nodes. Then
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the expectation of the total loss can be calculated as

E(L(s∗
a, s

∗
d)) =

A

D
MnM−1vuser. (12)

In the tree topology, every non-root node has only one parent, which means
that there is only one path from the root to the leaf. If any node on the path is
crashed, the leaf fails and the loss occurs. If there are backup paths, a node can
get the service from an alternative superior in case of an emergency as shown
in Fig. 4. Then whatever intermediate node is attacked, the power can still be
transmitted from the plant to end-users.

Damaged node

Failed  leaf

Fig. 4. Node failure situations with and without redundant connections.

It can be revealed that the total loss function is dependent on not only the
resource allocation of both sides but also the topology of the power grid. If the
connection structure is modified properly, the robustness of the power grid with
respect to the attack can be improved.

4 Geographical Knowledge Based Grid Construction

Section 3 tells how different topologies affect the total loss, however, only topol-
ogy information cannot guide the construction of power grids. By taking the
geographical distribution, capacity, and function of facilities into consideration,
this section aims at providing a geographically feasible construction solution for
power grids.

4.1 Hexagonal City Group

Based on geographical distribution, a feasible topology construction method is
developed for the power grid, which is shown in Fig. 5(a). This topology is similar
to a 6-ary tree except that six child nodes of one node are connected together
to form a ring structure (one child node is linked to its two adjacent siblings).

Within this structure, the capacity of each facility (including the power line)
is set to be twice its basic demand. Then even if up to two nodes are damaged,
sibling nodes can take the responsibility of damaged nodes and maintain the
healthy operation of the entire grid, which is demonstrated in Fig. 6.
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A ring on the 4th level consisting
of nodes 44,45,46,47,48,49

(a) Hexagonal city groups (b) Combination of
six hexagonal city
groups

Fig. 5. A feasible power grid construction method with the hexagonal city group struc-
ture.
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(c) Three adjacent
nodes damaged

Parent node

Child node

Damaged child node
where electric current 
cannot be transformed

× This line is artificially 
cut off, because damaged
nodes cannot dispatch 

Child of child node

Fig. 6. Operation conditions of power transmission under different scenarios: (a) the
normal case; (b) although two nodes are damaged, the responsibility of these two
nodes can be taken by their sibling nodes and the child nodes of damaged nodes are
not affected; and (c) when three adjacent nodes are damaged, the middle damaged
node and its descendants are affected, and the loss occurs.

Assume the power grid with the hexagonal structure has M levels, Q =
(6M −1)/5. The total value of all leaf nodes is 6M−1vuser. According to Fig. 6,
to make one node stop working, the attacker must crash this node and its two
adjacent nodes to ensure the power cannot pass through this node. Therefore, the
probability of any node other than the root stopping working is approximately
equal to the probability that the point and its two neighbors are destroyed.

Due to space constraints, the detailed proof is not provided here. By using
the same method in Sect. 2, the final optimal defense resource allocation strategy
and the corresponding total loss are

d∗
1 ≈ D, d∗

(6i−1−1)
5 +l

≈ 6−
i+1
3 A

2
3 D

1
3 , i = 2, · · · ,M, l = 1, · · · , 6i−1; (13)

E((s∗
a, s

∗
d)) ≈ A

D
6M−1vuser. (14)

The total loss is reduced to (1/M) compared to that of the original tree structure.
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4.2 Groups of Hexagonal City Groups

The most fragile section is the power generation process (root node) because it
has no substitute, which results in a large number of defense resources being
placed on the root. If there are multiple power plants, then they can be strung
into a ring as shown in Fig. 5(b) and the loss can be further reduced.

Consider a combination of 6 city groups. The total amounts of the attack-
defense resources are 6A and 6D, respectively. By accumulating the loss on each
level, then the optimal defense strategy and corresponding loss can then be
calculated as follows

d∗
1 = d∗

2 = · · · = d∗
6 =

6
2
3 −1

6
2M
3 −1

D,

d∗
(6i−1−6)

5 +r
=

6− i−3
3 −6− i−1

3

6
2M
3 −1

D, i = 2, · · · ,M, r = 1, · · · , 6i. (15)

E(L(s∗
a, s

∗
d)) = (

6
3M−7

3 − 6
M−7
3

6
2
3 − 1

)3(
A

D
)3vuser. (16)

In a word, the hexagonal city planning proposed in this paper can effectively
reduce loss, without requiring too many additional connections. It can improve
not only the security of the power system but also the efficiency of the infras-
tructure investment in the power grid.

5 Conclusion

The operation of the power system requires the coordination of a series of differ-
ent facilities. As long as any section or any facility fails, the power supply can be
cut off. Therefore, concentrating attack resources can produce a better destruc-
tive effect. Conversely, the defender should guarantee the reliability of every
facility. Redundant connections can make sure that there are other facilities to
maintain the operation of the grid after some facilities damaged.

When adding redundant connections, cost, feasibility, and the facility’s capac-
ity need to be taken into account. To achieve this goal, based on the city element’s
real physical location, this paper recommends using the hexagonal city planning
method where any facility has the “backup” facilities for replacement in case of
damage. Under this method, the expected loss of the entire grid has a cubic-level
decay, while the grid construction of the proposed method has high geographic
feasibility.
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