IEEE/CAA JOURNAL OF AUTOMATICA SINICA, VOL. 10, NO. 11, NOVEMBER 2023

2045

Containment-Based Multiple PCC Voltage
Regulation Strategy for Communication
Link and Sensor Faults

Meina Zhai ¥, Qiuye Sun

Abstract—The distributed AC microgrid (MG) voltage restor-
ation problem has been extensively studied. Still, many existing
secondary voltage control strategies neglect the co-regulation of
the voltage at the point of common coupling (PCC) in the AC
multi-MG system (MMS). When an MMS consists of sub-MGs
connected in series, power flow between the sub-MGs is not pos-
sible if the PCC voltage regulation relies on traditional consensus
control objectives. In addition, communication faults and sensor
faults are inevitable in the MMS. Therefore, a resilient voltage
regulation strategy based on containment control is proposed.
First, the feedback linearization technique allows us to deal with
the nonlinear distributed generation (DG) dynamics, where the
PCC regulation problem of an AC MG is transformed into an
output feedback tracking problem for a linear multi-agent sys-
tem (MAS) containing nonlinear dynamics. This process is an
indispensable pre-processing in control algorithm design. More-
over, considering the unavailability of full-state measurements
and the potential faults present in the sensors, a novel follower
observer is designed to handle communication faults. Based on
this, a controller based on containment control is designed to
achieve voltage regulation. In regulating multiple PCC voltages to
a reasonable upper and lower limit, a voltage difference exists
between sub-MGs to achieve power flow. In addition, the sec-
ondary control algorithm avoids using global information of
directed communication network and fault boundaries for com-
munication link and sensor faults. Finally, the simulation results
verify the performance of the proposed strategy.

Index Terms—Communication link faults, directed graph, fully
distributed control, voltage regulation control.

I. INTRODUCTION

N microgrid (MQ) is a small generation, distribution, and
Aconsumption system consisting of a collection of dis-
tributed power sources, energy storage systems, energy con-
version devices, monitoring and protection devices, and loads
[1]. The control structure of an MG is generally divided into
three layers: bottom control, secondary control, and tertiary
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control. An essential function of the secondary control level is
restoring the MGs’ voltage [2].

Secondary control can be categorized as centralized, dis-
tributed, or decentralized based on the communication method
employed. Centralized control enables complex control with
high accuracy and speed, making it suitable for small-scale
MGs [3]. However, a single point of failure can lead to global
control paralysis and reduced reliability. Decentralized con-
trol offers fast response time and high reliability but typically
lacks accurate global information, resulting in lower control
accuracy, susceptibility to interference, stability issues, and
limited ability to achieve complex global control objectives
[4]. Distributed control, leverages communication between
neighboring DGs to achieve consensus through mutual infor-
mation exchange [5], [6]. It utilizes a distributed local con-
troller approach instead of a central controller, thus avoiding
the single point of failure [7]-[9]. The underlying multi-agent
system (MAS) consensus algorithm enables each DG to indi-
rectly share global information by communicating only with
its neighbors. Reference [10] demonstrates the application of
distributed fixed-time and prescribed-time consensus control
in the domains of mobile robots and smart grids. Recently, it
has become the primary implementation method for sec-
ondary control in MGs [11]-[13]. In [14], a distributed con-
sensus protocol is developed to solve the accurate reactive,
harmonic and unbalanced power-sharing problems in MG.
Consensus-based distributed finite-time regulators are pro-
posed in [15] to coordinate active, frequency and output volt-
age in islanded MGs. In [16], the problem of distributed sec-
ondary control of isolated AC MGs in the presence of exter-
nal disturbances is studied. However, the secondary control
strategies [12]-[16] are based on the premise that the compo-
nents and communication are perfect.

In practical situations, electrical components such as actua-
tors and sensors may experience failures [17]-[19]. Two dis-
tributed control schemes were proposed by [20], [21], respec-
tively, with fault tolerance for various potential faults in sen-
sors and actuators, thus ensuring voltage and frequency regu-
lation of the closed-loop system. Our previous study [22] pro-
posed a fully distributed event-triggered fault-tolerant sec-
ondary control method based on information about neighbor-
ing distributed generation (DGs). Each DG requires only local
information about itself and its neighbors. To achieve AC MG
load voltage regulation, [23] proposed an active fault-tolerant
event-driven strategy with unknown actuator faults under dis-
crete communication. However, existing fault-tolerant control
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strategies applied to MGs generally assume that the communi-
cation links are ideal [20]-[23]. The communication between
DGs is applied in free space, which is susceptible to physical
variations in the communication channel and noise from other
sources or channel manipulation from hostile nodes [24], [25].
To achieve high reliability of MG, resilient control of commu-
nication failures has become a critical control issue. Dis-
tributed control schemes for implementing frequency/voltage
restoration and proportional power sharing considering the
communication delay problem are proposed in [26]. In [27], a
distributed noise-resistant secondary control is proposed for
restoring the output voltage and frequency of DG inverter
with additive noise. In [28], output voltage and frequency reg-
ulation in scenarios where the communication network suf-
fers from both communication delays and switching topolo-
gies are investigated. Reference [29] addresses the challenges
of current sharing and voltage restoration in islanded DC MGs
under heterogeneous communication delays and denial of ser-
vice (DoS) attacks, providing a novel solution for the first
time. This work tackles the complex issues arising from com-
munication delays and cyber-attacks, ensuring efficient and
reliable operation of MGs. Inspired by [30], [31], some valu-
able results were obtained in MG output voltage and fre-
quency restoration control, in the presence of communication
failures [24].

However, the resilience regulation of point of common cou-
pling (PCC) voltage in multi-MG systems (MMSs) under
communication link and sensor faults remains an unexplored
area of research. Existing methods have several limitations
that need to be addressed: 1) Previous works [12], [13], [15],
[16], [20]-[22], [24], [26]-[28] primarily focused on restor-
ing the output voltage of each DG unit to its nominal value.
However, the co-regulation of PCC voltage in MMS is even
more critical than regulating the DG output voltage. It is nec-
essary to develop a reasonable system model that reflects the
interaction effects between the communication-based PCC
voltage control protocol and the DG units in the MMS. 2)
Using the conventional consensus tracking method to control
the PCC voltages collectively at the reference value would
result in no voltage difference between the sub-MGs, thus hin-
dering the power flow between them. Therefore, it is neces-
sary to design reasonable control objectives that address the
co-regulation problem of PCC voltages. 3) Furthermore, the
PCC voltage regulation problem addressed in this paper is an
output feedback tracking problem after feedback linearization.
However, the reference-based state observer proposed in pre-
vious works [24], [30] is not applicable due to the challenges
of full-state unmeasurability and sensor failures. Moreover,
the directional communication network and the parameters
related to communication and sensor failures are unknown,
adding further complexity to the resilient control problem.

Based on the above limitations, we study the AC MG con-
tainment-based secondary voltage regulation control with
communication link and sensor faults. The main contributions
of this paper are summarized as follows:

1) Unlike the traditional consensus-based voltage regula-
tion problem [12], [13], [15], [16], [20]-[22], [24], [26]-[28],
we introduce the control objective of containment control in
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this paper. The reason is that it is impossible to achieve power
flow between sub-MGs if multiple PCC voltages are con-
trolled collectively at the reference value. Therefore, a con-
tainment-based distributed controller is proposed to balance
the conflicting objectives of voltage regulation and power
flow. This controller makes the PCC voltage control within a
reasonable range while there is a voltage difference to achieve
power flow.

2) Unlike the output voltage regulation problem [12], [13],
[15], [16], [20]-[22], [24], [26]-[28], our goal is the regula-
tion problem of the PCC voltage. The feedback linearization
technique allows us to deal with nonlinear DG dynamics.
Thus, the PCC voltage regulation problem of the AC MG is
transformed into a distributed output feedback tracking prob-
lem of a linear MAS with nonlinear dynamics. This transfor-
mation is an indispensable preprocessing in the design of the
control algorithm.

3) The leader-based observer in [27] and [30], [31] is
unavailable due to the x; full-state unmeasurability and sensor
fault problems. Therefore, we designed a novel adaptive fol-
lower-based observer to handle communication and sensor
faults, avoiding the use of global information of directed com-
munication network and fault-related parameters.

The outline of this paper is given below. Section II gives the
modeling framework to transform the PCC regulation prob-
lem of an AC PCC into a distributed output feedback tracking
problem with linear MASs containing unknown nonlinear
dynamics. In Section III, some problem statements are made.
In Section IV, the main results are established, and a resilient
voltage regulation strategy based on containment control is
built. Then, Section V verifies the effectiveness of the pro-
posed control method. Section VI concludes this paper.

Notations: Let Iy € RNN represent the identity matrix,
Amax () represent the maximum eigenvalue of “*”, ||-|| repre-
sent the Euclidean norm of vector “”, diag{ay,...,an} repre-
sent a diagonal matrix, col{a,as,...,ay} be a column vector,
and ® represent the Kronecker product.

II. MODELING FRAMEWORK

Considering an MMS containing N sub-MGs, this paper
considers the regulation problem of multi-PCC voltages. A
sub-MG consists of DGs. The dynamic model of the DG
includes droop control, inner-loop voltage and current control,
LC filter, containment-based voltage secondary control, and
line model, as shown in Fig. 1.

The droop controller dynamics are

Voltage |%i» Uigi| Current [ |
controller controller L

Lidis Ligi

Li

abc/dq

Power controller [
T,

Block diagram of an inverter-based DG.

Fig. 1.
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W; = Wpj = MmpP;
* — . —_— .
Voai = Vi =1, Qi

V5 =0 )

where w; is the angular frequency of the DG dictated by the
primary control, v’ .. is the reference value for the output volt-
age magnitude that is provided for the internal voltage control
loop of the DG, w,; and V,; are the frequency and the voltage
input, mp, and ng, are the droop coefficients, P; and Q; are
measured active and reactive power at terminals of ith
inverter, respectively.
The power controller dynamics are

p;= We; (V()diiodi + voqiioqi) - Piwc,-

Qi = W; (Vaqiiodi - Vodiioqi) - inci 2
where w,; is the cutoff frequency of the low-pass filters used
in measuring POWer. Vogi, Vogi and iogi, iogi denote the direct
and quadrature components of the output voltage v,; and cur-
rent i,;, respectively, of the ith inverter.

The voltage and current controller dynamics are

(.ﬁvdi = VZdi ~Vodi

(.ﬁvqi = V:q,’ —Vogqi

¢idi = i?di = lidi

¢iqi = i[*q,' - ilqi

iy = Kpvi(v, g = Vodi) + Kvidyy, — 0iCivogi + Fiilodi

" . .
lgi = Kpvi(Vogi = Vogi) + K1vigy,; + 0iCivodi + Fiilogi

Vi = Kpciliyy; — iiai) + Kicidiy, — wiLiiigi

Vigi = Kpciliy,; = iig) + Kicidiy, + wiLiiiai 3)
where ¢,,, ¢y, are auxiliary state variables in the voltage con-
troller. ¢;,,, ¢;,, are auxiliary state variables in the current con-
troller. iy, i;ql. are current reference in the current controller.
ijgi and i, are filter current components. Kpy; and Kjy; are
proportion and integral parameters in the voltage controller,
respectively. ¢y, ¢y, are auxiliary state variables in the volt-
age controller. Fj; is feedforward parameter in the voltage
controller. C; and L; are filter capacitor and inductance,
respectively. Kpc; and Kj¢; are proportion and integral param-
eters in the current controller, respectively. ¢;,,, ¢i, are auxil-
iary state variables in the current controller.

The output LC filter and connector dynamics are

. R . 1 1

Udi = _Elldi + Wity + Evidz’ - EV()di
. Ry .

lgi = _Ellqi —Wilidi — Evnqi

o 11,

Vodi = WiVogi + alzm - alodi

. 1. 1.

Vogi = —WiVodi t allqi - aloqi
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. 1 R, . 1 .
lodi = L_Civodi - L_C:lodi - L_Civbdi + Wilogi
. 1 R, . 1 .
logi = 7 Vogi — _ll()qi = 7 Vbgi — Wilodi 4)
L. L. I
1 1

where R; is filter resistance. v;q;, vig; are output components of
the current controller. vyq;, vpqi are the components of the PCC
voltage. L., R, are inductance, resistance of the line between
the PCC and the inverter output, respectively.

The nonlinear dynamic model of the AC MG in a compact
form is

Zi = fi(z) + ki(z)J; + gi(zi)u;

yi =di(z) +vii Q)
where the state vector is

Zi = [0is Pis Qis @vyy> Pvgis Pigi Big» Uidis Ligi Vodis Vogis lodis iogil”
(6)
and J; = [Wcom, Vbdis Vbgil- Detailed expressions for fi(z;), gi(z),
and k;(z;) can be extracted from (1)—(4). Moreover, d;(z;) is set
tO Vogi. Vi 1S set to vpg;. vy represents the voltage of the line
between the PCC and the inverter output.
Then, by feedback linearization, we have

¥i= L%:l.di + L, Lr,d;Vyi + Vi = u; + ¥y @)
where F; = fi(z;) + ki(zi)J;, Lrd; = g—iiFl and L%:idi =Lr,(Lr,d;)

ALy d; . ..
= ail- F; are the Lie derivatives of d; along F;.

The control input V,; is implemented by u; as
Vi = (Lg,Lr,di)™ (_L%:idi +u;). (8)

It is difficult to obtain the value of v,y in practice, the
design of the control algorithm using only vpg; instead of x;,
where x; is translated from (7) as follows:

{fci(t) = Axi(t) + B(u; + Vyy),
yi() = Cx;(1)

0 1
where x; = [Vpai Vbail”, A = [ 0 0 ] B=[0,1]", C =[1,0]

i=1,....N
)

Remark 1: Unlike the traditional output voltage v,q; regula-
tion problem in [12], [13], [15], [16], [20]-[22], [24],
[26]-[28], we address the PCC voltage vpg; regulation prob-
lem for AC MGs. Moreover, due to the x; full-state unmeasur-
ability, the state-based controller cannot achieve vy regula-
tion. In the input-output feedback linearization (7), repeated
differentiation concerning time generates the direct relation-
ship between the dynamics of vpg; (or equivalently y;) and the
control input V,;. The vpg; regulation problem is transformed
into a distributed output feedback tracking problem with lin-
ear MAS, where the system contains nonlinear dynamics V.
Moreover, an appropriate auxiliary controller u; is designed so
that vpy; regulation is achieved using V,;. The design of con-
troller u; depends on state observer %;, while the design of X;
depends on vpg;.

The containment-based voltage controller for each sub-MGs
bound voltages within a reasonable range. The virtual leaders
serve as the upper and lower boundaries of the specified volt-
age, as follows:
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im() = Axp(),  m=N+1, N+2 (10)

where Xy, = [Vref, y-017. Define x,.; = col{xy.1,xn+2}, and
Vrefi» Vref, Tepresent the upper and lower boundaries of the
voltage regulation, respectively.

III. PROBLEM STATEMENT
The N sub-MGs upper communication graph can be mod-
eled by G(C, 7). C ={cy,c2,...,cn} 1s the node set, T CCXC
is the edge set. The weighted adjacency matrix D =
[a;;] € RVFDXN*2) ig defined by a;; = 1, if (ci,c;) € T, other-
wise, a;; = 0. The nonsymmetric Laplacian matrix L= [L;;]
of G is defined as £;; = 27:12 ajjand L;j = —a;j, where i # j.
Assumption 1: The communication topology between the
PCC terminals of the sub-MG is directed. At least one virtual
leader’s dynamics is directed to all sub-MG’s PCC terminals.
Assumption 1 is the basic standard assumption of MASs
containment control.
In this paper, the faults are modeled as follows:
1) The communication links faults:
aij() =aij+6j,(), i=12,...,N, j=12,... ,N+2 (1)
where 6?/.(1‘) denotes the corrupted weight caused by communi-
cations faults. From the fault model (11), the communication
link weights become time-varying and unknown due to 5;‘j(t).
2) The sensors faults:

yi(t) =Cx;(t) + hi(1), i=12,...,N

(12)

where h; is the unknown sensor fault.

Assumption 2: The communication link faults (5;.‘j(t), i=1,
2,...,N, j=1,2,...,N+2, and their derivatives are bounded
but unknown. The signs of a;; are the same to those of a;;,
respectively.

Assumption 3: The time derivative of sensor fault is
bounded, i.e., ||; (9] < A;.

Remark 2: An MG includes multiple power sources, actua-
tors, sensors, and communication networks. Actuator faults
can adversely affect the stability and performance of the MG.
These faults can result in erroneous decision making and oper-
ation, impacting the effectiveness of the MG’s energy man-
agement and overall operation. Sensor faults can lead to inac-
curate sensing and collection of environmental and energy
data within the MG. This, in turn, affects the system’s dis-
patch and control strategy. Furthermore, communication
among DGs in the MG occurs wirelessly and is susceptible to
physical changes in the communication channel, noise inter-
ference from other sources, or malicious manipulation by hos-
tile nodes. In this paper, we focus on sensor and communica-
tion fault issues. Assumption 2 guarantees the boundedness of
the considered communication link faults and their deriva-
tives, found in [30]. Assumption 3 ensures the boundedness of
the sensor derivatives, found in [18].

Due to the communication link faults (11), the Laplace
matrix is redefined as L(¢) = J () — D(1), where D(t) = [a;(1)]
is the adjacency matrix and J () = diag{} jen, @ij(1)} is the in-
degree matrix.

Then, L(¢) is defined as
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L0 [Lz(o L) (13)

where Lo(f) e RM?, L£1(t) e RNV, The real part of each
eigenvalue of L (¢) is positive. It is easy to verify that L;(¢) is
a nonsingular M-matrix.

Lemma 1 [30]: Assume that Assumptions 1 and 2 hold. On
this basis, there exists a positive infinite diagonal matrix K (¢)
such that K(r)L(r) +£1T(t)7((t) = N(¢) holds, where N(¢) is
positive. Then, K(¢) and K (1) are bounded.

Lemma 2 [32]: The matched uncertainty f;(x;) can be lin-
early parameterized by a neural network as

fitx) = W gi(x) + & (14)
where W; € R®*! is an unknown constant ideal weight matrix
that satisfies ||W;|| < W; with W; being a positive constant,
wi(-):R" > R* is a known vector function of the form
@i(xi) = [t (X)), i (x7), ..., is(xp)]T and satisfies |lg;ll < ¢
with being ¢; a positive constant, &; is the approximation error
satisfying ||&;|| < &; with being &; a positive constant.

Then, by Lemma 1, we obtain

Vi = Wi i) + & (15)
The dynamic model of the ith agent is
{xxt) = Ax;(1) + B(ui + W] ¢i(x;) + &) 16
1
Vi) = Cxi(0) + hi(2).

Remark 3: The reference-based state observer in [30] is
unavailable due to the x; full-state unmeasurability and sensor
fault issues. Moreover, the boundaries of the fault-related
parameters of the directed communication network and the
communication and sensors are unknown. Therefore, we next
design a new adaptive follower-based observer to handle com-
munication and sensor faults.

IV. MAIN RESULT

The purpose of this section is to co-regulate the PCC volt-
age vpgi, i = 1,2,...,N in an MMS to a given region. Besides,
from the practical needs of the power system, the proposed
secondary control protocol does not depend on the global
information of the directed communication network and the
boundary of the fault factor. We design a containment-based
secondary voltage strategy for communication link and sensor
faults for a MMS, as shown in Fig. 2. For simplicity, only one
DG is shown in each sub-MG.

The state observer £; to estimates x;, i = 1,2,...,N is as fol-
lows:

{)éf(t) =A%(t) + i + BW! i(3) — L&i - y1) a”
9i(t) =Cx:(t) + hy
where

hi = GEi(H) - yi(1) (18)

and £(0), h;, 9;(7), W; and ¢;(%;) are the estimations of x;(¢), h;,
yi(f), W; and ¢;(x;), respectively. I e R?%! is the observer gain.
G is estimator gains.

Let the observer controller #; in (17) be
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ity = —c(¢; +v) PY;(1) (19)
where
bi = v, (¢i — 1)+ 9T (1) PPIi(1) (20)
v; = 97 (HPI(1) (21
where ¢, vy, are positive constants. Moreover, ; = >N +12 a;jx

=
(X;(t) — %;(2)). Moreover, ¢;(0) > 1. Then, it is easy to obtain

¢i(t) > 1 for any > 0.
Under Assumption 1, —Ll‘l(t)Lz(t)xre ¢ is within the con-
vex hull spanned by the multiple leaders. Let

=L OL2Oxres (22)
Define € = col{€;(?), &x(2), ..., en(?)}, then
e=2+x =2+ (L] (L2 ®L)Xrey (23)

where % = col{%1(7), £2(?),...,Xn(f)}. The global disagreement
vector $ of the graph G can be written as

0= (Li(O®L)E+ (L2(t)® ) Xres
where ¥ = col{t}; (1), 9(¢),...,0n(D)}.

Remark 4: 1t can be seen from Fig. 2 that power cannot flow
between DGs if the PCC voltages vpg;, i = 1,2,...,N are con-
trolled at their nominal value. Therefore, this paper intro-
duces the control objective of containment control. On this
basis, a secondary voltage regulation strategy based on con-
tainment control is proposed. The strategy limits each PCC
voltage vpg; to a reasonable range while having a voltage dif-
ference between sub-MGs to allow power flow.

Then,

24)

%) = ARi(t) — c(¢i + vi) POi(t) + BW] ¢i(3;)

—LCa;—Lh; (25)
where @; = % — x;, h; = hj — h;, and
W; = Dy [=Ca +x5)pi (X))o ()W — 2LWi<Pi(fCi)RT5’iT
— ke, Wil (26)

Block diagram of an MMS and the proposed containment-based secondary voltage regulation strategy for communication link and sensor faults.

where Ty, 4y, > 0. The parameters R € R?¥!, ky. >0 will be
determined later.

Due to ¢ = (£1(t) ® I)e, we obtain the dynamics of 4 as fol-
lows:

P =(L1(Oh)e+ Iy @A) —[cL1()(¢+v)® P
+(LIO®B)W o(R)(L1()® LC)a
—(Li(H®L)h (27)

where ¢ = diag{¢, ¢2,...,0n}, v = diag{v,v,...,un}, W=
diag{Wy, Wa,..., Wy}, _p(®) = colig(%1),p2(X2),..... pn (AN},
a=col{ay,as,...,an}, h=col{hy, hy,...,hy}.

Let the auxiliary control u; in (9) be

u; = —c(¢; +v;) BT PO:i(1). (28)
It is easy to obtain
@ = (A= LO)a; + BIW! @i(3:) — Wil i(x) — &)
— Lhi + (I, = BBT)(¢; + v)) PO;(0) (29)
hi = GCai(t) + Ghi — .
Define /i = col{le ,ﬁz,...JzN}. It shows that
a¢=Uy®A-LO)a
+(In®BY W' p(2) - W (x) — &)
(30)

+(IN® L)1+ [c(¢+v)® (I, — BB P9

h=Uy®GC)a+(Iy®G)h—h

where ¢(x) = colfpi(x1),¢2(x2),....on (XN}, W = diag{Wy,
Wz, ey WN}, h= COl{h],hz, .. .,hN}, E= COl{S] by E2yun ,SN}.
Let n = col{e, A}, then

i1 = An+ BW (%) - Wl p(x)-B+T (31)

where
IN®(A—LC) IyQL

(32)
INn®GC INn®G
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B = [Iy®B,0]
BBT)P19,0].

Theorem 1: Suppose Assumptions 1—3 hold, and there exist
appropriate y,,, m=1,2,3,4,5,11,12. P>0,T >0, M >0, R,
G and L are with appropriate dimensions such that

'8 = UneBe", T = [lc(d + v)& (2 -

PAT + AP—PP+nl, =0 (33)
TA+AT+ (7" +x5 om' Ty
+x; ' TBB Ty +H = - (34)
where
Lol 1,87
n 11 n 12 (35)
1,712 I,

H = diag{y ;' MM + x| CTLTLC ' UUT + )} LT L}, M =
F11—LW,,C , U=TT, - LWiRT. Then, the containment error
vector will converge exponentially to a bounded domain.

Proof: Consider the following Lyapunov function candi-
date:

V=Vi+V, (36)
where
1 . -

Vi=n"Tn+ Etr(WTI“;AVI W) 37)

1 3 ki(2 AN 5:)? 38
—521: i( ¢i+Ui)Ui+§lei(¢i_¢i) (33)

1= 1=
where W = diag{Wy, Wa,..., Wy}, W; = W; — W, Ty, = diag{T'y,

FWz""’FWN}' s;, ¢; are positive constants to be determined
later. Then, it is not difficult to obtain V is the positive defi-
nite.

Taking the derivative of V), from (26) and (31), we obtain

that
Vi=20"Ti+ o (WT W), (39)

Define @ = col{@1,@2,.... 0N}, §i = ¢i(X) — @i(xi),

2T = 29 TA - 2 T3+ 21 TT
+ 27" TBW! o(%) - W (x))
=20"T A - 20" T8+ 20" TT + 2" TBW!

+22(aTr1 1 +RITD)BW! i)

i=1

=2 T Ay - 20" TR+ 20" TT + 20 TBW!

N
+2 Z L RT Gi=y) " W (%)
i=1

N N
+ 22 ol MWT @i(%) + 22 R UWT i) (40)
i=1 i=1
M=Tq - LWiCT, U= F1T2 - LWiRT, Using the Young’s inequa-
lity, for any positive constants y,,, m = 1,2,...,5, one has

2" TR < x7'n" TIn+x18"B (41)

IEEE/CAA JOURNAL OF AUTOMATICA SINICA, VOL. 10, NO. 11, NOVEMBER 2023

277TFT < )(51 chlTn +x2lll2

N
—BBT|Pc )" (¢ +vi)*0] PPY;

(42)
i=1
2" TBWT g < x3' ' TBB T+ x30" WWT g
(43)
207 MW @i(3) < x3 o MM a;
+xa0! GOWiW] @i(%) (44)
and
2RI UW (3) < x5' B UUT R
(45)

+xs¢] GOWiW] o).
Applying (41)—(45) to (40), for any positive constants yg
and y7, one can obtain that

N
D v+ xs)e” GoWi W o)

i=1

r(WIT W) =-

N
=2 11t W] @i)RT Gi—y)")
i=1

N
- Z kWitr(WfWi)

i=1

N
= > a+xs)e” GOWW o()
i=1

Qratxsie a

+ 2 Prmi

i=1

)

i=1

+)%kwi] le

(va+xs)

W‘2
76 IWill%

1
(1= =—)ky,. —
27" Wi

N
—2 " e, W GiR" G =y, (46)
Then, -
tr(WIT W) + 25" T
< 29" T AN+ (7 + x5 on' T+ x5 B
+x; ' T88 Iy

N
+x2clll = BB ) ¢+ v) 0] PPY;
i=1

N N
+XZ] Z a/,-TMMTa/i +)(gl Z ﬁiT(LI(LITﬁ,-

i=1 i=1

47

+
(4 +x5)x6 Xs)Xs o raped + Xk,

N
— 2

2

i

N
(xa+xs)
Z [(1 - _) Wi~ 2x6

i=1

I

—_

(Wi|%. (48)
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Next, taking the derivative of V;, from (20) and (21), we
obtain that

V)= Zk (i + v, + Zk bivi

i=1 i=1

1Y,
+ Z si(¢i — P i + 3 Z ki2¢; +viv;. (49)
P p)

Then,
N
Vo= Zki(¢i + Ut
i=1

=" [(p+ KO L1() @ Ple
+97 [(p + v)K ()@ (PA+AT P)]9
—2¢97 [(¢ + VYK () L1 (1) (¢ +v)® PBB! P19
+207 [(¢ + VYK () L1 (H® PBIW! (%)
—207[(¢ + VYK (1) L1(t) ® PLClr
- 207 [(¢p +v)K (1) L1 (1) ® PL]h. (50)

From (23) and (24), we obtain [|¢]| < IILIl(t)IIIIﬂII. Define
Kn as the lower bound of K(¢). For any positive constant ysg,
we obtain

207 (¢ + u)j:] (H)® Ple

T
< W—/lmm 3 M [(¢+v)K(t) @ PP

. Amax (LT O L1ONIL DI
XSq(m/lmin (P)
x 9 [(¢ +v)K () ® PP]Y. (51)

By Lemma 2, the minimum eigenvalue of N(¢) is denoted
by Ao, it follows:

=2c97 [(¢ + VYK () L1(1)(¢ + v) @ PP]Y
==t [(p+ U)K Li(1) + LT OKD)p+v)
® PP]Y

N
<—clo Z(‘/’f +v)*07 PPY,;. (52)

i=1
Defining the maximum eigenvalue of K(1).L(1)L] (YK (r)
as Az, for any positive constants y9 and y19, one obtains

207 [(¢ + VK () L1 (1) @ PBIWT (%)
=207 [(p + VYK (O L1 ® PBIIW p(3) + W ()]

N
<IIB"IP Y (kogn + X10)A2(9; +vi)*9] PPO;
i=1

N
w6 Y IWilly +xig Zsom,wf
i=1

Moreover, for any positive constants y; and y |, it is easy
to get

(53)

2051

=207 [(¢ + YK (1) L1(1)® PLClar

<xii i A=z(¢i +v)* 9! PPY;

i=1
+x7) Z ol CTL LCw; (54)
and B
=207 [(¢+v)K(0) L1(H) @ PLIR

<x12 Y Az(¢i+v)*0] PPO;i+x7, i hIL"Lh;.  (55)

—

i=1 i=

Since s; > 0 is sufficiently large such that s; > max;=; 2 y{k;}
holds, we obtain

N N
Zki¢ivi + Z si(pi — $i) i
P P

= 9" [vK(1)® PP19 - ZNl kivgivi(pi—1)
. N
+ 07 [s(¢ - §)® PPJI - Z] sivildi—Bi)(gi—1)
< [s(v+¢—PK ()@ PP
—Zle,-vW@ﬁvi—&i)(@— D). (56)
Define ky; as the upper bound of K (7). Then

N
Z ki(2¢; +v)v;
P

N =

K

_ M ar
< 7( /lmm(P)ﬂ [K(@®)(¢+v)® PP]Y.

(57)
It follows from (48)—(57) that (49) satisfies:
V = V] + Vz
<27 TAn+ (7' +x3 n' T +x1B B
+X§1 ' TBB Ty

N
+ > al o MM 4y CT LT LC)a
i=1

N
+ ) RO UUT +x L Lk
i=1

(x4 +X5)X6 v
Z[ G+ o + X0 + S ey IW?

1 -
S~ Tk, ~ DS (s
i=1 AT

2x6
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+97 (¢ + VYK (H) ®{PA+ AT P+ ¢PP}S
= > Hledo = (o + x10IIBT I+ (x11 +x12)) A2
i=1
—x2clll = BBT121(¢; +vi)* + sipiki I P>
N
* Z —<¢, — 12 = kv i+ vi— @) (@i = 1)
i=1
(59)
-1 T ; —1 2,
where c=si+ X8+Xg Amax(Ly ) LiONLT Ol +(KM. Sufﬁciently

'Km/lmin(P)
small xo, Y10, X11, X12, X2 such that o=clo—((xop? +
YIOIBTI? + (i1 +x12)dz — xaclll, — BBT|? > 0 and (1-

_ Qratxs) -1
2)(7) WiT " 2ve X9

Moreover, a sufficiently large @; >0 can ensure that ¢; >
l+6+s2K2
m { +g‘+Sl m 1 1 1 W2l (WZl}hOIdS

>¢ hold. ¢ is a positive constant.

dosiki > Bikiwmy* Bi* Bikiw1 B
Note that

—(¢i — V(i — §i) = —($i = $1)* = (¢i = )(hi — §)

1, 20 1o 0
< - @i=6)’+5@i-1) (60)
and
—(¢i— V(@i — i) = —(¢i — 1)* = (@i — (i — 1)
I PPREIC SN > ST
<=5 @i =17+ (@i = 1) (61)
Furthermore,
N
=D Kive (@i= @)= 1)
i=1
—Z’—"”(«zs,—l)z
‘“" Ll (=B + (@i - D, (62)
Then,
V< —6V-9T((¢+ YKt Ry —5P)I
i (V=4T) —i(%—@x )’
n n 2.4 i — bi
—Z(q >||W||F+~ (63)
where
N +x5)¥6 + 8x3 + 214 .
E:Z[()m X5X62 X3 X10¢§1+)%kwi]wi2
1Y -
EZW@I—I) +XIZ( +) (64)
=1 i=1

,,,,,

Yoiki . (59) satisfies the followmg

{ 23, 2/lmaX(P) 2/lmax (r) ’
inequality:

ZEIFW
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V<-6V+E. (65)
Therefore 5, W, 9, ¢ and 9 can converge exponentially to
the following bounded set:

I

Dé{n,W,ﬁ,QS:Vs (15:}. (66)
|
Remark 5: In this paper, communication faults parameters

are usually time-varying. When using the Lyapunov method,

the derivatives of the parameters associated with the Laplace
matrix must be introduced. Therefore, matrix B is not required
in the observer controller &; and its adaptive rate ¢; design.

Remark 6: Designing adaptive output feedback tracking
protocols is more challenging due to the asymmetric Lapla-
cian matrix of the directed graph. The adaptive gain ¢; is used
to estimate the eigenvalue information of the asymmetric
Laplacian matrix associated with the directed graph. If the
existing methods in [27] and [31] are used, the adaptive
parameter ¢; is updated by ¢; =97 (1)PBB” P9;(1). It is easy to
see the parameter ¢; will increase monotonically. To avoid
this phenomenon, a o-modification technique is introduced in
(20).

Remark 7: We introduce dynamic coupling gains ¢; and v;
to avoid global information and information related to the
fault parameters. These gains are updated in dependence on
the relative error ¢;(1).

V. SIMULATION RESULTS

This section aims to demonstrate the feasibility and effec-
tiveness of the proposed resilient PCC voltage regulation strat-
egy based on containment and output feedback and the
resilience of the strategy under communication faults and sen-
sor faults. For this purpose, we have simulated in the MAT-
LAB/Simulink software environment for the MG shown in
Fig. 3. The MMS is tested with a combination of four sub-
MGs. For simplicity, each sub-MG consists of only one DG.
Table I provides the parameters of DGs, lines and loads in
Fig. 3. It is assumed that the DGs communicate with each
other through the directed topology shown in Fig. 4. DG#I,
DG#4 receive information from v.ri, Veera, respectively.
Then, after calculation, it is possible to obtain X =
col{222.8571,211.4286,228.5714,234.2857}.

This case scenario examines the capability of the proposed

2

e

Fig. 3.

The example MG test system.
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TABLE I
SPECIFICATIONS OF THE MG TEST SYSTEM

DGs DG#1 & DG#2 & DG#3 & DG#4
mp 1.5x1073
ng 2x1074
Lines Ri=R3=1x107%Q Rp=1x10"*Q
Ly =L3=3.18x10" mH Lp =1.847 mH
RL loads Load #1 & Load #4 Load #2 Load #3
P (per phase) 12 kW 100 kW 20 kW
Q (per phase) 12 kVAr 24 kVAr 10 kVAr
MG MG
Mmoo o e

Fig. 4. The considered communication structure.

resilient voltage regulation approach after islanding at
t=0.0s. For this purpose, the following four test scenarios
were performed:

1) At r=0.4 s, the containment-based PCC voltage regula-
tion secondary control cuts in.

2) Attr=0.7 s, MG #4 was disconnected.

3) Att =15, MG #4 was reconnected.

4) Atr=1.3s, load #1 cuts off 50%.

5) At t=1.65s, 50% of load #1 is restored to its original
value.

Solving (33) gives a solution

o 0.9102 0.4142
| 04142 12872 |

We define v,.r1 =200, v, =240. We choose the control
parameters of the containment-based PCC algorithm as
c=15E+7, vy, =1, 1, =5, Dy, =y, = 1, kWi =30, and
i=1,2,...,4. Let ¢;(0.4) = 1 and W;(0.4) = 1 be the initial val-
ues of ¢;(r) and Wi(r), i=1,2,...,N, respectively. The com-
munication links faults are chosen as: 67, =0.5sin(?),
01, = 0.5sin(7), 655 = 0.1sin(2), 65, = 0.5sin(?), 65, = 0.5cos(?),
05, = 0.5sin(7), 63, =0.5cos(r), 93¢ =0.1cos(r). The sensors
faults are chosen as: h; =0.5cos(t+10)+0.1, hy =0.8, h3 =
0.8cos(67+3)+0.1, hy = 0.9.

To verify the effectiveness of the containment-based PCC
regulation algorithm in an MMS, the algorithm initially relies
on only primary control to maintain voltage stability by
adjusting the droop factor. As shown in Fig. 5, the primary
control successfully achieves voltage stability and provides a
timely response. However, operation in differential mode
causes the voltage to deviate from the nominal value. There-
fore, introducing a designed regulation control layer is crucial
for the cooperative regulation of PCC voltages in an MMS.
After the secondary control algorithm is activated when
t=04s, it is observed that the PCC voltages are regulated
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280
270 F
260
250 1
240
230
220
210
20

— DGI

—— DG2| -
DG3| |

— DG4

Voar (V)

372

0 S
02 04 06 08 10 12 14 16 18 20
1(s)

Fig. 5. The PCC voltages vy ,.,i=1,2,...,4.

into a convex packet formed by reference values ver1, Vies2,
thus, the voltage is restored within a reasonable range while a
voltage difference exists between the PCC voltages to achieve
the power flow between the MGs. At r=0.7s and r=1.0s,
the PCC voltages fluctuate due to the separation and subse-
quent reconnection of the sub-MGs. The voltage quickly
returns to its original value, indicating that the regulation strat-
egy effectively maintains voltage stability. Similarly, at
t=13s and t=1.6s, the proposed PCC voltage regulation
strategy effectively restores the desired voltage level after the
load is temporarily disconnected and converted. In addition,
Figs. 69 indicate the corresponding output voltage, con-
troller, and active and reactive power changes, further illus-
trating the effectiveness of the voltage regulation proposed in
this paper.

400 S
DGl
350 F — DG2| |
DG3
—— DG4
S 300F ]
= os0
200}
150

02 04 06 08 1.0 12 14 16 1.8 20
t(s)

Fig. 6.  Output terminal voltage v;dl., i=1,2,...,4.
x10°
8 T
6 L
4 L
I 2r
0
_4 I 1 1 I 1 1 I 1
02 04 06 08 1.0 12 14 16 18 2.0
t(s)
Fig. 7. The controllers u;, i = 1,2,...,4.

In summary, the effectiveness of the containment-based
PCC voltage regulation strategy proposed in this study is veri-
fied under load shifting and plugging scenarios, providing a
reliable means to ensure the stable operation of the MG sys-
tem.
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3
=
_2 1 1 1 1 1 1 I 1
02 04 06 08 1.0 12 14 16 18 2.0
1(s)
Fig. 8. The active power P;, i =1,2,...,4.
14
pAe
=
Q
_4 1 1 1 1 1 1 I 1
02 04 06 08 1.0 12 14 16 1.8 2.0
t(s)
Fig. 9. The reactive power Q;, i =1,2,...,4.

VL

This paper has proposed a containment-based AC MG sec-
ondary control strategy to regulate the PCC voltage. Unlike
previous voltage regulation strategies, the applied feedback
linearization transforms the PCC voltage regulation control
into a distributed output feedback tracking problem of a linear
MAS with nonlinear dynamics. If multiple PCC voltages are
set to return to the reference voltage collectively, it will not be
possible to perform power flow between sub-MGs. Therefore,
the idea of containment control is introduced. The control
objective is to restore to a reasonable range while there is a
voltage difference between PCC voltages. In addition, net-
work communication between DGs and sensor failures in DGs
are unavoidable. A novel resilient fault-tolerant control algo-
rithm with output feedback based on state observer has pro-
posed to achieve communication resilience while avoiding the
effects of sensor failures. At the same time, it avoids the
global information of the directed communication network
and fault parameters related to applications.

CONCLUSIONS
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