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Abstract Biometrics refers to the science and technology of automatic identification
achieved by computers through acquiring and analyzing physiological and behav-
ioral characteristics of human body. The purpose of biometrics research is to give
computers advanced intelligence to automatically detect, capture, process, analyze,
and identify digital biometric signals, that is, makemachines “can see and hear”. This
is one of the basic functions ofmachine intelligence as well as one of themost signifi-
cant challenges in theoretical and applied research human beings face. In conclusion,
biometrics research is important in terms of both academic significance and practical
value. In recent years biometrics has become an important part of national strate-
gies such as the “Internet + Action Plan” and the “Development Plan on the New
Generation of Artificial Intelligence”. At the same time, it has already become a new
growth point for strategic high-tech and electronic information industry in the field
of national and public security. This paper introduces research progress of several
common biometric modalities such as face, iris, fingerprint and gait, summarizes
development trends and opportunities of current biometrics technology, and analyzes
main challenges on the road to the development of a new generation of biometrics.
Finally, this paper provides some suggestions regarding the future development of
biometrics.

Keywords Biometrics · Face recognition · Iris recognition · Fingerprint
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1 Introduction

Identification is the key technology to protect national and public safety, to main-
tain economic and social order, and to ensure the security of personal information.
Traditional identification methods are based on specific knowledge (such as pass-
words, codes, questions, answers, etc.) and physical objects (such as keys, ID cards,
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USB shields, etc.). They have inherent defects such as being cracked, forgotten,
and stolen, and it is difficult to meet the requirement on reliability, security, and
convenience. Biometric identification (referred to as Biometrics) is based on the
identification of physiological or behavioral characteristics of individuals. It has the
unique advantage of being distinct, stable, reliable, and portable. Common biometric
modalities include fingerprints, iris, face, palm print, hand shape, veins, handwriting,
gait, voice, etc. (Fig. 1). Biometrics is an interdisciplinary field: acquisition devices
at the hardware level involve optical engineering, mechanical engineering, and elec-
tronic engineering; recognition algorithms at the software level involve key problems
in fields of pattern recognition, machine learning, computer vision, artificial intelli-
gence, digital image processing, signal analysis, cognitive science, neural computing,
human–computer interaction, and information security.

Biometrics refers to the science and technology of automatic identification
achieved by computers through acquiring and analyzing physiological and behav-
ioral characteristics of human body. The purpose of biometrics research is to give
computers advanced intelligence to automatically detect, capture, process, analyze,
and identify digital biometric signals, that is, make machines “can see and hear”.
This is one of the basic functions of machine intelligence as well as one of the most
significant challenges in theoretical and applied research human beings face, which
is of great scientific significance.

Fig. 1 Representative modalities of biometrics
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Biometrics has complex patterns (points, lines, regions, textures, etc.), various
types (faces, irises, fingerprints, gait, handwriting, etc.), diverse categories (up to
tens of millions of people per class), rich information (statistical and structural
information, local and global information), and subtle differences. They could be
reflected and described in various signal forms such as images, videos, and speech,
so biometric recognition is a typical and complex problem involving pattern recog-
nition, computer vision, and neural computing, setting a challenging goal for these
disciplines, building a good basic experimental platform for related researchers for
trying out new methods, validating new theories, and explaining new phenomena.
Since the 1960s, basic problems of biometric recognition have always been inspiring
the development of disciplines such as pattern recognition, computer vision, cogni-
tion and neural computing. Biometric recognition has also been at the forefront
of the development of disciplines such as pattern recognition. Therefore, the in-
depth research and final solution to the problem of biometric recognition can greatly
promote the maturity and development of these disciplines.

Alibaba DAMO Academy claims that “digital identity will become the second
ID card” is one of the top ten technology trends in 2019 [1]. From mobile phone
unlocking, community access control to cashiers of restaurants and supermarkets,
and then to stations of high-speed rail and airports, the era of face recognition and
iris recognition is accelerating to come. We commented on the statement in major
media such as the Xinhua News Agency, saying that “biological features, such as
faces and irises, will become a key for people to enter the connected world and enjoy
digital life” [54]. It can be seen that biometric recognition, such as face recognition
and iris recognition, is a popular technology at the moment, and has attracted much
attention from fields of political, industrial, academic, and research applications.
The “Internet+” action plan [2] and “new-generation artificial intelligence develop-
ment planning” [3] and other national strategies have clearly proposed to focus on
supporting the development of biometric identification technology. Biometrics is not
only an important academic frontier of pattern recognition and computer vision, but
also one of the main directions for the fastest implementation of artificial intelligence
and the largest commercial market. Biometric technology has been widely used in
important areas of the country such as public security and anti-terrorism, financial
payment, social security certification, and security clearance, creating a market with
a size of tens of billions of dollars. In addition, face recognition involves issues of
public interest such as privacy, ethics, and law, which has also caused widespread
concern in the community.
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2 The Development Status of Biometric Recognition
Technology

2.1 Overview

The research of computer-based automatic biometric recognition started in the 1960s.
Fig. 2 shows the development history of biometric identifications. With the devel-
opment of basic disciplines including pattern recognition, computer vision, digital
image processing, and signal processing, the research level of biometric recogni-
tion algorithms has rapidly improved; with the development of biometric sensor
technology and computer technology, rapid implementation and low-cost promotion
have become possible; with the increasing emphasis on security management and
the increasing demand for automatic identity authentication, biometric systems have
been widely used in households, workplaces and public areas.

Therefore, in recent years, biometric identification has become a popular direction
in both academia and industry. Driven by the broad prospect of practical applica-
tions, biometric recognition has become a hot research topic in the fields of pattern
recognition, image processing, and computer vision. New modalities, new devices,
new theories, and new methods have emerged endlessly to guide and promote the
rapid development of related disciplines.

The National Science Foundation (NSF) funded biometrics as a key direction,
and also held biometric disciplinary development seminars. The Center for Identifi-
cation Technology Research, an institute dedicated to researching biometric recog-
nition, was established in conjunction with 14 universities, includingMichigan State
University,West Virginia University, Rice University, and the University of Chicago.
The National Science and Technology Council (NSTC) is a cabinet-level committee
chaired by the president, members of ministers, and heads of major federal agencies
related to science and technology policy, which is in charge of the decision-making
process related to scientific and technical issues.

Fig. 2 The history of biometric identification
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NSTC attaches great importance to promoting the development and application of
biometric identification technology in theUnitedStates. It has specifically established
a biometric identification committee and has released a series of biometric identifica-
tion technology development planning reports, such as “Biometrics in Government
Post 9–11-Advancing Science, EnhancingOperations, NSTCPolicy for Enabling the
Development, Adoption and Use of Biometric Standards, The National Biometrics
Challenge, and more.

In order to enhance the ability to protect US defense and important civilian facil-
ities and prevent attacks from terrorists, the US Department of Defense Advanced
Research Projects Agency (DARPA) launched the Human ID (Human Identification
at Distance) program to develop multi-modal long-range identification of human
biological characteristics. It aims to realize the technology to detect, classify and
identify individuals or groups of people in all weather conditions, and provide early
warning formilitary protection, national defense, combating terrorist acts, preventing
criminals and other man-made sabotage activities.

The EU framework plans take biometrics as the focus of funding, and have
organized a series of large-scale research projects such as BIOSEC, BIOSECURE,
TURBINE, ACTIBIO, HIDE, MOBIO, HUMABIO, 3DFACE, MTIT, BITE, etc.,
collaborating with some key European universities to study critical issues in the field
of biometrics, such as basic databases, test platforms, mobile biometrics, multimodal
biometrics, etc.

A large number of academic papers on biometrics has been published in confer-
ences in fields of pattern recognition, image processing, signal processing (such
as CVPR, ICCV, ICB, ICPR, ICIP) and journals (such as IEEE Transactions on
PAMI/IP/IFS, PR, IVC, CVIU). Some systematic in-depth works, such as Hand-
book of Biometrics, Handbook of Multi-biometrics, Handbook of Face Recognition,
and Handbook of Fingerprint Recognition have also been published. Many univer-
sities and research institutes have engaged in the study of biometric recognition, and
new biometric identification products are also emerging.

Biometric identification is not only a major appliable technology oriented to
the national strategic needs, but also at the forefront of the development of pattern
recognition disciplines. Therefore, the sources of biometrics research power include
universities, research institutes, companies, and government agencies.

Due to the importance of biometrics for homeland security, financial security,
and cybersecurity, government departments in many countries are very concerned
about the research progress of biometrics. FBI and NIST have been researching
fingerprint recognition technology since 1967, and have built the largest fingerprint
database of tens of millions of people in the world. The United States Department
of Defense (DOD) established a biometric management office and biometric fusion
center in 2000, and started the face recognition scientific research project (FERET)
from 1993.

The US government organizes the Biometrics Consortium every year and orga-
nizes various algorithm evaluations through NIST. Moreover, the US Department
of Homeland Security, the Central Intelligence Agency, and some military research
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institutions are also organizing the development of large-scale biometric identifica-
tion projects. As biometric identification is a major challenge to the traditional social
lifestyle, it will cause many new problems to be solved, such as privacy, ethics, law,
etc. Judicial departments in many countries are also tracking the research and appli-
cation status of biometric systems to guide the development of relevant laws and
policies.

The development of standards for biometrics has started. Specialized agencies
have already been established, such as the joint technical committee established
by the ISO (the International Organization for Standardization) and the IEC (the
International Electrotechnical Commission). There is a branch, SC 37 Biometrics,
which is responsible for formulating relevant standards for biometric technologies.
Some developed countries have also established designated departments to develop
biometric standards.

The following sections mainly introduce the research progress of main biometric
recognition technologies, including human face, iris, fingerprint, and gait.

2.2 Face Recognition Technology

Human face is one of the most traditional and intuitive biological features. It has
received full attention and has important applications in a variety of identity authen-
tication scenarios due to its good user acceptance and simplicity of collection. In
addition, the analysis and synthesis of human faces and the emerging problems of
liveness detection in face images and videos have also attracted increasing attention
from both academics and industry.

In the early stage of the development of artificial intelligence, face recognition
was studied as a general pattern recognition problem. At this stage, face recognition
technology is mainly implemented by expert systems that rely onmanual features. Its
robustness and generalization are poor, and it has not achieved widespread practical
application.

With the rapid development of statistical learning, many face recognition algo-
rithms based on statistical models have been proposed. The “EigenFace” model
proposed by the Massachusetts Institute of Technology is one of the most important
research results at this stage [4]. This method introduces a statistical-based machine
learningmethod to the face recognition task, and derives a series of subspace analysis
methods and improved strategies based on kernel learning, such as FisherFace [5].
The introduction of statistical learning theory has also improved the performance
of classifiers. Among them, Support Vector Machine (SVM) has become the first
choice for classifiers due to its simple and intuitive theoretical basis and excellent
adaptability to high-dimensional large sample data. Feature extraction techniques
have also been developed rapidly during this period. For example, both Gabor filters
and LBP filters were proposed at this time. Therefore, early face recognitionmethods
mainly depended on the combination of artificially designed features and machine
learning technology. During this period, manually designed features were not able to
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cope with different changes (lighting conditions, occlusions, etc.) in unconstrained
environments. Since 2011, with the rapid development of deep learning theory and
the widespread application of related algorithms in the field of computer vision, deep
neural network-based face recognition technology has become the mainstream.With
its hierarchical structure characteristics, deep neural networks could mine higher-
level information that is more representative, so that it could achieve much better
discriminative performance than shallow classifiers, and could surpass the accuracy
of human recognition on commonly used databases.

During this period, studies on face recognition focused on the design of loss
functions. Facebook published its research results in 2014, where the DeepFace
algorithm based on the softmax loss function [6] had reached 97.35% on the LFW
(Labeled Face in theWild) landmark database, reducing the error rate of existing best
face recognition by 27%.Google proposed the FaceNet algorithm based on the triplet
loss function in 2015 [7], relying on millions of training data, and achieved 99.63%
accuracy on LFW. After that, center loss [8] and large margin softmax loss function
[9] were proposed to train face recognition networks. The above-mentioned loss
functions usually adopt the Euclidean distancemetric. SphereFace [10] first proposed
the use of cosine distance instead of Euclidean distance for face recognition training
and testing, and its performance surpassed the previous method. Both post-CosFace
[11] and ArcFace [12] use an improved cosine distance.

In the process of moving from the laboratory to practical applications, adapt-
ability to large-scale face data is the primary challenge face recognition technology
confronts. In 2015, the research team of the University of Washington proposed the
MegaFace dataset containing millions of face images, and held a recognition compe-
tition [13], aiming to improve the recognition accuracy in the case of large-scale face
data. As of 2019, research results from companies such as Tencent, SenseTime, and
Sogou have topped the competition. The United States National Bureau of Standards
and Technology has restarted FRVT face recognition evaluation in recent years [14],
and many companies in China, such as Yitu, have achieved good performance in
FRVT. In addition to the scale of the dataset, lighting conditions and poses are also
important factors affecting the performance of face recognition technology. To solve
these problems, 3D face recognition and cross-modal face recognition have gradually
become the main research hotspots in recent years.

Face generation technology is another research hotspot that comes with the rising
of big data, which could help solve the problems of large poses and age gaps in face
recognition. In addition, editing attributes of face pictures, such as age, expression,
hair color, etc., have great practical values in webcasting and photo retouching.
Making artificial intelligence algorithms to create faces with various styles like
painters also has great application prospects in the entertainment industry. High-
quality artificial intelligence paintings are also considered to have high artistic value,
and there have been cases of auctions in the international market. The fundamental
theory behind face generation technology isGenerativeAdversarial Networks, which
have made great breakthroughs in face frontalization [15] and face aging [16].

As one of the most common biological characteristics, face recognition has
become the most widely used method of identity authentication due to its advantages
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such as high accuracy and low requirements on user cooperation. The FaceID tech-
nology, released by Apple in 2017, uses structured light to capture three-dimensional
information on the user’s face. It can successfully solve the problems in face recogni-
tion technology such as lighting and posture, and has been applied to various identity
authentication services across the entire product line. The facial recognition tech-
nology of domestic companies such as CloudWalk, Megvii, SenseTime, and Yitu has
been widely used in many aspects, including face payment, bank intelligent outlets,
security control in key areas, and intelligent medical care. Based on face recognition,
technologies such as face liveness detection and pedestrian trajectory analysis have
also emerged in smart finance and intelligent transportation.

Although face recognition technology is now developing rapidly, it is still a
problem that has not been completely solved. For example, accurate face recog-
nition in surveillance scenes and large scale data, for people with dark skins, and
for face images with large age gaps. There is a lot of room and potential for face
recognition technologies to be improved.

2.3 Iris Recognition Technology

The industry is the main research force of iris image acquisition devices. LG, Pana-
sonic, IrisGuard, IrisKing and other companies have designed a series of close-range
iris image acquisition equipment. In order to improve the convenience of iris imaging
and to expand the application range of iris recognition, an increasing number of insti-
tutions have started research on long-range iris image acquisition. The InSight system
of AOptix in the United States implements clear imaging of iris from 1.5–2.5 and
2.4–3 m away. Carnegie Mellon University is currently developing a device with
an imaging distance of 12 m. OKI’s IRISPASS-M and Panasonic’s BM-ET500 use
PTZ gimbals to adjust the camera’s pitch angle to accommodate users of different
heights. At the same time, the iris imaging device gradually has become more and
more lightweight to be used in practical situations. In 2013, AOptix developed a
mobile phone external iris, face, fingerprint image acquisition module, which can be
seamlessly connected with the iPhone. In May 2015, Fujitsu released a smartphone
that can use iris recognition to unlock, log in to online accounts, and pay. IrisKing
officially released the first domestic iris recognition mobile phone in early 2016.
In 2017, Samsung S8, Note7 and other smartphones began to add iris recognition
modules.

As shown in Fig. 3, twomain steps for iris recognition on given iris images are iris
region segmentation and iris texture feature analysis. The iris region segmentation
can be roughly divided into two categories: boundary localization based methods
[17, 18] and pixel classification based methods [19, 20]. The iris texture feature
analysis includes feature expression and comparison. The feature expression method
extracts discriminative information from complex texture images that can be used for
identity recognition. Representative feature expressionmethod include Gabor phase-
based methods [17], multi-channel texture analysis-based methods [21], correlation
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filters-based method [22], and sequential measurement-based method, etc. [23]. The
stability and discrimination of eigenvalues are themain factors affecting the accuracy
of feature comparison.

Traditional iris recognition algorithms mostly use artificially designed logic rules
and algorithm parameters, resulting in poor generalization performance of the algo-
rithm, which cannot meet the need of large-scale application scenarios. Data-driven
machine learning methods automatically learn the optimal parameters from a large
number of training samples, which can significantly improve the accuracy, robustness
and generalization performance of the iris recognition algorithm [24]. Large-scale
iris recognition applications have brought many new challenges. Fast retrieval of iris
features [25], and robust recognition of multi-source heterogeneous iris images [26]
have become current research difficulties and hot issues of iris recognition.

The current mainstream iris imaging methods fail to consider subsequent image
processing steps,while emerging computational imagingmethods (such aswavefront
coding and light field cameras) consider both imaging and image processing at the
same time, which is expected to break through the existing technology bottleneck
and significantly increase the imaging range. In terms of algorithms, the research
team of the Institute of Automation, Chinese Academy of Sciences, inspired by the
human visual mechanism, proposed the use of sequential measurement filters to
describe the local texture of the iris, and designed multiple feature selection methods
to determine the optimal parameters of the filter [27]. For the first time, they applied
deep learning to iris recognition, and proposed amulti-scale full convolutional neural
network-based iris segmentation method [28] and a convolutional neural network-
based iris feature learning method [24]. They also explored the complementary rela-
tionship between deep learning features and sequential measurement features [29].

Fig. 3 The pipeline of iris recognition
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Fig. 4 The development path of Chinese iris recognition technology

In addition, they systematically studied the iris image classification method based
on a hierarchical visual dictionary, which significantly improved the accuracy of iris
feature retrieval, ethnic classification and living body detection [25]. The develop-
ment roadmap of iris recognition technology of the Institute of Automation, Chinese
Academy of Sciences is shown in Fig. 4.

2.4 Fingerprint Recognition Technology

Fingerprint recognition technology is one of the most common and earliest biometric
identification technologies for civilian use. In 1892, Galton and others pointed out
that as a unique and stable biological feature, fingerprints can be used for identity
authentication, marking the beginning of fingerprint identification technology.

Fingerprint recognition technology mainly includes three aspects, namely finger-
print image acquisition, fingerprint image enhancement, and fingerprint feature
extraction and matching. After the electronic computer was invented, optical-based
fingerprint collection devices have replaced traditional inks, which greatly improved
the efficiency of fingerprint collection, identification, and storage. Subsequently,
capacitive sensor-based fingerprint collectors were invented [30], and have been
widely used in user identity authentication systems for mobile terminal devices such
as Apple phones. There are mainly two types: pushing based and scratching-based.
In addition, fingerprint acquisition technologies based on temperature sensors, ultra-
sonic waves, and electromagnetic waves have also been proposed, each with its own
strengths. In recent years, non-contact 3D fingerprint acquisition systems have also
been proposed to improve user experience and recognition accuracy [31].
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Fingerprint image enhancement mainly includes image smoothing (de-noising
and texture stitching), image binarization (separation of foreground and background),
and refinement (fingerprint skeleton acquisition). Traditional image processing
methods such as frequency domain filtering, Gabor transform, and matched filter
[32] can effectively remove noise from fingerprint images. They can also detect,
complete and refine breakpoints in fingerprint lines. With the development of deep
learning, deep convolutional networks have been widely used in fingerprint image
enhancement related problems, such as warped fingerprint image correction [33] due
to their strong feature extraction capabilities.

Fingerprint image feature extraction andmatchingmethods can be broadly divided
into two categories: directional field-basedmethods and feature point-basedmethods.
The directional field depicts ridges and valleys of the fingerprint image, which is an
important basis for fingerprint image matching. Many methods have been proposed
to reduce the influence of noise on the calculation of the directional field, and improve
the operation efficiency. Feature points refer to the common patterns of fingerprints,
including arches, account bows, left loops, right loops, and thread patterns. The char-
acteristics of regional distribution and rotation invariance of feature points are also
often used to improve the robustness of recognition algorithms. With the application
of fingerprint recognition technology in different scenarios, the quality of collected
fingerprint images is uneven, and sometimes even complete fingerprints cannot be
obtained. Therefore, partial fingerprint image recognition problem is currently a
research hotspot [34]. In addition, for protecting the safety of users’ personal prop-
erty, the problem of liveness detection in fingerprint recognition technology is also
a research focus. In order to solve this problem, on the one hand, additional sensors
can be added to the fingerprint acquisition system from the hardware perspective to
detect the evidence of liveness, such as the temperature of the finger [35], color, and
blood flow. On the other hand, the quality of capture fingerprint images could be
considered as an evaluation metric to obtain high-quality live fingerprint data [36].

2.5 Gait Recognition Technology

Gait can be defined as a combination of action cycles that lead to motion [37]. Under
this definition, biped or quadruped walking, running, climbing, jumping, and swim-
ming can be considered as a kind of gait. In the current stage of research, the research
on gait is more focused on the scope of “human walking”. Gait recognition aims to
use people’s walking gestures to recognize identities, which is a very challenging
research topic. In view of the long-distance and non-aggressive perceptual charac-
teristics of gait, the research of gait recognition has a good application prospect
and research value, especially for long-range and large-scale visual surveillance
applications. Since the United States Defense Advanced Research Projects Agency
(DARPA) proposed the Long-range Human Identification Program (HumanID) in
2000, a large number of research institutes and universities worldwide have joined
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the research wave of “gait recognition”, including Massachusetts Institute of Tech-
nology (MIT), Carnegie Mellon University (CMU), Georgia Institute of Technology
(GIT), Chinese Academy of Sciences Institute of Automation (CASIA) and other
world-class research institutions.

Generally, a gait recognition system takes a gait sequence as input, obtains gait
features through a feature extractor, and compares the extracted featureswith features
in the gait database to give the identity of the target person. As the key of gait recog-
nition systems, the innovation of gait feature extraction algorithm has always been
the focus of researchers. The earliest gait recognition algorithm was based on the
analysis of spatiotemporal information [38]. By establishing the XYT spatiotem-
poral coordinate system, the sagittal angle of the target’s direction is considered as
the feature for identification. In [39], the optical flow method was introduced for
gait feature modeling, and the best recognition results at the time were successfully
obtained. Finally, the feature space transformation (EST) [40] was proposed, termi-
nating the study on small-scale gait datasets with a 100% recognition rate. With the
proposal ofmore gait datasets withmuch larger scales, modern gait feature extraction
algorithms can be divided into two broad categories by whether explicit kinematic
modeling is performed.

For gait feature extraction algorithms that do not require a kinematics model,
most of them rely on the analysis of the spatiotemporal information of the contour of
the target person. Almost all gait feature extraction algorithms without kinematics
models require preprocessing such as background extraction and contour extrac-
tion. The Institute of Automation of the Chinese Academy of Sciences (CASIA) has
proposed a gait recognition algorithm that analyzes contour edge information [41].
The introduction of Dynamic Time Warping (DTW) and Hidden Markov Model
(HMM) [42] further improves the recognition accuracy of algorithms without kine-
maticmodels. The proposition of Gait Energy Image (GEI) [43] andGait Flow Image
(GFI) [44] has once again pushed forward the research in this direction, and a series
of steps based on this method has been derived. Gait feature extraction algorithms
based onkinematics usemore accurate spatiotemporal information to performmotion
analysis on human joints. The focus of its research is to accurately model the struc-
ture of the human body. Compared with algorithms without kinematics models, this
type of algorithm achieves better robustness and recognition accuracy at the expense
of algorithm complexity. Earlier methods used 16 points to approximate the human
body, and with the advent of Microsoft’s depth camera Kinect, depth information
helped to model the human body more accurately [45].

Deep learning has become the mainstream method of gait recognition in recent
years and has made breakthroughs in cross-view gait recognition. CASIA has devel-
oped a framework based on deep convolutional neural networks to learn the similarity
between paired GEIs and automatically learn valuable static and dynamic features
for gait recognition, and the use of “positive–negative pair”-based training methods
to expand the sample size can also achieve high accuracy on small sample training
databases. This method based on dual-channel mid-level gait feature fusion solves
the difficulty of cross-view gait features matching in traditional methods. It achieves
an average accuracy rate of more than 94% across perspectives on large-scale gait
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database CASIA-B, reaching the international leading level. Related results have
been published in IEEE-TPAMI [46] and IEEE-TMM[47]. Recently, the team further
proposed an acceleration idea of full-graph segmentation based on convolutional
neural network, which accelerated the previous algorithm by nearly 1000 times.
They also built the world’s largest outdoor gait database, which contains 760,000
gait sequences. The long-distance gait recognition system developed by the Insti-
tute of Automation, Chinese Academy of Sciences, won the second prize of Beijing
Municipal Science andTechnology Invention 2018, and it performedwell onCCTV’s
“Smart Wisdom” program and was rated as the “wisdom pioneer”. Embedded gait
recognition has been applied in the field of home appliances in the United States.
Gait recognition has been used in public security systems for more than 1,000 h and
participated in the detection of more than 20 cases.

Althoughmany breakthroughs have been made in gait recognition in recent years,
the recognition performance is far from being saturated. In general, the current
research hotspots focus on (1) improving the robustness of the algorithm in the case
of clothing changes, different travel speeds, and perspective changes, (2) improving
the algorithm’s accuracy in long-interval gait recognition, and (3) improving the
accuracy of person re-identification and other directions. Few researchers have been
involved in studying the influence of factors such as race, injury, fatigue, weight-
bearing, and self-control on gait recognition, which are difficult points in gait recog-
nition research. In the next few years, the research on gait recognition will also
continue the current research hotspots, and gradually expand the research direction
into the above-mentioned difficult areas. As a bridge connecting current and future
research fields, the research of gait-based pedestrian re-identification algorithms is
expected to bring new opportunities and inspirations for research breakthroughs in
gait recognition from multiple levels and perspectives.

2.6 Other Biometric Recognition Technologies

2.6.1 Palmprint Recognition Technology

Compared with other biological features, palmprint recognition has the advantage
of convenient collection, good privacy, and high user acceptance. Palmprint recog-
nition is widely used in high-level access control, public security criminal investi-
gation, medical social security, network security, attendance and other fields. Palm-
print recognition currently has two application areas: detection-oriented and civilian-
oriented. Palmprint recognition based on law generally requires high-resolution
palmprint images. Palmprint images based on commercial applications can gener-
ally be low-resolution grayscale images. In addition, related researches on three-
dimensional palm print images and non-contact collected palm print images are also
being carried out.
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2.6.2 Voiceprint Recognition Technology

Voiceprint recognition is a technology that automatically recognizes a speaker’s
identity based on speech parameters that reflect the physiological and behavioral
characteristics of the speaker in the speech waveform. Voiceprint recognition uses
sound as a recognition feature and can be collected in a non-contact manner. The
collection method is more concealed, the collection space is wider, and it is easier
for users to accept. The technology was developed by Bell Labs in the late 1940s
and is mainly used in the field of military intelligence. With the gradual develop-
ment of voiceprint recognition technology, the technology was used in the fields of
forensic evaluation and forensic evidence in the United States in the late 1960s. At
present, voiceprint recognition technology has important applications in the fields
of information, financial security, justice, security and document anti-counterfeiting,
military and national defense.

2.6.3 Eyeprint Recognition Technology

Eyeprint recognition is a technology for individual identity verification through the
unique vein pattern on the white region (sclera) of the human eye. People’s eye
conditions are not static, eye congestion could be caused by allergies, red eyes,
or hangovers all night, but this will not affect the pattern of eyeprint and blood
vessels in the eye. This shows that the eyeprint features are stable enough to be
used for authentication. Compared with other biometric recognition technologies,
eyeball reflection, blinking, eyelashes and other factors will seriously interfere with
the accuracy of eyeprint recognition, resulting in high thresholds and challenges for
its research and development.

In addition, the field of biometrics continues to explore emerging information
modalities for identity verification, such as veins [48], knuckles [49], human ears
[50], EEG/ECG signals [51], eye movements [52], screen swiping patterns [53], etc.

3 Development Trends and Opportunities of Biometrics

By analyzing the policy environment, market size, application platform and subject
development of biometrics, we believe that biometrics are currently in an opportunity
period of great strategic importance.
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3.1 Regulatory and Policy Support

At present, the important role of biometric identification technology has been highly
recognized by governments and the general public, providing a loose policy envi-
ronment for the widespread application of biometric identification technology. The
United States successively signed the Patriot Act, the Border Visa Act, and the Avia-
tion Security Act after “911”, all requiring the use of biometric technology as a
guarantee of legal implementation, requiring biometric features such as fingerprints
and irises to be added to passports. In 2006, ICAOmandated that facial features must
be stored in electronic passports, with fingerprints and irises as options. Also, more
andmore countries and regions have added biometrics to their ID cards. For example,
the Indian government has launched a national identification and management UID
project and has collected more than 1.2 billion people’s iris, face and fingerprint
information.

Biometric identification technology has been highly valued by various sectors of
society such as government, industries, universities, research institutes, and other
industries. For example, the annual biometric forum in the United States brings the
Department of Security, the Department of Justice, the Department of Defense, FBI,
CIA, NIST, universities, research institutes, and thousands of companies together to
discuss biometric technology, industry, and the unprecedented policy opportunities
of it.

3.2 Growing Biometric Market

Bill Gates, the CEO of Microsoft, had predicted in 2004 that biometrics would
become an important change in the IT industry in the next few years. In August 2012,
Gartner published a report about technologyhype cycles of the year 2012–2013which
shows biometric authentication has now entered a bright period and reached its peak
as one of the 48 emerging technologies. Currently, biometric technology and prod-
ucts are now available for public security areas such as border clearance, residence
permits, public security and justice, financial securities, e-commerce, social security
benefits, information networks and other civil areas such as access control or atten-
dance in schools, hospitals, venues, supermarkets, etc., which is to say biometrics
has been widely used and formed a new industry of information technology.

Faces, irises and other identifying information have become the portal of the
“Interne+” era and the intelligent era, which has broad development capacity. For
example, iPhone X and Samsung S8 use face recognition and iris recognition tech-
nology as mobile phone login methods, respectively. According to a forecast from
the BCC market research company in January 2016, the global biometrics market
size will grow significantly in the next few years. It estimates that from 2015 to 2020,
the global biometrics market will reach a compound annual growth rate (CAGR) of
22.7%, and the global biometrics market will reach 41.5 billion by 2020.
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3.3 Inter-Connected Application Platform

Biometric technologies may be useful as long as there is a space for human existence
on whether physical space or virtual space. At present, the development of mobile
internet, IoTs, and social networks provide a new application platform for the devel-
opment of biometrics. With the in-depth development of information technology in
human society, the biometric sensors (audio and video) of mobile internet and IoTs
are showing a general development trend. At the same time, the scale of audio and
video data on the internet is growing explosively, which provides a new development
opportunity for biometric identification technologies.

Many countries have deployed tens of millions of high-definition monitoring
terminals all over the country where personal activities are the major monitoring
content and biometrics is an important technology to determine the identity of indi-
viduals. The high-definition cameras on hundreds of millions of new smartphone
and tablet computer growth each year have built a ubiquitous mobile visual percep-
tion platform. Such iPhone and other smartphones are equipped with voice interac-
tion technology, which provides a new way to collect the biometrics of face, iris,
voiceprint, and other modes; the booming social networking sites generate massive
user data every day, in which a large number of images and videos involve biometric
information such as faces, irises, and voices can be collected. In addition, some
somatosensory game platforms, such as Kinect, can obtain depth and color image
information at the same time, providing new opportunities for 2D and 3D face fusion
recognition. Besides, augmented reality and virtual reality (AR/VR) scenes would
use biometric technology either.

3.4 Upgrading Technology

After more than 40 years of development in the field of biometrics, researchers
have accumulated a wealth of theories and methods, and the proposed technologies
can basically correctly identify highly coordinated users under strictly controlled
conditions. However, biometric images are subject to internal physiological changes
and external environmental changes, in turn, the performance of biometrics declined
sharply, which leads these technologies cannot meet the needs of identification in the
complex environment of the real world. Many basic scientific problems need further
study in terms of ease of use, robustness, real-time, security, and wide-area percep-
tion, which have severely restricted the subject progress, technology promotion and
industrial development of biometrics. Therefore, with ubiquitous biometric sensors,
biometric recognition technology is facing a historical opportunity from applied only
at controlled conditions to complex real-world environments.

In order to meet the growing practical application needs in the field of information
security, we must innovate existing biometric recognition models and propose a set
of innovative technologies, systems, and applications to form a systematic solution,
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handling biometric image acquisition, living detection, pattern recognition, security
protection; break through the various bottlenecks of the existing biometric recogni-
tion system in ease of use, accuracy, robustness, real-time, and security; and build
convenience, automation, intelligence, networking, safe and reliable biometric iden-
tification system formassive users. Therefore,we are facing the historical opportunity
to seize the commanding heights of the new generation of biometrics technology,
which is of strategic significance for the scientific progress of biometrics, technology
promotion and industrial development.

4 Major Challenges in Developing Next-Generation
Biometrics

The core concept of the new generation of biometric recognition technology is
“people-oriented”, and it is necessary to break through many technical bottlenecks
to achieve the leap-forward development from controlled and restricted scenarios
to ubiquitous biometric recognition cases. For one object to be identified, a more
intelligent biometric image acquisition device and computer vision software will
realize a new model of biometrics that transitions from “humans cooperate with
machines” to “machines actively cooperate with people”: the requirements on loca-
tion, distance, posture, and expression of this object will be more relaxed. Biometric
systems can complete the identification process and complete visual monitoring
tasks such as detection, tracking, and trajectory analysis in a relatively relaxed envi-
ronment without explicit user’s cooperation. Indeed, there are many technical chal-
lenges for the new generation of biometric recognition technology in every step from
biometric information acquisition to information processing, from real-time response
to security assurance and from physical space to cyberspace.

4.1 The Ease of Acquisition

The biometric information acquisition device is a front-end module of any biometric
identification system and is also a major bottleneck that affects the popularization
of biometrics. Therefore, the necessity and significance of developing a convenient
biometric acquisition device are self-evident. The convenient acquisition of biometric
information involves a series of core technologies such as human–computer interac-
tion, target detection, quality evaluation, and integration of optical-mechanical–elec-
trical computing. In terms of biometric information acquisition, potential research
directions include long-distance iris-face integrated imaging,multispectral biometric
imaging (such as visible light fingerprint/palmprint image, near-infrared finger
vein/palm vein image acquisition, near-infrared human face imaging, etc.), non-
contact fingerprint/palmprint imaging, facial depth image acquisitionwhich is similar
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to Kinect technology, etc. In practical application scenarios where the environment
has complex lighting conditions, various environmental backgrounds, crowd move-
ment, mutual occlusion, and small biological targets such as iris, face, and palmprint,
the key issue remains to be solved that how to automatically capture multi-modal
organisms with dynamic changes over long distances. In addition, there are also
many important challenges in obtaining high-quality voiceprint information in noisy
environments.

4.2 Recognition Robustness

The algorithm part of biometrics is undoubtedly the core module of any biometric
system. This part aims to analyze and extract robust biometrics from the biometric
information collected by the biometric acquisition device to achieve accurate and
reliable individual matching and recognition. This process involves preprocessing,
feature analysis, feature extraction, and feature matching for identification as well
as information fusion of multi-modal biological characteristics.

Due to the complexity of the imaging environment under complex conditions such
as lighting condition, distance, pose, expression, blurriness, deformation, glasses,
occlusion, noise, and other factors will cause large intra-class differences between
biometric images collected at different times. It is a challenging pattern recognition
problem that how to propose an image feature expression and analysis method which
is robust to these external factor changes while ensuring inter-class separability.
Recently, the academic community has proposed theories andmethods such as sparse
representation and deep learning as new tools for solving the robustness problem of
biometric recognition.

Biometrics in complex environments includes both active and passive identity
authentication. In the traditional active identity authentication mode, users need to
cooperate actively and the image quality needs to be relatively good. Different from
the active authentication, the identified objects in the passive identity authentication
do not necessarily bewilling to pass the authentication, andmay even adopt resistance
strategies, such as makeup and non-cooperation. In order to achieve passive identity
authentication, we must study automatic biometrics in non-cooperative situations,
and we must tackle key issues such as robust biometric identification.

In the case of face recognition, the accuracy rate of identity authentication
currently exceeds 99% under controlled conditions. But in video surveillance
scenarios, the accuracy rate quickly drops below 80%; in addition, the low-resolution
facial images, incomplete fingerprints and palmprints pose a major challenge to the
robustness of biometrics. Thus, there is still a long way to go for robust biometric
recognition.
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4.3 Real-Time Matching

With the declining cost of biometric imaging and the urgent need for governmental
high-performance identity authentication technology, biometrics will be widely
utilized. For example, biometrics has begun to be promoted in national and industry
level applications such as electronic passports, ID cards, suspect investigations, iden-
tification of missing persons, banking, e-commerce, medical treatment, insurance,
social welfare, etc. At this time, the scale of the biometrics template in the central
database is bound to reach a huge amount (ten million or even hundreds of millions),
and the cost of time to identification will be unbearable. This is one of the three
major issues in the field of biometric recognition: the problem of scale. In complex
application environments such as airports, stations, and docks, it is often necessary to
screen certain preset special groups (such as those in the “blacklist” of the Ministry
of Public Security and the Ministry of Security), which requires real-time efficiency
large-scale biometric data retrieval technology breakthroughs.

4.4 Credibility and Security

Abiometric system is a security system.Like other information security technologies,
it may be attacked by various kinds of attacks, and threatened by hackers. Besides the
forgery the biometric samples of others, many other possible attacks include: modi-
fying the sample data on the communication link between the acquisition device
and the server; modifying the recognition results; replacing the matching program;
attacking the biometric template database, etc. The safety factor of the biometric
system depends on the weakest part since each joint is equally essential. To make
biometric technologies can be applied in the situation of high-security requirements,
besides algorithm design, it is also very important to protect the security of the
system itself and improve the resistance to various hacker attacks. In order to prevent
malicious hackers from forging and stealing other’s biometrics for identity authen-
tication, the biometric system must have the functionality of living detection, that
is, to determine whether the biometric images come from living individuals. For all
kinds of potential attack methods against biometric systems in an open environment
are unpredictable, it is very difficult to design a strict and foolproof security protec-
tion system for biometric systems. At present, the security of a biometric system
has been highly valued by the academic and industrial communities. For example,
Trusted Biometrics, the seventh framework research project of the EU, specializes
in the security and anti-counterfeiting of biometric systems.
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4.5 Coordinated Identification in Physical and Cyberspace

Cyberspace, as the expansion and extension of human society’s living space in the era
of information, is closely related to the traditional social space of human existence
as a supplement. The rapid development of public transportation and information
networks has made social individuals increasingly active in physical and cyberspace,
placing huge challenges to public safety and social management. Therefore, how
to realize coordinated identification in physical and cyberspace is an important
problem with many challenges. For example, in recent years, Google and Facebook
have acquired some face recognition companies and developed several biometric
applications for the network environment, illustrating the development prospects of
biometric recognition technologies. Basically speaking, it is a new research problem
on how to make use of social network relationships, integrate the network audio
and video information and the IoT monitoring biometric information to achieve a
coordinated identification system across physical and cyberspace.

4.6 Evaluation and Certification

From a perspective of research, the performance evaluation of biometric recognition
algorithms can follow the latest progress in academic research, explore the inherent
potential of recognition algorithms, compare the pros and cons of different algo-
rithms, and propose algorithm optimization solutions based on deficiencies, such as
feature selection, parameter adjustment, etc., so as to push forward the research of
biometric recognition algorithms. From the perspective of industry and applications,
if there is no standard technical supervision and performance evaluation system in
the field of biometric identification, the entire industry will be in a state of chaos
and disorder, which will bring many fatal hidden dangers to the public and personal
security systems.

In the face of the booming biometric recognition technology, countries around the
world have set up specialized evaluation centers. For example, the United States has
the National Institute of Standards and Technology NIST and the National Biometric
Test Center relies on San Jose State University. In addition, the United States Depart-
ment of Defense has established a Department of Defense & Federal Biometric
System Protection Profile which conducts a rigorous evaluation of all biometric
systems that enter the US military and federal government. The British govern-
ment’s information security technology authority CESG has proposed a Biometric
Evaluation Methodology under the framework of the Common Criteria for general
information security products. Korea established the National Biometric Test Center
(K-NBTC), built a large-scale database, and carried out testing services for standards
compliance, identification performance, and security performance.

In summary, there many problemswith how to evaluate next-generation biometric
technologies that are still unsettled, including evaluation data (how to quantify the
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representative, quality and scale of test data, etc.), evaluation models (how to statis-
tically analyze test results and how to predict actual application performance based
on test results, etc.) and evaluation software (how to build automatic, configurable,
and integrated evaluation system).

5 Development Strategies on Biometric Technologies

Focus on the challenges encountered by biometric applications in complex envi-
ronments, those many aspects like human–computer interaction, information acqui-
sition, preprocessing, feature analysis, pattern matching, large-scale retrieval and
comparison, multimodal information fusion, security, anti-counterfeiting, and appli-
cation mode in biometrics need innovations on friendly interfaces, accurate identifi-
cation, and reliable systems that can do real-time comparisons. The improved intel-
ligence, automation, and informatization level of biometric identification system are
required to achieve environments and users adaption, improve the user experience
and satisfaction so as to complete the technical transition of biometrics from “humans
cooperate with machines” to “machines actively adapt to people”, realize the applied
biometric technologies from a controlled environment to a complex environment,
develop a biometric industrial cluster with independent intellectual property rights
(including core chips, acquisition devices, recognition algorithms, and application
systems), and create a large scale biometric technology and product certification
system. Through technological breakthroughs of biometrics in complex environ-
ments, it will greatly expand the scope of biometrics in the real world, promote the
revitalization of the biometrics industry, and increase the international market share
of biometric identification products. Achievements in scientific research with inde-
pendent intellectual property rights through collaborative innovation of industries,
universities, and research institutions will be the core factor to enhance the biometric
industries, to create domestic biometric brands, to satisfy the urgent public security
needs.

5.1 Overall Solution for Large-Scale Biometric Applications

At present, many countries have determined to embed biometric information in the
new generation of ID cards and e-passports. These ID cards are widely used in educa-
tion, social security, finance, customs clearance, telecommunications, transportation,
tourism and other fields by the supports of an inseparable national biometric infras-
tructure platform. Therefore, it is important and urgent to study architecture and key
technologies of the ultra-large-scale biometric application system with independent
intellectual property rights.
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5.2 Biometrics’ IntelliSense and Human–Computer
Interaction

Focus on developing biometric imaging devices such as non-interfering face and iris
image acquisition devices; non-contact fingerprint, palmprint, and vein acquisition
devices at a medium-and-long distance; acquisition devices which can endure object
motioning; and large depth of field acquisition devices based on the newphotoelectric
principles.

5.3 Robust Biometric Identification Method

The researches should focus on human face, gait, and iris recognition technolo-
gies in video surveillance scenes, incomplete fingerprints in the field of criminal
investigations in public security, palmprint recognition technology, and multi-source
heterogeneous biometric recognition methods.

5.4 Biometric System Security Protection

Construct a comprehensive biometric identification security protection system based
on multispectral imaging, live detection, cryptography, information hiding and other
technologies to solve the security problem of biometric identification.

5.5 Coordinated Biometrics Across Physical and Cyberspace

Focus on the researches of cross-camera identification technology in the large-scale
monitoring scene of physical space, the identification technology based on social
networks, and the identification technology of the fusion of physical space and
cyberspace.

5.6 Biometric Evaluation and Certification Platform

The evaluation and certification of biometric performance are related to national
security, industrial development, and academic progress. Therefore, it is necessary
to study the standards and technical systems of biometric evaluation and certification,
including not only biometric accuracy and robustness but also security tests. It also
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needs to establish an expert system that guides the optimization of algorithms based
on the evaluation information and make better evaluations with better algorithms.

6 Conclusion

With the rapid development of artificial intelligence technologies, such as adver-
sarial generative networks, automated machine learning (AutoML), neural network
architecture search (NAS), etc., and emerging sensing devices, such as light-field
cameras, 3D imaging, multispectral imaging, etc., biometric technologies and its
applications could have a broad developing capacity. Biological features such as
faces, irises, fingerprints, veins, voiceprints, and gait in the era of artificial intelligence
are more convenient to collect and can be identified more accurately and safely in
wider applications. Such biological features now have become the identity token for
people to go through security checks, customs clearance, door opening, withdrawal,
payment, social insurance, examination, medical treatment, and attendance in phys-
ical and cyberspace. New technologies, applications, and industries of biometrics
have become new driving forces for social progress and human civilization.
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