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   Dear Editor,

This  letter  addresses  the  resilient  distributed  cooperative  control
problem of  a  virtually  coupled train convoy under  stochastic  distur-
bances and cyber attacks. The main purpose is to achieve distributed
coordination  of  virtually  coupled  high-speed  trains  with  the  pre-
scribed  inter-train  distance  and  same cruise  velocity,  while  preserv-
ing driving security of the train convoy against a class of topological
attacks. First, a resilient distributed cooperative control framework of
the virtually coupled train convoy is established, which incorporates
the longitudinal train dynamics, stochastic disturbances, and topolog-
ical attacks on inter-train information flows. Building on that, a dis-
tributed cooperative control protocol and a topology reconfiguration
algorithm are designed for attack-resilient train convoy tracking. Fur-
thermore, a formal stability analysis is performed for the exponential
convergence of the convoy tracking errors. Finally, a numerical case
study on a 56 km-line segment of a real-world high-speed railway is
carried out to validate the efficacy of our results.

In  a  virtually  coupled  train  convoy,  each  train  is  equipped  with
onboard  sensors,  data  processors,  and  transceivers,  allowing  for  the
exchange of specific train-related data (e.g., speed, position, accelera-
tion, braking actions) with its  neighboring trains in accordance with
specified information flow topologies. By sharing the train informa-
tion  in  real-time,  interacted  trains  can  make  cooperative  decisions
and adjust their own operations accordingly to achieve a harmonized
tracking objective of the train convoy [1]. This therefore testifies the
significant  role  of  the  inter-train  information  flows  in  the  desired
train convoy tracking control. However, the implementation of virtu-
ally coupled trains is prone to malicious security threats on the wire-
less  train  information  flows [2]–[4].  It  is  well-acknowledged  that
these malicious cyber attacks can impose significant  adverse effects
on  the  system and  control  performance [5]–[9].  Among  the  various
cyber attacks targeting inter-train information flows, data availability
attacks,  such  as  wireless  radio  jamming,  routing  protocol  falsifica-
tion, and network traffic flooding [2], aim at impeding the transmis-
sion of exchanged information to the intended recipient.

When it comes to the design of a cooperative control strategy over
generic  information  topologies,  consensus-based  control  has  been
pervasively adopted [3], [4], [10]–[13]. In the context of virtual cou-
pling  control,  this  therefore  allows  flexible  or  varying  communica-

tion  topologies  to  be  comprehensively  analyzed  and  designed  from
the  entire  train  convoy perspective.  However,  the  majority  of  exist-
ing  cooperative  train  control  results  rely  on  preconceived  notions
regarding the leader’s  global  reachability  or  the presence of  a  span-
ning  tree  with  the  leader  train  acting  as  its  root;  see,  e.g., [3], [4],
[11]–[13]. This implies that the control strategies therein may fail to
guarantee the train convoy stability once the leader’s  global  reacha-
bility is no longer satisfied, for example, due to malicious data avail-
ability  attacks.  To  the  best  of  the  authors’ knowledge,  there  have
been  rare  studies  available  on  cooperative  control  of  virtually  cou-
pled  trains  where  data  availability  attacks  are  present  to  violate  the
global reachability assumption.

In  this  study,  we  delve  into  the  resilient  distributed  cooperative
control issue for multiple virtually coupled high-speed trains subject
to  topological  attacks.  To  cope  with  such  attacks,  we  propose  an
attack-resilient distributed cooperative control protocol together with
an  information  flow  repairing  algorithm  via  topology  reconfigura-
tion.  Summarized  below  are  the  main  contributions  of  this  study:
1)  A  resilient  distributed  cooperative  control  framework  of  a  virtu-
ally coupled train convoy is established, which incorporates the lon-
gitudinal train dynamics, stochastic disturbances, and aperiodic topo-
logical  attacks;  2)  A  numerically  tractable  controller  design  proce-
dure  and  a  topology  reconfiguration  algorithm  are  presented  for
effective  and  secure  cooperative  train  tracking  control;  3)  A  formal
stability analysis is conducted to prove the exponential  convergence
of relative positions and velocities to the leader.

N +1

i ∈ VN = {1, . . . ,N}

Problem formulation: Consider  a  train  convoy comprising 
high-speed  trains,  where  the  leader  train  is  represented  as  train  0
while the rest follower trains are indexed by . The
longitudinal dynamics of train i can be characterized by
 

miv̇i(t) = Fi(t)−Fi(vi(t))−Ri(t) (1)
si(t) vi(t) = ṡi(t)

Fi(t)
Fi(vi(t)) = c0 + c1vi(t)+ c2v2

i (t)
c0 + c1vi(t)

c2v2
i (t) c0 c1 c2

Ri(t) = mi fi(si(t),vi(t))r(t)

r(t) fi(·)

| fi(m)− fi(n)| ≤ ρ|m−n| ∀m,n > 0
ρ > 0

Fi(t) = Fi(vi(t))+miui(t)
ui(t) xi(t) =[si(t),vi(t)]T

∀i ∈ VN+1 =VN ∪{0}

where  and  denote the train i’s realtime position and
velocity, respectively;  denotes the driving/braking force imple-
mented on train i;  is the running resis-
tance which encompasses rolling mechanical drag  and air
drag  with , , and  being the corresponding coefficients;

 denotes  the  additional  resistances  com-
posed  of  ramp-induced,  curve-induced  and  tunnel-induced  resis-
tances. Note that  is a standard white noise; and  is a nonlin-
ear  coefficient  term  dependent  on  the  real-time  train  position  and
velocity, which satisfies  for  with a
constant .  For  a  linearization purpose,  we configure the imple-
mented  driving/braking  force  as ,  where

 is the commanded control input. By defining ,
for , one can model the longitudinal train dyna-
mics by the following Itô differential stochastic state-space equation:
 

dxi(t) = (Axi(t)+Bui(t))dt+ fi(xi(t))dw(t) (2)
w(t) w(t) =

r t
0 r(ϖ)dϖ

t ≥ 0 A =
[

1 1
0 1

]
B =
[

0
1

]where  is  a  Brownian  motion  satisfying  with
; and , .

G = (VN ,E,A) VN
E ⊆VN ×VN (i, j)

A = [ai j]N×N
ai j ≥ 0 aii = 0

∀i ∈ VN ai0 ≥ 0
ai0 = 1
ai0 = 0

{(i, l1),
(l1, l2), . . . , (lq, j)} lp ∈ VN+1 p = 1,2, . . . ,q

The  inter-train  information  flow  structure  is  interpreted  by  a
directed graph , where  is the set of train indexes,

 is  an information link set  with  denoting the link
from train j to  train i,  is  an  adjacency  matrix  with  its
element  signifying  the  link  weight.  Note  that  for

. In addition, denote  as the indication of leader asso-
ciation to train i, and then  indicates that train i can be directly
informed by train 0 while  implies such information flow does
not  exist.  Train j is  deemed reachable  to  train i when there  exists  a
directional  path  consisting  of  sequential  information  links 

 with ,  being  train  indexes.
The leader  train is  said to  be globally  reachable  if  it  is  reachable  to
any follower train in the train convoy.

Topological  attacks: We  consider  that  adversaries  intend  to
launch topological attacks aiming at deteriorating the global reacha-
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χ(t)

χ(t) = 1
Ta

Tr
σ(t) : [0,+∞)→Ω = {1,2, . . . ,m} m ∈ N+

Gσ(t) = (VN ,Eσ(t),Aσ(t)) σ(t) ∈Ω
Aσ(t) = [aσ(t)

i j ]N×N

Gσ(t) Lσ(t) =

Dσ(t) −Aσ(t) Dσ(t) = diagN
i=1{d

σ(t)
i } dσ(t)

i =
∑N

j=1 aσ(t)
i j

Hσ(t) =Lσ(t) +diagN
i=1{a

σ(t)
i0 } Ωa Ωr

Ω = Ωa
∪
Ωr

bility  of  the  leader  train  via  blocking  certain  inter-train  information
flow links. In such circumstances, some existing control strategies to
counter  data  availability  attacks  (e.g.,  those  in [3], [4])  may  fail  to
guarantee  the  secure  and  desired  train  operation.  Denote  the  repair-
ing procedure activation indication signal as . Once the topologi-
cal attacks on inter-train information flow is detected, and the indica-
tion signal is then set as , which indicates that a repairing pro-
cedure based on topology reconfiguration is activated. Denote by 
and  the  total  attack  duration  and  the  repairing  duration,  respec-
tively.  Define ,  as  the  swit-
ching  sequence  of  the  resultant  information  flow  topologies.  As  a
result, m weighted digraphs ,  with

 can be defined to describe the varying topologies
during different attacking periods and repairing periods. Correspond-
ingly,  Laplacian  matrices  of  digraphs  are  defined  as 

,  where  with .
Denote .  Further  define  and  as
the index set of activations of topological attacks and repairing pro-
cedures, respectively, which leads to .

∀t0, t t > t0 ≥ 0 Na(t0, t)
Ta(t0, t) Tr(t0, t)

(t0, t)
Fa(t0, t) =

Na(t0,t)
t−t0

Ra =
Ta(t0,t)

t−t0 T̄a(t0, t) =
Ta(t0,t)
Na(t0,t)

Definition  1:  For  satisfying ,  denote  by ,
 and  the  attack  number,  attack  duration  and  repair

duration during , respectively. Then the attack frequency, attack
length rate and average attack duration are given as ,

 and , respectively.

Θσ(t) = diagN
i=1{θ

−1
σ(t),i} > 0 Θσ(t)Hσ(t) +HT

σ(t)Θσ(t) > 0
θσ(t) = colNi=1{θσ(t),i}T =H−T

σ(t)1

Lemma  1:  If  train  0  is  globally  reachable,  there  exist  matrices
 such that  with

.
A resilient distributed cooperative control protocol: The attack-

resilient distributed control law for each train i is designed as
 

ui(t) = −γK
N∑

j=0

aσ(t)
i j
(
xi(t)− x j(t)− d̄i j(t)

)
(3)

d̄i j(t) = [di, j(t),0]T di, j(t) =
∑i

q= j+1 dq,q−1(t) dq,q−1(t) =
Lq−1 +dB

q,q−1(t)+dS
q,q−1

q−1
Lq−1

dB
q,q−1 dS

s,s−1

where γ is  the  coupling  gain; K is  the  controller  gain  matrix;  and
 with .  Here, 

 denotes  the  desired  inter-train  distance  bet-
ween two adjacent trains  and q,  which can be specified by the
desired  spacing  policy  or  gap  reference [14].  Here,  represents
the train length,  is the demanded braking distance, and  is
the extra safety distance.

δs
i (t) = si(t)− s0(t)−di,0(t) δvi (t) = vi(t)− v0(t)

δi(t) = [δs
i (t), δvi (t)]T

gi(δi(t)) = fi(xi(t))− f0(x0(t)) δ(t) = colNi=1{δi(t)} g(δ(t)) = colNi=1×
{gi(δi(t))} Ad̄i j(t) = d̄i j(t)

Define  and ,  as  the
position  and  velocity  tracking  errors.  Denoting ,

, , 
,  and  recalling ,  we  arrive  at  the  following

augmented tracking error system:
 

dδ(t) =
(
I⊗A−γHσ(t) ⊗BK

)
δ(t)dt+g(δ(t))dw(t). (4)

Main results: Controller design and topology reconfiguration:
Controller design and topology reconfiguration:

η < β ζ < η(Step 1) Choose positive scalars α, β, γ, ,  such that
 

ε ≥ γ|λ̄0|, ψ ≤ γλ̃0, Fa(t0, t) ≤
η− ζ

2ln(µ)
, Ra ≤

β−η
α+β

(5)

µ = θ̄
θ̃

θ̄ =maxs,i θs,i θ̃ =mins,i θs,i ∀s ∈Ω
i ∈ VN λ̄0 =mins(λmin(Hs +HT

s )) λ̃0 =mins(λmin(ΘsHs+

HT
s Θs)) ∀s ∈Ω

where  with  and  for  and
; ;  and 

 for .
(Step 2) For some positive scalars ψ, ε, ρ, solve

 

diag{Λ1,Λ2} < 0 (6)
P > 0 Λ1 = AP+PAT +εBBT + (ρ2 −α)P

Λ2 = AP+PAT −ψθ̃BBT + (ρ2 +β)P K = BT P−1
to  determine ,  where  and

. If feasible, compute ,
then continue; otherwise, goto Step 1.

(Step 3) Determine the allowable average attack duration
 

T̄a(t0, t) ≤
β−η

(α+β)Fa(t0, t)
(7)

χ(t) = 1and implement Algorithm 1 when .
Algorithm 1 Topology Reconfiguration

χ(t)Require: Repairing procedure activation signal 
χ(t) = 11: while  do

𝟋σ(t) = (V𝟋σ(t),E
𝟋
σ(t))

ns V𝟋σ(t) ⊆VN E𝟋σ(t) ⊆ Eσ(t)
𝟋σ(t)

2: 　　Identify  a  remaining  spanning  tree  with  the
maximum number  of  trains,  where  and 
are the train index set and information link set of 

𝟋σ(t)3: 　　if the root of  is train 0 then
𝟋σ(t) 0,1, . . . ,ns −14: 　　　　Renumber  the  trains  in  as  such  that  each

train’s parent node is lower numbered than itself
n̄s = ns −15: 　　　　Set 

6: 　　else
𝟋σ(t) 1, . . . ,ns7: 　　　　Renumber  the  trains  in  as  such  that  each  train’s

parent node is lower numbered than itself
8: 　　　　Build an information link from train 0 to the renumbered train 1

n̄s = ns9: 　　　　Set 
10: 　　end if

Υ = ∅11: 　　Define 
i = n̄s : N −112: 　　for  do

j = 1 : N13: 　　　　for  do
j <V𝟋σ(t) ∪Υ14: 　　　　　　if  then

15: 　　　　　　　Identify train i’s nearest available neighbor j
( j, i) < Eσ(t)16: 　　　　　　　if  & Train j is not informed by train 0 then

( j, i)
j <V𝟋σ(t)

17: 　　　　　　　　　Build  an  information  link  from  renumbered
train i to its nearest neighbor train j, 

V𝟋σ(t) =V
𝟋
σ(t) ∪{ j}18: 　　　　　　　　　Update 

E𝟋σ(t) = E
𝟋
σ(t) ∪ ( j, i)19: 　　　　　　　　　Update 

i+1 𝟋σ(t)20: 　　　　　　　　　Renumber train j as  in  break
21: 　　　　　　　else

Υ = Υ∪{ j}22: 　　　　　　　　　Update 
23: 　　　　　　　end if
24: 　　　　　　end if
25: 　　　　end for
26: 　　end for
27: end while

Stability analysis: The exponential stability analysis criterion for the
train tracking error dynamics (4) is presented as below.

δi(t) i ∈ VN

Theorem 1:  For  a  virtually  coupled  high-speed  train  convoy  with
longitudinal  dynamics  (2)  and  compromised  inter-train  information
flows,  under  the  distributed  cooperative  control  protocol  (3)  and
repairing Algorithm 1, the tracking errors ,  are exponen-
tially stable in mean square if (5) and (6) hold.

Proof: Choose the Lyapunov function candidate as
 

V(δ(t))σ(t) =

δT (t)(IN ⊗Q)δ(t), σ(t) ∈Ωa

δT (t)(Θσ(t) ⊗Q)δ(t), σ(t) ∈Ωr
(8)

Q = P−1 σ(t) ∈Ωa
d(V(δ(t))σ(t)) = L(V(δ(t))σ(t))+2δT (t)(IN ⊗Q)g(δ(t))×

dw(t) L(V(δ(t))σ(t)) = δT (t) [IN ⊗ (QA + AT Q)−2γHσ(t) ⊗
QBK]δ(t)+gT (δ(t))(IN ⊗Q)g(δ(t))

where .  First,  we  consider  the  case  when .  One
obtains  that 

,  where 
.

ξi(t) = Qδi(t) ξ(t) = colNi=1{ξi(t)}
L(V(δ(t))σ(t)) ≤ αδT (t)(IN ⊗Q)δ(t)

Let  and , together with (6), one has
that , which yields
 

E{V(δ(t))σ(t)} ≤ eα(t−tk)E{V(δ(tk))σ(tk)}, t ∈ [tk, tk+1).

σ(t) ∈ΩrNext, we discuss the case when . Similarly, we have
 

d(V(δ(t))σ(t))=L(V(δ(t))σ(t))+2δT (t)(Θσ(t) ⊗Q)g(δ(t))dw(t)
L(V(δ(t))σ(t)) = δT (t)[Θσ(t) ⊗ (QA + AT Q)−2γΘσ(t)Hσ(t) ⊗

QBK]δ(t)+gT (δ(t))(Θσ(t) ⊗Q)g(δ(t))
where 

. It then follows that:
 

L(V(δ(t))σ(t))≤ξT (t)[IN⊗(AP+PAT+ρ2P−ψθ̃BBT )]ξ(t)

which further yields
 

E{V(δ(t))σ(t)} ≤ e−β(t−tk)E{V(δ(tk))σ(tk)}, t ∈ [tk, tk+1).

∀t ∈ [tk, tk+1)Combining the above two cases, for , it arrives that
 

E{V(δ(t))σ(t)} ≤
eα(t−tk)E{V(δ(tk))σ(tk)}, σ(t) ∈Ωa

e−β(t−tk)E{V(δ(tk))σ(tk)}, σ(t) ∈Ωr.

XIAO et al.: ATTACK-RESILIENT DISTRIBUTED COOPERATIVE CONTROL OF VIRTUALLY COUPLED HIGH-SPEED TRAINS VIA TOPOLOGY 1067 



E{V(δ(tk))σ(tk)} ≤ µE{V(δ(t−k ))σ(t−k )} E{V(δ(t))σ(t)} ≤
eαTa(tk ,t)−βTr(tk ,t)E{V(δ(tk))σ(tk)} E{V(δ(t))σ(t)} ≤ µNs(t0,t) ×
eαTa(t0,t)−βTr(t0,t)E{V(δ(t0))σ(t0)} Ns(t0, t)

E{V(δ(t))σ(t)} ≤ e−ζ(t−t0)E{V(δ(t0))σ(t0)} E{∥δi(t)∥2} ≤

κe−ζ(t−t0)E{∥δi(t0)∥2} κ =
max{λmax(θ−1

s,i Q),λmax(Q)}
min{λmin(θ−1

s,i Q),λmin(Q)} s ∈Ω i ∈ VN

Since  and 
,  we  have 
, where  denotes the total swit-

ching times. From (5) and (7), the above inequality can be written as
.  We  thus  have 

, where , , .■

mi = 4.9×105 kg c0 = 0.755 N/kg c1 = 0.00636 N/(km/h ·kg) c2 =

0.00636 N/(km2/h2 ·kg) Li=200 m i∈VN+1 dS
i,i+1=80 m dB

i,i+1(t) =
170 m i ∈ VN+1/{N} α = 6 β = 1.95 γ = 3.9689
η = 0.5 ζ = 0.1 ψ = 8 ε = 0.005 120

h = 0.05

An illustrative example: A case study is performed on a practical
56km-line segment of the Wuhan-Guangzhou China high-speed rail-
way,  specifically  the  Yingde  to  Qingyuan  route [15].  The  coopera-
tive control  performance of  seven high speed trains (one leader  and
six  followers)  of  the  EMU  CHR3  type  will  be  examined.  Choose

, , , 
, , , , 

, .  Further  choose , , ,
, , , . The runtime is set as  s and the

sampling period is set as  s.
The  information  flow  topologies  during  attacking  periods  and

repairing periods are depicted in Fig. 1. It can be seen that the infor-
mation links (3, 2) and (1, 3) are reconstructed after links (1, 0), (2,
1),  (3,  2)  and  (5,  0)  being  interrupted  by  Type  I  attacks.  Together
with the link reconstruction results facing Types II and III attacks, we
observe that relatively few information links (less than the number of
disrupted links) are built through Algorithm 1 to handle the topologi-
cal attacks.
 

1 2 3 4 5 60

1 2 3 4 5 60

(b) Topology reconfiguration under Type I attacks

1 2 3 4 5 60
(a) Original information flow topology  

1 2 3 4 5 60

1 2 3 4 5 60
(c) Topology reconfiguration under Type II attacks

1 2 3 4 5 60

1 2 3 4 5 60

(d) Topology reconfiguration under Type III attacks

Information link Disrupted
information link

Reconstructed
information link

 
Fig. 1. Information flow topologies during attacking and repairing periods
under topology reconfiguration.
 

T̄a ≤
2.4319

Applying the proposed controller design procedure, we obtain 
 s,  which  indicates  the  upper  bound  of  average  implementa-

tion  time of  repair  procedures.  Following this  requirement,  together
with  the  proposed  Algorithm 1,  the  relative  positions  and velocities
of  follower  trains  to  the  leader,  are  depicted  in Figs. 2(a)  and 2(b),
respectively. It is seen that although the simulated topological attacks
disrupt  the  global  reachability  of  the  leader  train,  the  virtually  cou-
pled train convoy under our proposed secure distributed cooperative
control  scheme still  achieves  the  desired  train  tracking  performance
in terms of prescribed inter-train distances (w.r.t. mass points) of 450 m
and same velocities.

Conclusion: The  resilient  distributed  control  problem of  virtually
coupled  high-speed  trains  encountering  topological  attacks  is
addressed in this paper. To cope with the generic inter-train informa-
tion  flow  topologies  with  compromised  global  reachability  of  the
leader train, a repairing algorithm based on topology reconfiguration
is proposed, which, together with the derived distributed control pro-

tocol, achieves the desired secure train tracking performance. Finally,
a case study is conducted for efficacy validation.
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Fig. 2. Relative positions and velocities of follower trains to the leader.
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