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Steganographer Detection via Multiple-instance Learning Graph Convolutional Networks

ZHONG Sheng-Hua' ZHANG Zhi"?

Abstract Steganographer detection aims to solve the problem of illegal use of batch steganography by designing
models to detect steganographers who embed secret information in images for covert communication. This paper
proposes a novel steganographer detection algorithm called as multiple-instance learning graph convolutional net-
work (MILGCN) to formalize steganography detection as a multiple-instance learning (MIL) task. The commonness
enhancement graph convolutional network (GCN) and attention graph readout module designed in this paper can
adaptively highlight the positive instance pattern and construct distinguishable bag representations for stegano-
grapher detection. Experiments show that the designed model can successfully attack a variety of batch stegano-
graphy and the corresponding strategies.
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Fig.1  Steganographer detection framework based on multiple-instance learning graph convolutional network
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Table 2 Steganography detection accuracy rate (%)

when steganographers use the same image steganography
(S-UNIWARD), while the embedding payload is from

0.05 bpp to 0.4 bpp
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Table 3 The accurate rate (%) of SRNet-AVG and SR-
Net-MILGCN when the number of shared secret images is
from 10% to 100% of the total number of images and the
steganographer uses the same steganography
(S-UNIWARD) in test

® 4 M EAREEEIGR, #H MILGCN
I SAGCON #4735 & Rl R HEH 2 (%),
HAZEM 0.05 bpp £ 0.4 bpp
Table 4  Steganography detection accuracy rate (%)
of MILGCN and SAGCN when users share
different numbers of images, while the embedding
payload is from 0.05 bpp to 0.4 bpp

‘ fiL (%)
i

10 30 50 70 90 100
SRNet-AVG 26 100 100 100 100 100

SRNet-MILGCN 35 100 100 100 100 100
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A AR AR A 2amr, BRI 0.05 bpp KA 20,
iR AFBEEAS B, A CHEH ) MILGCN K2R REDS
RA B R TE 7R A SRARHAE, X P %
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The accurate rate of different graph-based steganographer detection methods when the number of shared secret

images is from 10% to 100% of the total number of images and the steganographer uses different steganography in test
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Table 5  Steganography detection accuracy rate (%) in
the case of steganography mismatch when the number of
shared secret images is 5% of the total number of images
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Table 6  Steganography detection accuracy rate (%)
when the steganography used for training is HILL
and the number of shared secret images is 10% or

30% of the total number of images
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Visualization of graph structures corresponding to steganographer and normal user
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Table 7 Steganography detection accuracy rate (%)
when steganographer use the same image steganography
(J-UNIWARD) and the embedding payload is from
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Table 8  Steganography detection accurate rate (%) of
different methods when steganographer uses nsF5 or
UERD as image steganography in the testing
phase and the embedding payload is from
0.05 bpnzAC to 0.4 bpnzAC
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Table 9 The analysis of computational complexity
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TEAE B A8 5 T R . X E AR SCIEAT 200
AMCRFEAR O HER ) FE G50 FE A HE BRI 75 01 3 1)
). Hor, AR E 100 MHFREER. &9
AL T AR TS S5

ML 9 Ha] DU I, SR A SCHR A MILGCN
BHMMNEBEZ NS, B0 5ETEM % GON
M SAGCN fRIFAE[F—&H b HHFER, w2
RI, BARSEEM K, 2 MILGCN fr 5 17F
RS E A IR T 3 38 4T I8 1A) 22 LG Ak T 1 7 v
GCN A1 SAGCN /MR £ . X2 il T IX S8y ik AE 44
AP AR {3 KB P R AR AR A R
B RFERT P ORI OR R, HAA B E IR ] 5 4R
AR SCIE L 38 B 5 2] 7R T 38 R R
BT, KIRFIK T isH &, XA
H ) MILGCN AMELER I M GE - 5 H A, e
IEAT RO b H A I T R v, Bl T ] s
%4 MILNN HJ7KF-.

4 HHRERFKIE

TR, F'S A 7 WO E 5 B IR BRI 3R
WL BRI BRI, A SCYT R EE T IR
G H AT T3, B R TR AN ] RN SR P38
IS F AT 5. A SCHR Y —Fh 2k T 2 IR 1l 2
SR AR S E- g malll RPN EY S EEE g R/ Y
WoR LR G  SIE S5 2ol SR S5 1R AL
T, WP I AR R R B, R R s
AL ERCIERE b AR SO 2 R 2] BB A 4
FEIE7R B 7 BB BURFAIE 73 A 55 D= B AR (A 15 L
T, BERSIRAN X 23 1 7s B R S URFAE . ey, AL
Bk ARG 5 B B RE NS Al N 5% s ) L
TR AR URFAE, 1 R 0 B B e 8 &
7 A R I AL RAE, JRAR I AT X 23 T R AR X
R EAT IEW AN, SEIG 3R B, A ST AR A g
g X2 AR R S AR MRS SRg. FEARR AR,
H I 80 UG HCR 5 LR /MBI T A ke s
BRI,
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