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Detection of False Data Injection Attack in Smart Grid via Adaptive Kalman Filtering
LUO Xiao-Yuan' PAN Xue-Yang' WANG Xin-Yu"?> GUAN Xin-Ping’

Abstract In this paper, an effective detection method for false data injection attack in smart grid is studied. False
data injection attack can keep the residual unchanged before and after the attack and bypass the traditional bad
data detection technology. Firstly, based on the grid model, the attack characteristics of false data injection attack
are analyzed. Aiming at the phenomenon that the noise statistical characteristics are unknown and the unscented
Kalman filter (UKF) is unstable, an effective detection method for false data injection attack is proposed. An im-
proved algorithm of adaptive square root unscented Kalman filter is proposed. Based on the state estimation and
the central limit theorem, the algorithm is compared with Euclidean method and bayonet coefficient method. Fi-
nally, the simulation shows the superiority of the algorithm.
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Fig.2 block diagram of system under attack
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