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Recent Progress in Controllability Robustness of Complex Networks

LOU Yang"? LI Jun-Li" LI Sheng' DENG Hao'

Abstract The study of controllability robustness is valuable to the control and application of various complex sys-
tems, including social, biological, and technological networks. The concept of controllability of complex networks
refers to the ability of a network being steered by external inputs from any of its initial state to any desired target
state under an admissible control input within a finite duration of time. The controllability robustness reflects how
well the system can maintain the controllability against malicious attacks by means of node removals or edge re-
movals. This survey gives a systematic investigation in the recent progress of the controllability robustness of com-
plex networks. Firstly, the definitions and measures of controllability robustness are introduced. Then, the control-
lability robustness is considered from the perspective of attacks. Three types of attack strategies are discussed, in-
cluding random attacks, feature-based targeted attacks, and heuristic-based attacks. Optimization methods toward
stronger controllability robustness are investigated, including network modeling, edge rewiring, etc. Recent pro-
gresses have been achieved in both effective attack strategies and efficient topological optimizations, which provide
a basis for further theoretical analysis. Finally, some potential future works are suggested.
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TEEZE ), BRESR DA A&, T 78 A Db fE%. AL BAHR. CLE 1(c) 55 5 R, B Ao
B B DA W 4 R v R 32, SO Afiid i RO R AT R 6 AT
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AR AR W 28 Re d2 1o B A, 0o RFAEMEENE
2.1 BEHLT
PEARE X 5T BEHLEC e, 25 2 et B B et 3 s Y 3
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M EE AT . Sun S50 FeH ERENLICE R, B AL T R S R T B
W) 8% T 75 42 1) 15 SR 3 ) ] DUAR i ) 24 O e T 0 2% £ 06 LR A R RO L B KA
SERA )RR AS ST 21, B WOt i 4, I EL %0 R 18 Tt 5 79 B SR %
ANp = M X Me e g cng,(18) TR B A 4 (0 SR 4 R A
‘ N M o o 0, UL AR BLARLEE (Neighborhood similarity)!®,
%%ﬁﬁl%ﬁ@@lﬂéﬁd\?ﬂé?ﬁéﬁéﬁﬂi Kk 53 P E (Branch weighting) ™. 54441 (Structur-
WEbhp (M) = M./ M PINEZE Moy, RS — 4% al holes)™ 25 5%, Brib# WM A% A (19
UL, PR BP0 G OMIN 1 A BORRARR ey oot B R B BEER 2R, SRTHG, r;g,ﬂ—]
B, BT AR AN AR R B Y47 R A 4 R R M T T ) TR B, R
B RBOR TR AN (R M, > M, ), M50

(18) ANERAT, RIAY BLH P28 v () Se i L B4 R AR
Ak SEBR b, B 1 20E kR g 51 R B I
A4k, il 6 2561 For. EE 6(a) 1 IED (2, 4)
JRA R RS IE D, & (2, 3) A1 (3, 4) HLE
CUJG , WAL T R BEED,; 72 6(b) H77 8 2, 3, 4
JER A A BT A, H S AL L B BGEUE, EAT
HORSONAESGHET A R, YT R ARG,
TR 2 OB R A
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SRR AL AR AR
Critical edges and nodes may
change during attacks
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221 EFEHMARAORE

TSSO L 1Tk ) o MO T

(8 (SRIEL). Holme 4557 45 36T HERA B4 4R
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et ) AR AR 4 BE MR A B0 A, 1K
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TS S, ST AR T R bR
mé@@yﬁg% ﬁﬁﬁmé%ﬁ%'@&?ﬁ

fiE 2 MU 4 R LB 4. 26 T BORA 0%
ﬁﬂ% PRISE SO



10 BEVESE: SR 4R Be s M S R LI Tk 2381

argmax k", HHIEHEL
ey
=4 (19)
argmax k", NI
ey
i* = argmax b; (20)

US%

Forb, 9, BN by 23 ANV R B BE L NBERIS Y
], i FORIERB R RS, FRE, BT R
AN B i IL Yot e LR ##50 (19) A1k (20)
MRS Y B HOVELLES £ AT

Nguyen =57 W5 KB T Bl £ Wi |/
WIRORAZ S, kBT 7R, R R =
I (42JR)) B 19 mli T HoREE 1 &, W5
2 R B R K A (R ) S Eu oK)
T

Ve B B B &, RO Fae v — il
I FXidi. Nie 880 38 3 191 56 45 B Bl KA $oi
K5 573 B AUEL R 73 L 7 2 e MLl R <, D

i b;
GRS

> ki > bi
=1 =1

pi = a X (21)

Horbr) Ky AUb; 43 9 87 mUa I EEECRI A 3, ps 2 IR
FAZ T RN, o f1 B TR BOE FIAUE. Gao 5™
B 21) FRI B E# AL — . #t— B H, Hao E™
BE T 3 NS, p Iy REEH]EE A HAn
WeHE E (Harmonic closeness) 75X H AL E.
X HEWE N T HAR M 2% (Interdependent
networks) ™2, P& ] 4% (Networks of networ-
ks) B DL AL 4% (Weighted networks)® 2.

WA, T P B R LEREATL Y
Wi B REA RO IR B AL 28 A0 TC AR B2 W 4% (1 e 128
PE. Lu S5P7 R I R RA ) R T Ml
[FINF, S o ) 24 1) e 4 M B i M 2 25 T () o DY 4%
WEAk, T8 2 SRR 2% Sk i, B T H 8t o g
PEVERBOR ) S ™.

T At N 2 (Local-world network )™ )]
Sun ZFP A LT EHU T R B At S
BRI D0 24 B ELRBEAR g, T o 4 bt S RIS /)N P 194
ZETBIR JT8/0N . SCHR [90] PRI 7040 45 2 18 S s 1t A0
REFEME S #EE. Lou 2507 DLECK BEBURI B KA H0N
WA, B BB IR AR B BRI R AT Beile . %
TR (N E) BEL R G RO R 2% fe
P, IED I AL BE R I I A Be P, L RE
1 L TC A FEE DX 2% ) R JEK Pt
222 HM#EBEXE

Wang 852§ H i 2 T 808 1 B (Dam-

age-based attack) PABHIAHE B2 AE Ayide £ BUki 1) 2
B, RIS R AR B d K5 . X B A
PR LG T FE LCC R/ RFE &, Lou 4507
& HHAE R IR B rh 4 31 FE O A B i R 15 A, 0%
PR RBIR J1 BRI RAE B X G, &7 %)
REAE PRI IR 400 T 2 T BE RO AL T/ #5008
A AR 77 B BR. IX I T DR 1 i SR I
i Bk B Al ek B2 2 0 Bt A AL

HF R K d (Module-based attack) 3
WO B AE M B 241X (Community) 25441
W 8% I 5 A X A L E D (Inter-community
edge), AT BB B AAE REFRBOR . Ma 4517 ik
B 5P B AT, IF AR AL o 25 25

Sun F5EO HR TR TG I I T NS . 1%
SR B LA R I 2% I T AT SRR I I, o ARG T
MR IR B, R R i) G L A g S,
KBTS SR . W 6(a) Fox, — 2 R8EN
TE — IR BUti 2 J5 5 A] B # Bl G 3. Lou
SEPTAESCHR [61) BIEEAL B, St TR R (Hier-
archical attack): Jz& 2% 12 T W O R I 25 i)
RHEE . W RBEEE I AN I . el JZ
A BBUE MR T P9 2 v ) S B Ay I S BT

BIWES 1.1.5 9. [y, S AT R = 20l o 1 6
R A3 B BT ZONE T B R T RGRE RS
TR BT R

2.3 BARAKE

Ja &R E % (Heuristic algorithm) J& T 15 %
R, & MR T o NP e n) B A 8077, W W
(BB FEAEALLIR KB (Simulated annealing).
8L 5% (Genetic algorithm). 222 % (Tabu
search). fL FHEE L (Particle swarm optimiza-
tion) %.

I () BEATL B0k 1 5 s ek ad ok P52 1Y) SR I
AN e B 57 s B 5 T RS O A R AN I
A A — A ), JE S R SRR R iR
PB4 (BMBIA RCR B AR I Bt R 81). % 1 —
AN T R LI e AR S 18 KN N R
T MO RS B A R A TR RN
M. F ST Oy H AR S, BIFSe 1 B N
(B M) gk B R (0%, @ik &
AR AL B b ek E DS B AL B 8RR
Zhang %5 R AL H LOEL BRF S1ER
WG gAY, Bt 1 A] G Bk B A e R 1 28 SO A% B
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i Deng & @ A S R R RS, /&

28 PR AR I I R, 2T VR AR B Ql #5}1”“
AR S R = 2 = 2% (1) 73 iR Lozano 451
A 4 v e KA 809 H b ek B, il N TRk
(Artificial bee colony) Rf/MEiX— HARREL, M
AR B ROR . Li 881 USR5 54 s fE L 5
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(c) Degree-based node attack
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B 7 25 T8 LB 9 o) 45 B 7 R T HOr
JEEHG A IE TR R N B R i AR AL, B A
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SW (Small-world)!"* % BEHL = E M 2 RTN
(Random triangle network)®® 1 [ 1. PU 121 & % 2%
RRN (Random rectangular network)® Joix & ¥
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The controllability curves of 9 network topologies under 4 different attack strategies
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%% SF (Scale-free)™™ % A MM 2% OLN (Onion-
like network)!" 2 g-[A[ B 4% QSN (g-snapback
network )M 1M g [ BE K 2 [ IET QSNR (QSN
with re-directed edges) BAIM DL KA JiE EH
(Extremely homogeneous) MM, E i pE =
M, /M MpN = N, /N 73 7337~ A B (1) 254 A0
TR EL]. IR R N = 1000, HEIA %L
M = 5000, FrA8dEk B 20 B 45 R

H AL, AR A EH MR 7(a) T4
Py B 7(c) TR AR B A 7(d)
BT HO T Rt B b, U PR KR P 7R 45 T
R, AT HAR N4, EH B s reistt
R TAER 7(b) BE T B R 1 Y R B
7&. MIGHREE SF M8 MR OLN W28 I B A AH
AR REFz It Hh e, PO 300N RE 5 1t B W M A 22 1) 1Y
Ry, FEARTE R, %W 2% R I H AR 1) fe i
PEE B, W QSN 7EE 7(a) HE T/ H2t N RE
M RLT SF M OLN, 195 T Ho At /0 45 5 {H 7 2
TREEARIEDLT T, QSN R H &4 eeis &
Bk, JCHAEBGE R . ER — 1R, EAA
I (10328020 e S o) LU L4 R
3 BEEMEEMML

RE 2 1 B AR AL 1B A 42 v B2 % X 28 o 25
Wb A BE J1. DAEE 1.3.1 T & B, & X
LU

EMX 1. —PNRIEM L G TR RIS 1 i
PR (TaiPRE LIS ), 24 HALY

G* = arg min R, (22)
Gen

AL, Forb, Q JgiE R AR R], R 2 20 R A
MM % G s ) R, aT X (14) 300
(15) T3,

TR SO0 )8 NP HE v &, Tkl
5% (Evolutionary algorithm)!" ™ ') FIF£ % 58
PRI SRR RETH L TR AR B BT EA BN,
L B8 BAC R T AR 0 AL ) R PRAR . BRI
BRETHR TR B T X — A ).

W 28 AR I8 A BT RIS X 2% 32 AT BT I N
P Redz TS pR R AL AL T-BL. 255 M 2% 30 Hh S5 K7
W7 A2 B AU REIE R S He 1. B4, B
2% P 28 PRSP 26 R I VE S R VE R — € 1Y
e EfE . 2 1 51128 18 ILOL AL sk O s 5 AN A2
PR /N TR LA T3 T 53 5 AT 0T 8

3.1 MERBMAIIRT

Yan 53T [A4R 12 (Congruence theory) 4 |
[ M % MCN (Multiplex congruence network)!
HA TR BN ITE N AT 13BN
T, WA M 2

j=r(modi), i<j (23)

WIAFAE — 253810 Ay, Hodrr 85 BRUL A5 200 R 3
FH R R F BT A 9 sk ] T 28 ) — 2 [R) 4R 1Y
ET— 22 bR MY, J& %)l (Heterogen-
cous) W%, FH 73 A A\
p (k?om) = m (24)

THH AR 5 0T X 8% AT e A 1 AT R s MR S e 1 R
B 220850 i[5 (Homogeneous) 9425 (1) g 45 14 Al
Reds M S e A R s O (R T X8 (r=1
J2) WIAFALE, (145 [7) 42 I 48 B AT B0 1) e 4 M Al g
BEYEE I, RN 7R TR AT R e 4a 1k B 4
P I — ]

Lou &M 0 I 22 5 F0 2 BR S5 K0 B T4
RedE S, FR T T TR g- A1 2% )
2% QSN, H— 2% F A T [l BR A A%, [l i 3 i
HZHqgelo, J#H. HEr(r=1,---,N-1) JZ
Fi(i=1,---, N) WAMHERHFRHE:

1, iell, ]

1—1

1+q\‘ " J, ier+1, N —-1]

o

Horp, | 3R THUCE R AL QSN ML BEE 5] 70 A

out __
ki =

(25)

1=N

® 1 wHAREEEE BRI RIS RO S 5 AL

Table 1  Pros and cons of the strategies for controllability robustness optimization
R = s
YN B TREEEE, MY A D) LI < B A - K e
HRARAG BTt (m] [A 4302, Henneberg™" }El@) BoZIERLIR (ﬂﬂ|”J%L@BE%U%EXM%@E@)X@IKH&{‘T‘E‘ Lﬁi%)
EpeSul MRS BRTG5R, X o0 2% S5 A i — 2 ¥ L L HA—ERBapLE, Bl 2R R
4o 2% 20 F e P E R T R 5 ARG SEBR R RIE S TSR (U053 I 4 TRV Bt 4255 I %)

P fh FEDCALBETT BRI R P, 22 R o 2 R s A ) i

ANTEIRSAAR Xof Rl s T PR B A LR 3 S i — D 3T
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-1 B% K% 2 )2 QSNR #8051 BT QSN £ 2 Rl E AL I 4 4 i

RS (R AN BE AL 171332, PR AE = BEA 52 5 Table 2 .Cgmparison of ne.zt.work topologies with

ﬂFﬂ. QSNR E‘JTE%Z‘EHI}’(M/E{ *,& ﬁj\%ﬁ iﬁﬂfﬁ Ia]& optimized controllability robustness

T, & W2 ) B 45 M S MR B R[], B84k R LR EEEn exms — P

M5, QSNR Al QSN £ F MCN, H - QSNR X F # 5

L+ QSN MCN J }
BEAL = MM %% RTNC 199 FeF Henneberg 3 QSN ¥ o

Ko, lOR R A 18 = AR R T R B A, QSNR v v Lo

I AR T BELDY S T R 4% RRINY, 7835 5 AN 5 7 HIN Y Lo

o AFRE— AT E D T—AE /IR (B o j ) ) j j

IR 2rp ., X IREE M LA, T R

Er IR 33 EIEBMKL

WE BT EH M0 i —"5 i (i =1, 2, - -+,
N) BIHEEFIN R RRE AR NG [|[ M /N, [M/NT]

W,

M oM

M b s M
Hodr | R[] o 2 s B BORERD R RS pR . A
WA (26) M2 RIEM [E BTN 2. A R_AE N =
M 1EW T e S AL R NS5, 12 B )
PR AR ] J5R &%

T EIMEIAIME R R M BRI EL A

Chen %% DLSE 1.3.3 WETHF I E R L
T AFEREALEIMZE RGM, JobrFER 2 SFIT [H]
RI2E MONI2L, g-[a] 2% J 26 QSN B AL = £y
TE M 2 RTNEO 100 FEHLIY 4 T2 M 2% RRNPY 4 6
T2 7E 6 FhAS R Bty (B AEBENL Y RO BE AL IEL
Boidi, BT BRI s AE R g, DR T A5
7 ORI Mty ) TR sesE &M, KL ER
A RRN RERAFHARANTT B0, 1 RRN AT RTN
RERCT HARAR 5 Pl Bt

SCHR [115] 38 SRae bR A5 24 S m) 1 i i 2
0.5 1, QSNR. W45 1) fiE 47 1 & e 1k S, LIS
QSNR [ REFEEEFETEL T QSN.

AR FTUESE, A [F T EH P20 & 78 25 5
ZEHRUBE (N T RN MOEID) 15 OLT, Reis e SRk
AR B R (WE 7 FroR). FIR, Lou M9 $i2 H i
BEHLIZIAHF IE RER (Random edge rectification)
FEHG, KA N 28 S5 4, 208N EH &8, [RI,
5 EH W48 8035 AU 12 9 2% 1) e 428 1t A P e e

2 B 28 7 UM RE 45 Ve SR AR A 1 ) 28 25
. X L 2 H AR AL W A5 B, Hh QSNR AN
EH 7 Z AT EFE LML, X EH 454 B 45
JETE. Br T MCNAXEA Z RS, HoA 5 P 2%
[F] i) B 22 BE RN 2 IR 451

< kqut

1 0

(26)

3.2

HHEN (Rewiring) " @ H 754 3 FiE
1) T EER¥F (Degree-preserving) FIEHIED: {&
FE& T AU BN EE AN, BT R 2) TREF
W) 28 FEA B ZRANAR | 0P ) 77 I AT W 3) TR
R 0 258 BEARTYT RORE L B H AR, 6 28 R AT
R, HPEE 1 R O7 OB B SREE . AN R
PHEHTI AT, 28 3 PR AESE 3.4 TRHE. AR
HORE L IS A BT BRI (22) 19 Q #EAT T AN
290, A B Ar 2 A R .

HOPTELE  TIEE S R I, BT AR
R A EEBTE T S PR RN T AR AN EE RN
A5 G IED Ay R Ay (i # s Bl # ) EFTEREN
Ay T A, IR FEST 250 Al s [ H FEARAR 5 85
At BINFEAAR. S 2% (1 JehnfE M 2455 ) 18
I FH 2 T PR IR A5 1) BT R A SRR JE , X 4 TR
B (Onion-like) &4y, BIJEEECH I 175 i (8] 38 3l
HERE, (RN 0 B2 HOR 22 R BT R T R R
TR ) 246 ELAT 50 P 32 3 e P, 1012 0231 ]
W RETR = X2 1) K -5E 2.

FHFNEL TR, 2T A H AR
%, Mg R AR, Chan S8 DL R &0
9 H A e B, I 3 TR R AR R R I SR SR AR
SR, B R B W B T A A T A2
ik W) 286 A0 5 A 1) T L0 SR, R R
B B AN B AR R IE S REFE R S R I LB 3L
5ER PR RH S A,

Xiao S50 $i H i3 T OR R 00 3107 10 g
T Se I PR E VO 1 4 AT R, SRS AT R .
27 VEAE HE 9 0 255 328 308 1 M 1k ) [ I, 3 BRI 1 1Y
2% FIBC M R %0 (Assortativity coefficient)!!.

Louzada "2 $& H () & HH P iEL (Smart
rewiring) SRS I 5 5RAX AT AL AH Q0 R A
(R 2R, K3 o o 26 G 080 268 T P2 i o i 1) 45 A 1
IR AL fOE EBE B bR, IRZ1EHLT,
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SRR R S B e, HORH Q07 R A) I &R B
BRIV 2. aed R R S ] X A Y R s Mk
J&i, PRESAT R4S I 1) S A

Ja RABEVEAN T M 28 ety (WA 2.3 7Y),
[F] Bt 8 FH A R 2 s i vt e R UHIA
BRI, PR ARAR A
AR S AR S, PAIE Y IR B R 5] TR T
e, AT AR e B A, RO &R PR 1 Y
7 a5,

Buesser %" FJBALR K (Simulated anneal-
ing) FERMAIN 48 388 G . Zhou F5EM DL
(10) 7E N B AR R 3L, ORIV (Memetic al-
gorithm) SR TCHRBE W £% 1) 32388 B .

P TR T Mk 1 T R AT AT AN RE B
HRAEN TS AR B R B B T4 1, Zeng S50
PLVR A D38 577% (Hybrid greedy algorithm) >R [A]
I 2 1 DX 28 ST 4701 e BBk N 3 Tk ) B e
PE. Liu M 42 H 1 PLZ HARL4E (Multi-object-
ive optimization) K [F] IR AL KT T B AL
Bt (&I, Wang 507 DLZ HARLAG, RN
A TP 5% ) 22 30 5 A AR A 0 o ) B e . 22
HARACA AT EAOCAL P 28 1) A [R] &, [F] I 22
A B AR 1 22 i 2 B R] DU [R] I AR Ma
G001 308 e ATk R S AT S R Y 4 A 1
o [ <7 SR 2 Fir il BEAL. 05 BT s 3k
A FEHE B AT R B 0T 5 N 4 ) T
PEPEARA R, — AN 3l 3L [F) 45 SR 7= A e U &
*/Lg Imé%[?ﬂ 11()*112].

53 —F, O 0= T4
B EEYE. e I S IR O0 A PT  2 5% W
PERIDLACTT 5, H 2 T IR AR AE A AG B AR A
[, BEFE M B i It D0 A I B B Re . e I B
TUAR T JJRT 14 Jin 5 B Bt 38 34 32 1) 7 200l gD
0 £ | DL TC 97 A0 B, AT AR v 52 R I 4 e 42 1k
Wang S50 PLEAEE L] (4E+r & 7EREJ)) M2
(14) Fronfefs I & ittt e SUE NP B A%, B
Z BRI R A AL EAT.

Hou Z5M2 LREE T 0 25 1) JEAE FRAR. (75 R 8
AELEY) A%, kK SO L 7 18 R Ak e
FEPE. Lou &M i AR 4F T 8L H) 77 1), AL
K R SE 1 50 A B AR 23 AT RN 1
BRI BRI L, 385 7 QSN HJREFE IR B 1.
IR, [R5 100 28 45 I 19 % B AT L ) i
PEERIE R E, H2FRMSMFAESE TXx—3k
WGBSR, Lou Z5EM9 2 ) 745 5 HR iy
RUFHTFERL, Be 4 1t 4 1t dpe A () I 28 25 44 (3 /2 =
(22)) AR B E5F, BT 5 a0 o B AN

P (B HZEEADTET 1), Shi M 42 H K
255V (Totally homogeneous) M 2545 ) T #i Ak [F
J5E P 2% B g4 THT ) 8 S, HAR A v 2 A
A ALV Z M e br. W, 2 RS
A2 A G 1 BoA BT I REFR I S A o0, 110 115, 1221

3.4 BFMEK

BRI gk, gkl a0 BARVARSEG
VR ARCR— G VR B PR O 246 [ @ T 4 1 R 24 - 2
R BT AR A 0 45 [ 25 P 45 i L. Shii 85049 {4
P2 TR Ry 4 AR 408 ) 8% 40 it O 4 5% 1k DX 4%
PLH] (Clique) NFEA AL S — R — oIl E 1
o) B 775 ) R 38 ) 296 &6 Ay . A5 TR S o 9 2% v T A AE
KRBT T PI4E, & SR P25 D) B8 1 5 ZE LAl 45
Ko, R IR 28 [R] A PRI B MRS 951, e B e PR 4
BAEEZ Y. Fan SR | 4 E 4, 12
b 220 1] Y] 2% ] 55 ) XY 320 5 R o R 4 T A B A )
(EEEEA

Lou &M J /N AR [0 26 1 3l 3 15 22, VA9 1
L1 B E A ENC (Empirical necessary condi-
tion). ENC #8 H £ 3 (22) MBI 458, Wi
A2 (26). Lou S8 RN T45 7€ N 19 A M &
120, A M4 G5k 2 ENC B9 48 DL RAR
W 2% 2 [E] ) R R A& 8 BT,

AR N I M OEIDSG
ENC W %%

RLLE € 4t m s

B8 FrE N 9 M LML, 2 ENC [F2,
AT, DL BRI I 24 2 TV ok 2 R
Fig.8 The relationship diagram of the N-node M-edge
networks, ENC networks, totally homogeneous

networks, and the optimal networks

R, Lou S5 §2H T BEHLE LK IE RER
(Random edge rectification) HEH&, 1% 5 0% & A%
W 2k T 2 2 (26) 5K, Ak, fH RER 3
WE PR K5 P 2% e 2 ME B R R I PR = B EE . RER
J& T3 3 PhEHNE LA TT 2, B ORI ) 28 HE AT
RN FNEINEL M AR SNt AT ((EE) B,
PLUIA BIEAb B d RS R B 1.

U0, AFF LS R ENC 2614, [RII 2
PR 28 SR T 2 2R I JE B I e A I 25 0 T 4 5%
W2, HoC R UKl 8 Fok.
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