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The Coordinated Cyber Physical Power Attack Strategy Based on

Worm Propagation and False Data Injection

FENG Xiao-Meng' SUN Qiu-Ye!  WANG Bing-Yu' GAO Jia-Wen'

Abstract With the deep integration of information technologies in modern power systems, cyber system anomalies
and network attacks can threaten the safety and stability of power system operation. To study the security risks of
the power system caused by the latest industrial control worm, a coordinated cyber-physical power attack model
based on the Markov decision process (MDP) is proposed in this paper. Then, the Q-learning algorithm is adopted
to search for the optimal attack strategy in the proposed model, and the error of state estimation result induced by
the attacks is devised to quantify the potential physical influences-attack benefits. Eventually, numerical joint simu-
lation experiments are conducted on the SCYBER NODE-14BUS coupling test system, and the results show that
the coordinated attack model proposed in this paper is more destructive. Compared with the traditional isolated
physical attack without considering the cyber network, the identified weak nodes can also consider the influence of
the cyber devices and guide the allocation of defense resources.
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'\'/g E%Er&%i%&g Table 2 The vulnerability analysis of
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= | E %g | W0 fAdsG WERE Rk
= ida8l B Cnl Bus 2 31.65 16.66
= B
B ol L C-n2 Bus 4 32.51 16.40
1 2 3 4 5 6 7 8 9 10 11 12 13 14
B Cn3 Bus 6 30.60 11.27
Cn4 Bus 7 0.67 15.26
Bl s 7ERMBCA R R A s B s 055 o
Fig.8 Difference percentage in voltage amplitude under Cin 6 Bus 10 1.00 19.54
optimal attack strategy Cn7 Bus 13 La4 870
. , Cn 8 Bus 14 1.25 6.20
# 1 HERFBGEE R - -
Table 1  Attack effect under different attack methods N J—— N .
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o 1 23 2534 . .
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W 2% Mk f(A0) 0.022 0.103 0.2333
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Table 3  The vulnerability analysis of power equipment under different discrete degrees of false data
BHURESHH FAN I B B KW Bt AT (%)

BELLFR S Bus 2 Bus 4 Bus 6 Bus 7 Bus 8 Bus 10 Bus 13 Bus 14
Ny =Nj =4 7.18 20.88 13.36 18.25 6.54 16.03 9.02 6.31
Ny =N§ =6 8.31 19.95 12.97 17.66 6.43 17.38 10.50 6.80
N§ =N§ =38 8.11 20.45 12.27 17.66 6.97 17.54 9.70 7.20
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sk A

® Al NS2 PIEEMZKNSHICE
Table A1  The parameters of cyber network in NS2
A e i3 (Mbps) I SE (ms)
Cnl Cn2 60 60
C-n2 C-n6 60 20
Cn2 Cn8 60 20
Cn7 Cn8 60 20
Cn7 C-n6 60 20
Cnl Cn3 60 60
Cn3 Cn4 60 20
Cn3 Cnb 60 20
C-n4 Cnb 60 20
* A2 EAEGERE EAERIIFRP CVSS ¥4
Table A2 The CVSS standards of each cyber node
W5 WEID AR BRI IR A
Cnl CVE-2016-8366 3.4 3.9 7.3
C-n2 CVE-2016-8366 3.4 3.9 7.3
C-n3 CVE-2016-8366 3.4 3.9 7.3
C-n4 CVE-2017-14470 2.7 2.8 5.5
C-n5 CVE-2017-14470 2.7 2.8 5.5
C-n6 CVE-2017-14470 2.7 2.8 5.5
C-n7 CVE-2018-16210 5.9 3.9 9.8
C-n8 CVE-2018-16210 5.9 3.9 9.8
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