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A Survey on Adversarial Machine Learning for Cyberspace Defense
YU Zheng-Fei*? YAN Qiao® ZHOU Yun"®

Abstract Machine learning has the ability to learn in various conditions, and becomes a research hotspot and an
important direction for cyberspace defense. Unfortunately, machine learning models have potential risks of suffering
adversarial attacks in the cyberspace and may become the weakest part of the defense system. Therefore, it is of
great benefit to discuss cyberspace defense scenarios and the fundamental issues about the possibility and security of
using machine learning algorithms, which is the basis of building cyberspace defense system with machine learning
models later on. Adversarial machine learning for cyberspace defense is an interdisciplinary research field. In this
paper, we provide a comprehensive review of works related to this filed. Firstly, we present the background and re-
lated works of cyberspace defense and adversarial machine learning. Secondly, we provide a model to describe the
adversarial model of attack against machine learning in cyberspace defense systems, and thoroughly assess its secur-
ity attributes under specific threat scenarios. Specifically, we discuss the methods of launching evasion attacks in
the test phase, launching poisoning attacks in the training phase, and launching privacy violation in the whole
phase for cyberspace defense systems. On the basis of this, we study how to strengthen the machine learning mod-
els with different defense mechanisms in cyberspace. Finally, we discuss the future works and challenges of research
on adversarial machine learning in cyberspace defense.
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Table 1  Related surveys about adversarial machine learning
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HLER 5 I BAAA LRI IH L LRk HHRIRHLAR ST EFAR I HAR 2020
'I‘.}‘l.rea.t of‘adveriarial attacks on deep learning in computer YR B LA R 2 TR F et 5 57 2018
vision: A survey’
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ca%3D%26id _secteur _activite%3D%26
date_ operation%3D%26mots _ cles%3D

%22%3E%3Cscript%3Ealert %28%27Xss
%20By%20AtmO0n3r%27%29%3C /script
%3E%26x%3D40%26y%3D12

(a) il s ARV AT

(a) Encoded obfuscation codes

ca=&id _secteur activite=
&date operation=&mots cles=
"> <script>alert('Xss

By AtmOn3r')< /script>
&x=40&y=12

(b) MDA SR AR AR
(b) Decoded original codes
K1 IRVE RS 4 AR L A IR AR A XA P
Fig.1  Original codes decoded and restored by

obfuscated codes®™
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Table 3  Classfication of attacks against machine learning based on threat model
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Adversarial attack and defense methods for cyberspace defense
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Table 4 Typical adversarial attacks for cyberspace defense
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[67] AT A Mok R g R WL, 20 ) T B St s
ST A7 W B i B PEREAE 52 6] B2 SO o A SRR, AT 55
[68] sy E}\'f#ﬁ{}nﬂ im%mﬁ
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______________

B3 Repish () AR e ()
Fig.3 Mimicry attacks (top) and reverse mimicry
attacks (bottom)™
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Fig.4 The original (left) and modified (right) PDF file
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Fig.5 The cross-model transferability matrix!
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