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Out-of-Distribution Detection for
Reliable Face Recognition

Chang Yu, Xiangyu Zhu, Member, IEEE, Zhen Lei

Abstract—In real applications, face recognition systems are al-
ways faced with non-face inputs and low-quality faces due to
the complicated conditions like mis-detections by face detectors.
However, in deep learning based methods, these outliers are always
ignored during training phase and the models tend to make unrea-
sonable decisions on these images. For example, matching a texture-
rich patch to an old-man face overconfidently. We formulate
this challenge on the task of out-of-distribution detection (OOD),
where a network must determine whether or not an input is outside
of the set on which the network can safely perform. In this paper, we
propose to detect out-of-distribution samples based on uncertainty
prediction and the L2-norm of features, so as to effectively filter out
non-face and low-quality faces. We demonstrate that the proposed
method can reliably detect out-of-distribution samples and improve
the performance of face recognition, without the need of labelled
OOD data.

Index Terms—Face recognition, low-quality, non-face, out-of-
distribution detection.

I. INTRODUCTION

N RECENT years, face recognition has witnessed great
I improvements due to the application of deep learning [1]-[9].
However, the data-driven strategy also brings a challenge: The
images sent into the face recognition systems are not always
appropriate for recognition. There may be low-resolution faces,
motion-blurred faces, occluded faces and even background
patches due to the unconstrained scenarios and the failure of
the face detection. Unfortunately, since the face recognition
engine has never seen such low-quality faces before, it probably
makes unreasonable decisions on these outliers. As shown in
Fig. 1, the similarity scores between faces and some background
patches may be higher than that between intra-identity faces.
One common solution is to train an extra model to judge the
quality of images and filter out the bad ones. However, the image
quality for face recognition models is somewhat subjective and
not easy to label, which makes the quality prediction unreliable.

In this paper, we propose to detect low-quality inputs under
the framework of out-of-distribution (OOD) detection [10]. It
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Fig. 1.
and non-faces. It can be seen that the scores between faces and some background
patches may be higher than that between intra-identity faces.

The scores (the cosine-similarity of the two features) between faces

requires networks to be aware of uncertainty when out-of-
distribution examples such as unrecognizable and irrelevant ones
appear. Based on OOD detection, the network can not only
extract the feature vectors, but can also output the certainty of
features.

There are OOD detection works by integrating generative
models. Lee ef al. [11] use GAN with specially-designed loss to
generate OOD samples for training. CCU [12] chooses Gaussian
mixture model (GMM) for density estimation and uses TinyIm-
ageNet [13] as a proxy of all possible examples to estimate the
density of OOD examples during training. Besides generative
methods, Shalev ef al. [14] combine the outputs of five similar
networks to detect OOD samples. Yu et al. [15] utilize addi-
tional OOD data during the training process for unsupervised
learning. ODIN [16] adds disturbances during the test process
to distinguish OOD data.

Most of these methods concentrate on the close-set classi-
fication problem, where the training set and testing set share
the same categories and the predicted probabilities of each
category is a strong indicator for OOD detection. Differently,
face recognition is usually an open-set problem. The nearest
neighborhood classifier with cosine-similarity is usually used to
perform classification without the probability of the predefined
classes. Therefore, applying OOD in face recognition is not a
trivial problem.

Some work has been done for the confidence of the networks.
DeVries et al. [17] propose to train a confidence branch unsuper-
visely by interpolating between the original softmax prediction
and the label, where the degree of interpolation is indicated by
the confidence. Liu et al. [ 18] propose the decoupled convolution
operators to weaken the inputs with small norms, which are
regarded as the low-confident ones.
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In this paper, we propose to perform OOD detection in face
recognition based on uncertainty and the L2-norm of features.
The uncertainty of each sample is unsupervisely predicted by
attenuating the influence of outliers during training. Moreover,
we find the L2-norm of feature vectors are also useful for the
OOD detection. With the uncertainty and the feature norm, the
network can learn out-of-distribution samples without the com-
plex generative models or extra OOD labels. This method can
effectively filter out non-face images and improve the baseline
of general OOD detection, so as to improve the robustness of
face recognition system.

The main contributions of this work includes:

1) This paper proposes an unsupervised method to predict the
uncertainty of each sample by attenuating the influence of low-
quality samples during training, so as to filter out the non-face
images.

2) We find that when incorporating uncertainty, the L2-norm
of the feature vector becomes useful to detect OOD samples,
which can be combined with the uncertainty to further improve
the OOD detection.

3) The proposed OOD detection method can not only effec-
tively filter out non-face images, but also improve the perfor-
mance of face recognition.

II. METHOD

This part introduces the uncertainty learning in face recog-
nition training and the OOD detection using the L2-norm of
features in face recognition.

A. Uncertainty Prediction

Taking softmax loss as an example. Given an input feature
vector x;, and its corresponding label y;, the softmax loss can
be formulated as:

efyz
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where IV denotes the number of training samples, f,, refers
to the i-th output of the classification layer, and C' denotes the
number of classes.

In the process of network learning, the softmax loss tries
to classify all the samples correctly, including the out-of-
distribution (OOD) samples. This training strategy forces the
model to give every sample a clear prediction even when it is
impossible. As a result, when encountering a real OOD sample
during testing, the model still outputs a high probability, which
confuses the classification process.

To reduce the impact of OOD samples during training and
identify them during testing, we introduce uncertainty [19] to the
softmax loss and use the maximum of softmax as the measure
of certainty following Hendrycks et al. [10]. The softmax loss
with uncertainty can be formulated as:
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can be adjusted accord;ng to the degree of attenuation. The

samples with low uncertainty s will adaptively decrease its loss
L, and attenuate its influence in the training.
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Fig. 2.
branch. It is used to regress the maximum value of softmax so as to predict
the uncertainty s for OOD detection during testing.

Besides, the deep networks use the loss function for feature
learning, so that the samples of the same identities are as close as
possible in the mapping space. The low-quality or OOD inputs
might affect the aggregation within the classes. By weaken-
ing the influence of low-confidence samples during training,
the in-distribution samples within the classes will be closer,
achieving a higher classification accuracy in classification and
the uncertainty s can identify the OOD samples during testing.

Note that the uncertainty s depends on the classification layer
[fyrs fyss - fyo |- Different from general classification tasks,
face recognition always contains hundreds of thousands of or
even millions of classes. Thus, uncertainty prediction operation
is computational cost. To improve efficiency, we add an uncer-
tainty branch to predict the uncertainty s, as illustrated in Fig. 2.
The final loss is formulated as:

N
1 elv;
L,=— e** log .
NS 2= e/
1 N
_ 2
Lu - N Zl | fc - S | 9
L= Ls + TLU, (3)

where f. refers to the output of the uncertainty branch, L
denotes the softmax loss with uncertainty, L,, denotes the loss
of uncertainty branch, and r is a hyper-parameter to balance L
and L. during training.

With this loss, we not only improve the efficiency, but also
reduce the model parameters by discarding the classification

layer [fy,, fyss s fyc] during testing.

B. OOD in Face Recognition

For out-of-distribution detection in face recognition, face
samples are regarded as in-distribution, and non-face samples
are regarded as OOD. Ranjan et al. [20] observe that a high-
quality face tends to have a higher L2-norm than a blur one.
As there is no baseline for OOD face detection, we intuitively
choose the L2-norm of features || f(z)||2 as the OOD detector.
However, there still exist out-of-distribution faces with high
L2-norm. As illustrated in Fig. 2, by introducing uncertainty
to the training process, it is found that the correlation between
the L2-norm and OOD becomes more significant and it is more
reliable to use L2-norm as a clue for OOD detection. Moreover,
by combining uncertainty and L2-norm, the performance can
be further improved. Thus, we can obtain the OOD detector for
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Fig.3. The correlation between the uncertainty s and the L2-norm of features.
The blue cross represents the OOD samples, and the magenta cross represents
the in-distribution samples. Compared with (a) the distribution of L2-norm
between OOD samples and in-distribution samples in (b) is more separable.
After introducing uncertainty to the training process, the correlation between
L2-norm and OOD become more significant.

face recognition as
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where s denotes the uncertainty predicted by the uncertainty
branch and || f(z)||2 refers to the L2-norm of features. The
hyper-parameter  is chosen on the basis of the recognition
performance in our experiment.

III. EXPERIMENT

In this part, we examine the effectiveness of the proposed
OOD detection method in face recognition problem.

A. Datasets

MS-Celeb-1IM MS-Celeb-1M [21], is a wild dataset for
Large-Scale Face Recognition. It remains about 5 million images
after cleaning [3].

LFW Labeled Faces in the Wild (LFW) [22] is a widely used
database for unconstrained face verification. It contains 13,233
images and each identity has one or several samples.

CPLFW Cross-Pose LFW (CPLFW) [23] is a renovated
dataset of LFW. CPLFW emphasizes pose difference between
images from the same identity which makes verification more
challenge. It has 12,000 samples, and each identity has one or
two samples.

TinyImageNet The Tiny ImageNet (TinyImageNet) [13] is
a subset of ImageNet [24] . It contains 10,000 test images from
200 different classes.

LSUN The Large-scale Scene Understanding dataset
(LSUN) [25] consists of 10,000 test images from 10 different
scenes.

SVHN The Street View House Numbers (SVHN) contains
26,032 test images from 10 digit classes, which obtained from
house numbers in Google Street View images.

In face recognition, we choose the MS-Celeb-1M as the
training set. LFW and CALFW as regarded as in-distribution
testing datasets, and TinyImageNet, LSUN and SVHN as OOD
datasets. The samples in the OOD datasets are resized to
120 x 120 to keep the same size as the face images.

IEEE SIGNAL PROCESSING LETTERS, VOL. 27, 2020

B. CNN Architecture

All the CNN models in the experiments follow the same
ResNet64 architecture similar to Zhu et al. [2]. The additional
uncertainty branch for OOD detection in face recognition con-
tains two fc layers. All the networks are trained on 2 GeForce
1080 GPUs with batch size 128 and momentum 0.9. The learning
rate begins with 0.01 and is divided by 10 when the loss does
not decrease until the learning rate is 0.00001. We first train
the network with the loss L, until the network converges for
initialization and then use the loss L to train it jointly. The
hyper-parameter r and A are both set to 1 during training. All
methods are implemented on PyTorch [26].

C. Evaluation Metrics

This paper follows the same metrics used by Hendrycks et al.
[10] to measure the effectiveness of the OOD detector.

FPR@95% TPR This shows the probability that an OOD
sample is misclassified as in-distribution when the true positive
rate is 95%. Networks with better performance should have
lower FPR at 95% TPR.

AUROC AUROC is the Area under the Receiver Operating
Characteristic curve. A perfect OOD detector should correspond
to an AUROC score of 100%.

AUPR AUPR is the Area under the Precision-Recall curve.
A perfect network has an AUPR of 100%. During testing, in-
distribution images are regarded as positives.

D. OOD Detection Results

Table I shows the results of OOD detection. The Baseline is
trained by only softmax and the Baseline with uncertainty is
trained by Eqn.(2). Both of them directly use L2-norm to filter
out the OOD samples. Our method combines the uncertainty
prediction and the L2-norm and employs the strategy in Eqn.(4)
to filter out the OOD samples. We can see that after introducing
the uncertainty learning during training, the FPR@TPR=95%
can be reduced by 60% to 40%, since the correlation between L2-
norm and OOD become more significant. Moreover, our method
further improves the FPR @ TPR=95% by 5.1% to 1%, and other
evaluation metrics are also increased by about 1%, which makes
the OOD detection in Face Recognition work well. It shows that
the performance of OOD detection has been greatly improved
by introducing the uncertainty prediction and the L2-norm of
features.

In real face recognition systems, we want to recognize a test
set with OOD samples and get a higher recognition accuracy.
However, current methods separate the evaluations of OOD
detection and recognition. In this paper, we mix CPLFW and
other three OOD datasets separately and directly use TPR @FPR
= 1% and TPR@FPR = 0.1% to evaluate the accuracy of face
recognition on the mixed datasets. For each sample filtered out
by the OOD detector, we set its feature to zero. In Table II,
the FR refers to a common face model trained by softmax and
the Baseline directly uses L2-norm to filter out OOD samples.
Taking the results on CPLFW+TinylmageNet as an example, the
common face model degrades seriously when dealing with OOD
data and only achieves 5.20% @FPR = 0.1%. After introducing
L2-norm to filter out OOD samples, we get a slightly better
accuracy 8.78% @FPR = 0.1%. Finally, our method gets the
best performance and achieves 50.45% @FPR = 0.1%, which
demonstrates the effectiveness of our method. Besides, we can
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TABLE I
OOD DETECTION FOR FACE RECOGNITION ON RESNET64

OOD dataset

FPR@TPR=95% |

AUROC

AUPR 1

Baseline / Baseline with uncertainty / Ours

ResNet6d TinyImageNet 75.99 / 26.15 / 12.80 44.86 /91.97 / 97.14 52.20 / 91.86 / 97.48
LFW LSUN 50.61 / 16.33 / 9.54 70.34 / 96.05 / 98.02 69.32 / 96.39 / 98.33
SVHN 54.54 /27.44/ 15.85 55.73 1 92.46 / 95.87 32.96 / 83.27 / 90.77
ResNet6d TinyImageNet 70.36 / 15.90 / 11.08 74.79 1 96.53 1 97.85 81.73 / 96.89 / 98.40
CPLEW LSUN 4233 /8.11/822 88.04 / 98.42 / 98.39 90.26 / 98.65 / 98.81
SVHN 51.03 /15.42 / 14.15 75.68 1 96.78 / 97.24 62.75 / 93.46 / 95.29
TABLE II 80
FACE VERIFICATION ON THE MIXED DATASET —¥- Imagehet
—e— LSUN
—&— SVHN
) TPR TPR
Mixed Dataset Method @FPR=1% @FPR=0.1% o
O\ 60
FR 41.43 5.20 =
CPLFW+TinyIlmageNet Baseline 55.05 8.78 ™
Ours 72.03 50.45 3
FR 81.30 54.77 Il 404
CPLFW+LSUN Baseline 82.12 54.95 o
Ours 81.63 64.53 &
FR 77.98 32.28 ®
CPLFW+SVHN Baseline 78.50 32.15 o
Ours 83.48 65.98 & 204
100
—»—~ @FPR=1%
—¥— @FPR=0.1% 0 T
0 ' § 2 3 4 5
80 A
&'\\ Fig.5. The FPR@TPR = 95% of OOD detection on LFW and the correspond-
ing OOD dataset with different A. With the increase of A, the loss attenuation
Y 601 for uncertainty samples is enhanced.
X
o P T T
o
&~ 40
= with the CNN architecture of ResNet64, and analyze the change
of FPR@TPR = 95% of OOD detection. As shown in Fig. 3,
. with the increase of A, the performance of the OOD detector is
gradually improved and we get a best result when A = 2. But if
A is too large, the network ignores the effective information and
ol gets degraded performance.
6500 7000 7500 8000 8350 9000
6 (threshold to filter out OOD data)
IV. CONCLUSION
Fig. 4. The face recognition performance of our method on the mixed dataset

(CPLFW+TinyImageNet) with different threshold §. With the increase of d,
both of the TPR@FPR = 1% and the TPR@FPR = 0.1% on the mixed dataset
gradually rise to the peak and then decline.

see that the improvement of TPR@FPR = 0.1% is more sig-
nificant than TPR@FPR = 1% since the OOD samples mainly
affect the face pairs with relatively lower cosine-similarity.

The effect of the hyper-parameter ¢ in Eqn.(4) is illustrated in
Fig. 3. With the increase of d, the face recognition performance
on the mixed dataset gradually rises to the peak and then de-
clines. The decline of the curves is because the in-distribution
face samples will also be filtered out if ¢ is too large. Besides,
TPR@FPR = 1% and TPR@FPR = 0.1% reach their peaks at
different thresholds . For this mixed dataset, we set the § to
8350.

Another important hyper-parameter is A, which is used to
weaken the uncertainty samples. In the experiments above, A is
set to 1. We conduct an experiment to explore the impact of A.
By setting A = 0.5, 1, 2, 5, we train our model on MS-Celeb-1M

In this paper, we propose to detect out-of-distribution faces
based on the uncertainty prediction and the L2-norm of features,
so as to effectively filter out non-face and low-quality faces.
We demonstrate that the proposed method can reliably detect
out-of-distribution samples and improve the performance of
face recognition. We hope that our method will bring some
inspiration to the problem of OOD detection.
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