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   Abstract—Secure platooning control plays an important role in
enhancing  the  cooperative  driving  safety  of  automated  vehicles
subject  to  various  security  vulnerabilities.  This  paper  focuses  on
the distributed secure control issue of automated vehicles affected
by  replay  attacks.  A  proportional-integral-observer  (PIO)  with
predetermined  forgetting  parameters  is  first  constructed  to
acquire the dynamical information of vehicles. Then, a time-vary-
ing parameter and two positive scalars are employed to describe
the temporal behavior of replay attacks. In light of such a scheme
and the  common properties  of  Laplace  matrices,  the  closed-loop
system with PIO-based controllers is transformed into a switched
and  time-delayed  one.  Furthermore,  some  sufficient  conditions
are derived to achieve the desired platooning performance by the
view  of  the  Lyapunov  stability  theory.  The  controller  gains  are
analytically  determined  by  resorting  to  the  solution  of  certain
matrix  inequalities  only  dependent  on  maximum  and  minimum
eigenvalues  of  communication  topologies.  Finally,  a  simulation
example is provided to illustrate the effectiveness of the proposed
control strategy.
    Index Terms—Automated  vehicles, platooning  control, proportio-
nal-integral-observers (PIOs), replay attacks, time-delays.
  

I.  Introduction

THE volume of traffic has been ever-increasing due mainly
to  the  rapid  development  of  urban  transportation  net-

works  and  highway  systems.  While  providing  the  conve-
nience of economic and social development, vehicles give rise
to many considerable social problems, such as frequent traffic
accidents,  increasingly  severe  traffic  congestion  as  well  as
increasingly  energy  cost [1]–[3].  Platooning  control,  as  one
effective  means,  has  been  developed  to  overcome  such
impressive issues by ensuring that vehicles run on roads as a
team  with  the  desired  spacing  and  the  same  speed [4]–[7].
This kind of model not only guarantees the safety of vehicles
but also increases transportation efficiency and hence has been
attracted  a  great  deal  of  attention  from  scholars.  There  is  no
doubt  that  platooning  control  is  essentially  formation  control
of  multi-agent  systems,  for  which the  related approaches  can
be  utilized  to  generate  the  desired  platoon  strategies.  In  the
past few years, some interesting results have been reported in
the  literature,  see [8] and  the  references  therein.  Compared
with traditional  multi-agent  systems,  the spacing strategy has
to  be  prioritized  in  platooning  control.  Typical  strategies
include,  but  are  not  limited to,  constant  spacing [9],  constant
time headway [10], as well as variable time headway [11].

H∞

It  should  be  mentioned  that  state-feedback  control  strate-
gies  can  realize  better  platooning  performance  than  output-
feedback  ones.  However,  in  practical  scenarios,  the  whole
motion information on mobile vehicles cannot be easily mea-
sured directly. Therefore, it is necessary to propose an obser-
ver to estimate the motion information of vehicles in real time.
Proportional-integral  observers  (PIOs)  have  been  developed
recently when the influence of accumulated estimate errors is
a  concern [12].  PIO  is  an  extension  of  the  Luenberger
observer. Compared with the traditional Luenberger observer,
the  structure  of  PIOs  involves  an  additional  integral  term,
which makes it  more robust  and has better  steady-state accu-
racy [13]–[15].  For  instance,  PIOs  with  gain  variations  have
been developed in [14] in the framework of  filtering. The
state-of-charge  estimation  based  on  RC  battery  models  has
been  utilized  in [16] to  verify  the  superiority  of  proposed
PIOs. The technique of unknown input proportional multiple-
integral  observer  has  been  proposed  in [17] to  estimate  the
lumped disturbance of heterogeneous vehicle platoons subject
to  disturbances  and  modeling  errors,  and  a  novel  PIO-based
fault-tolerant  tracking  controller  has  been  developed  in [18]
for  automobile  active  suspensions  encountered  with  actuator
faults and parameter uncertainties. Recently, a PIO-based out-
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put  tracking  control  scheme  has  been  developed  in [19] for
time-delayed  Markov  jump  systems,  where  equivalent  input
disturbance  approaches  have  been  utilized  to  improve  the
rejection  performances.  To  the  authors’ knowledge,  the
research of PIO-based control is still in the primary stage, and
the corresponding platooning control is still open, which is the
motivation of our current research.

Automated  vehicles  will  improve  traffic  safety  and  effi-
ciency  thanks  to  information  can  be  exchanged  wirelessly
between vehicle-to-vehicle  (V2V) or  vehicle-to-infrastructure
(V2I). However, under dense deployment scenarios, and with
the  introduction  of  connected  automated  vehicles  that  the
requirements  for  communication  bandwidth  will  also  be
higher,  so  V2V  communication  will  also  face  challenges  in
terms  of  reliability  and  communication  bandwidth.  5G is  the
latest generation of communication technology. The 5G tech-
nology  ensures  the  network  speed,  reliability  and  time  delay
of  communication.  The  application  of  5G  communication
technology to the Internet  of Vehicles can optimize the com-
munication system of current autonomous driving technology
and  improve  the  data  transmission  rate.  The  5G  technology
plays  an  important  role  in  vehicle  delay  processing.  It  can
improve the  response speed of  vehicles,  take  vehicle  instruc-
tions in time, adjust vehicle driving information, and improve
system safety. It is indispensable to guarantee the information
exchange among vehicles in the task of platooning control via
open V2V or V2I networks [20]–[22]. Due mainly to the net-
work vulnerability, attacks could have the capability of invad-
ing  communication  networks  and  generate  great  impacts  on
the  driving  safety  of  vehicles  and even cause  fatal  accidents.
Generally  speaking,  common  attacks  can  be  divided  into
deception  attacks [23]–[27],  denial  of  service  attacks [28]–
[31] and  replay  attacks [32], [33].  Among  several  feasible
attack  mechanisms,  replay  attacks  have  been  evaluated  as
being particularly dangerous. The replay attack is to replay the
recorded historical data to the vehicle. Since the replayed data
information is  outdated,  the system performance is  degraded,
and even the stability of  the platooning is  endangered.  In the
past  few  years,  some  preliminary  results,  focusing  on  secure
platooning  control,  have  been  reported  in  the  literature.  For
instance, an adaptive control scheme by means of neural net-
works has been proposed in [34] to achieve secure platooning
control under deception attacks,  and a resilient control proto-
col has been developed in [35] to realize the internal stability
of vehicular physical systems under denial of service attacks.
Furthermore, an adaptive control algorithm by considering the
attack mitigation has been proposed in [36] to copy with a pla-
toon formation undergoing cyber threats. In addition, a robust
reset  controller  combined with a delay-robust  speed synchro-
nization  controller  have  been  designed  in [37] to  satisfy
energy-to-peak performance of a connected vehicle subject to
replay attacks, and a long short-term memory neural-network-
based  model  has  been  proposed  in [38] for  detecting  replay
attack and amplitude-shift attack. It is worth pointing out that
the influence of replay attacks has received less research atten-
tion in theoretical analysis, not to mention that the platooning

control of automated vehicles is a concern.
Replay  attacks  have  some  typical  characteristics  a)  an

uncertain instant of their occurrence; b) an uncertain instant of
historical data stored in caches; and c) the uncertain duration.
Currently  reported  mathematical  models  cannot  be  easily
embedded  in  the  process  of  performance  analysis,  which
results  in  enormous  difficulties  in  security  control.  Further-
more, in the context of distributed platooning control, the fol-
lowing three fundamental challenges are identified: 1) how to
provide a new approach to describe replay attacks; 2) how to
establish a  unified analysis  framework under  PIO-based con-
trollers  and  replay  attacks;  and  3)  how  to  develop  a  control
scheme whose computation burden is  insensitive to the num-
ber of vehicles. As such, this paper devotes itself to providing
satisfactory  answers  about  these  three  identified  challenges,
and  the  corresponding  contributions  are  highlighted  as  fol-
lows:  1)  A  time-varying  parameter  and  two  positive  scalars
are  introduced  to  deal  with  the  temporal  behavior  of  replay
attacks, under which the discussed system is transformed into
a  switched  and  time-delayed  one;  2)  A  sufficient  condition
dependent  on  the  duration  and  the  active  ratio  of  replay
attacks  is  received  via  the  Lyapunov  stability  theory;  3)  The
desired gains of PIO-based controllers are designed by resort-
ing  to  the  solution  of  certain  matrix  inequalities  only  depen-
dent  on maximum and minimum eigenvalues  of  communica-
tion topologies.

The  remaining  sections  of  this  paper  are  structured  as  fol-
lows. Section II formulates the PIO-based control problem for
automated vehicles subject to replay attacks. Then, the stabil-
ity analysis and the gain design of desired controllers are pre-
sented in Section III. In Section IV, an illustrative example is
given to show the effectiveness of the proposed scheme. The
conclusions are provided in Section V.  

II.  Problem Formulation and Preliminaries

N +1

0
1

This paper focuses on a homogeneous platoon of  vehi-
cles driving on a straight highway. Such a platoon includes a
leading  vehicle  indexed  by  and N following  vehicles
indexed  from  to N.  Vehicles  share  their  status  information
through  the  V2V communication  protocol,  such  as  the  abso-
lute position, the speed as well as the acceleration. The objec-
tive  of  platooning  control  is  to  ensure  that  the  entire  platoon
moves at the same speed and meanwhile maintains a constant
distance between the front and rear vehicles.

G = (V,E,L)
V = {1,2, . . . ,N} E ⊆ V×V

L = [li j] ∈
Rn×n

li j , 0 (i, j) ∈ E li j = 0
(i, i) lii = 0,∀i ∈ V

Ni = { j ∈ V | li j , 0} L

Vehicles in a homogeneous platoon communicate with their
neighbors via V2V channels. The V2V communication topol-
ogy  is  described  by  a  triple  with  the  set

 for N following  vehicles,  the  set 
for edges indicating the information exchange among follow-
ing  vehicles,  and  the  associated  adjacency  matrix 

 representing the weights of V2V communication. Specif-
ically  if ,  otherwise .  Furthermore,  the
self-loop  is excluded in the graph, that is, .
The following vehicle j is called as a neighbor of the follow-
ing vehicle i if its information can be accessed by the vehicle i
and  the  corresponding  neighboring  set  is  denoted  by

.  The  Laplacian  matrix  induced  by  is
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H = [hi j]N×N hi j = −li j i , j hi j =∑
j∈Ni li j i = j

Q = diag{q1,q2, . . . ,qN} qi = 1
qi = 0

qi = 1

described  as  with  for  and 
 for .  Considering  the  role  of  the  leader,  intro-

duce  a  pinning  matrix  with  or
.  The  following  vehicle i can  receive  the  command  of

the leader via V2V channels only when .
Assumption  1: The  graph G associated  with N following

vehicles is  undirected,  and there exists  at  least  one following
vehicle to accept the command of the leader.

In light of the linearized third-order model adopted in litera-
ture [15], [39], [40], [41], the longitudinal dynamics of the i-th
vehicle are described by
 

π
...
p i(t)+ p̈i(t) = ui(t) (1)

pi(t) ∈ R ṗi(t) = vi(t) ∈ R p̈i(t) = ai(t) ∈ R

ui(t) ∈ R

where ,  and  denote,
respectively,  the  absolute  position,  velocity  and  acceleration;
π represents  the  time  delay  in  the  powertrain  systems;

 is the desired control input imposed on the i-th vehi-
cle.

xi(t) = [pi(t),
vi(t),ai(t)]T

For convenience, select the stacked state vector 
 and then obtain the following dynamical model of

the i-th vehicle:
 

ẋi(t) = Axi(t)+Bui(t) (2)
where
 

A =


0 1 0
0 0 1
0 0 −1/π

 , B =


0
0

1/π

 .
Furthermore,  discretizing  the  above  system  with  the  sam-

pling period h results in
 

xi(k+1) =Axi(k)+Bui(k) (3)
where
 

A =


1 h 0
0 1 h

0 0 e−
h
π

 , B =


0
0

1− e−
h
π

 .

yi(k) ∈ Rny

Benefiting  from  the  development  of  information  technolo-
gies,  vehicles  are  usually  embedded  with  some  onboard  sen-
sors  capable  of  sensing partial  motion information and could
also  transmit  this  information  to  related  neighbors  through
V2V  communication  networks  to  realize  safe  driving.  The
measurement output  of sensors in the i-th vehicle is
described by
 

yi(k) = Cxi(k) (4)
Cwhere  is a known matrix of compatible dimensions.

Assumption 2: The phenomena of time delays or packet loss
do not occurred for V2V communication.

It should be pointed out that whole motion information of a
moving following vehicle could be unavailable in most practi-
cal scenarios. As such, the following onboard observer is con-
structed  to  estimate  the  specific  information  of  positions,
velocities, and accelerations
 

x̂i(k+1) =Ax̂i(k)+Bui(k)

+L1(yi(k)−Cx̂i(k))+L2ξi(k)

ξi(k+1) = h̄ξi(k)+ (yi(k)−Cx̂i(k))

(5)

x̂i(k) = [ p̂i(k), v̂i(k), âi(k)]T

xi(k) ξi(k)
L1

L2 h̄

B

where  is  the  estimate  of  vehicle
state ,  and  refers  to  the  accumulation  (i.e.,  integral
for  continuous  cases)  of  the  estimated  output  errors.  and

 are  the  observer  gain  matrices  to  be  designed,  and  is  a
predetermined forgetting parameter. In comparison with tradi-
tional  ones,  the  constructed  observer  involves  an  accumula-
tion  loop  and  hence  is  essentially  a  PIO  with  a  forgetting
parameter.  The  introduced  accumulation  loop  can  effectively
reduce  the  accumulated  errors  and  improves  the  estimation
performance.  On  the  other  hand,  the  matrix  is  of  full-col-
umn ranks and, therefore, can be decomposed to
 

EBF =
 E1

E2

BF =
 ∆0

 (6)

E = [ET
1 ET

2 ]T △
B

where  and F are two orthogonal matrices and 
is the nonzero singular value of .

ũi(k)
For  the  purpose  of  achieving  the  platooning  control  objec-

tive,  the ideal PIO-based  control  signal  of  the i-th  fol-
lowing vehicle is designed as follows:
 

ũi(k) =K(∑
j∈Ni

li j(x̂i(k)− x̂ j(k)− d̄i j)

+qi(x̂i(k)− x0(k)− d̄i0)
)

(7)
d̄i j = [di j,0,0]T K = [kp,

kv,ka]
di j = di0−d j0 d̄i j

with the predetermined vector , where 
 is  the  desired  controller  gain  to  be  designed.  Here,

 in  the  vector  represents  a  prescribed  con-
stant spacing [9] between the vehicle i and the vehicle j. Such
a spacing reflects the physical safety.

Due  to  the  vulnerability  of  communication  channels,  the
actual control  signal  could  suffer  from replay  attacks.  Under
this kind of attack, attackers want to destroy the platoon per-
formance via recording and covering the historically transmit-
ted data. In this situation, the actual control law is modeled by
 

ui(k) = δkũi(k)+ (1−δk)ũi(p) (8)

δk

where p is a unknown positive scalar reflecting the recording
instant  of  attackers,  and  is  an  indicator  function  used  to
describe whether the attacker launches a replay attack. Specif-
ically, one has
 

δk =

{
0, replay attacks launched

1, otherwise.
(9)

kr
Lr = [kr,kr + τ̄r) τ̄r

[ka,kb) Ω(ka,kb)
Λ(ka,kb) Ω(ka,kb)

∪
Λ(ka,kb) = [ka,kb) Ω(ka,kb)

∩
Λ(ka,kb) = ∅ Ω(ka,kb) = ∪r∈NLr ∩ [ka,kb) Λ(ka,

kb) = [ka,kb) \Ω(ka,kb)

|Ω(ka,kb)| |Λ(ka,kb)|

The replay attack should last a certain duration to realize the
destroyed  aim.  In  other  words,  the  running  duration  can  be
divided  into  the  attack-active  duration  and  attack-silent  one.
As  such,  let  us  denote  as  the  attack  launched  instant,  and

 as the rth attack time interval, where  is the
duration  of  the rth  replay  attack.  As  such,  the  time  interval

 can  be  divided  into  two  subintervals  and
 with  and 

 where  and 
,  under  which  the  replay  attacks  are

active  and  silent,  respectively.  Furthermore,  the  correspond-
ing duration lengths are denoted as  and .

To  facilitate  the  performance  analysis,  define  the  estimate
error and the platoon tracking errors as follows: 
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x̃i(k) = xi(k)− x̂i(k)

ep
i (k) = pi(k)− p0(k)−di,0

ev
i (k) = vi(k)− v0(k)

ea
i (k) = ai(k)−a0(k).

(10)

It is not difficult to obtain from (3) and (5) that
 

x̃k+1 = (IN ⊗A)x̃k − (IN ⊗L1C)x̃k

− (IN ⊗L2)ξk
ξk+1 = h̄(IN ⊗ Iny )ξk + (IN ⊗C)x̃k

(11)

with
 

x̃k = [ x̃T
1 (k) x̃T

2 (k) · · · x̃T
N(k) ]T

ξk = [ ξT1 (k) ξT2 (k) · · · ξTN(k) ]T .

τk
τk = k− p

0 < s ≤ τk ≤ m

τ̄r = m− s+1
ẽi(k) =

[ep
i (k),ev

i (k),ea
i (k)]T

In  what  follows,  let  us  introduce  a  time-varying  parameter
 and two positive scalars m and s to deal with the temporal

behavior of replay attacks. Specifically, one denotes 
satisfying ,  and  then  transforms  the  addressed
platoon  system into  a  class  of  time-varying  delayed  systems,
where the scalar  reflects the maximum duration
of  continuous  replay  attacks.  Subsequently,  denote 

,  and  obtain  the  platoon  tracking  error
dynamics from (3) and (8) as follows:
 

ẽi(k+1) =



Aẽi(k)+BK(∑
j∈Ni

li j(ẽi(k)− ẽ j(k)

− x̃i(k)+ x̃ j(k))+qi(ẽi(k)− x̃i(k))
)

+Ad̄i,0− d̄i,0, δk = 1

Aẽi(k)+BK(∑
j∈Ni

li j(ẽi(k−τk)

− ẽ j(k−τk)− x̃i(k−τk)+ x̃ j(k−τk))

+qi(ẽi(k−τk)− x̃i(k−τk))
)

+Ad̄i,0− d̄i,0, δk = 0.
For the purpose of notational simplicity, denote

 

ẽk = [ ẽT
1 (k) ẽT

2 (k) · · · ẽT
N(k) ]T

d̄ = [ d̄T
1,0 d̄T

2,0 · · · d̄T
N,0 ]T .

Then, the compact form of the platoon tracking error can be
written as
 

ẽk+1 =


(IN ⊗A)ẽk +W ⊗ (BK)ẽk −W

⊗ (BK)x̃k + (IN ⊗A)d̄− d̄, δk = 1

(IN ⊗A)ẽk +W ⊗ (BK)ẽk−τk −W

⊗ (BK)x̃k−τk + (IN ⊗A)d̄− d̄, δk = 0

(12)

W = H+Q (IN ⊗A)d̄− d̄ = 0with .  Furthermore,  taking  into
consideration, one has
 

ẽk+1 =


(IN ⊗A)ẽk +W ⊗ (BK)ẽk

−W ⊗ (BK)x̃k, δk = 1

(IN ⊗A)ẽk +W ⊗ (BK)ẽk−τk

−W ⊗ (BK)x̃k−τk , δk = 0.

(13)

The  platoon  performance  is  related  with  the  matrix W dis-
closed  the  complex coupled  nature.  Because W is  a  symmet-
ric real matrix, applying the spectral decomposition results in
 

W = VΘVT (14)
Θ = diag{λ1,λ2, . . . ,λN}
λi i = 1,2, . . . ,N λ1 ≤ λ2 ≤ · · ·

≤ λN
ek = (VT ⊗ I)ẽk x̄k = (VT ⊗ I)x̃k ξ̄k = (VT ⊗ I)ξk

where  the  matrices  and V are  com-
posed of  the  eigenvalues  ( )  with 

 and  corresponding  eigenvectors  of W.  Then,  denoting
,  and , one has

 

ek+1 =


(IN ⊗A)ek +Θ⊗ (BK)ek

−Θ⊗ (BK)x̄k, δk = 1

(IN ⊗A)ek +Θ⊗ (BK)ek−τk

−Θ⊗ (BK)x̄k−τk , δk = 0.

(15)

ηk = [x̄T
k ξ̄

T
k eT

k ]TDefine . Then, it follows from (11) and (15)
that the augmented closed-loop system is:
 

ηk+1 =

{ A1ηk, δk = 1

A2ηk +Bηk−τk , δk = 0
(16)

where
 

A11
1 = IN ⊗A− IN ⊗L1C

A33
1 = IN ⊗A+Θ⊗BK

A11
2 = IN ⊗A− IN ⊗L1C

A1 =


A11

1 −(IN ⊗L2) 03N×3N

IN ⊗C h̄(IN ⊗ Iny ) 0Nny×3N

−Θ⊗ (BK) 03N×Nny A33
1


A2 =


A11

2 −(IN ⊗L2) 03N×3N

IN ⊗C h̄(IN ⊗ Iny ) 0Nny×3N

03N×3N 03N×Nny IN ⊗A


B =


03N×3N 03N×Nny 03N×3N

0Nny×3N 0Nny×Nny 0Nny×3N

−Θ⊗ (BK) 03N×Nny Θ⊗ (BK)

 .
τk δkRemark  1: In  this  paper,  two  variables  and  are

employed  to  transform  the  system  suffering  from  replay
attacks into a switched time-delayed one. Such a method is an
effective and novel attempt to deal with the challenges of this
kind  of  attack.  Furthermore,  it  is  not  difficult  to  understand
that the system performance is affected by both the maximum
duration  of  continuous  replay  attacks  and  the  ratio  between
duration lengths of active and silent attacks.

Before  further  discussion,  we introduce the  following defi-
nition, which will be used in the future analysis.

G

Definition 1: The homogeneous vehicle  platoon system (3)
with an attacked control protocol (8) under a given undirected
communication graph  is said to achieve the desired platoon-
ing control objective with a prescribed constant spacing, if its
platoon tracking error dynamics (13) satisfies
 

lim
k→∞
∥ẽk∥ = 0, ∀i, j ∈ V (17)

or equivalently 
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lim
k→∞
∥ek∥ = 0, ∀i, j ∈ V (18)

for its transformed dynamics (15).

K L1 L2

In summary, the objective of this paper is to design a PIO-
based  control  protocol  (7)  under  replay  attacks  such  that  the
vehicle platoon (1) with V2V communication topologies satis-
fying  Assumption  1  achieves  the  formation  with  given  con-
stant  inter-vehicle  spacing.  In  other  words,  the  resulting  pla-
toon tracking error  dynamics  (13)  satisfies  (17)  by designing
suitable matrix parameters ,  and .  

III.  Main Results

In  this  section,  the  platoon  performance  is  analyzed  for  a
class  of  homogeneous  automated  vehicles  subject  to  replay
attacks with the help of switched system theories and then the
desired PIO-based controller  gains  are  achieved via  the solu-
tion of certain matrix inequalities. Now, the following lemma
is first put forward to the controller design.

B
BN = PB

Lemma 1 [42]: For the matrix , there exists a nonsingular
matrix N guaranteeing  if  the  matrix P can  be
decomposed as
 

P = ET
 P1 0

0 P2

E = ET
1 P1E1+ET

2 P2E2

P1 > 0 P2 > 0where  and .
k1 < k2 ∈ N

[k1,k2]
N(k1,k2) N0 ≥ 0

ϵa

Assumption  3 [43]: For  any ,  the  number  of
off/on  replay  attacks  occurring  on  the  interval  is
denoted by . There exist the chatter bound  and
the average dwell time (ADT)  such that
 

N(k1,k2) ≤ N0+
k2− k1

ϵa
. (19)

N0 = 0Without loss of generality, we choose  in this paper.
k1 < k2 ∈ N ϱa ∈

(0,1] [k1,k2]
Assumption  4: For  any ,  the  proportion 

 of attack active on the interval  satisfies
 

ϱa >
|Ω(k1,k2)|

|Ω(k1,k2)|+ |Λ(k1,k2)| . (20)
  

A.  Platoon Performance Analysis
This subsection will provide a sufficient condition to ensure

that  the  augmented  closed-loop  system  (16)  is  stable  via  the
famous Lyapunov stability theory.

L1 L2 K

P
R µ > 1 0 < α0 < µα1 0 < α1 < µα0
0 < κ < 1 γ > 1

Theorem  1: Consider  the  vehicle  platoon  (1)  with  V2V
communication  topologies  satisfying  Assumption  1.  Assume
that  the  gain  matrices ,  and  in  a  PIO-based  control
protocol (7) are predetermined. The vehicles subject to replay
attacks  achieve  the  formation  with  given  constant  inter-vehi-
cle  spacing  if  there  are  two  positive  definite  matrices  and

,  and  positive  scalars , , ,
 and  satisfying  the  following  matrix  inequali-

ties:
 

α1AT
1PA1−α1(1− κ)P+ (m− s+1)R < 0 (21)

  Π11 Π12

Π21 Π22

 < 0 (22)

ϵa ϱaand the ADT  and the proportion of attack active  satisfy
 

ϵa > ϵ
∗
a =

− lnµ
(1−ϱa) ln(1− κ)+ϱa ln(1+γ)

(23)

where
 

Π11 = α0AT
2PA2−α0(1+γ)P+ (m− s+1)R

Π12 = α0AT
2PB, Π21 = α0BTPA2

Π22 = α0BTPB− (1+γ)R.
Proof: According to the discussion in the problem formula-

tion,  the  addressed  platoon  analysis  is  transformed  into  the
stability  analysis  of  the  augmented  closed-loop  system  (16).
To this end, let us employ the Lyapunov function
 

Vδk ,k = αδkη
T
k Pηk +V2k +V3k (24)

with
 

V2k =

k−1∑
r=k−τk

ηT
r Rηr, V3k =

k−s∑
l=k−m+1

k−1∑
r=l

ηT
r Rηr

P R

Vk

where  and  are two positive definite matrices. Due to the
effect from replay attacks, the system (16) is a switching one,
and hence the difference of  along with such a  system has
two cases, which will be handled separately.

k, k+1 ∈ Λ(ka,kb) δk = 1
δk+1 = 1

Case  I: The  instants ,  that  is,  and
.

α1η
T
k PηkCalculating the difference of  leads to

 

α1η
T
k+1Pηk+1−α1η

T
k Pηk

= α1
{
ηT

k+1Pηk+1− κηT
k Pηk − (1− κ)ηT

k Pηk
}

= α1
{(

A1ηk
)TP(A1ηk

)− κηT
k Pηk − (1− κ)ηT

k Pηk
}

= ηT
k (α1AT

1PA1−α1(1− κ)P)ηk − κα1η
T
k Pηk. (25)

Meanwhile, one can obtain the difference of its second and
third items
 

∆V2k = V2,k+1−V2k

=

k∑
r=k−τk+1+1

ηT
r Rηr − (1− κ)

k−1∑
r=k−τk

ηT
r Rηr

− κ
k−1∑

r=k−τk
ηT

r Rηr

= ηT
k Rηk +

k−1∑
r=k−τk+1+1

ηT
r Rηr

− (1− κ)
k−1∑

r=k−τk
ηT

r Rηr − κ
k−1∑

r=k−τk
ηT

r Rηr

= ηT
k Rηk − (1− κ)ηT

k−τkRηk−τk

− (1− κ)
k−1∑

r=k−τk+1

ηT
r Rηr

+

k−1∑
r=k−τk+1+1

ηT
r Rηr − κ

k−1∑
r=k−τk

ηT
r Rηr

= ηT
k Rηk − (1− κ)ηT

k−τkRηk−τk
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+

k−1∑
r=k−s+1

ηT
r Rηr +

k−s∑
r=k−τk+1+1

ηT
r Rηr

− (1− κ)
k−1∑

r=k−τk+1

ηT
r Rηr − κ

k−1∑
r=k−τk

ηT
r Rηr

≤ ηT
k Rηk − (1− κ)ηT

k−τkRηk−τk

+

k−s∑
r=k−m+1

ηT
r Rηr − κ

k−1∑
r=k−τk

ηT
r Rηr (26)

and
 

∆V3k = V3,k+1−V3k

=

k−s+1∑
l=k−m+2

k∑
r=l

ηT
r Rηr − (1− κ)

k−s∑
l=k−m+1

k−1∑
r=l

ηT
r Rηr

− κ
k−s∑

l=k−m+1

k−1∑
r=l

ηT
r Rηr

=

k−s∑
l=k−m+1

k∑
r=l+1

ηT
r Rηr − (1− κ)

k−s∑
l=k−m+1

k−1∑
r=l

ηT
r Rηr

− κ
k−s∑

l=k−m+1

k−1∑
r=l

ηT
r Rηr

=

k−s∑
l=k−m+1

(ηT
k Rηk −ηT

l Rηl+ κ

k−1∑
r=l

ηT
r Rηr)

− κ
k−s∑

l=k−m+1

k−1∑
r=l

ηT
r Rηr

≤ (m− s)ηT
k Rηk −

k−s∑
r=k−m+1

ηT
r Rηr

− κ
k−s∑

l=k−m+1

k−1∑
r=l

ηT
r Rηr. (27)

Synthesizing (25)−(27), one has
 

∆V1,k ≤ ηT
k (α1AT

1PA1−α1(1− κ)P)ηk

+ (m− s+1)ηT
k Rηk

− (1− κ)ηT
k−τkRηk−τk − κα1η

T
k Pηk

− κ
k−1∑

r=k−τk
ηT

r Rηr − κ
k−s∑

l=k−m+1

k−1∑
r=l

ηT
r Rηr

= ηT
k (α1AT

1PA1−α1(1− κ)P+ (m− s+1)R)ηk

− (1− κ)ηT
k−τkRηk−τk − κV1,k (28)

which means
 

V1,k+1 ≤ (1− κ)V1,k. (29)
k, k+1 ∈Ω(ka,kb) δk = 0

δk+1 = 0
Case II: The instants ,  that is,  and

.
Vδk ,kSimilarly,  taking  the  difference  of  the  first  item  in 

along with the system (16) results in
 

α0η
T
k+1Pηk+1−α0η

T
k Pηk

= α0
{(

A2ηk +Bηk−τk
)TP(A2ηk +Bηk−τk

)
+γηT

k Pηk − (1+γ)ηT
k Pηk

}
= α0
{
ηT

k AT
2PA2ηk +η

T
k AT

2PBηk−τk

+ηT
k−τk BTPA2ηk +η

T
k−τk BTPBηk−τk

+γηT
k Pηk − (1+γ)ηT

k Pηk
}

= ηT
k (α0AT

2PA2−α0(1+γ)P)ηk +α0η
T
k AT

2PBηk−τk

+α0η
T
k−τk BTPA2ηk +α0η

T
k−τk BTPBηk−τk

+γα0η
T
k Pηk. (30)

Meanwhile, one can obtain the difference of its second and
third items
 

∆V2k =

k∑
r=k−τk+1+1

ηT
r Rηr − (1+γ)

k−1∑
r=k−τk

ηT
r Rηr

+γ

k−1∑
r=k−τk

ηT
r Rηr

≤ ηT
k Rηk − (1+γ)ηT

k−τkRηk−τk

+

k−s∑
r=k−m+1

ηT
r Rηr +γ

k−1∑
r=k−τk

ηT
r Rηr. (31)

and
 

∆V3k =

k−s+1∑
l=k−m+2

k∑
r=l

ηT
r Rηr − (1+γ)

k−s∑
l=k−m+1

k−1∑
r=l

ηT
r Rηr

+γ

k−s∑
l=k−m+1

k−1∑
r=l

ηT
r Rηr

≤ (m− s)ηT
k Rηk −

k−s∑
r=k−m+1

ηT
r Rηr

+γ

k−s∑
l=k−m+1

k−1∑
r=l

ηT
r Rηr. (32)

Synthesizing (30)−(32), one has
 

∆V0,k ≤ ηT
k (α0AT

2PA2−α0(1+γ)P)ηk +α0η
T
k AT

2PBηk−τk

+α0η
T
k−τk BTPA2ηk +α0η

T
k−τk BTPBηk−τk

+ηT
k Rηk − (1+γ)ηT

k−τkRηk−τk

+

k−s∑
r=k−m+1

ηT
r Rηr + (m− s)ηT

k Rηk

−
k−s∑

r=k−m+1

ηT
r Rηr +γη

T
k Pηk
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+γ

k−1∑
r=k−τk

ηT
r Rηr +γ

k−s∑
l=k−m+1

k−1∑
r=l

ηT
r Rηr

= ηT
k (α0AT

2PA2−α0(1+γ)P+ (m− s+1)R)ηk

+ηT
k−τk (α0BTPB− (1+γ)R)ηk−τk

+α0η
T
k AT

2PBηk−τk +α0η
T
k−τk BTPA2ηk +γV0,k

= ζT
k Πζk +γV0,k (33)

where
 

ζt = [ ηT
k ηT

k−τk ]T

Π =

 Π11 Π12

Π21 Π22

 .
Furthermore, it follows from the above inequality that:

 

V0,k+1 ≤ (1+γ)V0,k. (34)

ka < k0 < k1 < k2 < · · ·
< kl−1 < kl < k < kb Ω(ka,kb)∪Λ(ka,kb) δk = 0

In  what  follows,  let  us  investigate  the  stability  of  the  aug-
mented  closed-loop  system  (16).  Without  loss  of  generality,
we assume that the switching instants are 

 in . If , it is easy
from (29) and (34) to deduce that
 

V0,k ≤ (1+γ)k−kl V0,kl

≤ µ(1+γ)k−kl V1,kl

≤ µ2(1+γ)k−kl (1− κ)kl−kl−1V1,kl−1

≤ · · ·
≤ µN(ka,k)(1+γ)|Ω(ka,k)|(1− κ)|Λ(ka,k)|Vδka,ka . (35)
δk = 1Similarly, if , one has

 

V1,k ≤ (1− κ)k−kl V1,kl

≤ µ(1− κ)k−kl V0,kl

≤ µ2(1− κ)k−kl (1+γ)kl−kl−1V0,kl−1

≤ · · ·
≤ µN(ka,k)(1− κ)|Λ(ka,k)|(1+γ)|Ω(ka,k)|Vδka,ka . (36)

After that, synthesizing (35) and (36) results in
 

Vδk ,k ≤ µN(ka,k)(1− κ)|Λ(ka,k)|

× (1+γ)|Ω(ka,k)|Vδka,ka .

In order to guarantee the stability of the closed-loop system
(16), the following condition is needed:
 

µN(ka,k)(1− κ)|Λ(ka,k)|(1+γ)|Ω(ka,k)| < 1

which means
 

µ
|Λ(ka ,k)|
ϵa (1− κ)|Λ(ka,k)|µ

|Ω(ka ,k)|
ϵa (1+γ)|Ω(ka,k)| < 1.
ϵa ϱaNoting the definition of the ADT  and the proportion ,

we have
 

Vδk ,k ≤ (µ1/ϵa (1− κ))|Λ(ka,k)|(µ1/ϵa (1+γ))|Ω(ka,k)|Vδka,ka

< Vδka,ka

if

 

|Ω(ka,k)|
|Λ(ka,k)| <

ϱa

1−ϱa
< − 1/ϵa lnµ+ ln(1− κ)

1/ϵa lnµ+ ln(1+γ)
.

Finally,  considering  the  ADT and  the  relationship  between
the  closed-loop  system  (16)  and  the  platoon  tracking  error
dynamics (13), one has that the desired platoon performance is
achieved, which completes the proof. ■

L2 = 0
It  is  worth  noting  that  the  PIO-based  control  scheme  (7)

proposed in this paper is quite general. Specifically, if ,
the  proposed  controller  will  be  degenerated  into  a  traditional
observer-based one.  As such,  a  corollary about  Theorem 1 is
provided as follows.

L2 = 0 L1 K

P̃ R̃ µ > 1
0 < α0 < µα1 0 < α1 < µα0 0 < κ < 1 γ > 1

Corollary  1: Consider  the  vehicle  platoon  (1)  with  V2V
communication  topologies  satisfying  Assumption  1.  When

,  assume  that  the  gain  matrices  and  in  an
observer-based  control  protocol  (7)  are  predetermined.  The
vehicles  subject  to  replay  attacks  achieve  the  formation  with
given  constant  inter-vehicle  spacing  if  there  are  two  positive
definite  matrices  and ,  and  positive  scalars ,

, ,  and  satisfying  the
following matrix inequalities:
 

α1AT
3 P̃A3−α1(1− κ)P̃+ (m− s+1)R̃ < 0 (37)

  Υ11 Υ12

Υ21 Υ22

 < 0 (38)

ϵa ϱaand the ADT  and the proportion of attack active  satisfy
 

ϵa > ϵ
∗
a =

− lnµ
(1−ϱa) ln(1− κ)+ϱa ln(1+γ)

where
 

Υ11 = α0AT
4 P̃A4−α0(1+γ)P̃+ (m− s+1)R̃

Υ12 = α0AT
4 P̃B̃, Π21 = α0B̃T P̃A4

Υ22 = α0B̃T P̃B̃− (1+γ)R̃

A3 =

 IN ⊗A− IN ⊗L1C 03N×3N

−Θ⊗ (BK) IN ⊗A+Θ⊗BK


A4 =

 IN ⊗A− IN ⊗L1C 03N×3N

03N×3N IN ⊗A


B̃ =
 03N×3N 03N×3N

−Θ⊗ (BK) Θ⊗ (BK)

 .
  

B.  Observer-Based Controller Design
In  the  above  subsection,  a  sufficient  condition  has  been

developed  to  guarantee  the  desired  platoon  performance.  In
this  subsection,  a  set  of  solvable  conditions will  be  proposed
to obtain the PIO-based controller gains.

P1 P2 P31 P32
L̄1 L̄2 K̄ µ > 1 0 < α0 < µα1

0 < α1 < µα0 0 < κ < 1 γ > 1 i ∈ {1,N}

Theorem  2: Consider  the  vehicle  platoon  (1)  with  V2V
communication  topologies  satisfying  Assumption  1.  If  there
are five positive definite matrices , , ,  and R, three
matrices ,  and ,  positive  scalars , ,

,  and  such  that,  for ,  the
following matrix inequalities:
 

Ξ1i =

 −α1(1− κ)P+ (m− s+1)R ∗
Ψi −α1P

 < 0 (39)
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and
 

Ξ2i =


Π̄11 ∗ ∗

0 −(1+γ)R ∗
Π̄31 Π̄32i −α0P

 < 0 (40)

hold, where
 

P = diag{P1,P2,P3}, P3 = ET
1 P31E1+ET

2 P32E2

Ψi = α1


P1A−L̄1C −L̄2 0

P2C h̄P2 0

−λiBK̄ 0 P3A+λiBK̄


Π̄11 = −α0(1+γ)P+ (m− s+1)R

Π̄31 = α0


P1A−L̄1C −L̄2 0

P2C h̄P2 0
0 0 P3A


Π̄32i = α0


0 0 0
0 0 0

−λiBK̄ 0 λiBK̄


L1 = P−1

1 L̄1 L2 = P−1
1 L̄2 K =

F∆−1P−1
31∆FT K̄

ϵa
ϱa

then  the  vehicles  with  a  PIO-based  control  protocol  (7)  with
the  gains  given  by , ,  and 

 achieve  the  formation  with  given  constant
inter-vehicle  spacing.  Furthermore,  and  the  ADT  and  the
proportion of attack active  satisfy
 

ϵa > ϵ
∗
a =

− lnµ
(1−ϱa) ln(1− κ)+ϱa ln(1+γ)

.

P = diag{I⊗P1, I⊗P2, I⊗P3}
R = I⊗R

Proof: Note  that  the  matrices  in  (21)  and  (22)  are  block
diagonal  if  selecting  and

,  and  thus  such  two  inequalities  can  be  reorganized
as follows:
 

α1AT
1iPA1i−α1(1− κ)P+ (m− s+1)R < 0 (41)

and
  Π11 Π12i

Π21i Π22i

 < 0 (42)

i = 1,2, . . . ,Nfor , where
 

A1i =


A−L1C −L2 0
C h̄I 0

−λiBK 0 A+λiBK


A2 =


A−L1C −L2 0
C h̄I 0
0 0 A


Bi =


0 0 0
0 0 0

−λiBK 0 λiBK


Π11 = α0AT

2 PA2−α0(1+γ)P+ (m− s+1)R

Π12i = α0AT
2 PBi, Π21i = α0BT

i PA2

Π22i = α0BT
i PBi− (1+γ)R.

By  resorting  to  the  Schur  complement  lemma,  the  above
inequalities are true if and only if
  −α1(1− κ)P+ (m− s+1)R ∗

A1i −(α1P)−1

 < 0 (43)

and
 

Π̄11 0 ∗
0 −(1+γ)R ∗

A2 Bi −(α0P)−1

 < 0 (44)

where
 

Π̄11 = −α0(1+γ)P+ (m− s+1)R.

diag{I,α1P} diag{I, I,α0P}
In  what  follows,  by  pre-multiplying  and  post-multiplying

(43)  and  (44)  by  and  and  their
transpose, one cannot difficultly obtain:
  −α1(1− κ)P+ (m− s+1)R ∗

α1PA1i −α1P

 < 0 (45)

and
 

Π̄11 0 ∗
0 −(1+γ)R ∗

α0PA2 α0PBi −α0P

 < 0. (46)

P = diag{P1,P2,P3}
To  obtain  the  desired  gains,  we  first  choose  the  structure

 and then have
 

PA1i =


P1A−P1L1C −P1L2 0

P2C h̄P2 0
−λiP3BK 0 P3A+λiP3BK


PBi =


0 0 0
0 0 0

−λiP3BK 0 λiP3BK

 .
PA1i PBi

P3BK

B
P31 > 0 P32 > 0

ℵ P3 = ET
1 P31E1+ET

2 P32E2

P3B = Bℵ

It should be pointed out that both  and  in the above
two  inequalities  contain  the  nonlinear  term ,  which
makes  it  difficult  to  be  solved  and  obtain  controller  parame-
ters. Since  is of column full ranks, by means of Lemma 1,
one has that there exist two matrices  and  and
a  nonsingular  matrix  such  that ,
and .

ℵK = K̄ P1L1 = L̄1 P1L2 = L̄2
i = 1,2, . . . ,N

λ1 ≤ λi ≤ λN
ςi ∈ [0,1] λi = ςiλ1+ (1−ςi)λN

Letting ,  and ,  one  has  that
(45) and (46) are true if (39) and (40) hold for .
In  what  follows,  due  to ,  there  exists  a  scalar

 such  that .  Furthermore,  one
has
 

Ξ1i = ςiΞ11+ (1−ςi)Ξ1N

Ξ2i = ςiΞ21+ (1−ςi)Ξ2N .

Ξ11 < 0 Ξ1N < 0 Ξ21 < 0
Ξ2N < 0

Hence,  it  can  be  deduced  from , , 
and  that (45) and (46) are also true.

P3BK = BℵKFinally, further considering the relationship ,
that is,
 

P3ET
 ∆0

FTK = ET
 ∆0

FTℵK (47)

P31∆FTK = ∆FTℵK = ∆FT K̄ K =one  has ,  which  means 
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F∆−1P−1
31∆FT K̄ . ■

Corresponding to the analysis result in Corollary 1, one has
the following design condition about the desired gains.

L2 = 0 P̃1 P̃31 P̃32

R̃ L̃1 K̃ µ > 1
0 < α0 < µα1 0 < α1 < µα0 0 < κ < 1 γ > 1
i ∈ {1,N}

Corollary  2: Consider  the  vehicle  platoon  (1)  with  V2V
communication  topologies  satisfying  Assumption  1.  When

, if there are four positive definite matrices , , 
and ,  two  matrices  and ,  positive  scalars ,

, ,  and  such  that,  for
, the following matrix inequalities:

 

Ξ3i =

 −α1(1− κ)P̃+ (m− s+1)R̃ ∗
Ψ̃i −α1P̃

 < 0 (48)

and
 

Ξ4i =


Ῡ11 ∗ ∗
0 −(1+γ)R̃ ∗
Ῡ31 Ῡ32i −α0P̃

 < 0 (49)

hold, where
 

P̃ = diag{P̃1, P̃3}, P̃3 = ET
1 P̃31E1+ET

2 P̃32E2

Ψ̃i = α1

 P̃1A−L̃1C 0

−λiBK̃ P̃3A+λiBK̃


Ῡ11 = −α0(1+γ)P̃+ (m− s+1)R̃

Ῡ31 = α0

 P̃1A−L̃1C 0
0 P̃3A


Ῡ32i = α0

 0 0

−λiBK̃ λiBK̃


L1 = P̃−1

1 L̃1 K = F∆−1P̃−1
31∆FT K̃

ϵa
ϱa

then the vehicles  with an observer-based control  protocol  (7)
with the gains given by  and 
achieve the formation with given constant  inter-vehicle spac-
ing. Furthermore, and the ADT  and the proportion of attack
active  satisfy
 

ϵa > ϵ
∗
a =

− lnµ
(1−ϱa) ln(1− κ)+ϱa ln(1+γ)

.

τk

m− s

ϖ1 ϖ2

Remark  2: From  the  defenders’ perspective,  the  designed
controller  should  defend  against  continuous  attacks  with  a
longer duration, in other words, the security of controlled sys-
tems  is  high.  As  discussed  in  the  problem  formulation,  the
influence of replay attacks is disclosed by a time-delayed sig-
nal ,  and  the  maximum  duration  of  continuous  replay
attacks is the same with the induced duration occurring time-
delays.  Generally  speaking,  the  actual  upper  bound of  replay
attacks  is  unknown,  and  cannot  be  accurately  obtained  by
defenders.  As  such,  the  developed  approach  is  conservative
and  robust.  From  the  viewpoint  of  defenders,  the  defender
with  the  designed  controller  can  receive  a  tolerable  worst
attack  cases  by  optimizing  the  value  of  and m,  corre-
sponding to the attack duration and the delay of recorded his-
torical  data.  As  such,  one  has  the  following  multi-objective
optimization problem with the priority  and  solvable:
 

max ϖ1(m− s)+ϖ2m

s.t. (39), (40).
Finally,  it  is  not  difficult  to  see  from  Theorem  1  that  the

m− s+1
solvability  of  matrix  inequalities  is  dependent  on  the  time
interval  of  the  attack-active  duration “ ”.  Particularly,
the larger the time interval, the smaller the solvability.

Remark  3: So  far,  we  have  established  a  distributed  PIO-
based control scheme for a class of connected automated vehi-
cles  subject  to  replay  attacks.  The  feasibility  of  the  vehicles’
platoon  has  been  transformed  into  the  solvability  of  a  set  of
matrix  inequalities  only  related  to  the  minimum  and  maxi-
mum eigenvalues  of  communication topologies.  As such,  the
developed result is independent of the number of vehicles and
hence satisfies the scalability requirement.  

IV.  Simulation Results

In  this  section,  a  vehicle  platoon  composed  of  one  leader
(labeled  as  0)  and  three  followers  (labeled  as  1,  2,  3)  is  pre-
sented to validate the effectiveness of the proposed PIO-based
control protocol.  The simulation duration is set  as 100 s,  and
the  desired  spacing  between  front  and  rear  vehicles  during
platoon driving is set as 10 m.  

A.  Simulation Scenarios and Gain Design

0.5

The configuration of the vehicle platoon is shown in Fig. 1.
The  time-delayed  parameter π in  the  powertrain  systems  is
assumed to be . The Laplacian matrix H related to the V2V
communication  topology  among  three  following  vehicles  is
chosen as:
 

H =


0.5 −0.5 0
−0.5 1 −0.5

0 −0.5 0.5


Q = diag{1,0,1}

C = [1 −1 0]
and  the  pinning  matrix  is .  Finally,  the  mea-
surement matrix is .
  

3 2 1 0
 
Fig. 1.     Vehicle platoon configuration.
 

h̄ α0 α1 1s
0.8 0.005 5 0.01 1.3

In  what  follows,  the  sampling period h,  forgetting parame-
ter , and the positive constants κ, γ,  and  are taken as ,

, , ,  and ,  respectively.  With  the  help  of  the
MATLAB software with Sedumi toolboxes, the satisfied gains
of PIO-based controllers are as follows:
 

L1 =
[

1.7127 0.3557 −0.0018
]T

L2 =
[
−0.0047 −0.0016 0.0008

]T
K =

[
−0.1134 −0.4675 −0.1862

]
.

  

B.  Simulation Results

x0 = [ 50 5 0 ]T x1 =

[ 20 5.8 0 ]T x2 = [ 10 6.4 0 ]T x3 = [ 0 7.8 0 ]T

15s 21s

In this simulation, the initial states of the leader vehicle and
three  following  vehicles  are  set  as , 

,  and , respec-
tively.  Furthermore,  the  replay  attacks  is  continuously
occurred  from  to ,  and  the  duration  of  each  replay
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7s m = 7 s = 1attack is  (that is  and ).

xi i = 0,1,2,3

v0 = 5 m/s

The  simulation  results  are  deployed  in Figs.  2–4.  Specifi-
cally, Fig.  2 shows  the  state  trajectories  of  ( )
with  the  PIO-based  controller  and Fig.  3 shows  the  trajecto-
ries of open-loop cases. Compared to these figures, we cannot
difficultly see that the position spacing of each vehicle can be
guaranteed, and the velocity of each vehicle converges to the
leader’s  velocity .  As such,  the  formation with  the
given safety spacing can be achieved, which demonstrates the
effectiveness  of  the  proposed  control  scheme. Fig.  4(a)  plots
the  spacing  errors  among  vehicles,  that  satisfy  the  space
requirement (i.e., no more than 10 m) within the initial adjust-
ment  stage.  This  further  verifies  the  safety  of  all  vehicles

when  at  the  wheel. Fig.  4(b)  provides  the  velocity  errors
among vehicles, which will converge to zero.  

V.  Conclusion

In  this  paper,  we have  investigated  the  PIO-based platoon-
ing  control  for  homogeneous  connected  automated  vehicles
subject  to  replay  attacks.  First,  a  PIO  has  been  developed  to
estimate  the  desired  state  of  vehicles.  Then,  the  closed-loop
system based on the PIO has been transformed into a switched
and  time-delayed  one  for  the  convenience  of  performance
analysis and parameter design. In the framework of Lyapunov
stability, some sufficient conditions have been derived and the
desired  controller  gains  have  been  formulated  via  the  solu-
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Fig. 2.     State trajectories of the closed-loop system: (a) Vehicles’ positions;
(b) Vehicles’ relative positions to the leader; (c) Vehicles’ velocities.
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Fig. 3.     State  trajectories  without  controllers:  (a)  Vehicles’ positions;  (b)
Vehicles’ relative positions to the leader; (c) Vehicles’ velocities.
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tions  of  certain  matrix  inequalities  only  dependent  on  maxi-
mum and minimum eigenvalues of communication topologies.
Further research topics include the extension of the developed
results  to  other  cyber  physical  systems [44], [45] or  further,
disclosing the influence of replay attacks.
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Fig. 4.     The error trajectories for vehicle platoon system under the proposed
controller.
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