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Abstract. This paper presents a prototype design and implementation of se-
cured mobile phones based on embedded fingerprint recognition systems. One 
is a front-end fingerprint capture sub-system and the other is a back-end finger-
print recognition system based on smart phones. The fingerprint capture sub-
system is an external module which contains two parts: an ARM-Core proces-
sor LPC2106 and an Atmel Finger Sensor AT77C101B. The LPC2106 proces-
sor controls the AT77C101B sensor to capture the fingerprint image. In the fin-
gerprint recognition system, a new fingerprint verification algorithm was im-
plemented on internal hardwares. The performance of the proposed system, 
with 4.16% equal error rate (EER) was examined on Atmel fingerprints data-
base. The average computation time on a 13 MHz CPU S1C33 (by Epson) is 
about 5.0 sec.  

1   Introduction  

In the vast majority of the current mobile phones, the only security measure to prevent 
unauthorized use of the mobile phones is the digital Personal Identification Number 
(PIN). As the amount of sensitive information stored in mobile phones increases, the 
need for better security increases as well. Personal identification using biometrics, i.e. 
personal physiological or behavioral traits, is one of the most promising “real” appli-
cations of pattern recognition [1]. Fingerprint sensing is often deemed the most “prac-
tical” biometric option for mobile phones because of low cost and accuracy. 

The embedded system based on biometric authentication is applied as the platform 
of personal identification. Many new methods have been developed in the field of the 
hardware and software components designs. Ahyoung Sung etc. [2] provided a test 
data selection technique using a fault injection method for hardware and software 
interaction. El-Kharashi, M.W. etc. [3] proposed a flow for hardware/software co-
design including coverification, profiling, partitioning, and co-synthesis. 
                                                           
1  Corresponding author: Jie Tian, Telephone: 8610-62532105; Fax: 8610-62527995. 
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This paper presented a mobile security system based on fingerprint recognition. 
Section 2 presents the details of fingerprint recognition algorithm. Section 3 describes 
the proposed mobile security system. Experimental results with the proposed system 
are shown in Section 4. Section 5 concludes our work. 

2   Fingerprint Recognition Algorithms 

The block diagram of our fingerprint verification system is shown in Figure 1. It is 
composed of 4 stages: first, read the fingerprint image (128x128pixels); second, apply 
image filters based on frequency domain; third, extract minutiae from the fingerprints; 
and finally match the input template and enroll template. The proposed algorithm can 
be easily implemented on hardwares such as mobile phones. 

 
Fig. 1. The flowchart of fingerprint verification system 

2.1   Frequency Domain Enhancement 

Fingerprints exhibit a well defined local ridge orientation and ridge spacing in spatial 
domain. Fingerprint features are characterized by certain frequency components in the 
spectrum. We call this “clouds” as high energy annulus.  

Using polar coordinates, the filter function [4] of the proposed algorithm is ex-
pressed as: 
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When the ridge map of each filtered image is obtained, the next step is to combine 
them to generate an enhanced fingerprint and convert it into a binary image. The bi-
narizing and minutiae extraction algorithm are given by Lin Hong et. al [5]. 

2.2   Fingerprint Matching Algorithm 

The proposed matching algorithm has two steps. First, X.P.Luo’s matching method 
[6] has been used to process the coarse match. A changeable bounding box is applied 
during the matching process which makes it more robust to nonlinear deformations 

 
 

  
        Off-line Enrollment phase 

        On-line verification phase 

 

 

 

Fingerprint 
Capture 

Fingerprint 
Preprocessin

Feature 
Extraction 

Fingerprint 
Capture 

Fingerprint 
Preprocessin

Feature 
Extraction 

Minutia 
Matching 

Match 
Template 

Enroll 



 A Secured Mobile Phone Based on Embedded Fingerprint Recognition Systems 551 

 

between the fingerprint images. Then X.J. Chen’s method [7] is used to compute the 
similarity between the template and input fingerprints. 

3   The Mobile Security System 

The mobile security system is composed of two sub-systems, front-end fingerprint 
capture sub-system and back-end fingerprint recognition sub-system based on BIRD 
smart phone E868 [8]. The structure of the whole system is shown in Figure 2.  

The fingerprint capture sub-system is an external module. The main parts of the 
sub-system are an ARM-Core processor LPC2106 and an Atmel Finger Sensor 
AT77C101B. The LPC2106 processor receives the commands from the smart phone 
via UART interface, controls the AT77C101B sensor to capture the fingerprint image, 
and sends it to the smart phone. 

 

 

Fig. 2. The mobile security system block diagram 

3.1   ARM Core Processor 

The LPC2106 ARM-Core processor is manufactured by Philips Company [9]. It is a 
powerful processor with an ARMTDMI-S core, working at 60 MHz. It has a 128 
kilobyte on-chip Flash and a 64 kilobyte on-chip Static RAM. Moreover, the proces-
sor is as compact as 7mm×7 mm in size.  It can be operated in two low power work-
ing modes which make it suitable for mobile applications. 

3.2   Atmel Finger Sensor 

Atmel’s AT77C101B FingerChip IC for fingerprint image capture combines detection 
and data conversion circuitry in a single rectangular CMOS die [10]. It captures the 
image of a fingerprint as the finger is swept vertically over the sensor window. It 
requires no external heat, light or radio source.  

The AT77C101B sensor is divided into two sections: sensor array and data conver-
sion. The sensor array comprises an array of 8 rows by 280 columns, giving 2240 
temperature-sensitive pixels and one column selection circuit. The data conversion 
consists of an analog signal amplifier, two 4-bits Analog-to-Digital Converter (ADC) 
and a digital signal output circuit. 
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4   Experimental Results 

We have developed a fingerprint mobile phone prototype based on BIRD smart phone 
E868 as shown in Figure 3. The central processing unit of the E868 is a 16-bit em-
bedded processor S1C33. The processor is produced by Epson Company and its 
working frequency is 13 MHz. 

 

            

Fig. 3. The prototype of fingerprint mobile phone 

Figure 4 shows some examples of original captured fingerprints and enhanced 
thinned fingerprint. It can be seen from which a significant enhancement is seen in 
captured fingerprints. 

 

  

(a)origin image (b) enhanced image of (a)  (c)origin image(d) enhanced image of (c) 

Fig. 4.  Four examples of enhanced fingerprints 

Reliability is a critical factor in biometrics system. To measure the accuracy of our 
embedded fingerprint verification system, we have developed a small fingerprints 
database using the Atmel fingerprint capture sensor. The database contains 300 fin-
gerprints from 60 different fingers, 5 samples for every finger. The proposed algo-
rithms were evaluated on this database according to FVC rules [11]. EER of the pro-
posed algorithm is 4.16%. False non match rate (FNMR) equals 5.85% while false 
match rate (FMR) equals 1%. The average computational time.is calculated as well. It 
is 5.0 sec on a 13 MHz CPU S1C33 by Epson.  
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5   Conclusions  

The mobile phone security system is quickly becoming an important area of technical 
development. This paper presented a mobile security system based on fingerprint 
recognition. The performance of the proposed algorithm on Atmel fingerprints data-
base was evaluated with the EER at 4.16%. The average computation time on a 13 
MHz CPU S1C33 by Epson is 5.0 sec. Future investigations will be focused on de-
veloping new methods to reduce the computation time.  
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